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Copyright
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Console), LepideAuditor Logon/Logoff Audit Module, any and all components, any and all
accompanying software, files, data and materials, this Configuration Guide, and other
documentation are copyright of Lepide Software Private Limited, with all rights reserved under
the copyright laws. This user guide cannot be reproduced in any form without the prior written
permission of Lepide Software Private Limited. No Patent Liability is assumed, however, with

respect to the use of the information contained herein.

© Lepide Software Private Limited, All Rights Reserved.
Warranty Disclaimers and Liability Limitation

LepideAuditor Suite, LepideAuditor App, LepideAuditor App Server, LepideAuditor Suite (Web
Console), LepideAuditor Logon/Logoff Audit Module, any and all components, any and all
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no warranties of any kind, whether expressed or implied. In particular, there is no warranty for
any harm, destruction, impairment caused to the system where these are installed. You
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be thoroughly tested with non-critical data before there is any reliance on it, and you hereby
assume the entire risk of all use of the copies of LepideAuditor Suite and the above listed
accompanying programs covered by this License. This disclaimer of warranty constitutes an

essential part of this License.

In addition, in no event does Lepide Software Private Limited authorize you or anyone else to
use LepideAuditor Suite and the above listed accompanying programs in applications or systems
where LepideAuditor Suite and the above listed accompanying programs’ failure to perform can
reasonably be expected to result in a significant physical injury, or in loss of life. Any such use is
entirely at your own risk, and you agree to hold Lepide Software Private Limited harmless from

any and all claims or losses relating to such unauthorized use.
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(Web Console), LepideAuditor Logon/Logoff Audit Module, LepideAuditor for Active Directory,
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1. Introduction

Welcome to the Configuration Guide of LepideAuditor Suite.

This software is a comprehensive solution providing all round audit information and control
regarding Active Directory, Group Policy Objects, Exchange Servers, SharePoint Servers, and
SQL Servers.

In this configuration guide, we have covered the most essential steps to be followed for first time
usage of LepideAuditor Suite Software. If you want to view the dedicated Configuration Guides

for each component, then click the following links.

1. Configuration Guide for Active Directory, Group Policy, and Exchange Server

Configuration Guide for Active Directory Cleaner

a
b. Configuration Guide for User Password Expiration Reminder

c. Configuration Guide for Enabling Auditing

d. Configuration Guide for Non-Owner Mailbox Access Auditing

e. Configuration Guide for Logon/Logoff Audit Module

2. Configuration Guide for SharePoint Server

3. Configuration Guide for SQL Server

4. Configuration Guide for LepideAuditor App

2. System Requirements

Before you start installing LepideAuditor Suite, make sure that your computer meets the

following requirements.

2.1 Basic System Requirements
¢ Dual Core Processor or higher Processor
¢ Minimum 4 GB RAM
¢ Required free disk space
e  Minimum 1 GB
¢ Recommended 2 GB
.NET Framework 4.0 or later
Group Policy for Windows Server 2003
Any of the following SQL Servers (local or network hosted) for storing auditing logs:
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SQL Server 2005
SQL Server 2008
SQL Server 2008 R2
SQL Server 2012
SQL Server 2014
SQL Server 2016
SQL Server 2005 Express Edition
SQL Server 2008 Express
SQL Server 2008 R2 Express
o SQL Server 2012 Express
o SQL Server 2014 Express
Any of the following 32 bit or 64 bit Windows Operating Systems.
¢  Windows XP
e Windows 7
e Windows 8
Windows 8.1
Windows 10
Windows Server 2003
Windows Server 2003 R2
Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2

2.2 Supported Windows Servers
Any of the following Windows Servers.
e Windows Server 2003
e  Windows Server 2003 R2
e Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
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2.3 Supported Exchange Servers

Exchange Server 2003
Exchange Server 2007
Exchange Server 2010
Exchange Server 2013

2.4 Supported SharePoint Servers
SharePoint Server 2010
SharePoint Foundation 2010
SharePoint Server 2013
SharePoint Foundation 2013

2. 5 Supported SQL Servers for Auditing
SQL Server 2005
SQL Server 2008
SQL Server 2008 R2
SQL Server 2012
SQL Server 2014

2.6 Prerequisites for Windows Server 2003 /R2
Following are the prerequisites to audit Windows Server 2003 and Windows Server 2003 R2 (both
32-bit and 64-bit versions)

NET Framework 2.0

Windows PowerShell 2.0

GPMC.MSC

Hotfix of http://support2.microsoft.com/hotfix/KBHotfix.aspx?kbnum=941084&kbln=en-

us for Windows Server 2003

2.7 Prerequisites for Domain Auditing
Following are the prerequisites for auditing a domain’s Active Directory, Group Policy, and
Exchange Server.

e Event Viewer of domain controller(s) and main domain, to be audited, should be

accessible.

© 2016 Lepide Software Pvt. Ltd.




" LepideAuditor Suite Configuration Guide

2.8 Prerequisites for Group Policy Auditing

Windows PowerShell 2.0 should be installed on server with agent.

NET Framework 4.0 should be installed both on server to be monitored and machine

where software is installed.
GPMC should be installed on the machine where software is installed.
Following are the prerequisites for agentless Group Policy Auditing

o Software should be installed on client machine.

o Windows PowerShell 2.0 for client machine

2.9 Prerequisites for Health Monitoring

e WMI Services should be up and running.
e Hotfix of http://support2.microsoft.com/hotfix/KBHotfix.aspx?kbnum=941084&kbln=en-

us for Windows Server 2003

2.10 Prerequisites for SharePoint & SQL Server
Following are the prerequisites for auditing SharePoint Server (any version) and SQL Server (any
version)

e Microsoft System CLR Types for SQL Server 2012

e Microsoft SQL Server 2012 Management Objects Setup

e NET Framework 4.0 should be installed both on server to be monitored and machine

where software is installed.

2.11 Prerequisites for Web Console

Following are the prerequisites for Lepide Auditor Suite (Web Console)
= NET Framework 4.0 or later for installing LepideAuditor Suite (Web Console)
= Web Browser is required to open Web Console.
o Internet Explorer 8 or later
o Mozilla Firefox 20.0 or later
o Apple Safari 4.0 or later
Google Chrome

© 2016 Lepide Software Pvt. Ltd.
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3. User Rights

To install and work with LAS, you need to have appropriate rights over the system where it will
be installed. Also, you need to have appropriate rights to access Active Directory, Exchange

Server, SQL Server and SharePoint Server.

3.1 Service Rights

To run LepideAuditor Suite Service, the local system administrator rights are required. If you
want to run the service using other user, then the selected user should be member of Domain

Admins group.

3.2 Local System Rights
User should have following permissions on local computer on which software is installed:
®  Full access permission over drive in which Operating System is installed
® Read/Write permissions in the registry
Steps to assign these permissions are:
1. Go to Control Panel and select “User Accounts”.
2. Select the user and select Change Account Type.
3. Make User as Administrator.

4. Click “Save”.

(NOTE: \

1. Steps mentioned above may vary depending on the Windows version installed on the

system.

If the User Account does not exist on the system, create a new User Account with

\ Administrative rights. J
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4. Configure Service Credentials

You can configure this option to select the User Account with which you want to create and run
the Windows Service of LepideAuditor Suite. This setting will appear at the Welcome Screen

when you are installing the software for the very first time.

%+ LepideAuditor Suite

5 t Il t —
& G::;f;";:tin;nagemm Add Component

»ﬂ Delegation Control -

B Message Delivery Settings E E E E E
b5
B Default SOL Server Settings Lepidefuditar Suite Service Properties

(+) Local System Account
() This account

Uszer Mame : Browse

Fassword

| | Cancel

Visit: www.lepide.com/lepideauditor/

Figure 1: Configure the credentials

Follow the steps below to configure this option.
1. It contains the following two options.

A. Local Account: Select this option to install and run the Lepide Auditor Suite service

using the local system account.

This account: Select this option to install and run the LepideAuditor Suite service

using the provided user account.

2. Select "This Account" for installing and running the service with a customized account.
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NOTE: Right click on "Component Management" node in "Settings" tab to access the option to

configure the service credentials.

If Component banagement
Ldd
Uninstall Agent
Configure Consale Auditing

Configure Service Credentials

Figure 2: Option to access Service Credentials

3. You can click "Browse" to select a user account from Active Directory.

Select Users @

Select thiz object type:
zers | Object Types... |

Erarn thiz location:

Entire Directory | Locationg. .. |

Enter the abject names to select [examples]:
| Check Mamesz

| Advanced. .. | k. | Cancel

Figure 3: Select User from Active Directory

4. You can type a username and click "Check Names" to verify. Once verified, the username

will have an underline.

Select Users @

Select thiz object type:
zers | Object Types... |

From thiz location:

Entire: Directory | Locations... |

Enter the object names to select [examples):

&dminigtrator [SdrministraborEe, vdoc, com] | Check Mames |

Advanced... | (] ]l Cancel |

Figure 4: Selected a user

NOTE: The selected user should be a member of "Domain Admins" group.
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5. Click "OK" to save the selection. It takes you back to the previous dialog box.
Lepidefuditar Suite Sersice Properties

Service Credentials

Flease provide user account to run the service.,

I Local Systemn Account

(+) Thiz accaunt
Idzer Mame : Administrator@eeww wdoc, com

FPazzward -

k. | | Cancel

Figure 5: Selected a user

You can manually enter the username in the same format.

6. Enter the password for the selected user.

Lepidefuditor Suite Service Properties

Service Credentials

Please provide user account to run the service.

(1 Local System Account
(+) Thiz account

eer Mame Adminiskrakbor@ey, wdoo, com

FPassward |

0k | | Cancel

Figure 6: Entered the Login Credentials
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7. Click "OK". The software processes the request to configure the service.

Lepideduditor Suite Service Properties E3

Service Credentials

Please provide user account to run the ser

Idzer Mame Adminiskrabor@sa, vdoc, com

PaSSWDrd . Aerkhkbobohk

Setting logon credentials. Pleaze wait...

Figure 7: Processing the Service Configuration

Once done, the dialog box will disappear.

After configuring the credentials, "Component Selection" dialog box appears.
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%+ LepideAuditor Suite

Cornponent Managerment
£F General Settings
tla» Delegation Control
B Message Delivery Settings
% Default SQL Server Settings

Component Selection

Component Selection

Select component

(+) Active Directory , Exchange Server and Group Policy

Added ()5QL Server

() SharePoint Server

Visit: www.lepide.com/lepideauditor/

Figure 8: Select Component

Select the type of component and add it for auditing.
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5. Settings

It is the centralized control panel of the software, which allows you to perform all required
settings to configure and use the software. Its settings are divided into the following categories,

each of which has a node in the left panel.
e Component Management
o Domain Settings
* Active Directory
*  Group Policy Objects
* Exchange Server
» User Password Expiration Reminder
* Active Directory Cleaner
o SharePoint Server Settings
o SQL Server Settings
¢ General Settings
e Delegation Control
e Delivery Message Settings
o App Profile Management
o Email Configuration
e Default SQL Server Settings

For basic configuration and software usage, these three sections have been dealt in detail here.

5.1 Component Management

This section allows you to manage domains. You can add/remove/modify the added server
components, and configure/install/uninstall their auditing agents from here. If no component is
added, you will receive the option to add component and to uninstall agent from any domain,
SQL Server, or SharePoint Server without adding it.
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% Lepideduditor Suite

Y Component Management
3 wwwrvdoc.com
ﬁ} 192.168.10.97{SharePaint)
2= sP13-BA0EqL

neral Settings

A2 Delegation Control
B Message Delivery Settings gxc:ﬁn[;ggfvrgr(;roup Policy and SharePoint Server
Default SQL Server Settings @

v] Added Component

e vdoc, com 1921681057 SharePaint]
Active Directory, Group Policy and SharePoint Server
Exchange Server

SP1ZE-10[SEL

Add Component

SQL Server

WVisit wwwlepide.com/lepideauditor/

Figure 9: Component Management

This tab’s interface is divided into two sections - “Add Component” that lets you add new

component and “Added Component” that lets you manage already added components.

The steps to manage the different components are discussed in three different guides. Click the

links below to know more about them.

1) Configuration Guide for Active Directory, Group Policy, and Exchange Server

2) Configuration Guide for SharePoint Server
3) Configuration Guide for SQL Server

In Component Management, you can perform the following operations.

5.1.1 Add Component

You can click any button “Active Directory, Group Policy and Exchange Server”, “SharePoint
Server”, or “SQL Server” in “Add Component” section to add a new component. Alternatively,
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you can right click on root node of “Component Management” and go to “Add” sub-menu to

access the options to add component. The procedure is exactly same as explained above.

5.1.2 Remove Component

Right click on the node of component below “Component Management” and click “Remove”

option to remove it. You can also click the component and click “Remove” link in “Actions” pane.

5.1.3 Modify Component Properties

You can modify the properties and customize the auditing of added components such as domain

(Active Directory, Group Policy, and Exchange Server), SharePoint Server, and SQL Server.

5.1.4 Manage Auditing Agent
The agentless auditing is available for domain (Active Directory, Group Policy, and Exchange
Server) and SQL Server. However, the agent is required to audit SQL Server, Non-Owner Mailbox

Access of Exchange and logon/logoff events of domain.
You can perform the following tasks to manage the agents.

e Switch between Agentless and Agent-based auditing (to and fro)
e Uninstall Agent
¢ Reinstall Agent

Uninstalling the agent serves two purposes:
1. Uninstall agent from selective DCs in a domain, which you do not want to audit anymore.

2. Uninstall agent manually over a DC whose domain has been already removed from the
audit list.

5.1.5 Manage Health Monitoring

You can enable or disable the health monitoring of domain and SQL Server.

5.1.6 Console Auditing Settings

Console Auditing lets you audit the user actions performed on the console of LepideAuditor
Suite. A separate report named "Console Auditing" has been added in "Audit Reports" Tab. You
have to configure the Console Auditing Setting in Component Management in order to enable

the auditing of console.
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Follow the steps below to configure the Console Auditing Settings.

1. Right click on "Component Management" node in "Settings" Tab.

Component Management

Add

Uninstall Agent
Configure Consale Auditing

Configure Service Credentials

Figure 10: Option to access Console Auditing

2. Click "Console Auditing" to access the following dialog box.

Configure Console Auditing

Configure Console Auditing

Provide database information for storing console auditing data.

Enable Conzole Auditing

SOL Server

Athentication

zer Mame :

Pazzward

Dratabaze Mame

ak. | | Cancel

Figure 11: Console Auditing Settings

3. Check the box of "Enable Console Auditing". It enables the following section containing
the database settings.

NOTE: You can click [ icon to load the SQL Server Settings from "Default SQL Server Settings".
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4. The software lets you connect to a local or networked SQL Server. You can either enter

the name of SQL Server manually in the text box or click | - | to enumerate all SQL Servers

in a list and select the desired one in the following box.

Zelect Server @

Enumerate SQL Servers
Enurmerate local and netwark SOL Servers

- Metwark Servers

Cancel

Figure 12: Select an SQL Server

Click # jcon to expand the listings for local and network servers. You can click = icon to

collapse the list.

Select a server and click "OK" to go back to the "SQL Server Settings" box, which now
shows the selected SQL Server.

You have to select any of the following authentication types.

A.  Windows Authentication: It lets the software login at SQL Server using the

credentials of that user with which you are logged into the computer currently.

SQL Server Authentication: It lets you provide the username and password of an
SQL Server user.

It is recommended to use the SQL Server Authentication
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You have to provide a database name in the text box saying "Database". If you are

reinstalling the software, then you can reuse the earlier database.

Following is a snapshot of the dialog box containing the sample details, where we have
selected to login with SQL Server Authentication mode.

Configure Console Auditing @

Configure Console Auditing

Provide database information for storing console auditing data.

| Enable Conzale Auditing

SOL Server @ LOCAL_SOL

Authentication

Windaws Authenticatian
SOL Authentication
Izer Mame : 53

FPaszwaord ekttt

Test Connection

[ratabaze Mame las-new?

ak. | | Cancel

Figure 13: Sample Details

10. Click Test Connection to test the connection between the software and the selected SQL
Server using the provided details. It either displays an error if failed to connect or shows

the following message confirming the successful connection.
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LepideAuditor Suite

Test connection successful,

Figure 14: The connection to SQL Server is successful.

11. Enter the name of database. You can use the same database, which has been used earlier

to save the auditing logs of server components.
12. Click "OK" to save the settings.

Console Auditing is enabled once you perform the above steps to configure its settings. Now, you
can go to "Audit Reports" section to view the Console Auditing Report.

Console Auditing

Start Date |9;29;2m5 j |12:DD:DDAM ~ EndDate |10/ 1/2015 j|3:10:29PM =1

Graph View Calendar Wiew

Dirag a column header here to group by that column. E Q

Camponent Mame w  Operation w When wihat

o P P o
b |Default SOL Server Settings | Created 9/30/2015 31... | Defaul SOL Server Settin.. * Component Name: Default S0L Server Set
e vdoc. com Froperties Modified  9/29/2015 6:5... | Following Active Directory. . - Operation: Created
Delivery Settings Deleted 9/29/2015 6:5...  Deleted following account... » When: 9/30/2015 3:12:51 PM
i vdoc, com Agent Uninztall 9/29/2015 55 | Unistalled agent from follo. . - What:
Default SQL Server Settings created v
5QL Server Mame: SP13-EX10
Authentication Mode : SQL Authenticati
User Mame: sa

Connection Time-Out: 15 minutes

of 1 page(s) I:":‘

Figure 15: Report of Console Auditing
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If the Console Auditing Settings are not configured, then you will receive the following error
message while trying to generate "Console Auditing" Report.

LepideAuditor Suite

Console Suditing database is not

configured, Do you want to configure
it ro ¥

Ve | | Mo

Figure 16: Console Auditing is not configured

5.2 General Settings

LepideAuditor Suite provides extended reports and entire audit details. You can configure

reports settings to get the reports displayed as per your personal preferences.

% LepideAuditor Suite

E-44 Component Management =
e o s
@y 192.168.10.87(SharePoint)
£ SP13-EX10(50L)

-§3F General Settings

£} Delegation Control

[# Message Delivery Settings

£ Default SOL Server Settings

Display Settings
Maimum Records Per Page 1000 -
Date Time Display Setting. System Default -

Show Working Hours Record in:

Show Nen Warking Hours Record in

Working Hours: From: [ 9:30:00 aM = To: [ &:30:00 M ==

Working Days: ] Monday v Tuesday  [v|Wednesday [w] Thursday

Saturday Sunday

:\E‘luagumn;h;m concurertsession: [2 |
| Do nat send scheduled reports i blarlc
Use WM for change collection { Active Directary )
Witmeoutintsval : [35 | © | Minutes
Dont capture "From” information (Active: Directory)
Encrypt the data inthe Archive Database

Allow multiple instances of the console

Visit: www.lepide.

Figure 17: General Settings

General Settings is divided into two sections:
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5.2.1 Display Settings

Here, you can select how many records will be displayed in a page and decide whether to send

the blank reports via email or not.

L.

Maximum Records per Page: Select the maximum number of records that you wish to be
displayed in each report page.

Date/Time Format: Specify the date and time format from the available options in the
dropdown list.

Show working hours record in: Select the preferred color to get the reports in working
hours displayed in that particular color.

Show non-working hours record in: Select the preferred color to get the reports in non-

working hours displayed in that particular color.

Working and Non-Working Hours: Here, you can define the working hours on a daily
basis and working days. Once working and non-working hours/days are configured

separately, you can view the audit reports as per working and non-working hours.

5.2.2 Other Settings

This section contains the following settings.

1.

Maximum number of concurrent session (Active Directory): Here, concurrent sessions
mean the number of domain controllers that can be audited collectively by LepideAuditor

Suite at a time.
You can increase or decrease the number of domain controllers to be audited at a time.

Do not send scheduled reports, if blank: Select this checkbox if you do not want

scheduled report recipients to receive blank report mails without any data.

Use WMI for Change Collection (Active Directory): Check this option to enable the
usage of WMI in collecting the Active Directory logs. You can define the WMI time out-
interval as well. You have to uncheck this option to disable the usage of WMI.

Don’t capture “From” information (Active Directory): You can check this option to
disable the capturing of "From" field while auditing Active Directory.

Unchecking this option enables the capturing of this particular field in Active Directory
auditing logs.

Encrypt the data in the Archive Database: You can enable this option to enhance the
security of logs stored in archive database.
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6. Allow multiple instances of the console: Check this option to use the multiple instances

of LepideAuditor Suite at a given point of time.

If you want to run only one instance of Auditor Suite at any time, then please uncheck

this option.

[ NOTE: changes in settings in each section can be individually applied.

5.3 Delegation Control

Web Console of LepideAuditor Suite lets the domain users access the audit reports from
anywhere in a domain's local network. The user has to provide the login credentials to access the
report. "Delegation Control" lets the administrator to create accounts for the domain users to

access Web Reports and select what reports they can access.

% Lepidefuditor Suite

Component Management &Y Delegation Control
@ e wdoc.com =

[j} 192.168,10.97(SharePoint)
g SP13-EX10{30L) 2L O /5 X U
ﬂ General Settings
ﬂ Delegation Control Account Mame Statuz
B Delivery Message Settings
Default SQL Server Settings

Visit: woww.lepide.com/lepideauditor/

Figure 18: Delegation Control Settings
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Here, Administrator can add, edit, delete, enable, and disable the user accounts, using which

domain users can access Web Report Console.

Follow the below steps to add a new delegation account.

1. Click © icon to create a new account. It shows the following wizard.

Add Delegate Account

Select User{s)

Fleaze zelect the Delegate account Mame

Account Marne |

|Jzer Selection

|Jzer Mame

Figure 19: Add Delegate User Account wizard

2. Enter the account name in the textbox.

3. Click © to add the user(s) who can use this account to login at Web Report Console. It

shows the following dialog box.
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-

[ Add User =

Add Uzer

Figure 20: Dialog box to add the users

4. Click!  —  Ibutton to select the users from the domain's Active Directory. It shows the

following dialog box.

T

select Users @

Select thiz object type:

zers | Object Types... |

FErorn thiz location:

Entire Directary | Locations. .. |

Enter the object names to select [examples]:
| Check Mames

| Advanced. .. |

Figure 21: Dialog box to select the users from Active Directory

5. Enter the name of user to be added. You can type multiple usernames separated with ;

(semicolon).
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You can also click "Advanced". It shows the options to find the Active directory and select

what has can be added to create delegation account.

.

select Users @

Select thiz object type:
Userd | Object Types. .. |

Erarn thig location:

Entire Directary | Locations... |

Comman Queries

M ame: |5tart$ with 'v| | Colums. . |

Dezcription: |Sta[tg with v| | Fird Mo |

Dizabled accounts

MHaon expiring pazsword

Cancel
Search results:

Mame [ROM] E-Maill Addrezs In Folder

Figure 22: Dialog box to find and select the users from Active Directory
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7. Click "Check Names" to validate the entered username(s).

e

select Users @

Select thiz object type:

zers | Object Types... |

FErorn thiz location:

Entire Directary | Locations. .. |

Enter the object names to select [examples]:

Testllzer! [bestuser] G vdos, coml] | Check Mames |

| Advanced. .. | k. ]| Cancel |

Figure 23: Dialog box to select the users from Active Directory

8. Click "OK" once you have added the required users. It takes you back to "Add Users"
dialog box that now shows selected AD user.

[ Add User =

-,

Add User kestuser Ly, wedoc,com | |

Cancel

Figure 24: Showing the user to be added
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9. Click "OK". It adds the selected user in the list and takes you back to "Add Delegate

Account" wizard.

Add Delegate Account @

Select User(s)

Fleaze zelect the Delegate account Mame

Account Mame : test

[Jzer Selection

|dzer Mame
testuzer] @iy vdoc. com

Figure 25: Listing the added users

You can follow the above steps to add more user for this new delegate account.
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10. You can select any added user here in the list and click o icon to remove the user.

Add Delegate Account

Select User(s)

Fleaze zelect the Delegate account Mame

Account Mame : test

[Jzer Selection

|dzer Mame
adminiztrator@testuzer com
testuzer] (@ 1. vdo. oo

Figure 26: Option to remove the user

11. Clicking » shows the warning message.

Do wouwwant to delete selected
user(s) ¥

Figure 27: Warning before deleting user from the list

© 2016 Lepide Software Pvt. Ltd. Page | 31




LepideAuditor Suite Configuration Guide

12. Click "Yes" to delete the user from list. Once clicked, it takes you back to earlier wizard,

which confirms that user deleted successfully.

Add Delegate Account @

Select User(s)

Please select the Delegate account Mame

Account Mame : test

|Jzer Selechon

|Jzer Mame
testuzer] @wry vdoc com

Figure 28: Listing the added users

13. Click "Next" to proceed ahead. The next step gives you the option to select the reports for

which you want to authorize the account.
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Add Delegate Account

Select Report{s)

Ex3

Please select the report(s) to schedule.

Delegate : &l Feports

All Reports Selected. To delegate specific reports then select "Only Selected Reports’ option.

< Back

Figure 29: Step to select the reports for the account

14. Delegate" drop-down menu has the following options.

A. All Reports: Select this option to authorize the new account access all audit
reports.
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Only Selected Reports: Select this option to choose what reports the new account

can access and what cannot.

Add Delegate Account @

Select Report{s)

Please select the report(s) to schedule.

Delegate : Ornly Selected Reports

. 192.168.10.97[SharePaint)
il

] . vdoc. com

< Back Finizh Cancel

Figure 30: Select the reports for which account will be authorized

15. Select the reports, which are divided into three different categories.

. SQL Server: It shows the auditing reports for SQL Server.
SharePoint: It shows the auditing reports for SharePoint Server.
. Domain: It shows the reports for domain. It is further divided into the following
categories.
I.  Active Directory Reports: It shows the following reports of Active Directory.
a. Active Directory Modification Reports
b. Active Directory Security Reports
C. Active Directory Custom Report

© 2016 Lepide Software Pvt. Ltd. Page | 34




d‘ LepideAuditor Suite Configuration Guide

II.  Group Policy Reports: It shows the following reports of Group Policy.
a. Group Policy Modification Reports
b. Group Policy Custom Reports
III.  Exchange Server Reports: It shows the auditing reports of Exchange Server.

16. Select the reports for which you want to provide access to the delegation account.

Add Delegate Account

Select Report{s})

Please select the report(s) to schedule.

Delegate : Only Selected Reports

|_:_| Active Directory Modification Reports
|_:_| All Modification Feparts

[ ]| Obiect Created
D Object Deleted
[ |al| Obiect Modifications
:|. Lagon/Logoff Reparts
]. Infrastiucture Reports
:|. Container Reports
]. Qrganizational Unit Reports
]. |Jzer Reports
:|. Computer Reports
:|. Group Repoarts

- al Cembact Banarks

< Back Firizh Cancel

Figure 31: Displaying Selected Reports

17. Click "Finish" to create the account.
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You can follow the above steps to create multiple accounts. Delegate Control displays all created

account in the list.

# Delegation Control

Aocount Mame Statis
Enabled

kest Enabled

Adminiskrator Enabled

Delegate Account Mame : Lests

zeris]
kesk2@nwie, cod, comm

Reparts
SP13-Ex 1003000500 Server Modification Reportsiall Server Object Modification Reports),
SP13-EX100S0LN SO0 Server Modification Reportsiall Dakabase Objeck Modification Reparts),
SP13-ExX100SQUASOL Server Modification ReportsiLogin ReportsiLogin Created),
SP13-Ex 1003000500 Server Modification ReportsiLogin ReportsiLogin Deleked),
SP13-Ex 1003000500 Server Modification ReportsiLogin ReportsiLogin Modified)
SP13-EX100300N 500 Server Modification ReportsiAlert ReporksiAlert Created),
SP13-Ex10{30LNS0L Server Modification Reportsialert Reportsialert Deleted)
SPL3-Ex100SQLNSOL Server Modification Reportsialert Feportstalert Modified),

1L}

Figure 32: Displaying the added accounts

Following are the other options available in “Delegation Control”.

X

Use this icon to remove an added delegation account

Use this icon to modify details in a delegation account. Just select the account from the list

and click this icon. Change the required values and click "OK" to apply the changes.

Use this icon to refresh changes and display the latest changes in the Delegation Account

list, if any.
Use this icon to disable an existing delegation account.

Use this icon to enable an existing delegation account.
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5.4 Message Delivery Settings

This setting allows you to define the medium of sending delivery notifications like auditing alerts'

messages, health monitoring alerts' messages, and scheduled reports.

% Lepidefuditor Suite

E|-- Component Management
@ A dOC, CO
--ﬁ} 192.168,10.97(SharePoint)
SP13-EX10{30L) N
»ﬂ E;neral Settings k7 X4
»ﬂ Delegation Control Account Mame Drelivery Type
B Message Delivery Settings
Default SQL Server Settings

EY Message Delivery Settings

Visit: woww.lepide.com/lepideauditor/

Figure 33: Message Delivery Settings

There are two methods to send the delivery notifications.
1. Email Account

2. Mobile App Account
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5.4.1 Email Account

The software lets you add email accounts, modify existing accounts and remove email accounts.

The added email account(s) are used to send real-time alerts and scheduled reports.

To add an email account, click on the © ~ [button and select “Add Email Account” option.

[+ I

Add Ernail Account

Add App Account

Figure 34: Option to add an email account

Following wizard will open up. Populate the required fields as described below.

Add Ermail Accounts

Celivery Mechanism : Send Email Alert

Please select or add new sender's email account, add recipient(s).

Sender/Recipient

Sender's Email Account: | TEST Add Mew Email Account

Recipient Email(s): testusri@audit, com, bestusr 1@audit, com|

F

Separate multiple emails by ~,"

Figure 35: Add Email Account
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Enter the following details:
Display Name: Provide a name that will be used as the profile name.
Sender's Email ID: Enter the email address that will be used to send emails.

Logon Name: Enter the login name for your email address. This name will be used by the

software to login on the provided Email Server on your behalf.
Password: Provide the required password for the provided logon name.

Server Name: Enter the server name or IP Address of your email ID. The software will use

this value to find out the email server and ping it.

Port: Enter the port number for SMTP connection (the default port number is 25).The software
will try to connect to the SMTP Server at this port.

Requires a secure connection (SSL): Check this box if you want the software to connect to

your email server using SSL.

Send Test Email: Use this option to send a test mail to check the authenticity of the details
provided here. It is recommended to perform this step before moving ahead.

Thus, the following email account will be added in software under “Delivery Message Settings”.
This email account will be used to send emails. You can add more email accounts for using

different account for different purposes.

Other available options in this section are:

X

Use this icon to remove an added email account

1

’ Use this icon to modify details in an existing email account. Just select the account from
the list and click on this button. Change the required values and click the "OK" button to
make changes.

Use this icon to refresh changes and display the latest changes in the Email Account list,

if any.
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5.4.2 App Account
An App Account will send the delivery notifications to Mobile Application of LepideAuditor

Suite.

Software lets you add app accounts, modify and remove existing. The added email account(s) are

used to send real-time alerts and scheduled reports.

To add an email account, click on the © ~ [button and select “Add Email Account” option.

[+ I

Add Ernail Account

Add App Account

Figure 36: Option to add an App Account

Following wizard will open up. Populate the required fields as described below.

Add App Account @

Add App Account

Fleaze enter login credentials for uzing Mobile App

UserID : Administrator
EE 222

Password

Mobile App ID : | EGFA7394-6390-4106-41E0-ESETOBATOZCS

NOTE : Use this App ID to configure App on Android and i05.

Figure 37: Dialog box to add an App Account

Enter the following details:

1. User ID: Provide a user ID with which you will create a profile in Mobile Application.

© 2016 Lepide Software Pvt. Ltd. Page | 40




d‘ LepideAuditor Suite Configuration Guide

Password: Enter the password for the user ID with which you will login in Mobile

Application.

Mobile App ID: Note down the Application ID and use it to create the profile in mobile
application.

Click “OK”. Thus, the following email account will be added in software under “Delivery
Message Settings”. This app account will be used to send notifications to the installed mobile
application “LepideAuditor App”. You can add more app accounts for using on different

applications of different phones. However, one account should be used for only one application.

Other available options in this section are:

x

Use this icon to remove an added App account

s’ Use this icon to modify details in an existing App account. Just select the account from the
list and click on this button. Change the required values and click the "OK" button to make

changes.

Use this icon to refresh changes and display the latest changes in the App Account list, if

any.
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5.5 Default SQL Settings

This setting lets you configure the default SQL Server for storing logs for software.

%+ LepideAuditor Suite

-- Component Management
@ whnsivvdoc,com
E} 192.168.10.97(SharePaint)
E SP13-EX10{S0L)

»ﬂ General Settings

»ﬁ Delegation Control Configure SQL Server settings

B Delivery Message Settings

: @. Default SQL Server Settings QL Server :

Authentication

(+) Windows Authentication
("1 SQL Authentication

User Name :

Password :

Test Connection

Connection Time-Out :

Wisit: www.lepide.com/lepideauditor/

Figure 38: Default SQL Server Settings
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Follow the steps below to configure this setting,

1. Software lets you connect to a local or networked SQL Server. You can either enter the

name of SQL Server manually in the text box or click | | to enumerate all SQL Servers in

a list and select the desired one in the following box.

Select Server @

Enumerate SQL Servers
Enumerate local and netwarlk SQL Servers

+- Network Servers

Figure 39: Select a SQL Server

Click ¥ icon to expand the listings for local and network servers. You can click = icon to

collapse the list.

Select a server and click "OK" button. This will take you back the "SQL Server Settings"

box, which will now show the selected SQL Server.
You've to select any of the following authentication types.

a. Windows Authentication: It will let the software login at SQL Server using the
credentials of that user with which you're logged in at the computer currently.

b. SQL Server Authentication: It will let you provide the username and password of a

SQL Server user.
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5. Click Test Connection to test the connection between the software and the selected SQL

Server with the provided details. This will either display an error if failed to connect or

shows the following message confirming the successful connection.

! "_\ Test connection successiul.

Figure 40: Tested the connection

6. Bottom section deals with the connectivity timeout period between the software and SQL
Server. You can use its buttons to increase/decrease the values or provide a manual value

for it.

Connection Time-Out: 15

Figure 41: Connection time-out setting
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7. Following is a snapshot of the dialog box containing the sample details, where we've

selected to login with SQL Server Authentication mode.

oY Default SQL Server Settings

Configure SQL Server settings

SQL Server : LOCAL_SOL

Authentication

Windows Authentication
SQL Authentication

User Name : 53

Password : bk

Test Connection

Connection Time-Qut: 15

Figure 42: Default SQL Server

5.5.1 Using the Default SQL Server Settings

At a screen where you have to provide the details of SQL Server for storing or retrieving auditing

logs, you will receive either anyone or both of the following buttons.

1. E’E Click it to save the current Database Settings as the default SQL Server, which will be
displayed as default in "SQL Server Settings".

2. : Click it to load the Database Settings from the default SQL Server configured in "SQL

Server Settings".

Thus, you can perform the basic settings required for preliminary software usage following the

above-mentioned steps.
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6. Conclusion

After following the above mentioned steps, you will start receiving audit reports and see
dashboard details. In order to create alerts and schedule reports for accessing complete software

features, check the software help manual:  http://www.lepide.com/lepideauditor/

Thus, LepideAuditor Suite can be easily configured and used to audit Active Directory, Group
Policy Objects, Exchange Servers, SharePoint and SQL Servers. Real-time auditing, Dashboard
reports in graphical format and LiveFeed add a definite edge to this application. Moreover, email
alerts, scheduled reports and options to restore AD state make it a one-stop solution for all

Auditing purposes.

To read more about the software visit: http://www.lepide.com/lepideauditor/

For software related queries, you can contact us at:
Helpline: +1-800-814-0578
For support or any other queries, drop a mail at:

For General Queries: contact@lepide.com

For Sales: sales@lepide.com

For Technical Support: support@lepide.com
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