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Introduction

This document highlights the common issues a user may face while installing or using LepideAuditor Suite and shows
you how to overcome them.

Why are the auditing logs not being displayed in
LepideAuditor Suite after the installation

Causes
1. Auditing is not enabled at the domain.
2. Auditing has been disabled automatically.
3. Event Logis full.

Solution 1

Please make sure that auditing is enabled properly on the added domain. If auditing is not enabled, you have to
enable it manually. Please refer to “Enable Auditing Manually” document to find out how.

Solution 2

Sometimes domain auditing is disabled automatically because of a particular group policy. If you have enabled
auditing through the solution or manually, perform the following steps:

1. Open Event Viewer at the server.
2. Check "Security" logs.
3. Please check whether the following event IDs are being generated on the domain controller.

a. If LepideAuditor Suite up to 16.3 version is installed, please check Event ID 4662 is being generated
or not for Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server
2012 R2, and Windows Server 2016.

b. If LepideAuditor Suite 16.4 version is installed, please check whether following Event IDs are being
generated or not for Windows Server 2008, Windows Server 2008 R2, Windows Server 2012,
Windows Server 2012 R2, and Windows Server 2016.

i Event ID 5137 for creating any object
ii. Event ID 5136 for modifying any object
iii. Event ID 5138 for undeleting any object

V. Event ID 5139 for moving any object
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V. Event ID 5141 for deleting any object

c. If LepideAuditor Suite 16.3 is installed, please check Event ID 566 is being generated or not for
Windows Server 2003 and Windows Server 2003 R2. LepideAuditor Suite 16.4 does not support
Windows Server 2003 / 2003 R2.

4. Ifthese events are not being generated, then it means auditing is not enabled or being disabled automatically
after a frequent interval. This can be because of a Group Policy applied on the server.

5. To rectify this issue, run "GPMC.msc" in Run or CMD prompt, to open Group Policy Management Console.

E Group Policy Management !E
= Blle  Action  Wiew Window  Help ‘ 18]l
= |27 8c|HFE
[ Group Policy Management Group Policy Objects in www.vdoc.com
=] _-.-_\_ Forest: vy, vdoc,com Contents I .
=l (24 Domains Delegallonl
B F3 wwwvdoc.com Name ~ | GPO Status [ Ml Filter | Modifiec
m/ Default DomainPolicy =/ Default Domain Controllers P Enabled None 11402
i/ Logon Logoff bli" LepideAudicor =] Default Domain Policy Enabled Nane 5/7/201
{2 Domain Controllers =/ Logon Logoff by Lepidetuditor  Enabled None 5/6/201
[=] gh
|2 Microsoft Exchange Security Groups
=RBSE Croup Policy Objects
\=[ Default Domain Controllers Policy
=/ Defaul: Domain Policy
_EJ Logon Logoff by Lepidesuditor
[ WHMI Filters
(3] Starter gPos
[ sSites
§E% Group Policy Modeling
| Group Palicy Results
< | i

Figure 1. Group Policy Objects in GPMC

6. Browse to root node — Forest — Domains — www.domain.com — Group Policy Objects. It lists all Group
Policy Objects for the domain.

7. Now, you have to perform the following steps on all Group Policy Object nodes listed under “Group Policy
Objects”.

a. Right click on a GPO.
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_EJ Default Domain Cantrallers Palicy
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Delete
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Figure 2: Right click on a GPO
b. Select "Edit" to open "Group Policy Management Editor."

c.  Goto "Default Domain Controllers" — “Computer Configuration” — “Policies” — “Windows Settings” —
“Security Settings” — “Local Policies”

d. Select "Security Options" lists all its Group Policies in the right panel.

e. Double click "Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit
policy category settings" to access its properties.
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Audit: Force audit policy subcategory settings (Windows Yista or L.J5 B3

Security Policy Setting | E xplain |

3 Audit: Force audit policy subcategory settings [windows Yista or
=@ later] to overnide audit policy categaory settings

v Diefine thiz policy seting:

¥ Enabled
" Digabled

] I Cancel Apply

Figure 3: Properties of Group Policy

f. Please make sure that "Define this policy" check box should be unchecked and the options to "Enable"
or "Disable" should be disabled.

g. If not, uncheck "Define this policy setting".
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Audit: Force audit policy subcategory settings (Windows Yista or L.J5 B3

Security Policy Setting | E xplain |

3 Audit: Force audit policy subcategory settings [windows Yista or
=@ later] to overnide audit policy categaory settings

[ Define thiz policy seting:

¥ Enabled
| Dizabled

0k I Cancel | Apply

Figure 4: Configuring policy to not defined

h.  Click "Apply" and "OK" buttons to close the dialog box.
i.  Close Group Policy Management Editor.

8. Now go to software — "Settings" tab — "Component Management", right click on "Domain" node and click
"Properties”. This will show the wizard to modify the domain's listing.
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i Domain Credentials

: 1[3} Advanced Domain Configuration Please enter the domain credentials
1 IP Settings
ﬁ. Database Settings
@ Organizational Unit Settings

@. Object Classes and Other Settings Domain Name of IP : o —— @

User Name : Administrator@www vdoc.com For example : user@domain .com

STt

Auditing Method
(+) Without Agent
MNote : An agent for monitoring Non-owner mailbox access will be deployed.

() With Agent

Figure 5: Wizard to modify domain

9. Click| \  Enable Audt button to enable the auditing at domain level. If you face any error, then please

refer to Guide to Enable Auditing Manually.

Solution 3

Please make sure that the event logs in Event Viewer are not full. Increase the size of event log storage and configure
the option to set the storage options. You can also use LepideAuditor Suite to set these Event Log Properties at the
domain controllers. Perform the following steps:

1. Access the domain properties in “Settings” Tab.

k| ‘\Se‘t Event Log Properties

2. Clic button to access the following wizard.
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Select server(s) and log size

| Server Name IP Address

» P
| » |l SPIDEX1www cod.com [127.0.0.1

Maximum log size:  {13BE
When madmum event log size is reached

() Owerwrite event as needed () Archive the log when full, do not ovenwrite

| <Back | Met> || cancel

Figure 6: Wizard to set the Event Log Properties

3. Select the domain controllers in the middle section, on which you want to apply this property.

4. You have to select those domain controllers, which you want to audit. If this property is not applied, then the
software faces issues in auditing the domain.

5. Select the maximum size of event logs to be stored at the domain controller. The available options are listed
herein below.

a. 512 MB
b. 1GB
c. 2GB

6. In"When maximum event log size is reached" section, select any of the following options.

a.  Overwrite event as need: Select this option to overwrite the old logs when the event log size is

reached.

b. Archive the log when full, do not overwrite: Select this option to archive the log when full. It will save
the event logs from being overwritten.

7. Click "Next" once you have selected the options.
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8. It processes to apply the properties on the selected domain controllers. Once done, the successful message
appears in the wizard.

9. Click "Finish" to complete the process. It closes the wizard and takes you back to the domain properties.

The software is configured completely but
records are not being processed.

The user/service account selected to run the LepideAuditor Suite Service interacts with the user account selected to
process the records by creating auditing databases. Both of these users need to meet the following requirements in
order for the records to be stored and displayed correctly.

Account to run Service Authentication to create Will it work to process the
Database records?
Local System User Account Windows Authentication The records are not processed if SQL

Server is located on another
computer where Local System
Account does not have a SQL login.

Local System User Account SQL Authentication The records will be processed.

Domain User Windows Authentication The records will only be processed
when Domain User has a login at
SQL Server with sysadmin privileges.

Domain User SQL Authentication The records will be processed.

The software is not auditing File Server.

If you have used "Windows Authentication” to connect to SQL Server, the current user with which you are logged on
to the computer should have a login in SQL Server. The database will not be created if the login does not exist.
Therefore, it is recommended to use “This user” option and provide the credentials of a SQL user.
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The user is facing issues in dealing with multiple
domain controllers.

There can be a number of domain controllers in the server desired for auditing. However, you can exclude domain
controllers you do not want to audit either when adding the domain in the software or while modifying its listing.
Follow the steps below to exclude unwanted domain controllers.

1.  Go to "Settings" tab — "Component Management". Select the domain that has to be modified.
2. Click "Advanced Domain Configuration" link in "Actions" pane on right side.

Properties m

'""%_Dmai” Credentisls o Advanced Domain Configuration
#Adwanced Domain Configuration: Please select cormponent(s) and the server(s) to be audited

, IP Settings
Database Settings
Owganizational Unit Settings + Change Audit Active Direckory v Active Directory Backup -+ Health Monitoring
Object Classes and Other Settings - .
: Archive Settings ~ Change Audit Group Policy | Group Policy Backup +| Non-Owner Mailbox Auditing

+ Change Audit Exchange Server

Component Change Auditing Health Monitoring Hon-Owner Mailbow 4.

4 3 192,168.10.39
4 <J* Active Directory % Exchange S
= wm2k3-member wwe fnc2k 3. com Applicable for Exchan...

= memberpe. wwi. fic 2k 3. com Applicable for Exchan...

A RRNR
AR R

de-fed www fnc2k3 com MAS
i= vk B-antwaw fnc2k3.com M
4 5 Group Policy Servers
7= bdc-fc3 v fnc2k3.com ~ T A M2
= wmzk8-ank.www. fnc2k3.com ~ Tl A M2
'\ Enable MonOwner Mailbox duditing Reztore Default

Figure 7: Showing the domain controllers

3. All domain controllers are listed herein the middle section between two headers "Active Directory and
Exchange Servers" and "Group Policy Servers".

4. Each domain controller has the checkboxes for following options. Some may show disable, as these are not
applicable.

a. Change Auditing: It shows status for Change Auditing for added server's Active Directory, Exchange
Server, and Group Policy.
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b. Health Monitoring: It shows status for Health Monitoring for added server's Active Directory and
Exchange Server.

¢. Non-Owner Mailbox Auditing: It shows status for Non-owner Mailbox Access Auditing for added
Exchange Server.

5. Uncheck the change auditing, health monitoring and non-owner mailbox auditing options for the domain
controllers, which you do not want to audit

Properties m

g Domain Credentials Advanced Domain Configuration

Advanced Domain Configuration Please select cormponent(s) and the server(s) to be audited
. IP Settings

Database Settings
Organizational Unit Setkings + Change Audit Active Direckory v Active Directory Backup + Health Monitoring
t Object Classes and Other Settings
archive Settings

| Change Audit Group Policy | Group Palicy Backup | Non-Owner Mailbox Auditing
+ Change Audit Exchange Server

Companent Change Auditing Health Manitaring Mon-Owrer Mailbos A,
4 53 192.168.10.39
4 <[ Active Directory & Exchange S

= wm2k3-member. wwe nc2k 2. com Applicable for Exchan...
= memberpe, v fnc2k 3 com Applicable for Exchan...
= bdc-fc3 v fnic2k3. com M2
= w2k 8-ant wen frc 2k 3.com v o WAL
4 El Group Policy Servers

i= bdo-fed www. fnc 2k 3. com MAA M

b = wmzkB-ank s fnc2k3.com v I A8 WAL

‘\ Enable MonOwner Mailbox Auditing Restore Default

Cancel

Figure 8: Selecting the domain controllers
The unchecked domain controllers will not be monitored.

Now click "OK" to apply the modifications in the domain's listing.
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Unable to add the domain as the software is not
automatically resolving the I[P Address of
domain controller.

While adding a domain, LepideAuditor Suite tries to resolve the IP Addresses of its domain controller(s). Sometimes
the IP Addresses are not resolved automatically and you may receive the following error.

1 Yitualbultiple IP's or No [P address (es) detected. Kindly follow these steps
. to resohve the issue:

1. Select "Map Damain Controller(s) IF Manualk".

2. Double click DC o provide IF.

3. Provide Mew IF address and press OK.

4. Achvanced settings - OK

ORwou can ignore this Serser fram the change collection list.

Figure 9: Warning if the software cannot resolve the IP Addresses

Follow the steps below to fix this issue.

1. While Adding Domain: If you receive the error while adding domain, perform the following steps.
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IP Settings
Flease review and map the server IF address

IP Address

Fel
SP1EX10.www vdoc.com 192.168.10.97

Preferred DC for general calls and backup: SP123-EX10.www vdoc.com ;I

NOTE : IP Address fields are editable. Software will not monitor the server until it is mapped to
its cormrect IP Address.

Figure 10: Change Collection Settings
a. Double click the IP Address fields for the domain controller(s), whose IP Address is being displayed
incorrectly.
b. Enter the correct IP Address.
c.  Click "Next" to proceed with wizard to add domain.
2. After Adding Domain: Perform the following steps to replace the incorrect IP Address of domain.

a. Right click on the domain under Component Management, of which IP Address is displaying wrong and
select "Properties” to access its properties.

b.  Click “IP Settings” link in the left panel.
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@ Domain Credentials IP Settings
d Domain Configuration Please review and map the server IP address

@ Database Settings
@ Organizational Unit Settings
@. Object Classes and Other Settings

S Archive Settings IP Address

o
SP1FEX10www vdoc.com 192.168.10.97

Preferred DC for general calls and backup: SP13-EX10 www vdoc.com ;I

MOTE : IP Address fields are editable. Software will not monitor the server until it is mapped to
its correct IP Address.

Figure 11: IP Settings while modifying the domain

c.  Double-click “IP Address” cell for the domain controller, whose IP Address is wrong.
d. Enter the correct IP Address for the selected domain controller.

e. Click "OK" to apply this IP Address. It takes you back to "Component Management".

The wuser is facing issues uninstalling or
upgrading the agent on the server.

You have to uninstall the agent from the domain and then reinstall it. Please refer to Section 8.1.2.2 to Uninstall Agent
from an added Domain at Page 143 and Section 8.1.2.4 to Reinstall Domain Agent of Installation and Configuration
Guide of LepideAuditor Suite.
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The software is not enabling domain auditing.

You may receive the following error (or similar) when the software is not able to enable the auditing at the server

Some problem occurred while enabling the audit

& setkings .

please retry or see the help file to enable
auditing manually,

because of any reason.

Figure 12: Error message for problem in enabling the auditing

In such cases, you have to enable the auditing settings manually at Windows Server.

You can download the guide titled “Enable Auditing Manually”. It illustrates the detailed steps to enable auditing at any
Windows Server manually.

Logon and Logoff events are not being
monitored.

Causes

1. Option to monitor logon and logoff events is not checked.
2. Settings to monitor logon and logoff events are not configured.

Solution 1

Please make sure that the option to monitor logon and logoff events is checked. While adding or modifying domain,
these settings appear on “Object Classes and Other Settings” page.
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Object Classes and Other Settings
Please select object classes and other settings to be audited
Audit : Al Object Classes

Active Directory Object Classes Exchange Server Object Classes
2 »

<

More Audit Settings
Audit Failed Logon

EAudT‘l Successful User logonflogoﬂ§ ‘\

Figure 13: Object Class and Settings

Solution 2

Create a customized Group Policy to allow LepideAuditor Suite to monitor the logon and logoff events. You can
download the guide titled “Enable Logon/Logoff Monitoring for LepideAuditor Suite”.

It contains detailed steps to enable the collection and auditing of logon and logoff events for any Windows Server by
LepideAuditor Suite.

Non-owner accesses to some or all mailboxes
are not being audited.

While adding a domain, LepideAuditor Suite gives the option to configure mailbox auditing for Exchange Server. You
have to select this option to enable the auditing of the mailboxes. You can download the guide - “Configuring Mailbox
Auditing in LepideAuditor Suite” - from

http://www.lepide.com/configurationguide/auditor-suite-configure-mailbox-auditing.pdf.
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LepideAuditor Suite is not performing any
audits. SQL Server shows “(suspect)” status for
the database.

This problem occurs when LepideAuditor Suite is using a particular database for storing audit logs and the SQL Server
storing that database is closed unexpectedly. It may be possible that either local SQL Server is terminated or remote
computer, where SQL Server is installed, reboots or crashes unexpectedly. In such cases, SQL Server turns the state
of the currently being used databases to “(suspect)’. These databases cannot be used for storing and retrieving data.
This is because LepideAuditor Suite will not audit the server(s) of which data is stored in a suspect database.

Follow the steps below,
1. Open SQL Server Management Studio of SQL Server, which stores the database(s).

2. Establish the connection using Windows authentication or SQL Server authentication.

W

Expand “Database” node and access the database that is connected with LepideAuditor Suite for storing
logs.

4. Make sure it shows “(suspect)” as its status.

l'-_:._._:. Microsoft SOL Server Management Studio

File:

R New query | [0y | BB 5 B | | 15 I & | )
Obiect B> ‘ - B X

Connect - &Y &0 m W i
b alep3@ (SOL Server 10,50, 1600 = |

= [ Databases
L3 System Databases

Edit  Wiew Project  Debug  Tools  window  Commuonity  Help

=)
I
@
w
o
o
n
@
w
=)
i)
b=l
I
T
=3
i

112z

1231

1234567

157 (Emergency)

Mew Database. ..

pEEEEEEEE

p

20edd
| 216_Test DE_skip
[ z16dbd
@ Z16new {(Suspect) Tacks
[ 333
@ 3331 (Suspect) Paolicies
U abe Facets
u alep3s
[ AMdata Start PowerShell

u aqllz

u archivealep3s Reparts
| child
dbz06
| db4ss Drelete
u domainz16
u drdf Refresh
U Faf Properties
I

Ready

Mew Query

Script Database as

Rename

HEHHHEEEHHEBAEHHEEEEHEEEEEEEER

Figure 14: New Query option for Suspected Database
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5. Click “New Query” button on the toolbar. Alternatively, you can right click on the database and select “New
Query”. It displays the section for executing a query on the right side.

6. Copy and paste the following query in this area. Replace “DATABASE_NAME" with the name of your
database.

EXEC sp resetstatus “DATABASE_NAME”;

ALTER DATABASE "DATABASE NAME" SET EMERGENCY

DBCC checkdb ("DATABASE NAME")

ALTER DATABASE "DATABASE NAME" SET SINGLE USER WITH ROLLBACK IMMEDIATE
DBCC CheckDB ("DATABASE NAME", REPAIR ALLOW DATA LOSS)

ALTER DATABASE "DATABASE NAME" SET MULTI USER

Microsoft SOL Server Management Studio

Fil= Edit ‘Wiew Query Project  Debug  Tools  Window  Community  Help

) Newouery | Oy | B 5 | 3 | 5 W | B g

D | master - ¥ Exerute b W o 30 ElJ 2 iy Qj = 2 |£E iE "-‘:’Ei
Ohbject Explorer SOLQuery9.sql -..istrator {(63))*| - X
Connect T j} 11:4: T __'j F1EEEC sp_resetstatus "2003ws3"; =
=) L‘d alep3a (501 Server 10,50, & ALTEF DATABASE "2003ws3"™ SET EMERGENCY —
= [ Databases — DECC checkdh ("2003ws3™)

[ Svstem Databases ALTER DATABASE "2003ws3" SET SINGLE USER WITH ROLLEACK IMMEDI.

[ Database Snapsha DECC CheckDE [("2003ws3", REPATR ALLOW DATA LO3S)

U newz16 ALTER DATABASE "2003ws3'" SET MULTI USER

[ 1122

[ J 123

| ) 1234867 |

U 157 (Emergency)

| 1gaz |

| 1] 2003ws

IJ 2003ws3 (Emerger

L4, 206db (Suspect) _ILI

|| 206dd 4| | 3

216_Tesk DE_Skip 3

H 16bd |__g Me.ssag% | . |

L\EZIEHEW {Suspect) Warning: Tou must.lrecoverlthls database prior to access. =

|y 333 EBCC'WS;RE ED:I 2:23;’533;; te 1: M T lyzed: 14 i

ervice Broker M= . ate 1: Message es analyzed: .

@3331 (SUSDECt) Service Broker Hsg 9676, State 1: Servige C:itract.s :nalgrzed: =

U abe Service Broker Msg 2667, State 1: Serwvices analyzed: 3.

U alep3 Service Broker Msg 2668, State 1: 8.  dice Queuess analyzed: 3.

U AMdata Service Broker Msg 23689, State l: Conversation Endpoints analyzed: 0.

U aq|12 Service Broker M=g 9674, State 1: Conversation Groups analyzed: 0O

U archivealep3s Service Broker Msg 9670, State 1: Remote Service Bindings analyzed: 0.

U child Service Broker Msg 23605, Btate 1l: Conversation Pricrities analyzed: 0.

| ) dbzoe M=y 5303, Level 16, State 1, Line 3

U db456 Tahle error: Object I 0, index ID -1, partition ID 0O, allac unit ID Siﬁlll

| ] domain21e g L
7 B A _.|_I 1 Query completed... | alep3s (10.50 RTM) | DBSPLDYAdministrator (63) | master | 00:00:06 | 0 rows
Ready Ln7 Col 1 chi N5 2

Figure 15: Executing Query

7. Click “Execute” button on the toolbar. It executes the query and removes “suspect” status.
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8. Right click on the database and select “Refresh” to refresh its status.

Please check whether LepideAuditor Suite is working now and auditing the domain properly.

What are the prerequisites to add a SharePoint
Server?

Following are the prerequisites to add a SharePoint Server (any version) for auditing
e  Connectivity and accessibility to the instance of SQL Server, which is interlinked with SharePoint Server
e Microsoft System CLR Types for SQL Server 2012
e  Microsoft SQL Server 2012 Management Objects

e NET Framework 4.0 should be installed both on server to be monitored and machine where solution is
installed.

NOTE: You can add a SharePoint Server in LepideAuditor Suite for auditing only when you have installed

Microsoft System CLR Types for SQL Server 2012 and Microsoft SQL Server 2012 Management Objects at the
server system where SharePoint is installed. The setup files to install these two add-ons comes with the

compressed setup file of the solution.

Error "Provided IP is already added" appears on
the screen while adding a SharePoint Server.

Please provide a new IP Address to add a different server as the provided IP Address is already added in the software.
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There is no monitoring and no collection of
changes in SharePoint Server.

Causes

1. There is no connectivity between the software and the agent.

2. Either the user selected to add SharePoint in the software does not have sufficient rights or its rights have
been revoked.

3. Either the user selected to log on to the computer running SharePoint does not have sufficient rights or its
rights have been revoked.

4. Either the user selected to log on to SharePoint Site does not have sufficient rights or its rights have been
revoked.

5. Either the user selected to add SharePoint in the software is not added in the security right of "Log on as a
service" in Local Security Policy or it has been removed.

Solution 1

Please make sure the computer containing the agent is started and logged on. In addition, it should be connected to
the other computer where LepideAuditor Suite is installed. Try to share the files between these computers for
confirming their connectivity.

Solution 2

Please make sure that SharePoint is added in the software with the user who is a member of Domain Admins Group.

Solution 3

The user, with which you are logged on to the computer running SharePoint and Auditing Agent, should be a member
of Domain Admins group.

If these rights are not assigned, then perform the following to add the selected user in Farm Administrator Group.
1. Go to "Central Administration" — "Security".
2. Click "Manage the farm administrators group" link under "Users".
3. Check if the selected user is already added in the Farm Administrator Group or not.
4. If the selected user is not listed here, click "New" link.

5. In"Share 'Central Administration™ pop-up, type the username. Once typed, SharePoint Server will recognize
the name and show a list.

6. Select the username in the appeared list.

7. Click "Share" to add the user in "Farm Administrator" group.

Solution 4
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The selected user must have the administrative rights over each Site Collection to be audited. For this, the selected
user should be the Site Collection Administrator or should have full control over the Web App.

1. Perform the following steps to add the user in Site Collection Administrators.
a.  Open the Site Collection in the Web Browser, for which you need to enable the auditing.
b. Click "settings" icon on the top right corner and click "Site Settings."
c. InSite Settings, click "Site Collection Administrators" under "Users and Permissions" tab.
d. Check whether the selected user is listed as Site Collection Administrator or not.

e. Ifitis not listed, add the user.

NOTE: If you want to enable the auditing of new sites that will be created in future, add the selected user as

Primary or Secondary Site Collection Administrator while creating a new site.

2. Perform the following steps to assign the Full Control over Web App.

a. Goto "Central Administration" — "Application Management" — "Manage Web Applications.”
b. Select the required Web Application.
¢. Click "User Policy" button on the ribbon.
d. Select "All Zones" and click "Next."
e. Select "Full Control - Has full control" and click "Next."
f. Click "Finish" to complete the process.

Once these rights are assigned, the user attains the administrative rights over each Site Collection in the Web App.

Solution 5

The selected user should be added in the security right of "Log on as a service" in Local Security Policy. If the user
does not have this right, then perform the following steps on the Server computer, where SharePoint Server is
installed, to assign the same.

1. Go to "Administrative Tools" — "Local Security Policy".

2. In the left panel, go to "Security Settings" — "Local Policies" — "User Rights Assignment". It displays the
different policies in the right panel.

Select "Log on as a service" and double click on it to access its properties.
Make sure that the selected user is listed in "Local Security Setting" tab of "Properties" window.

If the selected user is not added, then click "Add User or Group" button. It shows "Select Object" dialog box.

o vk W

Type the username and click "Check Names" button to validate the entry.
7. Click "OK" to add the user. It takes you back to the policy properties.
8. Click "Apply" and "OK".
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Error "SharePoint Agent is not running" appears
in “Change Auditing Status” column in “Settings”
Tab.

The agent is not running on the target SharePoint Server. Try to uninstall and reinstall it. Please refer to “Uninstall
Agent from SharePoint” page of the Help Manual for detailed steps.

Error "The agent could not be connected to SQL
Server" appears in “Change Auditing Status”
column.

Causes

1. Agentis not connected to SQL Server, which is interlinked with target SharePoint Server.
2. Credentials of the user to login at SQL Server either are wrong or have been changed.
3. Thereis no connectivity between SharePoint and its interlinked SQL Server.

Solution 1

Please perform the following steps one-by-one.
e Verify the user credentials in the agent to login at SQL Server
e Areyou able to logon with the same credentials on the SQL Server?
e (Check connectivity between SharePoint Server and its linked SQL Server

e |f SharePoint Server, interlinked SQL Server, and LepideAuditor Suite are on different computers, please
check whether these computers could be connected with each other over the network.

Solution 2

A login of the selected SharePoint User with Windows Authentication with both “sysadmin” and “dbcreator” roles
should exist in SQL Server for the SharePoint Content Database.

1. Ifthe user login does not exist already, then perform the following steps to create it.
a.  Open "SQL Server Management Studio".

b. Select SQL or Windows Authentication.
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.

K.

Enter the name and password of an SQL Administrator in case of SQL Authentication.
Click "Connect".

In the left tree panel, go to "Security" — "Logins".

Right click on "Logins" and select "New Login".

"Login - New" wizard appears onscreen.

Enter the same login name as that of SharePoint user with which you are adding SharePoint Server
for auditing.

Switch to "Server Roles".
Select "sysAdmin" and "dbcreator".

Click "OK".

2. Ifthe user exists, but no such rights are assigned, then follow these steps to assign the required rights.

a.
b.

C.

Open "SQL Server Management Studio".

Select SQL or Windows Authentication.

Enter the name and password of an SQL Server Administrator in case of SQL Authentication.
Click "Connect".

In the left tree panel, go to "Security" — "Logins".

Expand "Logins" and select the required user.

Right click on the user and select "Properties".

Switch to "Server Roles".

Select "sysAdmin" and "dbcreator".

Click "OK".

Reports and alerts are not being generated for

SharePoint Server even if software is collecting

the changes.

Please check the connectivity between the computer running the solution and the one running the SQL Server

database.

If there is no database connectivity between the software and SQL Server database, then the changes will not appear.

A\ Y

vy © 2016 Lepide Software Pvt. Ltd. Page 24



LepideAuditor Suite Troubleshooting Guide

No Report is being generated for an already
added domain. Event Viewer is displaying Event
1D 521

Problem

No report or LiveFeed is generated for an already added domain. Event Viewer for that server is displaying the Event
ID 521 "Unable to log events to security log with Status code: 0xc0000008".

Cause

There can be any of the following listed reasons for this issue.
e EventlLogs have consumed all available free disk space. There is no enough disk space to record new events.
e  Security Event Log has been corrupted.

e AutoBackupLogFiles entities may be missing.

Solution 1

It is advised to perform the following solutions one by one and check the status of LepideAuditor Suite after each
step.

1. Check the disk space.

2. Ifdisk space is full, then please archive or delete the old events. It is recommended to archive the old events
to a separate drive.

3. Backup security.evtx file stored in %SystemRoot%\System32\Winevt\Logs to a safe location. Remove it from
the folder so that server can create a new “security.evtx” file

4. Please make sure to enable the option “Do not overwrite events (clear log manually)” in Event Viewer.

5. Restart the server.

Mozilla Firefox does not open the reports saved
in “MHT” format.

Some browsers like Mozilla Firefox do not open MHT files by default. You have to install UnMHT Extension in Mozilla

Firefox to open MHT files.
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Google Chrome does not display formatting
while opening the reports saved in “MHT"
format.

You have to install IE Tab Add-on in Google Chrome to view the accurate formatting in MHT files. Once you have
installed this extension, its shortcut appears with the address bar. After opening MHT file in Google Chrome, click its
icon to view the MHT file with accurate formatting. IE Tab Add-on installs a small program when you click its icon for
the very first time.

Some Radar Tabs are not generating.

Only the active tab in Radar will update its records and generate the graphs accordingly. Other tabs will generate their
reports only when they are active.

The software is not collecting the changes in
Group Policies.

Cause
Group Policy auditing is disabled.

Solution 1

Before resolving this issue, please make sure that the following system requirements are met to audit Group Policy
Objects.

e NET Framework 2.0

e Windows PowerShell 2.0

e  GPMC should be installed on the machine where solution is installed.
e Following are the prerequisites for agentless Group Policy Auditing.

o The software should be installed on client machine.
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o  Windows PowerShell 2.0 for client machine
Solution 2
Perform the following steps to check whether Group Policy Auditing is enabled or not.
1. Go to “Settings” Tab.
2. Right click on the domain and click “Properties.”
3. Go to "Advanced Configuration” to check the auditing status.
4

Please make sure that “Change Audit Group Policy” option is checked.

Advanced Domain Configuration
Please select component(s) and the server(s) to be audited

Change Audit Active Directory [] Active Directory Backup .\ ["] Non-Owner Mailbox Auditing
Change Audit Group Policy ["] Group Policy Backup X ["] Active Directory Cleaner \

Change Audit Exchange Server [] Health Monitoring [Juser P;

Change Auditing Health Maonitoring MNon-Cwner Mailbox ..
» p

<]» Active Directory & Exchange =
== 5P13-EX10 www vdoc.com

El Group Policy Servers
== SP13-EX10 www vdoc.com

Figure 16: Advanced Domain Configuration

5. Please make sure that Change Auditing for the selected domain controller is also enabled.
Solution 3

If “Group Policy Object Container Classes” is excluded from auditing, then changes in Group Policies will not be
audited. Perform the following steps to check it.

1. Go to “Settings” Tab.
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2. Right click on the domain and click “Properties.”
3. Go to "Object Classes and Other Settings.”

4. Please check “groupPolicyContainer” class is included in the auditing or not. This class should be checked
and included in the auditing.

@ Domain Credentials Object Classes and Other Settings
; 451' Advanced Domain Configuration Please select object classes and other settings to be audited
B IP Settings
5. Database Settings
@ Organizational Unit Settings
@. Object Classes and Other Settings
5’ Archive Settings Active Directory Object Classes Exchange Server Object Classes
g
Fe)
[] Group [ msExchMailbox Recipient Template
[] GroupQfiames [ msExchRBACPolicy
[ groupOfUniqueNames [ msExchRoutingSMTPConnector
group PolicyContainer ID msExchSharing Policy
["] iree802Device [[] msExchUMAutoAttendant
IndexServerCatalog [ msExchUMDialPlan
inetOrgPerson [7] msExchUMHurtGroup
Infrastructure Update [ msBxchUMIPGateway
IntedlimimorGroup [ msBExchlUMRecipiert Template
IntelimimorSCP
InterSite Transport
InterSite TransportCortainer

Audit : Only Selected Classes

<]

More Audit Settings
[] Audit Failed Logon

Audit Successful User Logon/Logoff

Figure 17: Object Classes and Other Settings

The software is very slow in collecting the
records of changes in Active Directory.

Causes
1. No connectivity between the auditing agent and server.

2. The option of concurrent session is not configured correctly.
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Solution 1

There may be a problem in establishing the connectivity to the agent, which is causing the data collection process to
stickin aloop and the software to freeze. Please check the network connectivity of the computer running the software
to the server running the auditing agent.

Solution 2

If the software is auditing multiple domain controllers, please make sure that maximum number of concurrent
sessions is equal to the number of domain controllers. Perform the following steps.

1.  Go to “Settings” Tab and click “General Settings.”

2. Enter the number of domain controllers in the text field of “Maximum number of concurrent session (Active
Directory).”

fo] General Settings

Display Settings

Maxdmum Records Per Page: 500 -
Date Time Display Setting: System Default -
Dashboard Refresh Interval 30 Minutes -

[\E‘Zr;undi:eﬂnobwe;d concument session : |5—
Do not send scheduled reports if blank

Dion't capture "From™ information (Active Directory)
Encrypt the data in the Archive Database

Allow multiple instances of the console

Figure 18: General Settings

3. Click "Apply.”
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| have configured SQL Server for Current
Permissions Scan  Settings. However, no
database has been created.

The database to store Current Permission is created only after the first time scanning the Data set permissions.

Error “No user or group have permission to
access this folder” appears while scanning the
permissions.

Causes

1. No user has permission to access the folders.

2. The user selected to scan the permissions of the Data Set does not have sufficient rights.

Solution 1

Please make sure that the folders added in Data Set are accessible. The user selected to scan the permissions should
also have access to the folder.

Solution 2

The user, using which File Server is added in the software, should have "Full Control" or at least "Read" rights to read

the permissions of the shared folders and its content.

If the user does not have these rights, you have to provide the login credentials of a user with administrative privileges
while creating or modifying a Data Set.
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Permission Scanning Options
Please select the permission and group membership scan method.

¥ Scan Permissions Now

[V Schedule Permission Scan

Run every day at 05:10:15 PM, Schedule start from Change Schedule
9/13/2016.

Scan Mested Group Membership and Permission
Domain Controller:  LOCAL
User Mame : COD\Administrator

Password : |

Note: Use “Domain\UserName™ format for User Name.

| < Back | Finish

Figure 19: Enter Login Credentials

Fails to send test email while adding an email
account.

Causes

1. The configuration to add an email account is wrong.
2. The selected Exchange Server is not accepting the communication from anonymous group.

Solution 1

Please check the settings provided to create an email account. If your Exchange Server does not need an
authentication on SMTP, then please uncheck “Requires Authentication.”

Solution 2

Please make sure that the option to enable Anonymous users is enabled in the Hub Transport Settings of Exchange
Server.
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Perform the following steps to enable the same.

Open “Exchange Management Console.”

Go to “Server Configuration” = “Hub Transport.”

In the right side panel, select the transport to show the receive connectors.
Double click "Default <Domain>" connector to access its properties.

Go to "Permission Groups” and check “Anonymous users” option.

Please make sure that this option is checked always.

Uk N =

o

Click “Apply” and "OK."
7. Close “Exchange Management Console.”

Now, configure the settings again to add a new email account and try to send the test email again.

| have added File Servers of different domains in
a Data Set but am not able to analyse their
current permissions.

It is advised not to add the file servers of two different domains in a Data Set. You have to create the different Data
Set for each domain.

| am not able to analyse the Current Permissions
of shared files and folders of NetApp Server.

Current Permissions Reporting is only available for Windows File Server - not for NetApp Filers.
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Support

If you have any issues or questions, connect with our support team:

Product experts Technical gurus

USA/Canada: +1-800-814-0578 USA/Canada: +1-800-814-0578
UK/Europe: +44 (0) -845-594-3766 UK/Europe: +44(0)-800-088-5478

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

You can also visit http://www.lepide.com/contactus.html to chat live with our support staff.

You can email your queries to the following addresses.

sales@l epide.com for Sales

support@Lepide.com for Support

Warranty Disclaimers and Liability Limitations

LepideAuditor Suite, LepideAuditor App, LepideAuditor App Server, LepideAuditor Suite (Web Console), LepideAuditor
Logon/Logoff Audit Module, any and all components, any and all accompanying software, files, data, and materials are
distributed and provided AS IS and with no warranties of any kind, whether expressed or implied. In particular, there
is no warranty for any harm, destruction, impairment caused to the system where these are installed. You
acknowledge that good data processing procedure dictates that any program, listed above, must be thoroughly tested
with non-critical data before there is any reliance on it, and you hereby assume the entire risk of all use of the copies
of LepideAuditor Suite and the above listed accompanying programs covered by this License. This disclaimer of
warranty constitutes an essential part of this License.

In no event does Lepide Software Private Limited authorize you or anyone else to use LepideAuditor Suite and the
above listed accompanying programs in applications or systems where LepideAuditor Suite and the above listed
accompanying programs’ failure to perform can reasonably be expected to result in a significant physical injury, or in
loss of life. Any such use is entirely at your own risk, and you agree to hold Lepide Software Private Limited harmless
from any and all claims or losses relating to such unauthorized use.

Trademarks

LepideAuditor Suite, LepideAuditor App, LepideAuditor App Server, LepideAuditor Suite (Web Console), LepideAuditor
Logon/Logoff Audit Module, LepideAuditor for Active Directory, LepideAuditor for Group Policy Object, LepideAuditor
for Exchange Server, LepideAuditor for SQL Server, LepideAuditor SharePoint, Lepide Object Restore Wizard, Lepide
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Active Directory Cleaner, Lepide User Password Expiration Reminder, and LiveFeed are registered trademarks of
Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only. We have compiled a list of such trademarks, but it may be possible that
a few of them are not listed here.

Windows®, Exchange®, SharePoint®, and SQL Server® are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries.

Chrome™ is registered trademark of Google Inc.
Firefox® is registered trademark of The Mozilla Foundation.

NetApp and NetApp Filer are registered trademarks of NetApp.
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