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LepideAuditor for File Server

Keep a close watch on all Windows File Servers and NetApp Filers in the network. Track who made what

changes in which File, Folders, Permissions and Shares and from where...

Overview

LepideAuditor for File Server is a multi-platform auditing tool to
audit Windows File Servers and NetApp Filers. It gives complete
details about who made the change, what was changed and from
which workstation change was done. This ensures security of
Windows File Server and NetApp’s environment and adherence to
compliance such as PCI, GLBA, HIPAA, etc. Now, you no longer need
to analyze logs that may be cluttered around File Servers; instead
get all change data at one central repository where it is easy to
manage and store for longer period of time to meet compliance
requirements and perform forensic analysis. Software also
generates alerts in real time about critical changes through multiple
mediums like email, SMS and Onscreen-alerts and protects File
Servers against unauthorized access, potential threats, and deceitful
changes in permissions; changes to files, shares, folder structures,
permissions and other items. It offers comprehensive reports and
allows you to perform requirement-centric auditing on the basis of
different variables such as File server name, Monitoring Time, Drive,
Directory, File Name, File Type, Process and Events.
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Figure: Configured Windows File Server and NetApp Filers

Figure: Setting Console with Audit Rule and Database Settings
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Key Features of LepideAuditor for File Server

e A composite platform for Windows File Servers and
NetApp Filers auditing. = ——

e Who, What, When and Where information for each
change with before and after value.

e Get real time alerts on sensitive changes by a variety of
mediums like email, SMS and on-screen messages.

e Centralized repository of all File server logs in a secure
SQL server database for long term archiving and better

log management.
o Filter predefined reports on the basis of various Figure: Setting Console with Audit Rule and Database Settings

parameters such as Date/Time, File Server Name, User

Name, Event Name, Event Status and Process Name.
e Create Custom reports to meet specific requirement. ity _ ‘
e Export generated reports in .DOC, .PDF, HTML and .TXT o G e -

file formats for portability and future reference. ~_ : — =

e Schedule reports for automatic generation and delivery !
to specified email address. M === : g : S =

e Group reports on the basis of different parameters such ; ' ‘ : == IIi : = =
as Date, User, Computer and Event.

e Track changes made to Shares and Permissions for all

objects in all Windows/Net App File Servers in the : e __ —
network. S ——— ——
e Software has intuitive and easy-to-work-on GUI that Figure: Reports Console Displaying Audit Records

makes File Server auditing interesting and easy to
perform.
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Benefits of LepideAuditor for File Server

e Complete audit of all Windows/NetApp File Servers in the network to satisfy Compliance requirements like PCl, GLBA, HIPAA, etc.
e Create Safe and Secure File Server environment by preventing security breaches and unauthorized access.

e Streamline auditing with a number of parameters such as Time Span, File Server, File Mask, Process, User, Event, and Directory.

e Save time and cost involved in performing native auditing.

e Maintain a centralized repository of all File Servers’ data in secure SQL Server database for years to perform forensic analysis.

e Keep atab on important Files, Folders, their permissions and other resources and get notified instantly incase of security breaches.
e Clear and absorbable information in the Who, What, When and Where format for total visibility.

System Requirements

Basic System Requirements Supported Windows Server
e  Pentium Class Processor e  Windows Server 2012 R2
e 2 GBRAM e  Windows Server 2012
e 200 MB free space for software installation e  Windows Server 2008 R2
e  Enough disk space to save File Server logs e  Windows server 2008

e Windows Server 2003
e Windows Server 2000

Supported Windows Operating system Supported SQL Server Versions
e  Windows 7 e SQL Server 2000 to SQL Server 2014
e  Windows Vista
e  Windows XP (Including Express editions)

e Windows 2000 Professional

Helpline
+91-9818725861 1-866-348-7872 (Toll Free for USA/CANADA)
You can also email us about your queries at: sales@Lepide.com for Sales; support@Lepide.com for Support; and contact@Lepide.com for General Queries
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