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Introduction

LepideAuditor Suite 15.2 is a one-stop solution for an organization to monitor and audit the
different server components. Its main features include live updates, real-time alerts, instant audit
reports, audit configuration, audit customization, Web Console for Audit Reports, and

scheduling of reports.
You can use LepideAuditor Suite for following functions.

e Auditing & Monitoring of
o Active Directory
o Group Policy Objects
o Exchange Server
o SharePoint Server
o SQL Server
e Health Monitoring of
o Active Directory
o Exchange Server
o SQL Server
e Capturing backup snapshots and restoring the state of objects of
o Active Directory

o Group Policies
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1. New Additions

1.1 Radar Tab

The old “Dashboard” tab has been replaced with an all-new “Radar Tab”. A new addition to this
tab is “360° View” that provides a quick view of what all changes are being made in Active

Directory, Group Policy, Exchange Server, SQL Server, and SharePoint Server.

% LepideAuditor Suite - Version 15.2 - F X

4 SP13-EX10(5QL) 192.168.10.97[SharePoint) www.rdoc.com I

Information last updated on : 4 h Mext update in :

18 6 66

¢ Changes Today E Changes Today g Changes Today

Total changes made in Active Directory today. Total changes made in Exchange Server today. Total changes made in Group Policy today.

318

¢ Changes Today

Changes across all audited platforms today.

Changes by Criticality

system account

vdoc\administrator

Visit: wwwlepide.com/lepideauditor/

Figure 1: 360° View in Radar Tab
Apart from Top Admins, Changes by Criticality, All Changes by Date, All Changes by Source,
All Changes Trend, and LiveFeed, the 360° View tab contains a Resource Utilization report that

shows the usage of resources at server components.
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Figure 2: Resource Utilization
You can turn on/off the Resource Utilization report and select/unselect the servers to show/hide

their resource usage.

1.2 Notifications

The top navigation bar now contains a notification (bell) icon on the right side. You can click []
icon to view the notifications, which shows the issues being faced by the software while auditing

the server components.

Active Directory/Exchange Server
www.vdoc com:Connection failed on : 09017201515

Group Policy
www.wdoc.com;Connection failed on : 09/01,/2015 15

Figure 3: Notifications
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1.3 SQL Server Health Monitoring

Health Monitoring of SQL Server has been added in the new version.

% Lepideduditor Suite - Version 15.2

wiw,vdoc,com, SP13-EX1005QL)... -

" www.vdoc.com|EE ERE ST ]R]

4 F oM
Component : SQL Server © [ve e

M Unavailable
B Available
B Unknown
) T T T T T 1
1 2 3 4 5 6

CPU Usage: 1 % Memory Usage : 87 %
Hours

Information Last Refreshed on : 9/2/2015 6:16:59 PM ( Success ) Information Last Refreshed on : 9/2/2015 6:16:59 PM ( Success )

Connected Users Batch Request Status

40 ‘1( 100 ¥

Visit: wwwlepide.com/lepideauditor/

Figure 4: SQL Server Health Monitoring
SQL Server Health Monitoring contains more than 10 reports and lets users create real-time alerts

that can be sent to email, LiveFeed updates, and notifications in LepideAuditor App.
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1.4 LepideAuditor Suite (Web Console)

The new version of LepideAuditor Suite now contains a Web Console, which in fact is a server
that lets the users to access the Audit Reports from anywhere in the network and even from

outside network if hosted online.

Administrator first has to create the delegation account to select the users to be delegated. It
contains the list of reports, which the users can access. A single delegation account can work for

multiple users.

%o LepideAuditor Suite - Version 15.2 - 0 =

(3 Component Management Y Delegation Control
@ i vdoc.com

@Y 192.168.10.9%(SharePoint)

= SPL3-EX10(5QL) a L0 /S X It
ﬁ General Settings
ﬁ Delegation Caontral Acocount Name Status “
; B Delivery Message Settings Test Enabled
@- Default SOL Sereer Settings Administratar Enabled

Deligation Mame : Test

il

User(s) :
Testser 1@y, vdoc.com

Reports
Al Enwironment Changes),
SP13-EX10{30LNSCL Server Madification Reportsiall Server Object Modification Reparts),
SP13-EX10{30LNS0L Server Modification Reporksiall Database Object Modification Reports)
SP13-EX10{30QLNSTL Server Madification ReporksiLogin RepaortsiLogin Created)
SP13-EX10{30LNS0L Server Modification ReportsiLogin ReportsiLogin Deleted),
SP1E-ER1003CQLNSCL Server Madification ReportsiLogin RepartsiLogin Modified!,
SP13-EX10{30LNS0L Server Modification Reporksialert Reportsialert Created)
SP1E-EX10{S0LNS0L Server Madification Reportsialert Repartsialert Deleted),

' T | *

WVisit: woww.lepide.com/lepideauditor/

Figure 5: Delegation Control Settings
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The users can access the Web Console in the Web browser and login with their Active Directory

login credentials. They can view the reports for which they are authorized by the Administrator.

[ Lepide

€& = C [localhost7779/reports#

: All Enyirs nant Cha nges

& [ r-enosa All Environment Changes
. [l S0t Server Modfzation Rep e StartDate:[ 20150701 w| EndDate 2015-0311  w| [@Generate Report|
102,168 1087 SharaPoint) 2]
[ e oo ‘ . .
o oty et Component Object Path  When - Whao Operation Object Type  What Where
. I ——— s all =l
SQL Server | Dynamic SQL | 2015/09/02 | sa Create Stored Procec  CREATE PRC W/TE
SQL Server | Dynamic SQL | 2015/08/02 | sa Create Stored Procec | CREATE PRC | AMIT.
SQL Server | Dynamic SQL | 2015/09/02 | sa Create Stored Procec  CREATE PRC W/TE
Exchange St | \comiwdochm Properties Modifie
Exchange St womiwdocws | 2015/09/01 | VDOCWwdmIni | Properties Modifie ) User Aftribute b | SP13-
Exchange St \comiwdocws  2015/09/01  WDOCWdmiIni | Properties Maodifie User Aftribute M | SP13-
1] | »
£ g @ PR o 8V Page[ 1 of1 LAl | Records 1-162 of 162

» Component Name: Exchange Server

« Object Path: weomiywdocywwewh UsersiTestsers
« Object Type: User

» Who! YDOCAdmini strator

Copyright 2015 Lepide Software Private lirmited

Figure 6: A Report in Web Console
The functionalities of reports in Web Console is quite similar to that is available in Audit Reports

Tab of LepideAuditor Suite.

1.5 “All Environment Changes” Report

This new report has been added in the “Audit Reports” tab and is accessible through Web

Console. It displays all changes made in the IT environment.
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1.6 LepideAuditor App for Apple iOS

LepideAuditor App is now available for Apple iOS devices. You can download and install the

App to view the live notifications. The steps to configure the Apple iOS App are quite similar to

that of Android App.
wese Airtel 3G 5:19 pm om
+Health Monitoring Feeds

092015 429 27 PM

Component : Active Diraclory

Saerver : MBDCZ7

Repart : CPU and Memory Usage
Message : Memary Usage has crossed the

thresheld limit of 0%, Current Memory Usage is
69%.

*Health Monitoring Feede

PEZONS 42527 P

Component ; Actve Directory
Server | MBDCZ7
Raport : CPU and Memory Usage

Message : CPU Usage has crossed the threshold
limit of 0%, Currant CPU Usage is 5%

sHealth Monitoring Feede

AY20I5 42527 FM

Componant ; Actve Directary

Server : MBDC26

Reaport : CPU and Memory Usage
Message : Memery Usage has crossad the

thresheld limit of 0%. Cument Memory Usage ie
65%,

sHealth Monitoring Feede

Figure 7: LepideAuditor App

1.7 Increased Security

Qwn Server IP:

DISPLAY SE NGS
Feed Count: 100

Date/Time Format: Default

seses Airtel 3G 5:17 pm om
SERVER SE NGS
Server Get Data from Lepide Server

Figure 8: Settings of Auditor App

The login credentials entered by the Administrator to add and audit server components are now

saved in encrypted format. In addition, the auditing logs can be archived with encryption.
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1.8 Change Backup Snapshot Location

The Administrator can now change the location where the captured backup snapshots of Active

Directory and Group Policy are stored.

Properties
; @ Dornain Credentials Database Settings
—ﬁ- Adbvanced Domain Configuration Please enter SQL er details to store the audit data
B [P Settings
Eﬁ- Database Settings Configure SQL Server
@ Organizational Unit Settings
[+ Object Classes and Other Settings SQL Server : LOCAL SOL I:I
Archive Settings
Authentication
Windows Authentication
*1 SQL Authentication
User Name : a
Password : =
2 B
Select Database :  las-hew -
Backup Settings

Reference Backup :  C:\Program Files [#88]\Lepidaduditar Suita I:I

Complete Backup: | C:\Program Fies (<86 Lepidetudior Sute [-]

Active Directory Backup: 24 Hours - ot I‘I2:DD:DD AM :‘

Group Policy Backup : 24 Hours - &t I‘I2:DD:DD AW :‘

Ok | | Cancel

Figure 9: Database Settings displaying the option to change backup location
In the domain properties, the Administrator can use “Move Data” wizard to move the backup

snapshots' data from a location to another location.
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5 Mowve Data Wifizard @

Select Source and Target path and click Next button to start moving data.

Source Path : Z:\Program Files (x36)Lepidesuditar Suite’we, wdoo, com

Target Path : ChBackop),

Figure 10: Move Data wizard

1.9 Select Components in Health Monitoring

Health Monitoring Tab now has a component selection drop-down menu on the top-right side.

You can select/unselect the components to view their Health Monitoring reports.

v ydoc.com, SP13-EX1O0(SQL) -

2R o edioc. com
[v SP13-EX10050L)

Figure 11: Component Selection in Health Monitoring

1.10 Trial License

15 days Trial License now comes already activated with the software. When you add a domain,
SQL Server, or SharePoint, 15-days trial license to audit it will be added by default. After the

expiry of the trial period, you have to purchase a license to continue using the software.
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2. Enhanced Features

2.1 Improved User Interface

The overall interface of LepideAuditor Suite has been provided a new look. The menu bar has

been removed and tabs are replaced with a vertical pane on the left side. This pane can be

shown/hidden using a button on the top Navigation Bar.

% LepideAuditor Suite - Version 15.2

4 360 View 192.168.10.97(ShareFoint)

Dashboard : Default -

Top 10 Active Databases

Last Updated On: 9/10/2015 5:03:15 PM

- 8 X
www.ydoc.com I
| ({) Add Remove Live Updates LH

B las-newl

W Ias-asuit

-

m

4 1

20

©-LoI0)

M Stored Procedure

«50L Modification Feeds

9/2/2015 7:11:04 PM

Database : testl

was Altered by VDOC\Administrator From 5P13-EX10

=50L Modification Feed-

9/2/2015 7:11:03 PM

Database : testl

was Altered by VDOC\Administrator From 5P13-EX10

«50L Modification Feeds

9/2/2015 7:11:02 PM

Database : testl

was Created by VDOC\Administrator From SPL3-EX10

«50L Modification Feeds

9/2/2015 7:11:02 PM

Database : testl

was Altered by VDOC\Administrator From 5P13-EX10

Visit: wwwlepide.com/lepideauditor/

Figure 12: User Interface

Navigation bar also has back and forward buttons to go back and forward respectively.
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2.2 Improved Android App

LepideAuditor App for Android devices has been upgraded and its new version is available for

download from Google Play Store. The user interface of App has been improved. The menu from

above has been removed and a button is placed on the top row to show/hide menu options.

LepideAuditor App

Manage Profile

Settings

About

Help

Figure 13: Menu Options

*Active Directory Modification Feed*

00/07/2015 122651 PM
Contact \com\isd16\sam\conmit22

was Created by LSD16\Admimstrator from
Source Network Address : 192168 10.240

+Active Directory Modification Feed-
09/07/2015 122615 P\
Contact \com\lsd16\sam'\comnit23

was Created by LSD16\Admimnstrator from
Source Network Address : 192.168.10.240

*Active Directory Modification Feed*

was Created by LSD16\Admirstrator from
Source Network Address © 192.168.10.240

+Active Directory Modification Feed+
09/07/2015 12:24.30 P
Sitelink \com\isd16\Configuration\Sites\Inter-

Site Transports\SMTP\ssLink1

= s b | OINIEN B denio sepneny §

09/07/2015 122551 PIA
0 Contact \com\sd] 6\sam\jadooS\com12

Figure 14: Showing LiveFeed Updates

© 2015 Lepide Software Pvt. Ltd.

Page | 13




‘. LepideAuditor Suite

What is new?

2.3 Default Backup Snapshot Creation

The default backup snapshots of Active Directory and Group Policy are now captured in every

24 hours at 12:00 AM. You can modify the “Database Settings” of a domain to modify this default

backup snapshot creation time and snapshot interval.

Properties

@ Dornain Credentials

! —ﬁ- Adbvanced Domain Configuration
B [P Settings

Eﬁ- Database Settings

@ Organizational Unit Settings

E;a. Ohject Classes and Other Settings
ﬁ Archive Settings

Database Settings

Flease ent details to store the audit data

Configure SQL Server

5QL Server : LOCAL_SOL

Authentication

Windows Authentication

*1 SQL Authentication
User Name : za
Password : =
@ R
Select Database :  las-hew -

Backup Settings

=
] [owae ]

Reference Backup :  C:\Program Files [#88]\Lepidaduditar Suita

Complete Backup:  C:\Program Files [x86)\Lepidesuditar Suite’

Active Directory Backup: 24 Hours - ot I‘I2:DD:DD AM

Group Policy Backup :

24 Hourg vt |'|2:DD:DIJAM

Itt s

0K

| | Cancel

Figure 15: Backup Snapshot Creation Time and Interval
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