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Introduction

LepideAuditor Suite 15.4 monitors and audits the different server components of the IT
environment in an organization. Its main features include live updates, real-time alerts, instant
audit reports, audit configuration, audit customization, Web Console for Audit Reports,
scheduling of reports, password expiration reminder, Active Directory cleanup and mobile Apps

to receive instant notifications.
You can use LepideAuditor Suite for following functions.

¢ Auditing & Monitoring of
o Active Directory
o Group Policy Objects
o Exchange Server
o SharePoint Server
o SQL Server
e Health Monitoring of
o Active Directory
o Exchange Server
o SQL Server
e Capturing backup snapshots and restoring the state of objects of
o Active Directory
o Group Policies
e Active Directory Cleanup

e User Password Expiration Reminders
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1. New Additions

Let us have a look at the new additions in the new version 15.4 of LepideAuditor Suite.

1.1 Active Directory Cleaner

Earlier an individual Lepide product, Active Directory Cleaner is now a component of
LepideAuditor Suite. Now, Auditor Suite scans for the inactive user and computer accounts,

notifies the administrator, and performs the actions automatically against these obsolete

accounts.
Active Directory Cleaner Settings
Flease configure settings to send inactive accounts notification and set cleanup action(s).
Advanced Server Settings
Select OU : Al I:l
Send Alert At: 10 = Howlg] 00 T Minute(z]
Set Account Inactivity Period : 40 Draylz]
Select Email Template : Defaulk Email Templatel AN -+ RV
Select Action Template : Do nok perform any Action - ﬂ 11' 4
Exclude Accounts : Administrator R + |
1 3
Sender's Email Account : - u
Recipient Email Address : @
F r
‘ Apply | ‘ Cancel |

Figure 1: Active Directory Cleaner
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Administrator can select any of the following actions and set inactivity period for each action

individually.

—_

Set Random Passwords after __ days
2. Disable account after __days

3. Move to OU after __days
4

Delete Account after ___ days

Create or modify action template by selecting the actions to be performed

oh inactive accounts.

Select Action Template ©  cpyews -

Action Template Mame : | Action on Inactivity|

Account Type LISERCOMPLITER, M

Set Random Pagsward After

15 Drap(z) Hatify Adminiztrator
Disable Account After 30 Dray(s) M atify Administratar
bowe to 0L After 35 Draplz] Matify Adriristratar

QU Mame :  OU=Inactive Accounts, DC=www, DC=vdoc,DC=com I:I

Delete Account After 95 NN M atify Adriristratar

| ak. || Cancel |

Figure 2: Action to be performed on dormant accounts
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1.2 User Password Expiration Reminder

Earlier an individual Lepide product, User Password Expiration Reminder is now a component
of LepideAuditor Suite. With this new addition, Auditor Suite can now send periodic
notifications to the users whose passwords are going to expire. The software sends instant

notifications to the administrators regarding the users with soon to expire or expired passwords.

=

User Password Expiration Reminder Settings

Please configure settings to notify users about their pas

Select QI; v Microsoft Exchange Security Groups; Domain Contralle |:|
Send Alert Ak: 10 *  Hours) 00 +  Minutels) 1
Sender's Email Accounk: ADMINISTRATOR - ﬂ

[wENotify Administrator:

Matify about users whose 30 Davs - of less
Password expires in:
Recipient Email Address : administrakor@eww, cod, com '@'
4 »
Select Template: MewTemplatel - S X
Motify Users

(1 Everyday if pazsword expires in 14 davys or less

(+) Send first notification when password expires in 14 days
Send second natification when password expiresin: 7 days
Send lask notification when passwaord expires in 3 days

() Only when password expires in 1 dav[s]

ser Mokification Text @ Hi %ISERMNAMEY:, = hi

Figure 3: User Password Expiration Reminder
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1.3 Threshold Limit

Threshold limit is now added for email alerts, mobile App notifications, and LiveFeed updates.

You can define the threshold while creating an alert at the step of applying filters.

Create Alert

Set Filter{s)

Please select operations to set the filter(s). (Optional)

E| Active Directon Modification Reports

E| Active Directory Modification Alerts | 1neude IF,'" ;I Q X
E| Ul ger dlerts
[l IR User Fath

Send alert anly if event ocours I z times in I 1] IMinuteds) -

| < Back | Memt » | | Cancel

Figure 4: Threshold limit while creating alert

1.4 New Graphs and Reports

Two new graphs of Active Directory Cleaner and User Password Expiration Reminder have been
added to the Domain Tab in Radar. In addition to the earlier 270+ reports, new audit reports have

been added for these two new components.
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