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1. Introduction

Welcome to What's New document of LepideAuditor Suite.

It explains the new additions and enhanced features that are introduced in the newly released version 16.2 of
LepideAuditor Suite.

2. New Additions

Following are the new additions in LepideAuditor Suite 16.2.

2.1 Active Directory Permission Analysis

Permission Analysis for Active Directory has been added. It displays the historical changes in the permissions of
objects. The administrator can also compare the permissions for the selected objects between two date and time
intervals.

Permission Analysis * .
- @ Time span: [The lest 24 hours |- I Object Name:  [Al Objects | - [l 1 | Generate Report
= [ER Historic Permission Changes = . Al D
] = Domain Name\|p: |l Domainis) B 2 object class: [ Dbt Csses -]
- [7]] File Server ) : i
® ] & Who Modified: [l Users ] X Remove Filters
i.[3l] Active Directory
L. fJl] Exchange Server
(") B 1 www.vdoc.com Object Name Object Type When Changed
1\ Users % Testuser1 User 3/1/2016 1:01:19 PI
il “ Test £, TestAdmin User 3/1/2016 12:34:48 ¢
]
< >
=
" % Path : www.vdoc.com\Users\TestUser1
Account (Principal) Permission (Access) =
R »
4 3/1/2016 1:01:19 PM (Changed by "VDOC\Administrator”) Owner : Domain admins Where : SP13-E
2 Cert Publishers(Domain nameCert Pu.. Access Allowed : Read all properties usercertificate, \Write all propert
&, CN=Windows Authorization Access G.. Access Allowed : Read all properties tokengroupsglobalanduniversal
2 cN=Terminal Server License Servers,.. Access Allowed : Read all properties terminalserver,  Write all propert
& CN=Terminal Server License Servers,... Access Allowed : Read all properties Terminal Server License Server ,
""""" /2 Everyone Access Allowed : Change Password
D\ Audit Reports 2 SELF Access Allowed : Change Password
RSELF Access Allowed : Send As
Compliance Reports AL SELF Access Allowed : Receive As
2 nuthenticated Users Access Allowed : Read all properties General Information
# Permission Analysis

/2 Authenticated Users Access Allowed : Read all properties Public Information

@ Athanticotod llears  Aeeoee A Mesnan. A+ Rand all nconadior Rocconal 1 lofo ot TP,
13} Restore 4 »

Figure 1: Active Directory Permission Analysis
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2.2 Exchange Server Permission Analysis

Permission Analysis for Exchange Server has been added. It displays the historical changes in the permissions of
objects. The administrator can also compare the permissions for the selected objects between two date and time
intervals.

Permission Analysis *®

—@. HistoricP o @ Time Span: |The last 24 hours . 0 Object Name: |A” hicts . 1 [
B ; :"n:sir;.smn anges £ Domain Name\/p: [l Domainis) . ) Object Class:  [Al Obiect Classes . <
@ (3] Active Directory 2 Who Modified:  [All Users -
] Exchange Server
w B www.ydoc.com Object Name Object Type ‘When Changed
). Users £ TestUsert user 3/1/2016 1:01:19 PM
1ty £, TestAdmin user 3/1/2016 12:34:48 PM
b
% Path : www.vdoc.com\Users\TestUser1
Account (Principal) Permission (Access) Inherited -
R » »
4 3/1/2016 1:01:19 PM (Changed by "VDOC\Administrator”) Where : SP13-EX10.www.vdoc.com
2 SELF Access allowed : Send As No
AL SELF Access Allowed : Receive As No
= SELF Access Allowed : Read all properties Phone and Mail Options,  Write all .. No
& CN=Exchange Servers,0U=Microsoft.. Access Allowed : Read all properties Exchange Personal Information Yes
""""" &CN:Ex(haﬂge Servers,OU=Microsoft.. Access Allowed : Read all properties Exchange Information Yes
Audit Reports & CN=0rganization Management OU=... Access Allowed : Write all properties Exchange Personal Information Yes
& CN=Exchange Trusted Subsystem,OU... Access Allowed : Write all properties Exchange Personal Information Yes
Compliance Reports 2 CN=Exchange Servers,OU=Microsoft.. Access Allowed : Write all properties msexchmailboxsecuritydescriptor Yes
—~ &, CN=Exchange Servers,0U=Microsoft.. Access Allowed : Write all properties msexchumserverwritableflags Yes
[ Permission Analysis Py
am CN=Exchange Servers, OU=Microsoft.. Access Allowed : Write all properties msexchuserculture Yes
Restore & CN=Exchange Servers,0U=Microsoft.. Access Allowed : Write all properties msexchmobilemailboxflags Yes -

Figure 2: Exchange Server Permission Analysis

2.3 Archiving of Permission Analysis Records

Records of Permission Analysis for Active Directory, Exchange Server, and File Server are stored in their respective
databases, which stores their auditing logs. These records will now be archived whenever an archive of the databases
is initiated.

2.4 "Apply to” Column in File Server Permission
Analysis

A new column “Apply to"” has been added to the “Permission History” and “Compare Permission” reports of File Server
Permission Analysis. It displays the scope of the permission.
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Permissiun History Compare Permission H

E Path : C\Shared 1\Test1\installation-additional JPG
Account Permission Inherited Apply To - -
» o » »
4 2/11/2016 2:50:44 PM (Changed by "VDOC\Administrator®) Owner : BUILTIN\Administrators Where : WSTESTING64-PC
5 BUILTINVAdministrators Full Contraol Yes This Object only
2 NT AUTHORITY\SYSTEM Full Contral Yes This Object only
5 BUILTINVAdministrators Full Contraol Yes This Object only
2 vDoC\Administrator Full Control Yes This Object only
2 Everyone Read 8 execute Yes This Object only
2 vDoC\Administrator Full Control Yes This Object only
2 Everyone Read 8 execute Yes This Object only
& NT AUTHORITY\SYSTEM Full Control Yes This Object only
4 2/11/2016 3:17:14 PM (Changed by "VDOC\Administrator®) Owner : BUILTIN\Administrators Where : WSTESTING&4-PC
& NT AUTHORITY\SYSTEM Full Control Yes This Object only
2 BUILTINVAdministrators Full Control Yes This Object only -

Figure 3: “Apply to” column in Permission History Report

2.5 Save Permission Analysis Report

In Permission Analysis of File Server, Active Directory, and Exchange Server, you can save separate reports of both
“Permission History” and “Compare Permission”. These reports can be saved as PDF, MHT or CSV files on the disk.

1 Bl Desktop » Search Desktop

Organize » Mew folder
\ ~
0 Favorites 1
B Desktop ]& 3&/
& Downloads Administrat This P.C for testing

“Zl Recent places or

18 This PC
i Desktop
| Decuments
4 Downleads
o Music
=| Pictures
H Videos v

File name: save-permission-analy;i;{

Save as type: | Html Files (*.mht)

# Hide Folders

Figure 4: Save Permission Analysis Report
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2.6 Option to Audit All but excluding Selected Object
Classes

A new option to customize the auditing of Object Classes while adding or modifying the domain has been added. It
lets you select audit all but excluding the selected Object Classes.

% Domain Credentials Object Classes and Other Settings
1[5} Advanced Domain Configuration Please select object classes and other settings to be audited
1 IP Settings
ﬁ. Database Settings
@ Organizational Unit Settings
@. Object Classes and Other Settings
: Archive Settings

Audit : All but excluding selected classes -

Active Directory Object Classes Exchange Server Object Classes
Ie)

account msExchAccepted Domain
ACSPalicy msExchMobile MailboxPolicy
ACSResourceLimits msExchMobileVirtual Directony
ACSS5ubnet addressBookContainer
AddressBookContainer msExchAddressBook MailboxPalicy
AddressTemplate ["] msExchActiveSyncDevice
Application Entity msExchRpchttpvirtualdirectory
Application Process [ msExchmalwarefiterconfig
[ Application Settings [ msexchmaiflowpolicy
[ Application Site Settings [ msexchroleassignmert
["] ApplicationVersion ["] msexchaddresslistservice
[7] Attribute Schema ["] msexchoab
["] bootable Device [7] rasstack

More Audit Settings
[+] Audit Failed Logon

Audit Successful User Logon/Logoff

Figure 5: Displaying newly added option

Here, the selected object classes will not be audited. It helps the Administrator to select what classes has to be
excluded from the auditing.
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3. Enhancements

Following features are enhanced in this new version.

3.7 Improved Report Filters

In addition to use the list of column filter, you can also right-click anywhere in the blank space of the filter section to

add a filter.
WBTESTING64-PC(File Server)\All Modifications in File Server h

T When + When E

¥ Who + on %

W Object Name + +  Add Filters b | T When

T Object Path + T Who

¥ Operation + T Object Mame
T Object Path

¥ Event Status +
T Operation

¥ Process Name +
T Event Status
T Process Name

Figure 6: Option to add a filter

You can also drag the filter from the list and drop it in the blank area to access its options.

3.3 Improved Filtration in Compliance Reports

Instead of displaying all filters, now a Compliance Report contains the filters as per its columns.

=3 Compliance Reports .| GLBA Reports\File Permission Modified T
=5 Compliance Report T Server Name + When =]
© [In ey CE LTS
L[] Group Membership Modified 7 Who +
@ ¢ [il] AN Modfications in Group Palicy 7 When +
~[ul] File Permission Modified -
gy ~[3] nteractive Logon Policy Modified Operation *
(3] Shared Folder Modifications ¥ Where +
a g :':";:::::’“ T Criticality +
5] (] SOX Reports Drag a column header here to aroup by that column W Qq = oees = *
Component Name 7 Server Name +7| Object Path <7 Object Type <7 Who | When 7 Operat..| | IS
3 2 2 o 2 3 3 3 -
) » |Fle Server WETESTING64PC |C:\Shared 1\Test | File vdoc\administrator | 2/11/2016 | Secury CH + Component Name: File Server
il Server WETESTINGE4FC | C:\Shared 1\Tesl... Fle veochadrinistrater | 2/11/2016 ... Securiy Cr « Server Name: WBTESTINGE4-PC
Fie Server WETESTINGE4PC |CA\Shared 1\Test.. il vdochadnministrator | 2/11/2016 . Securiy C - Object Path: C:\Shared T\ Test\3.cv
Fle Server WETESTINGE4PC |C:\Shared 1\Test... Fle vedoc\adninistrator | 2/11/2016 ... Securiy Cr - Object Type: File
Fie Server WETESTINGE4PC |CA\Shared 1\Test.. il vdochadnministrator | 2/11/2016 . Securiy C - Whe: vdoc\administrator
Fle Server WETESTINGE4PC |C:\Shared 1\Test... Fle vedoc\adninistrator | 2/11/2016 ... Securiy Cr When; 2/11/2016 3:17:14PM
Fie Server WSTESTINGE4PC |CA\Sharad 1\Test. | Fie vdochadnministrator | 2/11/2016 . Securiy Cr « Operation: Security Change (Permiszions) (4
Fll Server WETESTINGE4PC |C:\Shared 1\Test... Fle vedoc\adninistrator | 2/11/2016 ... Secury Cr +Where: WETESTINGE4-PC
File Server WETESTING64-PC |C:\Shared 1\Test._. Fie vdoc'\administrator | 2/11/2016 ... Security Ch = Criticality: High
il Server WETESTINGE4PC |C:\Users\Admirist .. Fils vidoc\administrator | 2/11/2016 . Secury Cr + What:
il Server WETESTINGE4FC | C:\Shared T\testl... Fle veochadrinistrater | 2/11/2016 ... Securiy Cr File Security Change (Permissions)i-
Fie Server WETESTINGE4PC |CA\Shared T'test] . i vdochadrministrator | 2/11/2016 . Securiy C Access permission(s) added userw
Flle Server WETESTINGE4-PC | C:\Shared 1\Test... File vdoc\administrator | 2/11/2016 ... Security C Access Type: Access Allowed
Fie Server WSTESTINGE4PC |C\Sharad 1\Test... | Fil vdochadrinistrator | 2/11/2016 . Securiy Cr Object Name: VDOCH TestUser]
permission Analysis Fle Server WETESTINGE4PC |C:\Shared 1\Test... Fle vdoc adminitetor | 2/11/2016 . Securty Cr Permissions:
- WSTESTINGEA B |~ Shmend 13T B i mimitemte AL ADE G O Full Control
0 Restore ‘ED,I— o 1 pageti) . . Inherited: R -
lotal Records : 32

Figure 7: Updated Filters for Compliance Reports
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3.4 Updated Ul of Audit Reports Tab

The user interface of "Audit Reports” tab for all sections (Audit Reports, Compliance Reports, and Permission Analysis)

has been modified. A new *\ icon has been added to the top right corner of the Left Panel. You can press this icon
to hide the left panel and pin it as a button on top left corner. It presents a more readable view of the reports.

9 GLBA Reports\File Permission Modified T
2
2| |7 server Name + When =]
o _
2  Object Path + Frevious Month x
a 7 Whe +
L 7 When +
. Y Operation +
-9
¥ Where +
a W Criticality + M e
5] Drag a column header here 1o group by that column. W Q& Do (=R
o Component Name <7 Server Name <7 Object Path -7 Object Type <7 Who & When 17 Operst 7 What & Where ¥ Ciiticality
B » £ 2 2 s B £ B o » S
a » |Fie Server WETESTING4FC | C:\Shared ThTest... |Fie vdochadrinistrator | 2/11/201 .| Securty Chian...| Fle Securty Cn...  WETESTINGE... Figh « Component Name: File Server
Fil Server WETESTINGS4PC | C:\Shared TiTest.. Fie vdoc\sdministrator | 2/11/2016  Securty Chian | Fle Securty Ch | WSTESTINGE. . High « Server Name: WETESTINGE4-PC
Fie Server WETESTING64PC | C:\Shared T\Test... Fie vdochadninistrator | 2/11/2016 ... Securty Chan... Fle Securty Ch... WBTESTING... Figh « Object Path: C:\Shared T\Test\3.csv
il Server WETESTINGS4FC | C\Shared TiTest... Fie vdooradministrator | 2/11/2016 | Secury Chan. . Fle Securty Ch. WSTESTINGE. . High + Object Type: File
Fil Server WETESTINGS4PC | C:\Shared TiTest.. Fie vdoc\sdminstrator | 2/11/2016 | Securty Chan_ Fle Securty Ch_ WETESTINGE. . High +Whe: vdoc\administrator
File Server WETESTINGS4PC | C:\Shared T\Test... Fie vdocadrinistrator  2/11/2016 ... Securty Chan... Fle Securty Ch.. WBTESTING... Figh « When: 2/11/2016 317:14 PM
il Server WETESTINGS4PC | C:\Shared TiTest. Fie vdoo administrator | 2/11/2016 | Securly Chan. . Fle Securty Ch WSTESTINGE. . High « Operation: Security Change (Permissions) (4
Fie Server WETESTINGS4PC | C:\Shared ThTest... Fie vdoc'administrator 21172016 ... Securty Chan... e Securty Ch... WBTESTING... Figh + Where: WETESTINGE4-PC
File Server WETESTINGS4PC | C:\Shared T\Test... Fie vdocadninistrator | 2/11/2016 ... Securty Chan... Fle Securty Ch... WBTESTING... Figh -« Criticality: High
il Server WETESTINGS4PC | C:\Users\Admirict. .. Fie vdochadrinistrator 21172016 . Securty Chan... Fle Securty Cn.. WETESTINGE... High + What:
Fie Server WETESTINGS4PC | C:\Shared T'testl... Fie vdochadrministrator | 2/11/2016 ... Securty Chan... i Securty Ch... WBTESTINGE... Figh File Security Change (Permissions):-
il Server WETESTINGS4PC | C\Shared Tttest] .. Fie vdoo\adminisrator | 2/11/2016 | Securty Chan. Fle Securty Ch. WBTESTINGE... High Access permission(s) added user v
il Server WETESTINGS4PC | C\Shared TiTest.. Fie vdochadministrator | 2/11/2016 | Securly Chan. . Fle Securty Ch_ WSTESTINGE. . High Access Type: Access Allowed
File Server WETESTING64PC | C:\Shared T\Test... Fie vdochadministrator  2/11/2016 ... Securty Chan... Fle Securty Ch.. WBTESTING... Figh Object Name: VDOC TestUserl
il Server WETESTINGS4PC | C:\Shared T\Test... Fie vdoo\administrator | 2/11/2016 | Securly Chan. Fle Securty G WBTESTINGE. . High Permissions:
Bl Sonsor MQTESTINGEA BC | 0 Qhoend 13 Tk Eilo sucdes o\ ~domininketor | 2711 /2018 Coewshi Chon | Blo Snoudh O IMOTECTIMGE | ik - Full Contral
4 »
Inherited: -
DD 1 of 1pagels) Total Records : 32 1 >

Figure 8: Pinned Left Panel

3.5 Wild Card Characters in File Name and File Path

Wildcard characters like % and * are now accepted in File Names and File Paths.

3.6 Bug Fixes

In this version, minor bugs are fixed to offer better user functionality.
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