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Lepide Active Directory Self-Service Steps to Deploy GINA/CP

1. Introduction

Lepide Active Directory Self-Service provides a comprehensive means of providing automation for the necessary tasks
related to manage the Active Directory in an organization.

GINA/CP helps you to access LADSS functionalities through the login screen. It allows users to easily unlock account
or reset password directly from the lock screen. However, the GINA/CP installer has to be installed at client systems
to avail the benefits.

The GINA/CP installer can be deployed at client systems through two ways:
1. Direct installation at client systems: Installation at individual systems
2. Through GPO: For bulk installation
3. Remote Installation of Agents: Select computers to install the agents.

If you have any questions at any point in the process, you can contact our Support Team. The contact details are listed
at the end of this document.

2. Direct Installation at Client Systems

Follow the below mentioned steps to set up GINA/CP at individual client systems:
1. Login to LADSS admin section.
Click on “Configuration” tab and go to GINA/CP Installer page.
Download the GINA/CP Installer file.

Click "Next.”

2.

3

4. Double-click the installer file and accept the license agreement after reading it.

5

6. The Web Server Information page will open. You need to make changes in this section as per your network.
7

Click "Next: and follow the simple screen instructions to install it directly at individual client systems.

NOTE: perform the following steps on the Web Server Information page.
Enter the Web Server URL where LADSS is installed instead of local host.
Enter the selected Port Number in case it has been changed while installing LADSS.

If LADSS is installed in a secure network, then change “http” to “https.”

Check the following image.
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B Setup - Lepide Active Directory Self Service Client

Web Server Information .
“Web Server il .
Fleaze enter web server url for example http:/Aocalhost: 7777 /LADSS AU zerdctions jzp
Fort:
Ll (e o= e A /L A0 5.5 AU serdctions. jsp
Use "https” in case Provide IP Address Provide the user-
of secure network of the system defined port
where LADSS s number
installed

[ < Back ][ Mest > J[ Cancel

Figure 1: Page of Instalaltion Wizard to change the URL

TIP: In case, you click “Next” mistakenly and install the file without providing the correct URL, kindly uninstall the
application and install it again with the correct path.

3. Installation through GPO

GINA/CP can be deployed over network wide systems at one go through a customized group policy. The group policy
can be applied at:

e  Computer startup/shutdown
e User logon/logoff

We recommend you to create it for computer startup/shutdown (however, it includes some extra steps).

3.1 Install  through a Group Policy at
Startup/Shutdown

Follow the below mentioned steps to get GINA/CP activated through GPO on a particular domain:

In LADSS admin section, go to the GINA/CP Installer page and download it.
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GINA/CP Installer

Deploy the GINA/CP installer at client system either individually or through GPO (look help section for installation through GPO).

$ Download GINAICP
—J

Figure 2: Download GINA/CP Installer

In the following steps, you will find how to:
e (Create a Security Group
e Create a Group Policy
e Perform Administrative Template Settings

e Applying the GPO

3.1.1 Create a Security Group

1. Go to “Administrative Tools” and open “Active Directory Users and Computers” console.
2. Right-click on any OU, select “New" and click “Group” to create a new group.

3. Provide group name in the respective fields.
4

Select group scope as “Global” and group type as “Security” (these are default settings).

5. Click"OK.
New Object - Group x|
% Create in:  pdcpc3.com/Automatic Users/Groups
Group name:
| ADSS_GP|
Group name (pre-Windows 2000):
| ADS5_GP
Groupscope ——————— | Group type
" Domain local ¢ Sacurity
¢ Global " Distribution
" Universal
K I Cancel
Figure 3: Create a new group
AAAY
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6. The new group will be reflected under the respective section. Double-click on it or right-click and open
“Properties.”

Marne Descripkion
~ 44055 5P Security Graup ...
JADss_ ; P

2 grp-user0-9 Distribution Gro... Add to @ group. ..

2 orp_user0-9 Distribution Gra... Mave...
Send Mail

All Tasks 3

Zuk
Delete
Rename

Help

Figure 4: Option to view the properties of security group

7. Select "Members” and click “Add” to add all the computers where you want to deploy GINA/CP settings.

ADSS_GP Properties 71x]
Object | Secuity |  UNIXAttibutes |  Attribute Editor
General Members |  MemberOf |  Managed By
Members:

Mame | Active Directory Domain Services Folder |

1 SPCT pdcpc3.com/Computers

1 MRADUL pdcpcd.com/Computers

1M NDRTS-S0N...  pdeped.com/Computers

1 TP pdeped.com/Computers

(& VCENTER pdcpc3.com/Computers
(MVCENTER-LL.. pdcpc3.com/Computers
W pdcped com/Computers
1 WaR2ZPCE pdcpe3.com//Domain Controllers

Add... | Eemave |

ok | Camcel | el ek

Figure 5: Add Computers as the Group Members

8. Click “OK", once you have added the computers.
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9. Close "Active Directory Users and Computers” console.

In the next section, you will how to create a Group Policy add script at Computer Startup/Shutdown.

3.1.2 Create a Group Policy

1. Now go to “Administrative Tools” and open “Group Policy Management.” (Execute “gpmc.msc” on Run or
Command Prompt to access it.)

2. Under Group Policy Management, select the domain where GINA/CP settings are to be activated and right-
click on it to create a new GPO.

_%L Group Policy Management
=] _-&._ Forest: pdcpc3.com
= (&5 Domains
= _}F‘ = E-EltE a GPO in this domain, and Link it here. ..
EE‘I E_ Link an Existing GPO...

=] Au .
=] Dol Block Inheritance

i:l Ext  Group Policy Modeling Wizard...
i_l LAE  Mew Organizational Unit
B LAt
2] mic Search...
5t Gre  Change Domain Controller...
% Wh  Remove
_E S5tz Active Directory Users and Computers...
L@ Sites
5% Group Polic View 4
"4, Group Polic Mew Window from Here

[ S R S R S R R

Refresh

Properties

Help

Figure 6: Option to create a Group Policy

NOTE: You can create a new Group Policy on OUs as well instead of a domain.

3. Provide a name to the new Group Policy and click “OK."

Name:
|LaDss|

Source Starter GPO:

I [none] :J
oK I Cancel I

Figure 7: Create GPO
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The new GPO will be listed under the current domain.
4. Right-click on it and select “Edit.”

5. “Group Policy Management Editor” opens automatically and the new GPO will be highlighted.

B Group Policy Management Editor 1Ol =|
File Action \Wiew Help

&= |=E

B LADSS [WBR2PCE.PDCPC3.COM] Policy

T‘ Palicies Select an item to view its description, Name I
|| Preferences il Computer Configuration

=i U;er Configuration i, User Configuration
|| Polides

|| Preferences

1] | ﬂ Extended Sizndardf

Figure 8: Group Policy Management Edlitor

6. Go to "Computer Configuration”, and expand “Policies” folder.

7. Navigate to "Windows Settings”, expand the node and click on “Scripts (Startup/Shutdown)".
B Group Policy Management Editor 18| x|
File  Acton Wiew Help
s A [ N E NN 7|
_%r LADSS EI.“.I'SRZPCS.PDCPCS.CDWU PO“C}!‘ Scripts {Startup!Shutdown}
=] ¢ Computer Configuration
= ] Policies
) Startu
|| Software Settings P
= [ W?ndows Settings Display Properties =/ Shutdown
|| Name Resolution Palicy
= Scripts (Startup/Shutdown) DESG’i!:IﬁOH: .
'g Security Settings Contains computer startup scripts.
)y Policy-based QoS
7] Administrative Templates: Policy definition
|| Preferences
= 4%, User Configuration
|| Policies
| Preferences
1] | 2 Extended A Standard Vi
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Figure 9: Start/Shutdown Scripts

NOTE: The script can be inserted either at Startup or during Shutdown. Here, we are performing it at startup.

8. Double-click 'Startup' to access its properties.

Startup Properties il EI

Scripts | PowerShell Scrpts |

= Startup Scripts for LADSS

Name | Parameters |

Edit...

Eemove

I

To view the script files stored in this Group Policy Object, press
the button below.

Show Fies... |

QK I Cancel Apply

Figure 10: Properties of the Startup Script

9. Click "Show Files” to access its window that shows the details regarding the script files stored in this Group
Policy Object.

10. Now, copy the GINA/CP installer file (from the downloaded location) to here.
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‘CX) |+ Machine + Soipts + Startup v |23 | search startup

Organize ~ Open  Mew folder == + [ @
7 Favorites MName =« Date modified | Type | Size | |
Bl Desktop 1, LadssClientSetup.exe 11/12/2014 3:55PM  Application

4 Downloads
| Recent Places

- Libraries
@ Documents
J‘ Music
[ Pictures

E Videos

1M Computer

€l Network

& LadssClientSetup.exe Date modified: 11/12/2014 3:55 PM Date created: 11/12/2014 3:55PM
¢ Application Size: 1.01MB

Figure 11: Add Files to run at Startup
11. Close the window.
12. Now, in‘Startup Properties), click “Add” to access “Add a Script” dialog box.
13. Click "Browse” and select the GINA/CP installer file. The setup file will be selected in “Script Name” text field.

14. Provide script parameters by typing '/VERYSILENT' and provide the URL from where LADSS is being accessed
after leaving a single space.

Example URL: http.//192.168.10.178:7777/LADSS/UserActions.jsp

15. Click "OK."
Add a Script x|
Script Name:
ILadssDierrtSeiup.exe Browse.. |
Script Parameters:

INEHYSILENT http://132. 16810178 7777/LADSS5/U

oK I Cancel

Figure 12: Add a script
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16. The script will be successfully added.

Startup Properties & il EI

Seripts | PowerShell Scripts |

= Startup Scripte for LADSS

MName Farameters

L adssClient Setup exe AVERYSILENT http:/41 ...

To view the script files stored in this Group Policy Object. press
the button below.

Show Fies.. |

QK I Cancel Epply

Figure 13: Added the startup script

17. Click "Apply” and "OK" to complete the process.

This is how you can create a Group Policy for deploying GINA/CP installation at all added client systems. However,
before updating the Group Policy, you need to configure few ‘Administrative Template Settings’ as shown in the next

section.

3.1.3 Administrative Template Settings

Perform the following steps.

1. In the same Group Policy Management Editor section, under Computer Configuration, expand Policies,
navigate to Administrative Template section and expand it in the following order.

Computer Configuration —Policies —Administrator Templates — System

2. Navigate to ‘System’ and expand it.

3. Under 'System’, navigate to “Group Policy” and double-click “Group Policy slow link detection.’

}‘{ © Lepide Software Pvt. Ltd. Page 11
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B Group Policy Management Editor

Ele Action View Help

Steps to Deploy GINA/CP

=101 %]

&« zzl2 I AT

wl Policy-based Qos

[ Control Panel
] Network

| Printers
B[] System
| Credentials Delegation
Device Installation
Disk NV Cache
Disk Quotas
Distributed COM
Driver Installation
Enhanced Storage Access
Filesystem
Folder Redirection
Group Policy
Internet Communication Manag
iI5C5I
KDC
Kerberos
Locale Services
Logon
Met Logon
Performance Control Panel
Power Management
Recovery
Remote Assistance
Remote Procedure Call
Removable Storage Access
Secripts
Server Manager
Shutdown Options

2]
REERRERD R

=)
L

=
CROCOROODRROBRERERE

Group Policy slow link detection

Edit policy setting

Requirements:
At least Windows 2000

Description:

Defines a slow connection for
purposes of applying and updating
Group Policy.

If the rate at which data is
transferred from the domain
controller providing a policy update to
the computers in this group is slower
than the rate spedfied by this
setting, the system considers the
connection to be slow.

The system's response to a slow
policy connection varies among
policies. The program implementing
the policy can specify the response to
a slow link. Also, the policy processing
settings in this folder lets you
override the programs' specified
responses to slow links.

To use this setting, in the "Connection
speed” box, type a dedmal number
between 0 and 4,294,967,200,
indicating a transfer rate in kilobits
per second. Any connection slower
than this rate is considered to be
slow. If you type 0, all connections

] :I B Group Policy
=[] Administrative Templates: Policy defini:

| =

up P k detectio
roup Policy refresh interval for computers
Group Policy refresh interval for domain controllers
Always use local ADM files for Group Policy Object ...
urn off Resultant Set of Policy logging

tartup policy processing wait time

ser Group Policy loopback processing mode

Allow asynchronous user Group Policy processing ...
|i=| Applications preference extension policy processing

x4

Setting State
|| Logging and tracing
Il \i=| Allow Cross-Forest User Policy and Roaming User P... Mot configured
Software Installation policy processing Mot configured
Disk Quota policy processing Mot configured
EFS recovery policy processing Mot configured
older Redirection policy processing Mot configured
nternet Explorer Maintenance policy processing Mot configured
P Security policy processing Mot configured
egistry policy processing Mot configured
ripts policy processing Mot configured
ecurity policy processing Mot configured
Wired policy processing Mot configured
|i=] Wireless policy processing Mot configured
Dizallow Interactive Users from generating Resulta... Mot configured
Turn off background refresh of Group Policy Mot configured e
urn off Local Group Paolicy objects processing Mot configured
Remove users ability to invoke machine policy refresh Mot configured

Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended A Standard /

|45 setting(s)

Figure 14: “Group Policy slow link detection” policy

4. Double-click it to select its properties.
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EMGroup Policy slow link detection [_ O]

=] Group Palicy slow link detection Previous Setting | Mlext Setting |

Mot Configured Cermmers B
% Enabled
" Disabled =
Supported 6n: [(&¢ [eact Windows 2000 =
=
Options: Help:
Connection speed (Kbpsy  [500 = Defines a slow connection for purposes of applying and updating |«

Group Palicy.

If the rate atwrhich data is transferred from the domain controller
Enter 0 to disable slow link detection, providing a policy update to the cormputers in this group is slower
than the rate specified by this setting, the systern considers the
connection to be slow,

The systern's response to a slow policy connection varies among
policies, The program implermenting the policy can specify the
response to a slow link, Also, the policy processing settings in this
folder lets you owverride the programs' specified responses to slow
links,

To use this setting, in the "Connection speed” box, type a decimal
number between 0 and 4,294,967, 200, indicating a transfer rate in
kilobits per second, &y connection slovwer than this rate is
considered to be slow, If wou type 0, all connections are
considered to be fast,

If you disable this setting or do not configure it, the systern uses

Ad|

[0]4 Cancel | Spply |

Figure 15: Enable the policy

5. Select “Enabled.”
6. Click “Apply” and “OK."

7. In"System”, now navigate to “Logon.”

“{ © Lepide Software Pvt. Ltd. Page 13
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B Group Policy Management Editor

File Action View Help

Steps to Deploy GINA/CP

I [=] 3|

o= Hml=HElT

ol Policy-based QoS
=l [ | Administrative Templates: Policy defini
] Control Panel
] Network
] Printers
= ] System
| Credentials Delegation
Device Installation
Disk NV Cache
Disk Quotas
Distributed COM
Driver Installation
Enhanced Storage Access
Filesystem
Folder Redirection
Group Policy
Internet Communication Manat
iSCSI
KDC
Kerberos
Locale Services
Logon
Met Logon

HHMH

RRERRERERRERRRERRORRRRRRR LG

Power Management
Recovery

Remote Assistance
Remote Procedure Call
Removable Storage Access
Scripts

Server Manager

] shutdown Options

Performance Control Panel  —

K — _>ILI

-

Always wait for the network at
computer startup and logon

Edit policy setting

Requirements:
At least Windows XP Professional or
Windows Server 2003 family

Description:

This policy setting determines
whether Group Policy processing is
synchronous (that is, whether
computers wait for the network to be
fully initialized during computer
startup and user logon). By default,
on dient computers, Group Policy
processing is not synchronous; dient
computers typically do not wait for
the network to be fully initialized at
startup and logon. Existing users are
logged on using cached credentials,
which results in shorter logon times.
Group Policy is applied in the
background after the network
becomes available.

Mote that because this is a
background refresh, extensions such
as Software Installation and Folder
Redirection take two logons to apply
changes. To be able to operate
safely, these extensions require that
no users be logged on. Therefore,
they must be processed in the

|4 | ]|

Setting | State

=] Assign a default domain for logan Not configured
=] Exdude credential providers Mot configured
|| Do not process the legacy run list Not configured
|| Do not process the run once list Mot configured
=] Turn off Windows Startup Sound Mot configured
=] Hide entry paints for Fast User Switching Mot configured
|==| Always use dassic logon Mot configured
|| Don't display the Getting Started welcome screen at logon Not configured
=] Run these programs at user logon Mot configured
. for the netw computer startup and logon Enabled

|=| Always use custom logon background Mot configured

Extended A Standard /

|11 setting(s)

Figure 16: "Always wait for the network at computer startup and logon” policy

8. Double-click ‘Always wait for the network at computer startup and logon' and enable it the same way.

9. Finally navigate to ‘Scripts’

in "System”.

A\ Y
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B Group Policy Management Editor

File Action View Help

o= Hml=HElT

ol Policy-based QoS ;I
=l [ | Administrative Templates: Policy defini

] Control Panel

= Run logon scripts synch | Setting I State
% Ne_twork H Mot configured
= % ;rln::rs Edit policy setting Maximum wait time for Group Policy scripts Mot configured
] System

i=| Run Windows PowerShell scripts first at computer startu,.. Mot configured

Credentials Delegation RE?uirEmEnES:
; y At least Windows 2000
Device Installation
Disk NV Cach :=| Run shutdown scripts visible Mot configured
! ache Description: . ch ol fi d
Disk Quotas Directs the system to wait for the logon Run startup scrfpis a.sg.-'n renausty Not configure:
Distributed COM scripts to finish running befare it starts Run startup scripts visible Mot configured
Driver Installation the Windows Explorer interface program  |i=| Run Windows PowerShell scripts first at user logon, logoff Mot configured

Enhanced Storage Access and creates the desktop.
Filesystem If you enable this setting, Windows
Folder Redirection Explorer does not start until the logon
Group Policy scripts have finished running. This setting
ensures that logon script processing is
complete before the user starts working,

[+

Internet Communication Manat

HHMH

RERRERERRERRRERRORRRRRRR LG

I5CSI butit can delay the appearance of the
KDC desktop.
Kerberos
Locale Services If you disa_ble this setting ar do not
L configure it, the logon scripts and
ogan Windows Explorer are not synchronized
NetLogon and can run simultaneously.
Performance Control Panel  —
Power Management This setﬁng appears in the Compui_:er
n Configuration and User Configuration
ecovery ) folders. The setting set in Computer
Remote Assistance Configuration takes precedence over the
Remote Procedure Call setting set in User Configuration.
Removable Storage Access
Scripts
Server Manager
] shutdown Options _ILI <] | 3|
< | 4 Extended 4 Standard /

|a setting(s) |

Figure 17: “Run logon scripts synchronously” policy

10. Double-click “Run logon scripts synchronously” and enable it.
11. Double-click “Maximum wait time for Group Policy scripts” and enable it.

That is it; the required administrative template settings will be successfully configured. The last section deals with GPO
application.

3.1.4 GPO Application

The next process is to apply the created GPO to the desired computers within the network.

1. Inthe same ‘Group Policy Management Editor’ section, right-click on the newly created Group Policy and click
'‘Properties’.

}‘{ © Lepide Software Pvt. Ltd. Page 15
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B Group Policy Management Editor 18] =]

File Action WView Help

€9 == HE

E LADSS [W8R2PC8.PDCPC3.COM] Policy

[l & Computer Configuration E
=2H P‘(_)|ICIES ) Export List... Hlect an item to view its description. Name
J_ Software Settings A Computer Configuration
= [ Windows Settings Properties

b %, User Configuration
|| Name Resolution Po

= Scripts (Startup/Shu
E Security Settings
alyy Policy-based Qo3
| Administrative Templates: Policy definition
| Preferences
B 42, User Configuration
| Policies
|| Preferences

4 | 21 Extended A Standard 7
Opens the properties dialog box for the current selection.

Figure 18: Option to view Properties of a GPO

In “Properties” dialog box, click “Security” tab.

Select "Authenticated Users” and enable “Read” checkbox.

> W

(Important) Now, uncheck “Apply Group Policy” checkbox.
5. Leaverest all checkboxes as it is.

6. Click "Apply.”

}‘{ © Lepide Software Pvt. Ltd. Page 16
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LADSS [W8R2PC8.PDCPC3.COM] Policy Properties
General I Links  Securty |Ccmment I

Group or user names:

52 CREATOR OWNER -

B2 Autherticated Users

52 SYSTEM

E‘_‘ Domain Adming (FDCPC3\Domain Admins)

E‘i Enterprise Admins (FDCPC3%Enterprise Admins)

42 ENTERPRISE DOMAIN CONTROLLERS ll
|

Pemissions for Authenticated Users

Read

Wite:

Create all child objects
Delete all child objects
Apply group policy

For special permissions or advanced settings, click
Advanced.

Leam about access control and pemissions
ok | cance | mepy |

Figure 19: Properties of a GPO

7. Now, click "Add" and enter the name of the security group created at the first step.

8. Click “Check Names" to authenticate entry of correct group.

NOTE: If you face trouble in manually entering the group name, you can use the ‘Advanced’ tab to explore the

group name.

9. C(lick"OK"

10. The added group will be reflected under “Security” tab.

11. Now select the group, enable ‘Read’ and 'Apply Group Policy’ checkbox.
12. Click "Apply” and “OK."

13. Now, the final step is to update the Group Policy.

14. Execute "gpupdate” command on Run or Command Prompt.

15. Restart all the client systems where the GPO is to be applied.

Once the client systems reboot, you can find ‘Reset Password/Unlock Account' link appears on the Windows logon
screen. Thus, you can successfully deploy GINA/CP through GPO at computer startup/shutdown.

}‘{ © Lepide Software Pvt. Ltd. Page 17
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3.2 Install through Group Policy at User Logon/Logoff

This is an alternate way to install the GINA/CP installer files at client systems through user logon/logoff. This procedure
involves less steps; however, there is a drawback. The script will be executed only when users who have administrative
rights logon or logoff to the respective client systems.

The steps are almost similar for creating the GPO and adding script. To deploy GINA/CP through this method, follow
the below mentioned steps:

1. In LADSS admin section, go to GINA/CP Installer page.

2. Download the GINA/CP Installer and configure it on Domain Controller. Do it by simply pasting the installer
file in the public folder of the server where LADSS is installed.

3. Now go to 'Administrative Tools' and open 'Group Policy Management'.

4. Under “Group Policy Management”, select the domain where GINA/CP settings are to be activated and right-
click on it to create a new GPO.

_ﬁ Group Policy Management

=l _-é._ Forest: pdcpc3.com
= (55 Domains
= 3":‘5' Eate a GPO in this domain, and Link it here...
55/ Dk an Existing GPO. ..

e
% D:| Hodk Inheritance

= Ext  Group Policy Modeling Wizard. ..
5] LA Mew Organizational Unit
(2] LA
2] Mic  Search...
:_?;r Grc  Change Domain Controller...
% W Remove
:ﬂ 5t Active Directory Users and Computers. ..
@ Sites
,:-T:'i? Group Paolic
[} Group Polic

HEHBEMBBBKBK

View k
Mew Window from Here

Refresh

Properties

Help

Figure 20: Option to create a GPO

5. Provide a name to the new GPO and click "OK.”

}‘{ © Lepide Software Pvt. Ltd. Page 18
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T |
Name:
[LaDss|
Source Starter GPO:

| [none) :J

Figure 21: Option to create a GPO
The new GPO will be listed under the current domain.

Right-click on it and select “Edit” to access “Group Policy Management Editor.”

Go to 'User Configuration', and expand 'Policies' folder.

E Group Policy Management Editor

File Action View Help

&5 |z2nlz|HmE

=] LADSS [NDRT24-32EX7 www.marketing. com] Policy
=] i Computer Configuration

Scripts (Logon/Logoff)

- Froucios Select an item ko view its description. Name
|| Preferences < La
2 £ &) Logon
= 4% User Configuration
= Policies

= Logoff
| Software Settings
= ] Windows Settings
_#'L Remote Installation Services
IS8 oCripts (LogonjLogoff)
E Security Settings
[# (] Folder Redirection
i Policy-based Qos
\‘ﬁ‘] Internet Explorer Maintenance

| Administrative Templates: Policy definitions (ADMS, il
|| Preferences

Figure 22: Logon/Logoff Scripts

8. Double-click 'Logoff' and the logoff properties wizard will open up.

NOTE: The script can be inserted at either Logon or Logoff but it is preferable to activate the script at logoff.

9. Click 'Add' to open up the script addition window

}‘{ © Lepide Software Pvt. Ltd.
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Logoff Properties [ 2| X] I
Scripts I
= Logoff Seripts for LADSS
Name | Parameters |
Up
Dowr
Add...
Edit... I
Hemove

To view the script files stored in this Group Policy Object, press
the button below.

Show Files... I

| 0K l Cancel | Apply

Figure 23: Add Logoff Script

10. Provide complete path of the installer exe file in the Script Name text field

NOTE: If LADSS is installed at a client site, then provide the IP address of the system where GINA/CP scheduler
exe was placed in the public folder.

11. Provide script parameters by typing '/VERYSILENT' and provide the URL from where LADSS is being accessed.
(Example URL: http://192.168.10.195:7777/LADSS/UserActions.jsp)

12. Click"OK
N |
Script Name:

Public\LadssClientSetup. exe Browse... I

Script Parameters:

|NERYSILENT http://192.168.10.195:7777/LADSS /U

| oK I Cancel

Figure 24: Edit Script
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13. The script will be successfully added.
il Logoff Properties 2] X]

Scripts '
= Logoff Scripts for LADSS
[ Name | Parameters |
PublichLadssClientSetup... AERYSILENT http:/41... Up
Down
Add...

ik

Remove

To view the script files stored in this Group Policy Object, press

the button below.

Show Files...

Apply

0K | Cancel I

Figure 25: Added the logoff script

Click ‘Apply" and then 'Ok’ to confirm.
Now, the final step is to update the Group Policy. Go to Run or Command Prompt, enter ‘gpupdate’ and hit

14.
15.
enter.
16. Logoff and then Login all the client systems where the GPO is to be applied. In case, the GPO is not updated,

reboot the client systems.
4. Remote Installation of Agents

Perform the following steps
Go to "Configuration" tab and select "GINA/CP Installer".

1.
Select "Remote Agent Installation" option from the drop-down menu

2.

Page 21
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GINA/CP Installer

Select the procedure for agent installation Fiemote Agent installation v

Remote Agent Installation

Select Domain: YOO v

Search:|

Domain Computer Narme Description

Time

|
3

Computers does not exist inthe list.

Showing O to O of O entries

Install

Figure 26: Install GINA/CP

3. Select the domain where you want to install the agent(s).

4. Click "Add" to access the menu.

Specific Computer
IP Range

Computer Dizocover From AD

Figure 27: Option to select computers

5. This menu contains the following three options. You can select anyone to add the computers for installing
agents on them. Let us have a look at these options.

A.  Specific Computer: This option lets you add the computer directly by providing its name or IP
Address. Selecting it will display the following pop-up.
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Perform the following steps.

i Type the name or IP Address of the desired computer.

ii. Click "Add" to add this computer. The computer is added to the list below.

Add Specific Computers @
Computer Mames/IP:  192.168.10.93]

Computer Names -
X 1927681094
A<
Ol Cancel
iii. You can add multiple computers.
iv. Click "OK" once you are done. This will take you back to the previous screen of remote

agent installation, which will now display the added computers.

B. IP Address: This option lets you add the computers between the provided IP address range.

Perform the following steps.

i, Enter the start and end IP Address.

Add IP Range Q)

Start IF Address: 192 168 110 42

End IF Address . 94

Figure 28: Add Computers through IP Address range
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ii. Click "Ok" to add the computers of which IP Addresses fall between the specified range. It
takes you back to the previous screen of remote agent installation, which will now display
the added computers.

C.  Computer Discover from AD: This option lets you add the computers from Active Directory. Clicking
it will display the list of all available computers in Active Directory.

Add Computers from AD ®

Computer Name

SF3-EX0
RCRHAWVWEE
WIHAVE4-PC

fddffd

O o oo OO

drdr

Figure 29: Add computers from Active Directory
Check the computers where you want to install the agents and click "OK". It takes you back to the
main screen, which will now display the list of added computers.

6.  While adding the computers using any of the above methods, if any computer(s) is/are already added then
software will display the following message. The remaining computer(s) not added already will be added.

192 165.10.93 192165 .10 .94 already exizt inthe list.

Figure 30: Computer already exists in the list

7. Once you have added the computers, now you can select the exact computers to proceed with installation.
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|
3

Search:l
Ciomain Computer [Name : Ciescription Tirre
VDOoC 192168.10.93 Mot Installed - 0a/02/2015 1750
1 Install Agent
VDOoC 192168.10.94 Mot Installed Uninstall Agent 08/02/2015 1750
VDOoC 192168.10.92 Mot Installed - Remove item(s) 08/02/201517:52
VDOoC drdr Mot Installed - Select all itemn{s) 0a/02/201518:08
VDoC fddffd Mot Installed - Deselect all item(s) 0a/02/201518:08

Showing 1to & of 3 entries

Install

Figure 31: Added the computers.

8. You can right click on any entry in the list to access the context menu, which has the following options.
a. Install Agent: This option lets you install the agent(s) on the selected computer(s).
b.  Uninstall Agent: This option lets you uninstall the agent(s) from the selected computer(s).

C.  Remove item(s): This option lets you remove the selected computer(s) from the list. Follow the steps
below to remove the items.

d. Select all item(s): This option lets you select all computers at once.
e. Deselect all item(s): This option lets you deselect all computers at once.

9. Click the computers in the list to select them.

10. Click "Install" button. Alternatively, you can right click and select "Install Agent" option. It starts the agent
installation process.
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Press stop to cancel installation.

1of 2 computers processed.

Search: | |

&l

Dromain Computer Name Description Time
192168.10.93 Inetallation completed Agent installed successfully QE02/201519:13

192168.10.94 Mot Installed = 8:2]

ShowingTto 2 of 2 entries

Stop

Figure 32: Installing GINA/CP Agents

You can click "Stop" to cancel the current process.

11. This will start the process to install the agents on the selected computers. Once completed, the following
message box appears on the screen.

Operation successtully completed.

Figure 33: Agents has been installed.

NOTE: To uninstall the agent, you have to select the computer(s) from the list and do a right click.
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5. Conclusion

Using this process, GINA/CP can be activated on any domain server. Now, users will get an option to 'Reset
Password/Unlock Account' directly at their logon screen (as shown below).

Log On to Windows

Copyright & 1985-2001
Microsoft Corporation

User name: | Administrator

Password: ’

Log on to: ICHILY

[ OK ] [ Cancel ] Shut Down. ..

Figure 34: GINA/CP option at logon screen

Domains users just need to click on the respective option to perform the required task.
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(_ Lepide Active Directory Self Service - Windows Intemet Explorer

o =
CISE | ] ritp://192.168.10.178:1025/LADSS/ UserActions jsp =] B [#2 )] | |8 Bing (2=

<7 Favorites | 95 B Suggested Sites +

ﬁ © - [ @ - Page -~ Safety - Tools - @v

Self Service Operations

N

Unlock Account Reset Password

Done

[ | [@ | [&ntemet]Protected Mode: Off [%5 - [®002 - 4

Figure 35: Self-service options

To read more about the solution visit http://www.lepide.com/active-directory-self-service/.

6. Support

If you are facing any issue while installing, configuring or using the solution, then you can connect with our team.

Product experts Technical gurus

USA/Canada: +1-800-814-0578 USA/Canada: +1-800-814-0578

UK/Europe: +44(0)-800-088-5478

Rest of the World: +91(0)-991-085-4291

You can also visit http://www.lepide.com/contactus.ntml to chat live with our team and to know more about our
support team.

UK/Europe: +44 (0) -845-594-3766
Rest of the World: +91 (0) -991-004-9028

You can email your queries at the following addresses.

sales@lepide.com for Sales

support@Lepide.com for Support
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/. Copyright

Lepide Active Directory Self-Service, any and all components, any and all accompanying software, files, data and
materials, this guide, and other documentation are copyright of Lepide Software Private Limited, with all rights
reserved under the copyright laws. This user guide cannot be reproduced in any form without the prior written
permission of Lepide Software Private Limited. No Patent Liability is assumed, however, on the use of the information
contained herein.

© Lepide Software Private Limited, All Rights Reserved.

8. Warranty Disclaimers and Liability Limitations

Lepide Active Directory Self-Service, any and all components, any and all accompanying software, files, data, and
materials are distributed and provided AS IS and with no warranties of any kind, whether expressed or implied. In
particular, there is no warranty for any harm, destruction, impairment caused to the system where these are installed.
You acknowledge that good data processing procedure dictates that any program, listed above, must be thoroughly
tested with non-critical data before there is any reliance on it, and you hereby assume the entire risk of all use of the
copies of Lepide Active Directory Self-Service and the above listed accompanying programs covered by this License.
This disclaimer of warranty constitutes an essential part of this License.

In no event does Lepide Software Private Limited authorize you or anyone else to use Lepide Active Directory Self-
Service and the above listed accompanying programs in applications or systems where Lepide Active Directory Self-
Service and the above listed accompanying programs' failure to perform can reasonably be expected to result in a
significant physical injury, or in loss of life. Any such use is entirely at your own risk, and you agree to hold Lepide
Software Private Limited harmless from any and all claims or losses relating to such unauthorized use.

9. Trademarks

Lepide Active Directory Self-Service is a registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only. We have compiled a list of such trademarks, but it may be possible that
a few of them are not listed here.

Windows®, Active Directory®, AD®, Group Policy Management Console®, and Group Policy Mangement Editor® are
either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other countries.
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