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Western Connecticut Health Network (WCHN) is a large healthcare organization based in
Connecticut, USA, employing approximately 10,000 staff and processing significant volumes of

protected health information (PHI).

Operating in a heavily regulated environment, WCHN needed stronger visibility into Active Directory
changes, privileged user activity, and configuration modifications to support HIPAA compliance

requirements

WCHN was using Quest Active Administrator to audit and report on Active Directory activity, but the
security team began experiencingissues with the accuracy and depth of the information being

generated.

The existing solution lacked:

+ Detailedvisibility into AD and Group Policy changes
+ Reliable real-time alerting

+ Clearbefore-and-after change tracking

+ Efficient monitoring of privileged user activity

* Reportingrobust enough to support HIPAA requirements

As aresult, the team struggled to confidently investigate changes and maintain the level of

auditability required within a healthcare environment handling sensitive patient data.

WCHN selected the Lepide Data Security Platform to improve visibility across Active Directory and

strengthen compliance reporting. With Lepide, the security team gained:

+ Real-time alerts on Active Directory and Group Policy changes
+ Clearvisibility into configuration and permission modifications
+ Before-and-aftervalues for easierinvestigations

* Improved monitoring of privileged user activity

+ Logonandlogoff auditing capabilities

+ Accesstopre-built reports aligned to HIPAA auditing requirements

The solution was deployed quickly and began delivering value immediately afterimplementation.
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““Lepide s straightforward to use and effectiveright off the bat. Plus, the level of
patience, attentiveness and technical knowhow is far beyond most support and sales
teams I've seen before.”

Drayke Jackson, Security Engineer, WCHN
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