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1. Introduction

Welcome to the Installation and Configuration Guide for LepideAuditor. This solution provides a comprehensive
means of auditing Active Directory, Group Policy, Exchange Server, SharePoint, SQL Server, and File Server.

This guide helps you manually enable domain auditing. If you have any questions at any point in the process, you can
contact our Support Team. The contact details are mentioned at the end of this document.

2. Enable Auditing Automatically

While adding a domain, after you provide the appropriate details, LepideAuditor shows the following dialog box to
enable auditing at the domain level automatically.

Configure Auditing

For Automatically enabling the auditing, Software will deploy an agent on the primary domain controller. The agent will be
removed after making the necessary changes for auditing. Alternatively, you can make these changes manually.

Auditing for the selected domain is not enabled. In order to set the
auditing on for this domain, click Enable auditing. LepideAuditor for
Active Directory will :

1. Enable the following system audit policies: System, Logon/Logoff, Object
Access , Privilege Use |, Detailed Tracking, Policy Change, Account
Management, DS Access, Account Logon

2. Also audit settings of Active Directory environment will be setup as follows:

Auditing Entries Well Known =

for Naming Context Object Access type Apply onto
This object and all

All AD objects Domain Everyone Successful descendant/Child
objects

Yes, Software can make required changes | | Mo, | will make these settings manually later

Figure 1: Option to enable auditing automatically

While modifying the properties of an already added domain, “Enable Audit” option appears for “Domain Credentials”
property.
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-~ Domain Credentials Domain Credentials
ﬁ Advanced Domain Configuration Please enter the domain credentials
W P Settings
5 Database Settings
@ Organizational Unit Settings
@. Object Classes and Other Settings

Domain Name or IP : s vdoe.
il Archive Settings www.vdoc.com ()

User Name : Administrator@www .vdoc.com For example : user@domain.com

o
Auditing Method
() Without Agent
Note : An agent for monitoring Non-owner mailbox access will be deployed.

(*) With Agent

Figure 2: Modifying an already added domain

: Y'ez, Software can make required changes
You can click q d

| button. It displays the following dialogbox.

Group Policy Object Selection
Fleas: lect Group Policy Object to enable auditing

Server Name or IP :

(+) Create New GPO { Recommended )

() Select GPO

Group Policy Object
Test2 Domain Controller Policy
Test Domain Controller Palicy
Default Domain Controllers Policy
Default Domain Policy

Create backup of selected GPO before enable auditing

Figure 3: Enable Auditing
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Enter either IP Address of the primary domain controller or name of the domain. Select any of the following options.
1.

Create New Policy (Recommended): Select it to create a new Domain Controller Policy. Once selected, you
have to provide the name of new Group Policy to be created.

Group Policy Object Selection

Please select Group Policy Object to enable auditing

Server Name or IP : www.cod.com
(+) Create New GPO ( Recommended ) LepideAuditorEnableAudit]
() Select GPO

Group Policy Object
Test2 Domain Controller Policy

Test Domain Controller Policy
Default Domain Controllers Policy
Default Domain Policy

Create backup of selected GPO before enable auditing

Figure 4: Creating new Group Policy

Click "OK" to create a new Group Policy at the domain to enable the auditing.
2.

Use Selected Domain Controller Policy: This option lets you select a domain controller policy to enable the
auditing. Select this option to enable its section.
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Group Policy Object Selection
Flease select Group Policy Object to enable auditing

Server Name or IP : www.cod.com

() Create New GPO ( Recommended ) LepideAuditorEnableAudit

(+) Select GPO

Group Policy Object
Test? Domain Controller Poli
Test Domain Controller Policy
LepideAuditorEnableAudit
Default Domain Controllers Policy
Default Domain Palicy

Create backup of selected GPO before enable auditing

Figure 5: Select a GPO

Perform the following steps to select an existing Group Policy.
A.  Ifa Group Policy is not listed here, you can click@ icon to rescan the domain for listing the updated
set of Group Policies.

B.  Youcannotselect "Default Domain Controller Group Policy" or "Default Domain Group Policy" to enable
the auditing using LepideAuditor. If you try, the following error message appears on the screen.

Lepidefuditor Suite »

4 It is recommended to create new GPO to
.{'k enable audit. Lepidefuditor will not make any
changes in Default Domain Controllers Policy.

Figure 6: Error message while enabling auditing at Default Domain Controller Policy

C. Select a custom Group Policy created at the Domain Level or Domain Controller Level upon which the
auditing setting has to be applied.

D. Please make sure to check "Create backup of selected GPO before enable auditing" box if you are enabling
the auditing on an existing Group Policy. This backup allows you to restore the previous default Domain
Controller Policy if any issue persists after enablingthe auditing.
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It is recommended to create a new Domain Controller Policy to enable the auditing to avoid any such issue.

E. Click "OK." The software tries to enable the auditing and create the backup of the selected group policy on
the server in "%systemdrive%\Windows\Lepide\GPOBKP_24-01-2017 18_13_35\" folder. Here, 24-01-2017
will be replaced with the date and 18_13_35 will be replaced with the time when you have clicked "OK" to

enable auditing on the selected policy.

If you face any issue in future, you can use this backup to restore the policy to the earlier state. Please refer

to Section 5 of this document restore the group policy.

F.  You have to wait until the auditing is enabled.

3. Issue

If LepideAuditor faces any problem in enabling the auditing, it displays the following error message while

adding/modifying the domain.

Some problem occurred while enabling the aodit

sekkings .

please retry or see the help file to enable
auditing manually,

Figure 7: Error message for problem in enabling the auditing

In such cases, you have to enable the auditing settings manually on the Windows Server.

4. Solution

Auditing settings of the Active Directory environment could be setup as follows:

Auditing Entries | AD Forest Object Access type | Apply onto

for Partition for

Al AD objects Domain naming Everyone Successful This object and all descendant or
context child objects.

AD Configuration Configuration Everyone Successful This object and all descendant or

Objects context child objects.

hALY
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AD Schema Objects | Schema Context Everyone Successful This object and all descendant or
child objects.

Table 1: Auditing Settings

If LepideAuditor displays any error message or does not enable the auditing, then you have to enable the auditing
manually at the domain in both Group Policy Management Console and ADSIEdit Console. The steps to be
performed in both consoles are listed below.

4.1 Enable Auditing in Group Policy Management
Console

You have to enable the local and advanced auditing policies in the Group Policy Management Console.

4.1.7 Enable Local Audit Policies

Follow the steps below to configure the Audit Polices for Windows Server 2008, Windows Server 2008 R2, Windows
Server 2012, Windows Server 2012 R2 and Windows Server 2016.

1. Goto "Start Menu" - "All Programs" - "Administrative Tools" - "Group Policy Management". It opens
"Group Policy Management."

NOTE: You can also type "GPMC.msc" in "Run" and press "Enter" key to access it.

2. Navigate to "Forest: domain.com" = "Domains" - "domain_controller.com" = "Domain Controllers".
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EGroupP cy Management
2 File  Action  Miew Window Help |_|- & %]
L e 3 e sl [t EN

H _GQUP Palicy ""a"'agdeme“t Default Domain Controllers Policy
= Farest: www, wdoc.com = = =
= _\% Domains Scope |Deta|ls| Selllngsl Delegatlonl
=l 3 v, vdoc.com Links
=/ Default Domain Policy Disnlay links in thi I—
play links in this location: =

i Logon Logaff Madule Iwww.vdoc.com J

= 2 Domain Cantrallers The following sites, domains, and OUs are linked to this GPO:
. E_EI Dl Dl S e L Location ~ | Enforced | Link Enabled | Path
2 Microsoft Exchange Security Groups Damain Controllers Mo Yes vy, ydoc. com/D
(2] Test ’ :
(2] Testou
[ 5 Group Palicy Objects | | _'I
[ WMI Filters — ]
_H Starter GPOIS Security Filtering
L@ Sites The zettings in thiz GPO zan only apply ta the following groups, users. and computers:
5E5' Group Policy Modeling Name ~ I
[ Group Palicy Resuls ﬂﬁ-\uthenlicated Uzers
Add... Remove | Properties |
i
WMl Filtering
Thiz GPO iz inked to the following Wil filker:
<{hohes j Dpen |

Figure 8: Group Policy Management Console

3. Select "Default Domain Controller Policy" or another policy, which is active and enabled on the domain
controller organizational unit.

NOTE: It is recommended to select "Default Domain Controller Policy".

4. Right click on the policy to show the following context menu.

Enforced
v Link Enabled
Save Report. ..

View L4
Mew \Window From Here

Celete
Renarne
Refresh

Help

Figure 9: Option to edit Group Policy
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5 Click "Edit" to access "Group Policy Management Editor" for the selectedpolicy.

6. Browse to "Computer Configuration" = "Policies" = "Windows Settings" = "Security Settings" = "Local
Policies" = "Audit Policy". It displays the policies in the RightPanel.

E Group Policy Management Editor [_ (O] =]

File  Ackion ‘“iew Help

&% | 2EX= [ HE

=] Default Domain Conkrallers Policy [SP13-Ex 10, Wil YDOC.COM | Palicy =~ | Policy Setting |
B Computer Configuration o) dwdit account logon events Mot Defined
=& PU_"CiES o] Audit account management Mot Defined
% Software Sett.lngs 1s] Audit direckory service access Mot Defined
SR \'\:'_IndDWS Settlngs. X 1512 Audit logon events Surcess
= ;Iami R(esstoIL;tlol;S:olltcdy ) 12s] Audit object access Mot Defined
= Scripts {Startup)Shutdown ; N )
= 1) Awdit palicy change Mot Defined
= Security Settings _“ . P - .Y o .
- - 1s) Audit privilege use Mot Defined
E.d Account Policies § . .
< - 1) Audit process tracking Mot Defined
=] _=j Local Policies ) )
it Palicy [s] Audit system events Mot Defined

| User Rights Assignment
T Security Cptions
Event Log
5 Restricted Groups
['a System Services
|4 Registry
[ File System
5 Wired Network (IEEE 802,3) Policies
1 windaws Firewall with Advanced Security
j Mebwork List Manager Palicies
(,jg ‘Wireless Metwork (IEEE 802,113 Policies
] Public Key Policies
| software Restriction Policies
] Mebwark Access Protection
| application Control Policies
‘g IF Security Palicies on Active Directary (W
| Advanced Audit Policy Configuration
ol Policy-based Qo3
[ Administrative Templates: Policy definitions (A0Mx fi

] Preferences
= 4% User Configuration

] Palicies

| Preferences

FHHEHEFE

< | i

Figure 10: Group Policies

7. Here, you have to configure the following policies
a. Audit account logon events
b. Audit account Management
¢. Audit directory service access

8  Double-click "Audit account logon events" policy to access itsproperties.

{“ © 2017 Lepide Software Pvt. Ltd. Page 10



LepideAuditor Enable Auditing Manually

Audit account logon events Properties [ 2| |

Security Policy Setting I Ex=plain I

;ja' Audit account logon events
ks

[~ Define these palicy settings:

Audit theze attempts:
[T Success
[T Eailure

k. I Cancel Apply

Figure 11: Properties of "Account Logon Events."

9. Check "Define these policysettings" box. It enables the subsequent section.

10, Check both "Success" and "Failure" boxes under "Audit theseattempts."

{“ © 2017 Lepide Software Pvt. Ltd. Page 11



LepideAuditor Enable Auditing Manually

Audit account logon events Properties [ 2| |

Security Policy Setting I Ex=plain I

;ja' Audit account logon events
ks

¥ Define these policy settings

Audit theze attempts:

¥ Success

¥ Failure

et

k. I Cancel Apply

Figure 12: Configured "Account Logon Events"

11. Click "Apply" and "OK." It takes you back to "Group Policy Management Editor", which now shows the
configured policy.

12, Follow the same steps to configure the following policies.
a. Audit Account Management

b. Audit directory service access

{“ © 2017 Lepide Software Pvt. Ltd. Page 12
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‘-" Group Policy Management Editor M=l E3

File  Ackion “iew Help

A EE 7 e

=] Default Domain Contrallers Policy [SP13-EXL0.WWW YDOC.COM [ Palicy_~ | Policy Setting |
= Computer Configuration | Audit account logon events Success, Failure
=[] Policies | Audit account management Success, Failure
~| Software Settings [ 2die direct
=] \n\.u'?ndows Settings. ) | Audit lngon events Success
= Name Resolution I';‘johcdy | it object access Mot Defined
=) Scrlpt.s (Start.up,l’S ubdown) | Aud palicy changs Mot Defined
= 35 Security Settings L "
-- - | Audit privilege use Mot Defined
LAl Account Policies ) . )
| Audi process tracking Mok Defined

El & Local Policies ) )
_=|'_‘| Audit Policy | Audit system events Mot Defined

j User Rights Assignment
_=|'_-| Security Cptions
j Ewvent Log
7 Restricted Groups
7 System Services
1 Reqistry
4 File System
i_- ‘wired Network (IEEE 802, 3) Policies
_| Windows Firewall with Advanced Security
j Metwork List Manager Palicies
1@ ‘Wireless Network (IEEE 802,113 Policies
~| Public Key Policies
~| Software Restriction Policies
| Metwark sccess Proteckion
~| Application Control Policies
‘g IF Security Palicies on Active Direckary (W
| Advanced Audit Policy Configuration
ol Policy-based Qo3
_| Administrative Templates: Policy definitions {ADMX fi

FHHEHEFE

| Preferences
=] ﬁ_{. User Configuration
| Policies
~| Preferences
« | |

Figure 13: Configured the required policies

13. Close "Group Policy Management Editor."
14, Close "Group Policy Management Console".
15 In"Run" box or at "Command Prompt", execute the following command to apply the above change.

gpupdate /force

Microsoft Windows [Uersion 6.1.76011
Copuyright <c> 2009 Microsoft Corporation. All rights reserwved.

C:sllserssAdministratorgpupdate Aforce
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C:~Users“Administrator>_

Figsure 14. Updating Group Policy
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4.1.2 Enable Advanced Audit Policies

There are three different methods for Windows Servers to enable the advanced auditing options in Group Policy
Management Console. You have to run the commands on Command Prompt for Windows Server 2008, whereas you
have to use Group Policy Management Console for Windows 2008 R2 andabove.

4.1.2.1 Steps to Enable Advanced Audit Policies at Windows Server
2008 Only

Start the Command Prompt using Administrator privileges and execute the following commands one by one.

1. Auditpol /set /category:"'Account Logon"™ /success:enable
/Tailure:enable

2. Auditpol /set /category:"Account Management™ /success:enable
/Tailure:enable

3. Auditpol /set /category:"'DS Access™ /success:enable
/Tailure:enable

4. Auditpol /set  /category:''Logon/Logoff" /success:enable
/Tailure:enable

5. Auditpol /set /category:"Object Access”™ /success:enable
/Tailure:enable

6. Auditpol /set /category:"Policy Change™ /success:enable
/Tailure:enable

4.1.2.2 Steps to Enable Advanced Audit Policies at Windows Server
2008 R2 and above versions

1. Goto "Start Menu" — "All Programs" — "Administrative Tools" — "Group Policy Management". It opens
"Group Policy Management".

NOTE: You can also type "GPMC.msc" in "Run" and press "Enter" key to access it.

2. Navigate to "Forest: domain.com" — "Domains" — "domain_controller.com" — "Domain Controllers".

{“ © 2017 Lepide Software Pvt. Ltd. Page 14
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gGroup Policy Management
2 File  Ackion  iew

Window  Help

Enable Auditing Manually

JRETE

&= 7= X c|H=

_§£ Group Policy Management
=] _ﬁ Forest: www, vdoc.com
=l [ Domains
=l 3 v, vdoc.com
=/ Default Domain Policy
i Logon Logaff Madule
= 2 Domain Cantrallers
(Comkre

(2] Test

(2] Testou

[ 5 Group Palicy Objects
[ WMI Filters

L] Starter GPOs

Sikes

4 Group Policy Madsling

[ Group Palicy Results

(=%

[2| Microsoft Exchange Security Groups

Default Domain Controllers Policy
Scope |Details| Sellingsl Delegationl
Links

Dizplay links in thiz location: Iwww. wdoc.com

The following sites, domaing, and OUs are linked to this GPO;

=

Location = | Enforcedl Link. Enabledl Fath

Damain Controllers Mo Yes

4] |

e vdoc. comyd/D

o

Security Filtering

The zettings it thiz GPD can only apply ta the following groups, uzers. and computers:

MName =

82 suthenticated Users

Add... Remove | Properties |

WMl Filtering
Thiz GPO iz inked to the following Wil filker:

<{hohes j Dpen |

Figure 15: Group Policy Management Console

3 Select "Default Domain Controller Policy" or another policy, which is active and enabled on the domain

controller organizational unit.

NOTE: It is recommended to select "Default Domain Controller Policy".

4. Right click on the policy to show the following context menu.

v Link Enabled

Fault Darmnain |

Enforced

Save Report, ..

View L4
Mew Window from Here

Delete
R.enarne
Refresh

Help

Figure 16: Option to edit Group Policy

hALY
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5  Click "Edit" to access "Group Policy Management Editor" for the selectedpolicy.

6. Browse "Computer Configuration” — "Policies" — "Windows Settings" — "Security Settings" — "Advanced
Audit Policy Configuration" — "Audit Policies." It displays the different policy categories in the Right Panel.

E Group Policy Management Editor [_ (O] =]
File  Ackion ‘“iew Help
==

= Scripts {StartupfShutdown)
=} E Security Settings

EE' Account Policies

5 Local Policies Getting Started

= Event. Lo Advanced Audit Palicy Configuration settings can be used to provide detailed control over audit policies. identify attempted or
15 Restricted Groups successiul attacks on your network, and resources, and verify compliance with rules governing the management of critical

L8 System Services organizational assets.

|3, Registry

[ File Syskem o o ) ) o )

Za] Wired Network (IEEE 802.3) Policies . ‘when Advanced Audit Policy Configuration settings are used, thﬁ "Awudit: Force audit policy subcategory settings
1 Windows Firewall with Advanced Sscurity A 'Y [Wwindows Yista or later] to override audit policy category settings” policy setting under Local PolicieshS ecurity O ptions

- must alza be enabled.
j Metwork List Manager Policies

ajﬂ ‘Wireless Mebwork (IEEE 802, 11) Policies
|1 Public Key Policies

| software Restriction Policies ‘which editions of windows support Advanced Audit Confiquration’
|1 Metwork Access Protection
|1 #pplication Control Policies

More about Advanced Audit Configuration

A zummary of the settings is provided below:

&, 1P Security Policies on Active Directory (¥ | Categories [ Configurat un.ation I
B [ Advanced Audit Policy Configuration Account Logon Mot configured
=] LEW Account Management Mot configured

=5 Account Logan Detaied Tracking Mot configured
Account Management D5 Access Mot configured
Detailed Tracking Logon/Logoff Mot configured
DS Access Object Access Mot configured
Logon//Logoff Policy Change Mot configured
Object Access Privilege sz Mot configured
Palicy Change
Frivilege Use
Syskerm
= Global Ghject Access Auditing
ol Policy-based Qo3
[ Administrative Templates: Policy definitions (A0
] Preferences
= 4% User Configuration
] Policies |
|| Preferences -

< | o

System Mat configured
Global Object Access Auditing Mot configured

F HEHH

Figure 17: Editor of Group Policy Objects

7. You have to configure all policies of the following categories.
l. Account Logon
a. Audit Credential Validation
b. Audit Kerberos Authentication Service
c.  Audit Kerberos Service Ticket Operations
d. Audit Other Account Logon Events
Il. Account Management
a. Audit Application Group Management
b.  Audit Computer Account Management

c.  Audit Distribution Group Management

{“ © 2017 Lepide Software Pvt. Ltd. Page 16
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d. Audit Other Account Management Events

e. Audit Security Group Management

f. Audit User Account Management
M. DS Access

a. Audit Detailed Directory ServiceReplication

b. Audit Directory Service Access

¢. Audit Directory Service Changes

d. Audit Directory Service Replication
V. Logon/Logoff

a. Audit Account Lockout

b. Audit IPsec Extended Mode

C.  Audit IPsec Main Mode

d. Audit IPsec Quick Mode

e. Audit Logoff

f. Audit Logon

g.  Audit Network Policy Server

h. Audit Other Logon/Logoff Events

i.  Audit Special Logon
V. Object Access

a. Audit Application Generated

b. Audit Certification Services

C.  Audit Detailed File Share

d. Audit File Share

e. Audit File System

f. Audit Filtering Platform Connection

g.  Audit Filtering Platform Packet Drop

h.  Audit Handle Manipulation

i.  Audit Kernel Object

j. Audit Other Object Access Events

k. Audit Registry

[ Audit SAM

VI. Policy Change

{““ © 2017 Lepide Software Pvt. Ltd. Page 17
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a. Audit Audit Policy Change
b. Audit Authentication Policy Change
c. Audit Authorization Policy Change
d. Audit Filtering Platform Policy Change
e. Audit MPSSVC Rule-Level Policy Change
f. Audit Other Policy Change Events
8  Execute the following steps to configure the above policies in the above listed different categories.

A.  Click "Account Logon" category in either Left or Right Panel to access its policies.

E Group Policy Management Editor =] 3

File  Ackion “iew Help

L A e lEal 7 N

[ Al Computer Configuration d Subcategor

| Audit Events

=[] Policies
|| Software Settings
=[] wWindows Settings
|| Mame Resolution Palicy

Tor

l#ie| Audit Credential Yalidation

stz i Kerberos Authentication Service
5] Audit Kerberos Service Ticket Operations
156 Audit Other Account Logon Events

Mot Configured
Mot Configured
Mot Configured
Mat Configured

== Scripts {StartupfShutdown)
= E Security Setkings
ja Account Policies
| Local Palicies
H Event Log
|4 Restricted Groups
4 Syshem Services
|4 Registry
[ File System
o Wired Network (IEEE 802,3) Policies
[ ] windaws Firewall with Advanced Security
j Metwork List Manager Policies
;-jg ‘Wireless Network (IEEE 802,113 Policies
| Public kKey Palicies
| software Restriction Policies
] Mebwark Access Protection
| application Control Policies
‘g IF Security Policies on Active Direckory (%
| Advanced Audit Policy Configuration
= 14 Audit Policies
iE&g S coount Logon
Account Management
S Detailed Tracking
3 05 Access
S LogonjLogoff
S Object Access
S Policy Change
= Privilege Use
S System
‘;é Global Object Access Auditing
ol Policy-based Gos [ -

0OHEHKMERE

Figure 18: Account Logon Policies

B. Inthe Right Panel, double-click any policy say "Audit Credential Validation" to access its properties.

hALY
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Audit Credential ¥alidation Properties
Falicy | E »plain I

o

% Audit Credential  alidation

[™ Configure the following audit events:
B Success

El Eailure

] I Cancel Apply

Figure 19: Properties of "Audit Credential Validation"

C. Check "Configure the following audit events" box. It enables the subsequentsection.

D. Check both "Success" and "Failure" boxes.

{‘{ © 2017 Lepide Software Pvt. Ltd. Page 19
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Audit Credential ¥alidation Properties
Falicy | E »plain I

o

% Audit Credential  alidation

¥ Configure the following audit events:
v Success

v Failure

] I Cancel Apply

Figure 20: Configured "Audit Credential Validation"

E. Click"Apply" and "OK." It takes you back to "Group Policy Management Editor", which now shows
the configured policy.

F. Execute the above steps to configure other policies of "Account Logon" category.

{‘{ © 2017 Lepide Software Pvt. Ltd. Page 20
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E Group Policy Management Editor =] 3

File  Ackion “iew Help

A EEN 7 s

== Scripts {StartupfShutdown) d Subcategor | Audit Events

=] E Security Sethings stz A Credential validation Success and Failure
_:a Account Policies 55| pudit Kerberos Authentication Service Success and Failure
| Local Policies 5] Audit Kerberos Service Ticket Operations Success and Failure
Event Log 156 Audit Other Account Logon Events Sucress and Failure

e

1 Restricted Groups
(A System Services
[ Registry
[ File System
o Wired Metwork (IEEE 802,3) Policies
| wWindows Firewall with Advanced Security
j Metwork List Manager Policies
;-jﬂ ‘Wireless Network (IEEE 802,113 Policies
| Public kKey Palicies
| software Restriction Policies
| Metwork Access Prakection
| application Control Policies
.g IP Security Policies on Active Directory (Y
| Advanced Audit Policy Configuration
= 14 Audit Policies
gﬂ Account Logon
‘;a Account Management
‘;ﬂ Detailed Tracking
3 05 Access
= LogonjLogoff
S Object Access

7

FHEHEEE

0HEHEHBEHH

Privilege Use
S System
da Global Object Access Auditing
ol Policy-based QoS
[ Administrative Templates: Policy definitions (A0
| Preferences
Bl 4% User Configuration
] Policies |
|| Preferences -

< | o

Figure 21: Configured all policies of "Account Logon"

9. Follow the same steps to configure all policies in the above-listed categories.

4.2 Enable Auditing using ADSIEdit.msc

Perform the following audit settings using the  ADSIEditmsc on any  Windows  Server.
Visit http://technet.microsoft.com/en-us/library/cc773354(v=ws.10).aspx to know more about installing and using
ADSIEdit.msc.

You have to perform the following steps for all Windows Server.

1. Open ADSIEdit.msc using the "Run" dialog box. You can also open it from “Start Menu” = “Administrative
Tools” > "ADSIEdIt".

2. Connect to the Active Directory. Select any node and perform below steps. Repeat these steps for each root
node.

3. Right-click on the root “ADSI Edit" and select “Connectto”.

4. Itis required to connect to all four available naming contexts and to turn on their auditing.

{“ © 2017 Lepide Software Pvt. Ltd. Page 21


http://technet.microsoft.com/en-us/library/cc773354(v%3Dws.10).aspx

LepideAuditor Enable Auditing Manually

a. Default Naming Context
b. Configuration
c.  RootDSE

d. Schema

NOTE: We will connect to all these naming contexts one by one and then turn on their auditing.

B ADSI Edit 9 [=]

File | action View Help
L EIEN I

Z ADsIEdit | | Actions
.
Conneckion Settings E
More Actions .4

[REUI=H WD ef ault naming cortes]

Path: I LDAP: 'SP 13-EX10. wunw. cod.comDefault naming context

r~ Connection Point
" Select or bype a Distinguished Mame or Naming Context:

| =

¢ Select a well known Maming Context:

IDeFauIt naming context j

— Camputer
€ Select or bype a domain or server: (Server | Domain [:part])

| =
£+ Default {Domain or server that vou logged in ko)

™ Use s5L-based Encryption

Advanced. .. | oK I Cancel I

Figure 22: Select the naming context to which you want to connect

5. Select “Default Naming Context”.

6. Click “OK" to establish the connection. Default Naming Context will be connected and its root node will be
displayed in “Left Panel”.

7. Expand the root node to access the domain controller's node -"DC=www,DC=domain,DC=com”.
8. Again, right click on “ADSIEdit” parent node and select “ConnectTo".

9. In“Connection Settings” box, select “Configuration” for naming context and click“OK".
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B ADSI Edit

File  Action View Help

&= sncl=HB

2" aDsI Edit | Marne | Class | Dis | Actions
= 5 Default naming context [SP13-EX10 i madoes F=_ e ——— —— = :
7] DE=vwam, DE=cod,DC=com Connection S5ettings ] Defaull: naming context [SP13-EX1... &

Mare Ackions »
Marne: I Zonfiguration

Path: | LDAP: ISP 13-EX10.wwnw cod. comfConfiguration

r— Connection Paink
" Select or bype a Distinguished Mame or Maming Context:

| =

* Select a wall known Maming Contest:

— Computer

{~ Select or bype a domain of server: (Server | Domain [:port])

| [
¥ Default (Domain or server that you logged in ko)

[~ Use S5L-based Encryption

Advanced. ., | [o]4 I Cancel |

K1 I 0|

Figure 23: Connecting to Root Configuration

10. It connects ADSI Edit to the Domain Configuration and displays its root node in the Left Panel.
11. Expand the node to access"CN=Configuration,DC=www,DC=domain,DC=com”.
12. Right click on "ADSI Edit” parent node and select “ConnectTo".

13. Select “RootDSE" as naming context in “Connection Settings” and click"OK".
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¥ ADSI Ed

File  Action Wiew Help

&= 2= HE

2‘ ADST Edit | Tame | Class | Dis | Actions
E | Defaulk naming conkesxt [5P13-EX10,wew gad oozl L —— s - = — . .
j | D, DCmad,DC=cam Connection Settings Configuration [SP13-EX10.www.co... =
4 4

=] ﬂ Configuration [SP13-EX10, v, cod. conr More Actions »
P - - Marne: jRootDSE
|| CN=Configuration, DC=wmww, DC=vcC
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r—Connection Paink
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& Seleck a well known Maming Conbesxt:
|RootDsE =]
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Adwanced. .. | 4 I Cancel |
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Figure 24.: Connecting to RootDSE

14. It connects ADSI Edit to the root of Active Directory (RootDSE) and shows its root node in the Left Panel.

15. Expand root node of RootDSE to access "RootDSE”.
16. Again, right-click on "ADSI Edit” parent and select “ConnectTo".

17. Select “Schema” as the naming context and click “OK" to connect toit.
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¥ ADSI Edit

File  Action Wiew Help
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Figure 25: Connecting to Schema

18. It connects ADSI Edit to the Schema and displays its root node in the LeftPanel.
19. Expand its node to access"CN=Schema,CN="Configuration,DC=www,DC=domain,DC=com”.

20. Now, it is required to enable the auditing settings for the following four root nodes of different naming
contexts.

a. DC=www,DC=domain,DC=com
b.  CN=Configuration,DC=www,DC=domain,DC=com
c. RootDSE
d.  CN=Schema,CN=Configuration,DC=www,DC=domain,DC=com
21. The user has to perform the following steps one by one for each of the above nodes.

a. Right click on "DC=www,DC=domain,DC=com” under “Default Naming Context".

hALY
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Eile  Action Wiew Help

L A EN 5

2 ADSI Edit

D= g ,DC=cam

= f] Configuration [SP13-EX 10w

[ CN=Canfiguration, D=y

=] f! RootD3SE [SP13-EX10,www,cod,
|| RootDsE

=] ﬂ Schema [SP13-EX10,www,cod,c
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=] ﬂ Default naming contesxt [SP13-EX10.mww,cod, com]

Mew 3
Wiew 4
Rename

Refresh

Export Lisk...
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Figure 26: Right click on root node of Default Naming Context

b. Select “Properties” option to access its properties.

C. Switch to “Security” tab.

DC =www,DC =cod,DC=com Properties

" Attribute Editor - Security

Group or uger names:

2 SELF
E!, Authenticated Users
B2 5vSTEM

51 NETWORK SERVICE

2 Organization Management [WDOCWIrganization M anagement]

agd.. |

RBemove |

[

Permizzions for Everpone

Al

Dery

Full control

Read

it

Create all child objects
Delete all child objects

00000

IRO0O0O0

-

For gpecial permiszions or advanced settings,

Advanced.

Learn about acceszs control and permizsions

click Advanced |

ak I Cancel |

Apply

Help |

Figure 27: Security Tab of Node Properties

d. Click "Advanced” button to access the Advanced Security settings.
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e. Switch to "Auditing” tab in “Advanced Security Settings”.

n Advanced Security Settings for Policies

" Permissions  Auditing | Dwnerl Effective F'ermissiunsl

To views or edit details for an auditing entry, zelect the entry and then click Edit.

Auditing entries:

Type | Marne | Access | Inherited Fram | Apply Tao

Add... Edit... Bemove

¥ Include inheritable auditing entries from this abject's parent

What are the reguirements for auditing object access?

QK Cancel Apply

Figure 28: Auditing tab

f. Click"Add" to add the user for whom you want to enable auditing. It shows the followingbox:

Select User, Computer, Service Account, or Group E

Select thiz object type:

ILlser, Group, or Built-in security principal Object Types...

From thiz location:

Iwww.u:u:ud.u:nm Locations...

Enter the object name to select [examples]:
| Check Mames

| B

Advanced... | ] I Cancel

Figure 29: Add User
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g. Type the name of a specific user for which you want to enable the auditing. Instead, you can type
“Everyone” to audit the changes in Group Policies for allusers.

h.  Click “Check Names" to verify the username.

i.  Click"OK"to add the user. It shows “Auditing Entry” dialogbox.

j. Select "This object and all descendant objects" in "Apply onto" drop-downmenu.
k. Click "Full Control” in “Successful” columnto monitor all successful access events.

I, Uncheck “Full Control”in “Failed” column for not monitoring all failed accessevents.

n Auditing Entry for Schema | x| |
Object |F‘rnperties I
Blame: I TestUserl (TestUser 1 @wwa, cod. com Change.., |
Apply anko: IThis object and all descendant objects j
Arccess: Successtul Failed
Full contral =
Lisk conkents
Read all properties
Werite all properties
Delete o
Delete subtres
Read permissions
Modify permissions
Modify owner
All walidated wrikes
All extended rights -
Apply these auditing entries to objecks
) ARy . Clear all
andfor containers within this container
anlky
Managing auditing
(n]'4 Cancel

Figure 30: Auditing Entries for www

m. Now, you have to uncheck the following entries in “Successful” column.

e Full Control

{‘{ © 2017 Lepide Software Pvt. Ltd. Page 28



LepideAuditor Enable Auditing Manually

e Listcontents
e Read all properties

e Read permissions

n. Keep "Apply these auditing entries to objects and/or containers within this container only" unchecked.

ﬂ Auditing Entry for Schema |
Object |F'r|:||:|erti|35 I
rarne: I Testldser] (TestUser 1@y, cod. com Change. .. |
Apply onta: IThis object and all descendant objects j
Arccess: Successful  Failed
Full contral O =
List contents D
Read all properties O
Wrike all properties
Delete _—
Delete subtree
Read permissions D
Modify permissions
Modifyw owner
all validated writes
all extended rights -
&pply these auditing entries to objects
) AL . Clear Al
andfor containers wikhin this container
arly
Managing audiking
5] Cancel

Figure 31: Displaying settings to be unchecked
0. Click"OK"to apply the auditing entries. It takes you back to “Auditing” tab of Advanced Security Settings.
p. Click "Apply” and "OK" to apply the auditing settings.
g. Close“Properties”.
22. Repeat the steps (a) to (n) of Step 21 to enable the auditing of remaining rootnodes.

a.  CN=Configuration,DC=www,DC=domain,DC=com
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b. RootDSE
c.  CN=Schema,CN=Configuration,DC=www,DC=domain,DC=com

23. Close the window of ADSIEdit.msc.

5. Restore Backed-up Group Policy

While enabling the auditing, LepideAuditor lets you select an existing Group Policy or create a new one. If you are
selecting an existing Group Policy, the solution allows you to take its backup. The backup is created on the server in
"%systemdrive%\Windows\Lepide\GPOBKP_24-01-2017 18_13_35\" folder. Here, 24-01-2017 will be replaced with
the date and 18_13_35 will be replaced with the time when you have clicked "OK" to enable auditing on the selected
policy.

You can perform the following steps to restore the Group Policy using this backup to restore to its earlier state before
enabling the auditing.

1. Goto "Start" — "Administrative Tools" — "Group Policy Management Console" to access its console.
2. Inthe left panel of "Group Policy Management Console", browse to "Forest" — "www.domain.com".

3. Right click on "Group Policy Objects" node and click "Manage Backups" option.

= :Er Group Policy Objecks
M
Back Up &ll...

Manage Backups...

Cpen Migrakion Table Editar

Mews \Window From Here

Refresh

Help

Figure 32: Option to manage the Group Policy Backups

4. "Manage Backups" dialog box appears on thescreen.
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B Manage Backups H=] B3

Backup location:

IC:\Windows'\Lepide\GF'DBKF'_24-D'I 2017193 .35 13 j Browse... |

Backed up GPO=

Domain =

Tirne Starnp
rdoc.com Test?2 Domain Contro... | 1/24/2017

[ Show only the latest version of each GPO

Bestore Lelete Wiew Settings... | Cloze |

Figure 33: Manage the backups of Group Policies

5. Click "Browse" and open "%systemdrive%\Windows\Lepide"folder.

6. Now select "GPOBKP_*" folder of that date and time when you have selected to create the backup while
enabling the auditing.

7. Click "OK". It takes you back to "Manage Backups" dialog box that shows the Group Policy from the selected
backup.

8. You can click "Restore" to restore thisbackup.

6. Conclusion

By completing the above steps, you will be able to enable the domain auditing manually. To read more about the
LepideAuditor, please visit http://www.lepide.com/lepideauditor/.
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/. Support

If you are facing any issue while installing, configuring or using the software or while enabling the auditing, then you
can connect with our team.

Product experts Technical gurus
USA/Canada: +1-800-814-0578 USA/Canada: +1-800-814-0578
UK/Europe: +44 (0) -845-594-3766 UK/Europe: +44(0)-800-088-5478

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

You can also visit http://www.lepide.com/contactus.html to chat live with our team and to know more about our

support team.

You can email your queries at the following addresses:

sales@Lepide.com for Sales
support@Lepide.com for Support

8. Copyright

LepideAuditor, LepideAuditor App, LepideAuditor App Server, LepideAuditor (Web Console), LepideAuditor
Logon/Logoff Audit Module, any and all components, any and all accompanying software, files, data and materials,
this guide, and other documentation are copyright of Lepide Software Private Limited, with all rights reserved under
the copyright laws. This user guide cannot be reproduced in any form without the prior written permission of Lepide
Software Private Limited. No Patent Liability is assumed, however, on the use of the information contained herein.

© Lepide Software Private Limited, All Rights Reserved.

9. Warranty Disclaimers and Liability Limitations

LepideAuditor, LepideAuditor App, LepideAuditor App Server, LepideAuditor (Web Console), LepideAuditor
Logon/Logoff Audit Module, any and all components, any and all accompanying software, files, data, and materials are
distributed and provided AS IS and with no warranties of any kind, whether expressed or implied. In particular, there
is no warranty for any harm, destruction, impairment caused to the system where these are installed. You
acknowledge that good data processing procedure dictates that any program, listed above, must be thoroughly tested
with non-critical data before there is any reliance on it, and you hereby assume the entire risk of all use of the copies
of LepideAuditor and the above listed accompanying programs covered by this License. This disclaimer of warranty
constitutes an essential part of this License.

In no event does Lepide Software Private Limited authorize you or anyone else to use LepideAuditor and the above
listed accompanying programs in applications or systems where LepideAuditor and the above-listed
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accompanying programs' failure to perform can reasonably be expected to result in a significant physical injury, or in
loss of life. Any such use is entirely at your own risk, and you agree to hold Lepide Software Private Limited harmless
from any and all claims or losses relating to such unauthorized use.

10. Trademarks

LepideAuditor, LepideAuditor App, LepideAuditor App Server, LepideAuditor (Web Console), LepideAuditor
Logon/Logoff Audit Module, LepideAuditor for Active Directory, LepideAuditor for Group Policy Object, LepideAuditor
for Exchange Server, LepideAuditor for SQL Server, LepideAuditor SharePoint, Lepide Object Restore Wizard, Lepide
Active Directory Cleaner, Lepide User Password Expiration Reminder, and LiveFeed are registered trademarks of
Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only. We have compiled a list of such trademarks, but it may be possible that
a few of them are not listed here.

Windows 7®, Windows 8®, Windows 8.1®, Windows 10®, Windows 2000 Server®, Windows 2000 Advanced Server®,
Windows Server 2008®, Windows Server 2008 R2®, Windows Server 2012®, Exchange Server 2003®, Exchange
Server 2007®, Exchange Server 2010®, Exchange Server 2013®, SharePoint Server®, SharePoint Server 2010®,
SharePoint Foundation 2010®, SharePoint Server 2013® SharePoint Foundation 2013®, SQL Server 2005®, SQL
Server 2008®, SQL Server 2008 R2®, SQL Server 2012®, SQL Server 2014®, SQL Server 2016®, SQL Server 2005
Express Edition®, SQL Server 2008 Express® SQL Server 2008 R2 Express®, SQL Server 2012 Express®, SQL Server
2014 Express®, .NET Framework 4.0, .NET Framework 2.0, Windows PowerShell® are registered trademarks of
Microsoft Corporation.
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