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1 Introduction

The Lepide Data Security Platform provides a comprehensive means of auditing on-premise and cloud platforms.

This document is focused on how to run the Current Permission Report for File Server and for OneDrive. It shows
how to configure Current Permission Scan Settings, create a Data Set, scan the permissions, and generate the
Current Permission Report.

2 Current Permission Scan Settings

You can use the Current Permission Scan Settings to create the Data Set containing those folders for which you
want to monitor current permissions.

=] settings
&3 multicorp.local . 0 0 0 0 0 0 0 - - 0 00000000000000_____________________________________|
(] fr 192.168.20,192(SharePoint) | Primary Database 7 Secondary Database(s| © /5 x ¢
¥ lepidesoftware.onmicrosoft.c{ Contigure primary database to store common information Secondary database will store NTES and Share permission for fles and folders selected in the datasets
v §> lepidesoftware-admin.sharepd
B File Servers
i.5p 192.168.20.193(File Server)|  SQL Server: DB1%4 l_‘D File Serverls) ‘Sal server name Database
1 lepidesoftwsre.onmicrosoft.ct |2 £ o 5
4# General Settings Database:  CPDB | |O1s2168.20.193 DB1%4 cP193

4# Delegation Control
£ Current Permission Scan Settings|
[ Message Delivery Settings

5B Defoult SOL Server Settings Stale Object Settings : 7777 o Find Al Shares ® / x &
%5 ueBA

# e ®

[E] w3 Agent Settings Data Set Name Agert Last Scan Next Scan Status Sean Type Componert Type
23 LDSP Web Console bets) 5P -Onlne Local 6/3/2021 12:56:25 P Wever Success Sean Once Only Sharepoint Orline

SharePoint offine Local 6/9/2021 3:30:15PM Never Success Scan Once Orly SharePoint On Premise

2 One Drive Local 6/9/2021 2:33:00 PM Never Suceess Sean Once Only OneDrive for Business
F5 1935hare Local 7[12/2021 1:27:45PM Never Success Scan Once Only File Server
Exchange-Online Local 6/9/2021 12:06:07PM Never Success Scan Once Crly Exchange Online

Exchange On-Premise Local 6/9/2021 11:09:24AM Never Success Scan Once Orly Exchange On Premise
Active Directory Local 1/30/20233:32:43PM 1/31/2023 9:31:38PM Success Scan Once Only; Scheduled Scan Active Directory

o]
2
R

<

Data Set Information

Data Set Name: : F51935hare

Description :

Component Type : rver

Folders Information * \\182.168.20.193\Multicorp.

Scan all Folders and Files
Include Sensitive Data Information
Domain Controller : 192.168.20.191
: Success

Figure 1: Current Permission Scan Settings

After configuring SQL Server, the Administrator can add, edit and delete the object lists.
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2.1 Configure SQL Server

Follow the steps below to configure SQL Server Settings for accessing Current Permissions:

2.2 Configure the Solution to Run a Scan

The Lepide Data Security Platform needs to be configured to run a File Server scan before the report can be run
and the steps to do this are as follows:

e Click on the Settings icon n
e Click on Current Permission Scan Settings

The following screen will be displayed:

™ Lepide Data Security Platform - 8 X ‘
Settings
CTI 33 Component Managernert Eod Current Permission Scan Settings
i &3 LPDE1.local
® | =, File Servers Primary Database Va Secondary Database(s] Q /S X
43} General Settings Confi primary to store i i | Secondary database will store NTFS and Share permission for files
(" I ﬂ- Delegation Control and folders selected in the datasets
[ < ¥ Current Permission Scan Settings |
i B Message Delivery Settings SQL Server : |[] File ... Sql server name Database
q 55 Default SOL Server Settings P Yl Yol Vo
% uesa Database :
» L{s Agent Settings
= Stale Object Settings : [ v ’
: [300eys o Loy © /7 x 1
5] Data Set Name Agent Status

< m >

Figure 2: Current Permission Scan Settings

e From the Primary Database area of the screen, click the # iconto configure the Primary Database. It
displays the following dialog box:

}‘{ Lepide USA Inc. Page 4
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Database Settings

Pleaze enter S0L server details to store data

Configure SQL Server

501 Server : ” |

Authentication
(_)Windows Authentication

()50L Authentication

User Name : |5EI |

| |

Password

Test Connection | L) Eé

Select Database : |CP_DB -

Time-0Out Settings

Connection Time-Out : | 300
Query Time-Qut : 300

| Apply | | Cancel |

Figure 3: Database Settings

NOTE: You can click Eé icon to show the SQL Server Settings from Default SQL Server Settings.

e The Solution lets you connect to a local or networked SQL Server. You can either enter the name of SQL

Server manually in the text box or click EI icon access a dialog box, which enumerates all SQL Servers
in alist.

e Click the ™ icon to expand the listings for local and network servers. You can click = icon to collapse
the list.

e Select a server and click OK to go back to the SQL Server Settings box, which now shows the selected
SQL Server.

e Select any of the following authentication types.

a. Windows Authentication: It lets the software login at SQL Server using the credentials of that
user with which you are logged into the computer currently.

b. SQL Server Authentication: It lets you provide the username and password of an SQL Server
user.

NOTE: The selected user should have dbcreator role in SQL Server.

}‘{ Lepide USA Inc. Page 5
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e Type adatabase name in the text box saying Database. If you are reinstalling the software, then you can
reuse the earlier database.

. Test fi . .
e Click =R OS] 16 test the connection between the software and the selected SQL Server using

the provided details. It either displays an error if failed to connect or shows the following message
confirming the successful connection.

NOTE: The software does not create this database until you add a Data Set and start its scanning.

@ Test connection successful

QK

Figure 4: SQL Server Connection is Successful

]
NOTE: You can click the icon to save the current SQL Server Settings as default in Default SQL Server

e Click Apply to save the database settings. It takes you back to Current Permission Scan Settings that
shows the details of selected SQL Server and database.

£od Current Permission Scan Settings

Primary Database ra

Configure primary database to store common information

SQL Server: DB194

Database : CP_DB

Figure 5: Selected SQL Server and its Database

}‘{ Lepide USA Inc. Page 6
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3 Add a Data Set for File Server

Click the @ icon to create a Data Set using the following wizard. The database you configured above is
not created until you add a Data Set and start its scanning.

Data Set Information

Pleaze enter Data Set name and description.

Data Set Name: ||

Description:

< Back Nexd = | | Cancel

Figure 6: Add Data Set

Follow the steps below.
1. Enter a name and description for the Data Set.

2. Click Next. The next step displays the options to add the shared folders, of which current permissions
you want to monitor.

}‘{ Lepide USA Inc. Page 7
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x
Component and Server Information
Please select component(s) and the server(s)to be scanned
Component Name:

OneDrive for Business

SharePoint On Premize

SharePoint Online hd

Folder Name | Server Name | Apply To |
| < Back ” Ment = | | Cancel

Figure 7: Component and Server Information

3. The default component is File Server, which is already selected in the drop-down menu.
4. You can perform the following steps to add folders.

a. Click @ icon to add the folders using the following dialog box:

}‘{ Lepide USA Inc. Page 8
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Select Folders

Please select the shared folder(s) to be scanned for permission.

File Server: | - | [ Cluster Device anly
Add File Server [Jnclude Sensttive Data Information
[ Selectal [Jnclude Files
Folder Name | Server Name |

0K | | Cancel

Figure 8: Select Folders

b. Select the File Server from the drop-down menu. It lists the folders in the left column File Server

folders.
NOTE: Do not add the shared folders of the file servers of different domains in a Data Set. It is
recommended to create a Data Set from the file server(s) of a single domain only.
A\\ Y
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Select Folders

Please select the shared folder(s)to be scanned for permission.

File Server: | 192, 1658.20.193 - | [ Cluster Device only
Add File Server [Include Sensitive Data Information
[ selectal [=] Include Files
=-{mf 192.168.20.193 ” Folder Mame | server name |
#-{] | DDCAgent Multicorp\Education 192, 168,20, 193

B[] | Lepide Agent

Eli_i_| Multicorp

E{f~| | Education

Accounts

Coursework

Exams

Finance
Balance Sheets
Finance Manager
Forecasts
P and L Sheets
Statements

(0] | | Cancel

Figure 9: Select Folders

c.  You can expand the nodes to select the folders.

NOTE: The minimum permissions required by our solution are these:

List Folder/Read Data, Traverse Folder/Execute File and Read Permissions rights on the Shares
which are to be scanned.

d. Select afolder and click the button to add it.

e. CheckInclude files to monitor the permissions of sub-folders and files in the selected folder as well.

f.  To remove an added folder from the Data Set, select the folder in the right column and click

the I:I button.

g. Click OK.

}‘{ Lepide USA Inc. Page 10
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It takes you back to the previous wizard, which shows the added folder. The current permissions of the
added folders will be monitored.

x
Component and Server Information
Please select component(s) and the server(s)to be scanned
Component Name: |F|Ie Server M |
Folder Name | Server Name | Apply To |
Multicorp™\Education 152.168.20.153 Scan all Folders ...
< Back ” Next » | | Cancel

Figure 10: Folder Selected

}‘{ Lepide USA Inc. Page 11
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Database Mapping

Database configured for following file server(s).please press
mext to continue.

Fla sanver S0 server Diatabases name

Pl » P »
192.168.20.193

Back Mets || Cancel

Figure 11: Database Mapping

5. This shows the database mapping according to what you have previously selected.
6. Click Next

The Permissions Scanning Options dialog box is displayed:

}‘{ Lepide USA Inc. Page 12
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Permission 5canning Options

Please select the permission and group membership scan method.

|:| Scan Permissions Now
[] scnedule Permission Scan
Run every day at 05:23:48 FM, Schedule start from

21372023, -

[] Scan on Remote Agent
Agent Location/IP:
Scan Nested Group Membership and Permission

Domain Controller: | |

User Name : | |

Password : | |

Mote: Use "NetBIOS UserMame™ format for User Name.

< Back ” Finish H Cancel

Figure 12: Permissions Scanning Options

7. It contains the following options.

a. Scan Permissions Now: Select this option to scan the permissions now.

b. Schedule Permission Scan: Select this option to schedule the scanning of permissions on different

periodic intervals. Check Schedule Permission Scan box to activate this option and follow the steps
below to set up a schedule:

i. Click Change Schedule button to access the following dialog box.

}‘{ Lepide USA Inc. Page 13
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X
Define Schedule
Please select and define the schedule.
Schedule
(®) Daity () Weekdy () Marithhy
. - 23 |
Starton: | 2/13/2023 MENEET =

Figure 13: Options to Schedule the Scan

It contains the following options.

o Daily: Select this option to scan the folders on a daily basis for updating the permissions. After
selecting it, you have to select the start date and time, from which the scheduling will be
created.

o Weekly: Select this option to scan the folders on a weekly basis. You have to select the start
date from which the scheduling will be started. Select the days and time at which the scan will
run.

o Monthly: Select this option to scan the folders on a monthly basis. You have to select the start

date from which the scheduling will be started. Provide the time at which the scan will run.
Select the months and their days when the scanning has to be scheduled.

ii. Select any of the above options and provide the required inputs.

iii. Click OK after you have defined the schedule. It takes you back to the previous wizard, which displays
the scheduled days and timings for the scan.

}‘{ Lepide USA Inc. Page 14
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Permission Scanning Options

Please select the permission and group membership scan method.

|:| Scan Permissions Now

|E| Schedule Permission Scan

Run every day at 09:03:41 PM, Schedule start from Change Schedule
2/13/2023.

(] 5can on Remote Agent
Agent Location/IP:
Scan Nested Group Membership and Permission

Domain Controller: |152.‘l 62.20.191 |

User Name : |mu|tic0rp"-administlatar |

Password :

| |

Mote: Use "MetBIOS \UzerMame™ format for User Name.

< Back ” Finish H Cancel

Figure 14: Permission Scanning Options

c. Login Credentials: The Solution fetches the permissions from any Domain Controller, which hosts
Active Directory.

The Solution will first use the login credentials which are provided while adding a File Server. If these
credentials fail to authenticate the request, then the Solution uses the credentials provided here.

i Enter the name of the domain controller.
ii. Enter the login credentials of an administrative user manually.

iii. The Solution collects the nested group membership and permissions using the provided
credentials.

8. Click Finish

A new Data Set is created:

}‘{ Lepide USA Inc. Page 15
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Settings

6 Cor

3]
B 192168.20.192(
g

R Current Permission Scan Settings

oint) | Primary Database Va Secondary Databasefs] © /7 x &
< store common informati store NTFS and and folders selected in the datasets
8> Iepidesoftware-admin.sharepq
S0L Server DB194 ] Fie Servers) Salservername Database
o e » » »
Database : CP DB | |Os216820.183 DB1S4 cPis3
o
B Default SQL Server Settings ‘Stale Object Settings [ -] o [ Find Al Shares © 7/ x i

& uesa
{3 Agent Settings
£} LDSP Web Console (beta)

Last Sean
2/3/2023 %:58:37PM
6/3/20213:30: 15 PM
6/3/20212:33:00 PH
7/12/2021 1:27:45 P

6/3/202112:06:07 PM
6/3/2021 11:09:24 Al
2/10/20238:32:13PM

Data Set Information

3

File Server

'Scan ail Folders and Files
192.168.20.191
: Run

M, 21372023,

Figure 15: The Added Data Set

You can follow the above steps to create multiple Data Sets.

4 Add a Data Set for OneDrive

From version 21.1 onwards, the Lepide Data Security Platform is offering a capability to scan the permissions for
OneDrive users as well. The component should be added for auditing in the solution to do a permission scan.
Please follow the steps below to scan OneDrive for the permissions:

1. Go to the Settings Page and click on Current Permission Scan Settings.

2. Click onthe ﬂ icon and create a new Dataset for OneDrive.

}‘{ Lepide USA Inc. Page 16
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Settings

- Component Management
49 NEWTEST21.com
G LepSoftPutLtdionmicrosoftcd Primary Database Secondary Databasefs]

tore WTFS and ana inthe datssets
@ kemel663-admin.sharepoint.q
> kemelapp-ecminsharepoint.{
> lepide123-adminsharepaint] SQ Server:  192.168,10222 [ 4]0 P Severts Sl senvername Database
@ lepidess2-admin.sharepoint.q o] » »
D g ool OO L s | Dz 1218010222 A Seconday Database -FSA
> sales95-admin sharepoint.cor
@ Fp File Servers.
1] DevSofto0l onmicrosoft.com( _ Stale ObjectSetingss  [30ays [Fd Aishares ] e s
1 Kemelapp.onmicrosoft.com(
1] Lepidel23 onmicroofecom Do SeNare fourt x Cooponar Fpe
50 LepSoft_Amread1 Loca Sharepont Orine
1] Lepidebs2onmicrosoftcom(( g7 orgso's Loca Data Set Information Sharepont onine
1] LepSoftPtltd.onmicrosoft.c  spo_Lepidess2 56 Local SharePoint Orine
Sl onmicrosefcom(Of]|Sh0-Lepieess 55 Local Please enter Data Set name and description. Sharepont onine
e Setngs SO Lepdessz 54 Local Sharepont Orine
4 Genen sting ety s e Shaepant onne
¥ Curtent Pemnission Scan Settings| 5o | e 52 Local SharePoint Onine:
[® Message Delivery Settings. SPO_Lepide652.51 Local ied Scan Sharepoint Online.
B Default SQL ServerSettings | POfinez015_is0ctz Lol DatasetName:  [OneDrve 2] St Onbreis
s 551 Local Sharepont
B ueBA & .
K 0365 sdess 501 Loca Descripton: OneDre fo Busness
{3 Agent Settings 0365 LepSoft 5266 Local Onedrive for Busness
3 LDSP Web Console 0365 Lepsoft 5160 Local OneDre fo Busness
Archive & krpon 0365 LepSoft-200ct1 Loca OneDrve fo Bumness
@ ot 0365 et s30eczs Loca o Busness
LepsofPvtdt Test7 Loca SharepantOrine
LepSofptdt Tests Local Sharepont Onine
LepSofpviutdt Tests Loca st orine
LepSoftpvitd Tests Local Sharepont Onine
Lepsofvita Test2 Loca st Orine
LepSoftpvitd Testt Local Sharepont Onine
Kemelses 1 Loca it Orine
754 Scarving 060ct23 Local et i Server
Devsafto0tNewt Loca Sharepont Orine
[ Corce

Figure 16: Add Data Set

3. Inthe next window, select the component name as OneDrive for Business:

Settings

40 Companen Memagement =
&8 NRVITESTET o Eo] Current Permission Scan Settings

Primary Database rd Secondary Databasels! @ 7 x4

I LepSokPnied onmicrozses
B devsoftan-sdminsh o Secondary database wil store HTFS and Share pesmesion o file and folders selected i the datssets
U S ——
7 lepide25-atmsharepinta] QL Server: 18216870228 Fle Sorvers] Sl srverrame fo—
p 2 » 2
Databane s CTALISIE 250 R O w2z 162160 10222 CPA Serondy Dutsbase 51

BropBon
1] DedSoftbt anmicrosott com BT -] W e s x &
1] Kemelagp.cnmicrasets com
1] Lepidel 23 onmicrosoft.cami Aot x
¥ Lepidets? onmicrosoft comi Lood - N
Local 0mpor and formation
1] LepSafiPittdnmicrosatteq Lol
{11 soratBemmmictosal ot = Please select campanents] ane the server(z)ta be scanned
A Genen Sevings e
e =
£ Curent Pesmision Scan Setings = conpenemrene [ =
B Messige Deliery Setings = P o | [t
B Defoult ST Server Seitings ol
[ Lo B
L3 dgentSetings e Sherert Crine
A LD5P Web Coreale ol e e [T i |
£ Archive & Imgert ot
o=
o= 1
= 150243
e iz
o=
o=
=
= =
=
e -

Figure 17: Component and Server Information
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4. Now from the Component and Server Information dialog box, enter the following details:

e Tenant URL

e The Username and Password (User must be Global admin)

e Now click to refresh the User account URL list

=] settinos
@ Component Management ol Current permission Scan Settings
) NEWTEST21.com
[~] {8 LepSoftPtltd.onmicrosoft.cd Primary Database Pl Secondary Database(s] © 7/ x 41
> information
& 6 kernel668-admin sharepoint.
6> kerelapp-admin sherepoint.d
B lepide123-adminsharepoint.d SaL Server: 192.168.10222 ) il Serverts) g severname Database
(3 6> lepide6s2-admin sharepoint.d 2 A4
€ lepioftpvitd-adminsharepoi] Db CPAL10222.254an2¢ 0 15216810222 19216810222 CPA Secondary Database -FSA
» 1es99-acmin sharepoint.cor
-5, FileServers
= 2
g DevSoft001.onmicrosoft.com( Stale Object Settings [300ays -] [Chnd © 7 x &
Kemelapp.onmicrosaft.comi(¢
B 1) Lepidei23 onmicrosoft.com(q 0% 5 Neme Aot Lot Sen x Componer Type
1] Lepides2onmicrosoft.com(( SHOLerSoftAzuread Lol 224 Shureeot Orie
P Pt om0 Lepes Lol 129204 Component and Server Information Sharepont Onine
1 epso enmicrosoft.cq 5e0Lepdess 55 Local 130/2024. Sharepont Onine
1) Sales9.onmicrosoft.com(Off SPO_Lepdes52_S5 Local 1/30/2024|  Please select componentis) and the server(s) o be scanned SharePont Onlne.
General Settings Lepdess2 s Lol 121221202 Sharepont Onine
B Goners S o setings|| OS5 voal iaraze et Srcrantorioe
A&} Curent Permission Scan Settings| 550 | epidess2.52 Lol 1/30/2024|  Component Name:  [OneDrve fo Busness - Srarspont onine
{® Message Delivery Setting: 50 Lepdessz st Lol 307202 uded Scan Srarepant O
B | octostsal seversetings | POmnesois.isoctz Locl T ) I Srerepont onremise
2 v S99 Ss1 Lol 2p22p0 Sharepont Onin
0365 sdess9 501 Local 1212210 Onebrive for Busess
= {8 Agent Settings 365 LepSoft 5286 Local 20520241 ClientiD: [z b6 4354304 213100851635 @ eDrive for Business
£} LDSP Web Console 0% LepSoft 5168 Lol 2/s/024 OneDrive for usess
Archive & Imp 0385 Lepsoft_200ct1 Lol 252024 1 pa Onedrive for Busiess
o I port 35 oot is0ucz3 oo Taons| ¢ M Cretrie for
LepSoput et Test7 Lol 572043 StarcpontOnine
LepSofputtdt Tests Lol 302024 o Starepont Onine
LepSofputLtdt Tests Lol 15720243 Sharepont Onine
Lenoftpvitd Tests Local 12/277202 ° Sharepont Onine
Lepoftpvtctd Testz Local vspod| |G . Sharepont Oine
Lepsoftpvtd Testt Lol 2024 LIS 3 Sharepont Onine
Kernelsts_s1 Lol /11202 Sharepont Onine
FSA Scamning 060ct23 Local 10/11/202 ed rver
DevSoftt01 Newt Lol 2/1/20243 [— Sharepant Onine

= Cancel

Figure 18: Add Details and Refresh

5.

Select the URL from the list and click Next:

A\
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ettings
1 g",;::;;‘;“;f"“"“’" ol Current Permission Scan Settings
P LepSoftPutLtd.onmicrosoft.cd Primary Database 7 Secondary Database(s] © / x
> inthe datasets
> kerel665-admin.sharepoint.d
> kerelapp-admin.sharepoint.{ —
> lepide123-adminsharepointc| SQL Server: 19216810222 7 Fle Servers) Sdl severname Database
) lepide8s2-admin.sharepoint.d » » »
" Database:  CPA10.222.25.1an-24 O 19216810222 192.168.10222 (CPA Secondary Database -FSA
> Iepsoftputid-acmin sharepail
) salesS9-admin.sharepoint.cor
File Servers
2
1] DesSoft00.onmicrosoft.com(  Stale Objec Setings EE [Framsmes | ° s x
1] Kemelapp.onmicrosoft.com({
a Data Set Name Agert < Componert Type
£ LepidesS2onmicrosoftcom(( SO-ePSoR Arreadt Local 2pop024 1 Sharepant Orine
. S0 Lepides2 57 Local 12p024{  Component and Server Information SharePant rine
1] LepSoftPutLtd.onmicrosoft.ce. 5po Lepdess? 55 Local /302024 SharePant Orine
1 Sales9%.onmicrosoft.com(Off| SPO_Lepidess? 55 Local /302024 SharePant Orine
General Settings PO Lepidess s Local 127227202 SharePoint Orine:
Py s, S0 _Lepidess2.53 Local /302024 s SharePant Orine
et Pemision ScanSetings| | S0 cesy 2 e Y302023 | ComponentName:  [oneDrweiorBusness - Srarepant oine
Message Delivery Settings Local 130/2024 wied Scan SharcPoint Onine:
Default SQL Server Setings Local 12972028 renam I = Sharerant On Premise
UEsA o Local g et UR L & SharePaint Ori
Local 1[2]27 OneDrve fo Business
Agent Settings Local 20520241 Clent i T ® Onebiiv fo Busness
LDSP Web Console Local 2/5/2024 1 Onebriv fo Business
chive & Impor Local 2/5/024 1 OneDrive fo Business
Archive &mport Local 2sfza|  Secretkey: [ OneDrive fo Business
Local 2/5/20243 SharePoint Orine
Local /302024 o SharePaint rin
Local 1sf024 Sharerant Orine
Local 27277202 R SharePan Orine
Local 17252004 0] User Acoounts URL SharePant Orine
Local 202120245 s SharePant Orine
KemelGés_s1 Local 07117202 ([T g Vgt Sharepait o e S e eps ol s o] SharePant Orine
FSA Scaing 060ct23 Local ] el eoschputdy shrsport con peren e e A Fie Server
. it/ Aepsofipitd my sharcport com/perscnalestusemin lepsofitd_onmicrosoft_com/
DevSoftn1 fewt Local 271720243 Sharepant Oine
0] htps:/lepsotpvttdmy sharepoincom/personalinda_epsoftphd_onmicrosch_com
(0] hitps/Aepsctovimy sharepoin com/persons/dane_iepsoftputd_onmicrosof_com/
D] it/ /epackovitdmy sharepaint.com/personal/sonuv Jepsafowitd_cnmicrosot_com/
[ its:/epackovttd my sharepaint com/personalpremakalre epsofietd_onmicrescht_com/
0] its://epaotpvitd my sharepoir.com/personal/asingh_lepsafipitd_onmicosoht_com/
0] itps://epaotpvitd my shrepoint.com/personal rahlyadav_epeotpvitd_rmcrosot_con/
0] itps://epactpvitdmy sharepoir.com/personal/gaurav._lepsofpvitd_onmicrosof_com/
(0 tos/Aepschiovtcmy shareain com/personaleera epsofpvi._onmicrosot <om/
71 tos/Aeoscfovtc shareoair com/cersona ettassinch leosotottd ormicosch con/ =)
Bock | Net

Figure 19: Select URL

6. Select the Scan Now option or Schedule Scan as per your requirements

7. Click Finish

4 Component Management
43 NEWTEST21.com

B LepSoftPriltd.onmicrosoft.cq Primary Database. /7 Secondary Databasefs] © / x
g 2 store in the datasets

2 [ —

6 kemelo6-adminshorcpoin.
6 kemelspp-admin harepoint

@Y lepide123-admin.sharepoint.c SQL Server:  192.163.10.222 L] Fie Serveris) Sdf server name Database.

@Y lepides52-admin.sharepoint. P

G lepsotputhd-adminsharepc] 0Wbase:  CPA110:222.25-an24 [0 sz 16810222 15216810222 CPA Seconday Dtabase -FSA
) sles-sdmin sharepoint con

=, File Servers

33 DropBaxropbon)
bt NI preep— v oA S ] © 7/ x
1 KemelApp.onmicrosoft.com(

13 LepidetBonmicasafcom(] | 232 Se Nane ot Los e n Corponert Trpe

1) Lepidebsz.ommicrosoftcom(] SOLSpS0t Anreadt Loal 2f3/024 SharePoint Onine:

S0 Lepdeci 57 Local 1724 Scan Options Sharepant onine

1] LepSoftPuLtd.onmicrosofticd sp0 L epdess2 56 Local 1/20/2024 Sharepoint Oine:

SolesSHonmicrosoft comiOff| S0.Lepdessz 55 Loca \s0j2024|  Please selectthe scanning method. Sharepant orine

23 Genera Setings 0 Lepdecs 54 Local 12227202 SrarcPant Onine

°0_Lepide652_S3 Local 1/30/2024 jed ‘SharePaint Online.

4 Curent Permision Scan Settings| So0 | cpaeess 52 Local w0023 | [scanow Sharcpant onine

£ Message Devery Settings | 570 Lepaecso 1 Local 2| Coneduiesa iedscan Sharepant orie
B Defoult QL Server Settngs Offine2016_190ct2 Local 1/23/2024 ule Scan SharePoint On Premise
5 uess e s st e s OO St st et o Boess
{3 Agent Settings 035 Lepsoft_S208 Local 2/572024 1 OneDrive for Busness
1 LDSP Web Conzole o%5 Lepsoft 5160 Loca 2s/2s Oredrve for usness
25 Archive & mport 0365 Lepsoft 200ct1 Loca 2s/m2s OneDrve for Busness
0365_LepSoft_18Dec23 Local 1/25/2024 OneDrive for Business

Lepsatu it Teat7 Local 25720243) Sharcpont Orine

Lepsofputh Tests Local /24 Sharcpant Onine

Lepsofpt Tests Loca /sj20243) Sharepant orine

(oot Teets Loca 1277202 Sharcpant Onine

LepiSoftPvtitd Test2 Local 1/29/2024 ‘SharePoint Online

LepSaftviid Testt Loca 20245 Sharepant Onine

Kemels5_s1 Local W/t Sharepant orine

FSA Scaring 0501123 Loca w1202 = e server
Oevsarot lent Local 2243 Sharepant orine
P

Figure 20: Scan Options

}‘{ Lepide USA Inc. Page 19



Lepide Data Security Platform Current Permission Repor

8. The Data Set should be visible on the Current Permission Scan Settings Page:

Settings
5@ Component Management Current Permission Scan Settings
63 NeWTEST21 com
B? LepSoftPwiLtd.onmicrosoft.cd Primary Database Secondary Databasefs] © / x &
iy harepoint]
B kernels69-admin.harepoint.d
B Kernelapp-admin sharepoint.{
B lepide23-adminsharepoint.d QL Sever: 19215810222 ‘J Fie Servert) Sofsevernane Database.
B lepides2-admin.sharepoint.d » » 5
6 lepioftputid-acmin sharepoiy 0D CAIL10222 25 an 24 0 152168 10222 19216810222 CPA Seconday Database -FSA

G sales9S-admin.sharepoint.con
@ 5 Fle Servers
22 DropBox(Dropbox)

13 DevSoftoot.onmicrosoft.com{  Stae ObjectSettngs. H0ers ] e © 7 x &
13 KemelApp.onmicrosoft.com({
11 Lopetsmommicontecom] 042 5 tme hoent Lot Sean Net Scan Saie SeanTime Component T
11 Lepiiss onmicontecom] SOLe5SeR pareact 1ocal 20024 1201367 212028 120000 Success Schedded Scan Sharpont onine
" SPO_Lepides52_S7 Local 1/29/2024 4:14:19PM 1/3/2025 11:10:00 AM ‘Success Scheduled Scan ‘SharePoint Online:
1] LepSoftPultd.onmicrosoftcq o0 epidess? 56 Local 53:08PM Jer Success. Scan Once Orly SharePoint Online
1) SalesdS.onmicrosoft.com(Off] SPO_Lepdess2 55 Local 130024 LSSISPM  Never Success Scan Once Gy Sharepont Onlne
£ Gt Sy Solcpdesns 24 toadl LR R e S S onge orly Srarepont orine
S50 epecsz 53 Lol /s ss0s Rever e
A& Current Permission Scan Settings| 5o epessy 52 Local 1/30/2024 1:55:55PM Never Success Scan Once Oriy SharePoint Online
[ Message Delvery Setings 50 Lepidess2 51 Local 1/30/2024 204:23PM 12/22/2004 120600PM Success Iy; Schedied
B Defauk SO Server Settings | SoMneznie isoctz toal 1pS/m24 3053 Never Shccees Sharepont on remse
Sl 1 Locu 132272023 1136047 A Never Sicess S
5 vesa ncrneizs Loca b
{3 Agent Settings 0365_saless9 501 Local 12/22/2023 115304 A Never Success
&3 LDSP Web Console 0365 Lepsoft 5200 Local S04 12234PM  Never Success OneDrive for Business
B e s mpant s Lo siee toal 024 A Ners prid Gnerive o Busness.
0365 Lepsoft 200ct: ool 024 223 11M Never Success Oneiive o Busness
0% Lepsot_tsbecz3 rox] s 1T AN Never Sucess v forBuness
LepsoPu s Test7 Lol 25/ Never e Sharcbontorine
Lepsofout h Tests ol /2 10 Never Sicees Srarepont cnine
oot Tets toal BB Never Shccees orepont Orine
LepSoftviid Testd toal L2033 12330 Never Succees Sharepont orlne
LeSoftvita Test2 Lol 12572024 1240 Never Sucess Srarebont rine
Loty Tett Lol AmsI  Never S erepont Orine
Kemeloss 51 Lol W/i/023 23 Never Sucees Srareront onine
oA Scaing 060ct23 Lol W02 2SS Never Shicees i Serves
Devsofioient Lol dmasassim Newr Shccees Srepont Orine

Data Set nformation
Data Set Name  Onedrivet2s

Description :
Companent Type OneDrive for Business

. lepsoftputita_onmicrosoft com/

status : In Progress

Figure 21: Current Permission Scan Settings

5 Scan Permissions Now

e To scan the permissions of the selected Data Set, right click on a data set and click Scan Now.

Exc Q Scan MNow Local
7w Local

Active Directory Local

Figure 22: Option to Scan Now
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6 Modify a Data Set

e To modify a Data Set, select a Data Set in the list and click the # icon. The following dialog box is
displayed:

;'-2 Ealta Sztgf‘f"'(";a”"” Data Set Information
elect Object(s]

&% Database Mapping
- @ Permissien Scanning Optiens

Please enter Data Set name and description.

Data Set Name: FS

Description: |

oK | | Cancel

Figure 23: Modify Data Set

The options to modify a data set are the same as those available while adding the data set. The options are as
follows:

1. Data Set Information: You can change the description of the Data Set; however, you cannot change its
name

2. Select Object(s): Click this link in the left panel to access its settings. You can remove the listing of
already added folder and add new folders

3. Database Mapping: Shows the database and server configuration

4. Permission Scanning Options: Click this link in the left panel to access its settings. You can change the
update method and modify the scheduling of a permission scan
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g Ealta :Zt;f“C”t'(”;ati”” Permission Scanning Options
; elect Object(s

& Database Mapping Please select the permission and group membership scan method.
: iPermission Scanning Options!

|:| Scan Permissions Mow

IE‘ Schedule Permission Scan

Run every day at 05:03:41 PM, Schedule start from Change Schedule
2/13/2023.

[] Scan on Remote Agent
Agent Location/IP:
Scan Mested Group Membership and Permission

Domain Controller: | 152.168.20.191 |

User Name : |multicorp"-administ|ator |

Password : |

Note: Use "NetBIOS'\UserName™ format for User Name.

OK | | Cancel

Figure 24: Modify Permission Scanning Options

e C(lick OK at any option to save the changes in a Data Set

/ Remove a Data Set

If the Data Set is deleted, the software does not show the current permissions of the folders and its content

added in the data set. The information contained about the Data Set and its scanning from the SQL Server
Database is also removed.

NOTE: There is no way to retrieve a Data Set once removed.

Follow the steps below to remove a Data Set:

1. Select a Data Set from the list and click # icon to remove the selected Data Set. The software displays

the following warning message.

}‘{ Lepide USA Inc.
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Do you want to delete selected
data set?

Figure 25: Warning before deleting a Data Set

2. Click Yes to remove the selected Data Set

8 File Server Current Permission Report

To open the File Server Current Permission Report:

e  Click the Permissions & Privileges icon n
e Expand Current Permissions Analysis
e Choose Permissions by Object

The Current Permissions by Object Report is displayed:

=4 Permission & Privileges™ | Permissions by Object v
58 Access Goverance Dashboard ¥ File Server + "

) ¢ ¥ e Mask +

¥ Direcory N Setect e serverts)
= 7 st Data +

¥ Compiance +
3

7 Monetary Value +
»

Obiect Name # ) % Object Type  Owner Content Type Compliance Monetary Value Risk Level Last Sean

= B » B B B B »

w®

(] Sensitve Files by Name
1] Open Shares

(] Alert Summary.

(] Stale Dats Report

® 8 3 a e

ogon In Last N Days.
] External Data Sharing 0365
(1] Open AWS 3 Buckets

(] Al Shares

To see current permissions, please dlick ‘Generate Report"

Figure 26: File Server Current Permissions Report
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Current Permission Report

You need to have configured Current Permission Scan Settings to be able to start analyzing the permissions.
Please refer to Section 2 - Current Permission Scan Settings of this document for information on how to do this.

8.1 Steps to Generate the Current Permission Report

Follow the steps below to view the permission changes and compare the permissions of files and folders:

1.

2
3
4.
5

Select the File Server from the box at the top of the screen

Click Generate Report to run the Permission Analysis Report

Expand the file server node from the tree structure to the left-hand side to select the required folder

Select a folder and its contents will be displayed

Permission details for the selected folder of the left-hand pane, or for the selected file in the Object

Section are displayed in the Permissions Section

Permission & Privileges

& Permissions by Object

B # e ® € ©

® 4 & a »

7 File Server
Y File Mask
¥ Directory
¥ stale Data

Y Compliance

BEEIEAEaE

¥ Mornetary Value

ef -] 192.16820.193
& Muticorp
Education

B Coursework

- Accounts

| Bxams
2| Finance
Balance Sheets

Finance Managers
Forecasts.

Pand L Sheets
Statements.

HR
m
Studens}

Financial Services
Government
Healthcare

Legal

Technology

File Server
Equsilo
192.16820.193
Obiect Name B [ 9 Obiect Type  Owner Content Type Compliance. Monetary Value Last Scan =
» » » » » »
Buisting Students FOLDER 192.168.20.193\Administrat... N/A N/A N/A 2/27/20239.0313F
New Students FOLDER 192.168.20. 193\ Admisrat.. /A nA NA 2277202390313
0ld Students FOLDER 192.168.20.193\Adminsrat.. N/A nA NA 2277202390313 F
‘Studert Details FOLDER 192.168.20.193\Administrat... N/A N/A N/A 2/27/0239.0213F
=) 458673bmp 5 FILE 192.168.20.193\Adrministrt... Not Scanned N/A N/A Y2/2023 30313 F
=) 459565496 bmp. 5 FILE 192.168.20.193\Adrministret... Not Scanned N/A NA 227/2023 30313 F
DMdressesM @ FILE 192.168.20.193\Administrat... Mot Scanned N/A N/A 2/27/0239.0313F
@ Corfidential pdf @ FILE 192.168.20.193\Adrministrat... Mot Scanned NA NA 2277202390313 F
[ @ FILE 192.168.20.193\Adrministrat... Mot Scanned NA NA 27/2023 30313 F
@ FILE 192.168.20.193\Administrat... Mot Scanned N/A N/A 2/27/20239.0213F
& FLE 192.168.20.193\Admisrat.. Not Scarned nA NA 22122390313 F
e @ ALE 192.168.20.193\Admivsrat.. Not Scarned nA NA 227/2023 903:13F
< | >
All Permissions Account Filter i Hoe

Full Cortrol
Lstfolder /read data, Creat.
Full Control

Read pemissions, Change

®9

mission : [, Lst folder / read data

Ceatorowner @
Etective Permisson -

Listfolder /read data, Creat.
Greate folders / append data
Lstfolder /read data, Read.
Createfies / wie data

B, Listfolder / read data
£ Wite extended attributes

Direct Appied Nt Inherted
& indirect through Autherti.. NVA
Inherted DE

Through Ownership Not Inherted
Create files / wiite data
R Read attr

& indirect through Autherti.. NVA
Inherted BEN
Inherted FEY
Inerted EEY
Create files / wite data

i Create folders / append data

This Obiect oni
N
Thisfoder, subfolders and fi.
This Obiect oriy.

2

@ Read permission:

N v
Thisfoder and subfolders v
Thisfolder, subfolders andf... /'
Thisfolder and subfolders

Figure 27: Current Permissions Report

You can use the top filter section to apply one or more filters

You can view the analysis report in the Permissions tab with or without applying filters

The Object Section and Reports Section contain the following icons:

A\
AN\

Lepide USA Inc.
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R d »

8.1.1 Row Filter

9.

Current Permission Report

this shows that the permission is assigned to everyone

this indicates that object is not inheriting permissions from its parent

this shows that the selected object has not been accessed for the last 30 days

this shows that the object, which is accessing the selected object, is a group.

The top row of both the Objects Section and the Reports Section is the filter row. In any cell, you can

type a word to filter their content. In the example below, ‘Student’ has been typed under Object Name

and all objects starting with ‘Student’ are highlighted:

% Permissions by Object

Permission & Privileges

® ¢ ©
I

™

& Muticorp
Education

Accounts

&
®

Coursework

Exams

Finance
HR
m
Coursework
Bisting Students.
New Students
Old Students
Student Details

e

® 84 & @ P

Financial Services

Government

Healthcare
Accounts

Finance

e B
Sz
3

Marketing
Patients

Sales

Legal

Technology

Equarro

19216820193
Object Name. B[ % Object Type | Owner Content Type Compliance. Monetary Value Risk Level Last Scar 2]
student x B B B B B B
L &

El [

B &

a &

@ &

LI &

® &

@ &

@ &

@ ke

@S«udeﬂt dataxdsx @ FILE multicop\Paul Not Scanned N/A N/A Not Scanned 2/28/023
=] Student 1D bmp. @ FILE 192.168.20.193\Administrat .. Not Scanned N/A N/A Not Scanned 2282023
5] Students removed bt @ FLE 192.168.20.193\Administrat... Not Scanned NA NA Not Scanned 2282023
&l E23

& E

 Howe:
 Howe:
 Howe:
 Howed

& 192168 20.193\Users
Effective Permission

4

 Howed
 Howed
 Howed
 Howed

g
n: (Full Control)

FullCortrol
Listflder / read data, Creat
FullCortrol
Read pemissions, Change

[2]]

B, Uist folder / read data

Listfolder / read dta, Creat

Create folders / append data

Listfolder / read data, Read
Create fles / wrke data

Direct Appied Not bherted
2 Indirect through Autherti... N\A
Inherted S
Through Ownership Nt Iherted

Create files / write data
R Read attributes

& indirect through Autherti.. N\A

Inherted
Inherted
Inheried

(=12
(=12
e

“This Object only VYV YV
N vvv~y v v v
Thsfolder, sbfoldersandf.. v/~ VvV VY VY VYV
This Object orly v v
v v
v v

Figure 28: Row Filter Applied

You can apply multiple filters in both Object Section and Reports Section. Click the IEI icon to remove the filter.

8.1.2 Sorting

You can click any column header in the Object Section or Reports Section to sort the content in the ascending

or descending order.

A\
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8.1.3 Change Permissions

In the Object Section, you can right click on any folder to access the following context menu:

Permission & Privileges @ Permissions by Object Y
28 Acces Govemance Doshboord | | |7 e server + s ]
[ Py T+ s
[5] Permissions by Otject 7 Directory + 19216820103
(5] Permissions by User 7 Staevata N
Permissions by SharcPoint Objec|
v | T
(3] Permissions by OneDrive for Bus | |7 Monetary Vatve  +
(B Risk Analyss
cesivePemisions by Object | [T 192.166:20.193 Object Name [ # Obiect Ty Owner Content Type Compiionce Monstary Value Fusk Level lastScn =
e B 5 G 5 5 G s G
. &) education Cousemork foLDER 19216820, 193 Admistat. /A NA wA A /672023903341
7] Clssfcaton Faiures Accounts Sitng Suderts fOLDER 19216820 193 Adminstat .. W/A NA WA NA /67202390334 P
7] Clssfied Emaits Coursework New Studerts fOLDER 15216820 195\ Admiat.. /A NA wa NA 67202390334 P
[l EmailClassifcation Failures Exams 0 Suderts FoLDER 19216820 193 Admistat.._ /A NA nA NA ]
{u] Classified SharePoint Objects| &1 Finance o _FOUDER 19216620 193\Admistrt... /A (73 WA WA V250 P
{1} Shorepaint Objects Clssc Show recent changes & FIE 152,166 20153 Adminstat.. ot Seamod WA WA Not Scammed 67312350334 Pl
i Classfied OneDrive Objects " SroEmEnens  FLE 19216820, 193\ Adminstat... Nt Scamed NA nA Not Scarned /672023903341
[7] OneDrive Objects Classfcai ™ E——— z
B Covsied rophn Ot I ange permissi 7 FLE 152.16820 153\Admista... Mot Scarned NA WA Not Scarned /67202390334 P
Bl Dropbon Oyt ot . 5 @ Carceniapd  FLE 19216820199 Adminstat... Nt Scamned NA na Not Scamned /67202390334 P
() Sensitve Fes by Name ourseworl & Contact ot  FLE 19216820 193\ Adminstat... Nt Scamed NA nA Not Scarned /672023903341
(3] Open Shares @ | Bisting Students g Coursework deadines docx 7 FLE 152.16820 193\Admineta... Not Scarned NA WA Not Scarned /67202390334 P
5] Alert Summary New Students s docx # FLE 19216820 199 Adminsrat... Nt Scamned NA nA Not Scamned /672023903341
7] stle Data Report old students & Exams docx  FLE 19216820 193\ Adminstat... Nt Scamed NA nA Not Scarned /672023903341
(5] Actvity Outide of Businss Hous ] Student Details ) Folltmestsx 7 FLE 152.16820.193\Admiseta... Not Scarned NA WA Not Scanned /67202390334 Ph
2 ooy @t senies b e e R ﬁf’f o o el
[3] No Logon In Last N Days -1 Govemment |
(1] Extemal Data Sharng 0365 Healthcare Efectve Permission: _ AllPemissions _ ~_ Account Filter aHaea
(7] Open AWS 53 Buckets - tegal
) Al Shares @] Technology
zbnennarsoeer B
2 192.16820.193\Adminisrators (8@
" Eftective pemission (Full Control)
< Honed ol Contl Drec fophed Not berted Ths Obect oy VNV
 Howed Lt folder/ read dats, Ceat... 2 ideec trough Athent. N\A [N VY v v v
v Ful Contl nherted e Thsfoderattodenandfi.. /N VNV
+ Howes Read pemissons, Change .. Though Ownersho Not berted This Obect oy Vv
2122015 59
L Erective permission: [ Listfolder/ read data Create fies / wite data 88 Create folders / append data [y Read extended attributes
2 Read atributes @ Read permissions
¥ Ao Lt flder / read data, Geat.. & deectroush Athent A n vvvv v v v
v Crstefolders /append ta b e Thsfolder and subfoders v
VA Lt flder / read et Read... e Thsfolder. sufoders andfi.. /' v v v v
< 5 VA Cratefies /wtedta e Thsfolder and sbfoders v -

Figure 29: Displaying the Context Menu

It contains the following options.

a. Show Recent Changes: Select this option to show recent changes to the selected folder:

‘States & Behavior @ All Environment Changes v
O Ao g © Serr e P —— ER— FR— x
% Anomaly Analysis

. 7 Object ath - 1/1/2023 1003 PM To File Server 192.16820.193 E\Malticorp\Education

SR e aarseind . 31512023 1159 M \Students\Sudent Detas

multicorp Joca Object Type .

(2 File Server Reports

¥ who +
[ tepidesoftware.onmicrosoft.com(E

(3 epidesoftwere-adminsharepoint. 7 When +

@ (Q, epidescftwere.onmicrosoftcom(C ¢ opersion .
] Explore Backup.

7] Console Auciting 7 Wnere +
7 criticaity +

Generate Report

Drag 2 column header here to group by that column

Component Name 7 Server Name T Object Path <7 Object Type T Who | When +7| Operation T What T Where 7 Cicality
» » » » » » » » » »
| Fle Server Fso01 E \Whdtcom\Education\Siu...| Foder MULTICORP\Pa 1/18/202333010PM | Securty Changs (Pemission... Folder Securty Change (Per. FS001 Hon

Figure 30: Recent Changes

The All Environment Changes Report is displayed. The filters can be changed as required

b. Show Recommended Owner: Select this option to display a graph showing the user who has made
the most changes on the folder and are therefore suggested as the recommended owner
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Top 5 Active Users

Interactions in last | 365 days - Update

[ Include file read event
Actual Owner: 192.168.20.193\Administrators
Recommended Owner: multicorp\paul

multicorp\paul
M Interactions

El
w
=
=)

Figure 31: Recommended Owner

c. Change Permissions: Select this option to display the Folder Properties dialog box and make
changes to the folder permissions:

Student Details Properties *

General Securty  Previous Versions Customize

Object name:  “%152.168.20. 193 \Multicorp Education* Students™.!

Group or user names:
OR OWNER

B2 SYSTEM

B2 Studerts (MULTICORPStuderts) v
< >

To change pemissions, click Edit.

Pemissions for CREATOR

OWNER Allow Dery

Full cortrol &
Modify

Read & execute

List folder contents

Read

L

For special pemissions or advanced settings,
click Advanced. Advanced

[ ok ] ocancel | oy

Figure 32: Folder Properties
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8.1.4 Permissions Report of User Only
There are two tabs in the Reports section.
a. Permissions: This displays the current permissions of the selected object

b. Permissions by User: This displays the Current Permissions sorted by the users. Here, only the
permissions of the users are displayed.

Permissions Permissions by User Effective Permission: Al Permissions - Account Filter : a8
Path : \\192.168.20.193\Multicorp\Education\Students
e [ 1) Y ) ) ) 3 23
» Pl
2 192.168.20.193\Adminis... Full Cortrol EVY Vv VY
3 ruticom\adam Listfolder /read data. C..C51 & &~ ~ v v
2 muticom\admin Full Cortrol EVY Vv VY
2 muticor\Admiristrator Full Corttrol EV VvV VYV
2 muticorp\adian Full Corttrol EV VvV VYV
2 muticom\alan Full Corttrol EV VvV VYV
2 muticom\anthony Full Corttrol EV VvV VYV
2 muticom\ben Full Corttrol EV VvV VYV
2 muticom\Bil Full Corttrol EV VvV VYV
2 muticorbrian Full Corttrol EV VvV VYV
2 mutticom\C Ovenden Full Corttrol EV VvV VYV
2 muticopear Full Corttrol EV VvV VYV
2 muticom\chandler Full Corttrol EV VvV VYV
2 muticomp\chiis Full Corttrol EV VvV VYV
2 muticor'\craig Full Corttrol EVY VvV v

Figure 33: Permissions by User Report of a Shared Folder

8.2 Account Filter

From the permissions report, you can type the name of the User Account in Account Filter text box to filter the
report of the current tab as per the user account.

Effective Permission :  All Permissions - Account Fiter:  userd E B Hoen

RRnRBOeanoeesr |

Path : \\192.168.20.

Pemission Method Inherited From A

» 7

5 192.168.20.193\Users (@) @

,  FEffective Permission: [B List folder / read data Create files / write data i Create folders / append data [y Read extended attributes
[ Read attributes @ Read permissions
+ Allowed List folder / read data. Creat... , &, Indirect through Autherti... N\A NYA v v ~ ~ v
" Allowed Create folders / append data  Inherted = ‘This folder and subfolders ~
" Allowed Create files / write data Inherited ‘This folder and subfolders
+ Alowed List folder / read data, Read... Inherted This folder, subfolders and fil... ~/ v ~ ~ v

Figure 34: Account Filter for Users

You can click IEI icon, which is next to the textbox, to remove the account filter.
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8.3 Effective Permissions

Effective Permissions are the final resultant permissions on an object, which are calculated after analyzing the
NTFS and Share Permissions on it. Here, the drop-down menu lists all permissions for a file or folder. You can
check any of these permissions to view the account, which have the selected permission on an object. The
following table lists the different permissions and their icons that represent them in the Current Permissions

Report.
Permission Iconin | Iconin | Color in Permission
Header | Report | Calculation
Row
Full Control
List folder / read data = _
Create files / write data Fa [ _
Create folders / append L _
data
Read extended attributes | |G ) _
Write extended attributes | [F7] oA _
Traverse folder / execute el
Delete subfolders and 1 _
files
Write attributes =l oA
L
Change permissions m =
A\ Y
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Permission Iconin | lconin | Color in Permission
Header | Report | Calculation
Row

None

Figure 35: List of the Effective Permissions

The ¥ icon appears with the object in the Current Permission Report. Click it to view the source, from where
the effective permission comes to the selected object. Effective Share Permissions are those, which are applied
in the Sharing tab of the shared folder, whereas the NTFS Permissions are those, which are applied in the Access
Control Lists of the shared folder.

Path: \\192.168.20.193 i i Details

‘Graphical View

Effective Share Permissions Effective NTFS Permissions Effective Permissions

Grid View

Permissions Effective Share Permissions Effective NTFS Permissions Effective Permissions

|E_ List folder / read data YES YES YES
Create files / write data YES YES YES
[ER Create folders / append data YES YES YES
[E® Read extended attributes YES YES YES
n Write extended attributes YES YES YES

YES YES YES
‘_ﬁDEIEke subfolders and files YES YES YES
[ Read atributes YES YES YES

Figure 36: Effective Permissions

Each permission has a different color. Figure 28 lists the name and color of permissions. Here, you can analyze
the permission flow for an object. You can scroll down the Effective Permissions screen to see the detailed report.
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8.4 Explore Group Membership

If you have selected Scan Nested Group Membership and Permission, then the @ icon appears with the
Groups listed in the Permissions Report. Click this icon to view the group memberships in the following dialog

box.
o x=
Path: \\192.168.20.193\Multicorp\Education\Students\ K
Object Name Hfective Permissions [} ] ERED eV
4 @ 152.168.20.193 \sers List folder / read data, Create files / write data, Create folders /ap.. 0 " 7 " &/ ~ ~ ~
I 2 NT AUTHORITYAINTERACTIVE List folder / read data, Create files / write data, Create folders /ap... T & v " v v v
I 2 NT AUTHORITY\Authenticate... List folder / read data, Create files / write data, Create folders /ap... T & v " ~ ~ ~
& % mutticop'Domain Users List folder / read data, Create files / write data, Create folders / append... "~ " 7 v v v
4| | o]

Figure 37: Displaying Group Memberships

You need to modify the Data Set and apply Scan Nested Group Membership and Permission Settings and then
scan the permissions to access this group membership dialog box. Refer to Section 2.3.3 Modify Data Set to know

the steps.

The El icon appears in Permission Report or in Explore Group Membership for the groups. You can click it to

view the permissions of a group.

}‘{ Lepide USA Inc. Page 31



Lepide Data Security Platform

Current Permission Report

Path : \\192.168.20.193\Multicorp\Education\5tudents\Student Details

o

& 192.168.20.193\Administrators
Effective Permission :

@9

{ Full Control )

A

Inherited From

Mot Inherited

EM
Mot Inherited

Full Cortrol Direct Applied

List folder / read data, Creat... ,® Indirect through Authenti... NAA
Full Cortrol Inherted |
Read pemissions, Change ...  Through Cwnership

O x

R B DRB 0 ®®S

This Object only VNV VWV
NYA v v v v
This folder, subfolders and fil... & ~ & & ' v v
This Object only

Figure 38 Explore Group Permissions

8.5 Investigate Permissions

Click the B icon to investigate the changes in the permissions of the selected object. It displays Historical
Permission Analysis for the selected object to let the Administrator investigate how the permissions are

changed.
. X
@ Time span: [Tne last 20 days B @ oiectory: [INCLUDECA\Shared 1 | - | 11 | Generate Report
= : INCLUDE WETESTINGE4-PC .
& Who Modified:  [Al Users
-1 WBTESTING64-PC Object Mame Object Type When Changed @
B C B 3.c5v File 5/24/2016 5:49:59 PM
/. Shared 1 | LicenseFileFeb-25-2016 19-07-08 lic File 5/24/2016 5:49:59 PM
Folder 5/24/2016 5:49:38 PM
Fmimen ol m Ll i rila BN AMALE E AMER R4 <
ory Compare Permission =]
| Path : C:\Shared 1
Account (Principal) Permission (Access) Apply To I
R R R L
a4 5/24/2016 5:49:59 PM (Changed by "VDOC\Administrator) Owner : BUILTIN\Administrators Where : WSTESTING64-PC
2 BUILTIN\Administrators ~ Full Control MNa This folder, subfolders and files
ANT AUTHORITASYSTEM + Full Control MNao This folder, subfolders and files
2 Everyone + Read & execute MNa This folder, subfolders and files
:VDOC\tastusan + Full Control MNao This folder, subfolders and files
:VDOC\tastusarz + Read & execute MNao This folder, subfolders and files
AVDOC\Administrator + Full Control MNao This folder, subfolders and files
Figure 39: Investigate Permission
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8.6 Other Reports
Effective Permission :  All Permissions - Account Filter : E rj ﬂ E,

1. Path : \\WBTESTING&4-PC\Shared 1 Click it to save the
Permission Meth... = | Inherited From | Applies To ...E. .E.ﬂ

¥

P o P Click it to view inherited permissions
<2 Builtimadministrators 5] Click it to view direct permissions reportg———
» Effective Permission : ( Full Contral )

Click it to view indirect permissions reporg

 Allowed  Full Control [ a@tsslLe! Mot Inherited  This folder.. 12 [ & & & e B O B X R b

Vv tllowed  List folder... & indirect through .. Nya NA ) |} a |}
B Everyone g
» Effective Permission : 3 List folder / read data [T Read extended attributes & Traverse folder / execute file

= Read attributes Read permissions

Figure 40: Direct Permissions Report of “Shared 1" folder
There are different icons on the top right corner as displayed in the image.
1. Click & icon to sort the report as per the inherited permissions.
2. Click i icon to sort the report as per the direct permissions.
3. Click &% icon to sort the report as per the indirect permissions.
4

Click Elicon to save the report.

9 OneDrive Current Permission Report

The report will be visible under the Permissions & Privileges screen. The report name is Permissions by
OneDrive for Business Objects:
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Bermission & Prvilges @ Pernssions by Orie Driv for Business Objects

[ 28 Access Governance Dashboard |

o ® testusernitinaz

(R Histonc pemisies s S — . —
T Bieectory + hitps/LepSoftPetid-
L cdminshorepointcom
s by SharePoint Ot
i by Mailbex
[21] Permissions by OneDiive forB| =1 @ hitpsi//LepSoftilic-adminshareps Olsject Name
2O
58 inia oy—
5.6 shashiz ]
&8 simon

Object Trpe

»
by
L

e

3 incels erbers
F

Lol

& Hamer

& HestCae Mares
& oy ot

& bkt

& dalysecket

& rrera ke

2 Sha_Team 1 Mereny
& sman

3] < >

e
Gow

e
e
o
e

e
e

e

URL
»

»

D epachots my sharape com parsersi/danel_epaohpvtts_
It At g s e pamers el epachptts_

Ful Cartrel Lmted Assess
[rere—
Limted Aczem
[rp—

ZEFEEB3E8888%8

-

Lt Scan

25024 12224570
2sane 12224 TM

pemisson Leves A Pemissiens - H

Figure 41: Permissions by One Drive for Business Objects Report
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10 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

11 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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