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1 Introduction

The Data Discovery & Classification module from the Lepide Data Security Platform allows you to give more
context around your most sensitive data. You can easily identify potential areas of exposure and apply the correct
access controls. You will, for example, be able to see how many of your files contain sensitive data, where they
are distributed, and what type of data you have.

This guide explains how data is classified within the module and helps to familiarize you with the configuration
of Data Discovery & Classification.

If you have any questions at any point in the process, you can contact our Support Team. The contact details are
listed at the end of this document.

2 The Data Discovery & Classification Screen

e Clickthe E icon to go to the Data Discovery & Classification screen:
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Figure 1: Data Discovery & Classification Screen

From this screen, you can add or modify the Centralized Communication Server Details. This SQL server will
contain the file classification data and will be queried by the Data Discovery & Classification agent.

To Configure Data Discovery and Classification SQL server details:
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o Click the #'icon to Modify the settings. The following dialog box will appear:

SQL Server Settings

Configure SQL Server
SQL Server : | 192.168.40.238 EI

Authentication
(_)windows Authentication

()50l Authentication

User Name : sa

Password : I
Test Connection
Select Database: | ddc M |
Time-0ut Settings
Connection Time-Out : 30 : Seconds
Query Time-Qut : 30 : Seconds

|:| Import previously classified files information to this database

Figure 2: SQL Server Settings

e Add the IP address for the SQL server. Click the I:I icon to display a list of servers
e Choose Windows Authentication or SQL Authentication

e (lick Test Connection

e The following dialog box will appear if the test is successful:

@ Test connection successful,

QK

Figure 3: Successful Connection Message
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e Click OK

e From the Select Database drop-down, type a new database name or select an existing database
e Change the Time-Out Settings if required

e Check the Import previously classified files information to this database if required

e C(lick OK

2.1 How Data is Classified

Once Data Discovery & Classification has been configured, your data will need to be scanned to highlight the
most sensitive data and this can then be reported on.

Sensitive data will vary for different organizations and can include anything you choose but typical examples are
credit card numbers, passport numbers, social security numbers, personal data and so on. For the Solution to be
able to detect your sensitive data, you will need to specify what it should look for. This is done in the form of
patterns, tags, templates, and profiles which are explained as follows:

2.1.1 Patterns

Patterns are the strings or regular expressions which can be used to classify the data and are the lowest, most
detailed level of the data classification structure.

Data patterns such as credit card numbers, passport numbers, postcodes etc. always follow a certain pattern and
so can be detected within data. There are many patterns included by default within the Lepide Data Security
Platform, but custom patterns can be created if necessary.

In the example below, the Pattern Tab has been selected. Information about the Patterns including Pattern
Name, Type and Description is displayed on the screen:

Centralioed Communication Server Detads

MR e DMABTXGQEVEES Atbericiton lode 9 Ruurtcaton
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2.1.2 Tags

A Tag contains one or more patterns so that you can group similar patterns together.
For example, with a credit card number, a pattern would be a regular expression containing a 16-digit number.

However, credit card numbers can be further subdivided as the first four digits of the number refer to a specific
bank.

Therefore, we can have a pattern for say Credit Card Visa, another for Credit Card Amex and so on.

These patterns can then be grouped together within a Tag called Credit Card and it will contain all credit card
numbers for the different banks.

In the example below, the Tags Tab has been selected. Information including Tag Name, Description, and the
Patterns it contains is displayed on the screen:
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Figure 5: Tags Tab

If you click on a Tag, more information about the Tag is displayed at the bottom of the screen:
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Figure 6: Tags Tab with Detail
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2.1.3 Templates
A Template contains one or more Tags so that you can group similar Tags together.

In the credit card example, you may want to group credit card information together with other financial data and
so you could create a Template called ‘Financial Data'.

In the example below, the Templates Tab has been selected. Information including Template Name, Tag Name,
Description, and the Patterns it contains is displayed on the screen.
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Figure 7: Templates Tab
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2.1.4 Profile

A profile contains a group of Templates and is the highest level of the data classification structure.

The example below shows a Profile called Company Share and status information related to it. In the lower part
of the screen is more detailed information relating to the Profile including the Component Type, Folder
Information, and the Templates it contains.

Cenralized Communication Server Details
SO Sever.  CMADTEGQERRES Auberticaien Mode | | 53 Authenscaton

Daabane  Lepete LOC Fd

] e 0sxs
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Figure 8: Profiles Tab
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3 Create a New Profile for Windows File Server

The first step in configuring Data Discovery & Classification is to add a Profile. The Profile will contain
Classification Templates which in turn will contain the Tags and Patterns for the data:

. From the Data Discovery & Classification screen
o Click on the Profile tab

. Click the (+] icon

. The Profile Information dialog box appears:

Profile Information

Please enter profile name and description.

Name : File Server - DC101

Description : File Server- DC101|

< Back | Next = | | Cancel

Figure 9:Profile Information Dialog Box

e Add a profile Name and optional Description
e Click Next

The Select Object(s) dialog box is displayed:
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X
Select Object(s)
Please select the object(s) to be included for classification.
Access Credentials
Component : Windows File Server .
NetApp Fil
User Name : Excﬁ:ﬁgel e(;nPremise Example : Domain‘UserName
Exchange Online
Windows Cluster
Password : SharePoint OnPremise
SharePoint Online =
o~ X
Folder Path Server
| < Back " Mext = | | Cancel

Figure 10: Select Objects Dialog Box

This dialog box lets you add one of the following components:

o Windows File Server
o NetApp Filer

o Exchange OnPremise
o Exchange Online

. Windows Cluster

. SharePoint OnPremise
o SharePoint Online

o OneDrive

o Dropbox

o Linux

o Unix
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The following steps will cover the Windows File Server component. The other components are described later
in this document.

e Select the Windows File Server component

e Typeinthe Username and Password

Select Object(s)

Please select the object{s) to be included for classification.

Access Credentials

Component |Windows File Server h |

User Name : |Ipde1\adm\nist|atnr | Example : Domain‘UserName

Password : | """" | |

Folder Path Server

| < Back " MNext = || Cancel

Figure 12: Select Object - Windows File Server

3.1 Folder Options

You will need to specify the folder(s) where the data is stored. There can be multiple folders included within a
profile. To add a Folder:

o Click the L+ icon. A menu is displayed with the following options:
All Shares: This is all shared folders within file server components

Import from Existing DataSet: This is an existing dataset within the Lepide Data Security
Platform

Import from CSV: This is a .CSV file containing folder location paths

Set UNC Path: This is a path specified in the format: \\server-name\shared-resource-
pathname

“{ Lepide USA Inc. Page 12
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Data Discovery and Classification

Scan Shares from audited File Servers: These are shared drives within file server
components which have been added to the Lepide Data Security Platform.

Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials

Component : [Windows Fie Server -]

User Name : [ LPDE4\Neal Gamby | Exampie - Domain'Userhame

Password : ‘ ........ ‘

0~ X

Server All Shares

Folder Path

Impart from Existing Dataset
Impart from CSV
Set UNC Path

Scan Shares from audited File Servers

[ sk [ met> | [ Concal

Figure 13: The Add Menu

e  For this example, select All Shares. The following dialog box appears:

“{ Lepide USA Inc.
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e  Specify the File Server path using \\server name format and click OK

xX
Select Object(s)
Please select the object(s) to be included for dlassification.

Access Credentials

Component : [Windows File Server -]

User Name : ‘LPDE—#\Nea\ Gamby \ Example : Domain\UserName
Passwor x

Please Enter Server Name\lP
x
Folder §
File Server : ‘l |
Note : Use \\server name Format
oK Cancel
[ <Back | Net> |[ Concel |
Figure 14: Specify the File Server Path
x
Select Object(s)
Please select the bject(s) to be included for classification.
Access Credentials
Component : [Windows File Server -]
User Name : [LPDE#\Neal Gamby | Example : Domain\Usertiame
P. rd: |.;....;. |
Q- x

Falder Path Server

\\DCDOT\SSALLSS DCoo
[ sk [ Nea> | [ cancel

Figure 15: Folder Path Specified
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e Click Next

The Assign Templates dialog box is displayed:

x
Assign Templates
Please assign existing template(s) to profile or create a new one.
{+]
Template Type Description Tags -~
P » » »
[ Australia Financial... Defauft Helps detect the presenc...  Australian Bank A
[ Australia Pl Data  Default Helps detect the presenc... Australia Drivers L
[} BR Personal Data. . Default Helps detect the presenc... CPF Number
[] Califormia 5B-1386  Default Helps detect the presenc...  ABA Routing Num
[ Corfidertial_Bank  Custom Custom Custom
[ Financial Data Defautt Helps detect the presenc...  ABA Routing Num
[] General Data Prot... Defauft Helps detect the presenc... UK Drivers Licens
[} Gramm-Leach-Bii... Default Helps detect the presenc...  ABA Routing Num
[ Health Insurance ... Default Helps detect the presenc...  National Drug Coc
[] Ma 201 CMR 17 Defauft Helps detect the presenc...  ABA Routing Num
[=] | Passport Custom Passport
Payment Card Ind... Defautt Helps detect the presenc... Credit Card
[] Personal Health |... Default Helps detect the presenc...  Australian Mediiall;l
4 13
| <Back | menws ][ coned

Figure 16: Assign Templates dialog box

From here you can:

- Select one or more existing Templates using the check boxes

- Click the icon to select all Templates

- Click the icon to remove the selection

- Click the L+ icon to add a new Template. The following dialog box is displayed:
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3.2 Create a New Template

X
Create Template
Name : | |
Description : | |
o - X
Tag Name Type Description
» » R
< | | 2
Figure 17: Create Template dialog box
. Add a Name and Description for the Template:
o Click the L+ icon to add a Tag to the template. A menu is displayed:
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=
Assign Templates
Pleasg gezignexiatna Rmolanelziie profle o Create a N8 one, e —
=
53 AM
5 AM
Create Template 53 AM
1AM
41 AM
MName ! | Template 1
- | |
0 .
i Description : |Templabe 1 |
O
O © - X
O
O Tag Name Type Description Import From Template
O e o Select from Existing Tags
O Create Custom Tag
O
O
O
i
]
«| | ]
oK ‘ | Cancel |
‘ < Back " Mext = ‘ | Cancel
Figure 18: Add Tag Options
o You can do one of the following:
- Import From Template
- Select from Existing Tags
- Create Custom Tag
o For this example, choose Create Custom Tag and the Create Tag dialog box will appear:
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3.3 Create a New Tag

x
Create Tag
ame | |
pecrpnon:| |
O~ X
Pattem Type Expression

fe o o

Figure 19: Create Tag

. Add a Name and Description for the Tag
. The next step is to add the pattern(s) to the Tag

Patterns are the strings or the regular expressions which can be used to classify the files. You can
either choose from an existing pattern or create a new one.

. Click the (+] icon and a menu will be displayed:
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JH e I W
=
58 AM
Create Tag 5 AM
52 AM
1AM
MName : | Mew Tag | 41 AM
Description : | |
0 - X
Pattem Type Expression Add EBxsting Patterns
¥l el Create Mew Pattern
« | 2]
OK | ‘ Cancel
+ WWDC-LEPIL

Figure 20: Pattern Options

3.4 Add an Existing Pattern to a Tag

. To add an existing pattern, choose Add Existing Patterns and the following dialog box will
appear:
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Add Existing Pattern
SelectTag : [l - |
Pattem Type Expression Pattem 1*
o o o
[=] Aadhar Card Regular Expregsion  Default Pattem Diefault
[=] ABA Routing Mu.. Regular Expression  Default Pattem Default
[=] Argentina Mation... Regular Expression  Default Pattem Diefault
[=] Australia Driver's .. Regular Expression  Default Pattem Default
[=] Australia Drivers ... Regular Expression  Default Pattem Diefault
[=] Australia Driver's .. Regular Expression Default Pattemn Default
[=] Australia Drivers ... Regular Expression  Default Pattem Diefault
[=] Australia Driver's .. Regular Expression Default Pattemn Default
[=] Australia Drivers ... Regular Expression  Default Pattem Diefault -
[al  Avicbe—lia Pdinda Dmmi il ae Cumrmmmioe [ P e A | B S
i il

. From here you can:

- Select one or more existing Patterns using the check boxes

Figure 21: Add Existing Pattern

- Click the icon to select all Patterns

- Click the icon to remove the selection

e  Select which Patterns you require then click OK

3.5 Create a New Pattern

From the Create Tag dialog box:

Click the L+ icon and select Create New Pattern. The following dialog box is displayed:

“{ Lepide USA Inc.
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Create New Pattern

Name : | | | Type: Regular Expression -

Description : | | Regex/String :

Risk Lewvel : Monetary Value :

D Supporting Evidence

Proximity : 300 characters

Keywords to include @ Regex to include

Enter each keyword in a new line Enter each regex in a new line

Keywords to exclude :

Enter each keyword in a new line

| 0K | | Cancel |

Figure 22: Create New Pattern

o Add a Name and Description for the Pattern

o Choose the Type which can be Regular Expression, String or Case Sensitive String
o Type in the Regex/String. This is in PowerShell code format

o Type a value for Risk Level and Monetary Value

. Check the Supporting Evidence box if required

o Add Proximity: which is the number of characters around the Pattern

. Keywords to include:

. Keywords to exclude:

. Regex to include

. Click OK when finished
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o Click OK

The File Type dialog box is displayed:

by

File Type
Please select file types to be included for classification.

File Criteria: | A .

Include Selected -

[] Enable OCH Exclude Selected O x

File Types

File Size Limit: |20 | [ms - |

| < Back " Next = | | Cancel
Figure 23: File Type dialog box
o Select the file types which you want to scan for the Data Classification. The Default is All.
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o If you choose Include or Exclude Selected you can do the following:

Select one or more file types using the check boxes

- Click the icon to select all File Types

- Click the icon to remove the selection

- Click the L+ icon to add a new File Type. Check the Enable OCR box if required

X

- Click the ** icon to remove a File Type

e Select the File Size Limit

e Click Next

“{ Lepide USA Inc. Page 23
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o The SQL Server Settings dialog box is displayed:

SQL Server Settings

Please enter SOL information to store data.

Configure SQL Server

5QL Server : |DM—LEF‘IDE\SQLE><PF{ESS ||:|

Authentication
(®) Windows Authentication

(_)sQL Authentication

User Name :

Password

Test Connection

Select Database : |8 - |

| < Back " Next = || Cancel

Figure 24: SQL Server Settings

o Specify the SQL Server Settings

° Click Next
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o The Classification Server dialog box appears:

Classification Server

Please zelect the classification method and server.

[[] On the fly Classification (7).
[] classify Now

[ ] classification Schedule

Change Schedule

Classification Server :

Please enter the IP of the server where you
need to host the Classification agent.

‘ < Back u Finish H Cancel

Figure 25: Classification Server

o You will need to set the classification Method and specify the Classification Server.

o Classification Method has the following options:
- On the fly Classification - Files will be scanned whenever they are changed or added
- Classify Now - This will run a scan immediately
- Classification Schedule - This allows you to specify a date and time to run a scan

. You can choose one or more of these options as required.

. If you choose Classification Schedule, the Change Schedule button is enabled. Click this button to define
your schedule:
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Define Schedule

Please zelect and define the schedule.

Schedule

(®)Weekly () Monthly

Start on: | 1/27/2022 j at | £:55:07 PM e

Select Dayls)
[ sunday [ Monday [ Tuesday [J wednesday

[JThursday  [] Friday [ Saturday

Figure 26: Define Schedule

From the Classification Server dialog box, you will need to specify the Classification Server. This is the machine

where the classification agent is installed. This can be either the Lepide Console, the Local File Server or any
remote file server.

. Click Finish when you have completed the information.

If an Agent is not installed, the following message box will be displayed:

Agent is not installed on selected
server. Do you want to install agent?

a3 Mo

Figure 27: Message Box Asking to Install an Agent
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. Choose Yes to install the Agent

3.6 Install an Agent

The Install Agent dialog box is displayed:

Install Agent

Configure Agent on the server from where you want to run classification

[ setect an o/

IP Address Agent Path User Name Status

Figure 28: Install Agent Dialog Box
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e C(lick the L+ icon to add a new server. The Add Server dialog box is displayed:

X
Add server
IP Address | 192.158.40.242 |
Agent Path | \Vepide-server\company |
Use "\\server name\share name" format
User Name [ Ipde 1\administrator |
Password I EEXEEXEXRR l

oK || cancel

Figure 29: Add Server Dialog Box

e Enter the server information as follows:

- IP address: The IP address of the server from where you want to run Classification, it can be
the Lepide Data Security Platform server or the File server.

- Agent Path: Create a shared folder on the Classification server. (\\server name or IP\Shared
Folder) where the Agent will be installed.

- Username & Password: Username with Read/Write access on the Shared folder.

e Click OK when finished to go back to the Install Agent dialog box:
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X
Install Agent
Configure Agent on the server from where you want to run classification
[=] Select All o/
IP Address ] .ﬂgerl Path User Name Status
» » » »
[5] 182.168.40.242 \Nepide-server\company Ipde1 Ready toinstall |
| Install I | Close

Figure 30: Install Agent Dialog Box

e Select the server and click Install to install the agent:

x
Install Agent
Configure Agent on the server from where you want to run classification
[®] Setect AN o/
1P Address _ Agent Path _ User Name St
o o 5
[=] 192.168.40.242 “Nepide-server\compary Ipde T'administrator Installed

Figure 31: Agent is Successfully Installed

e Once the installation is complete, click Close to return to the Classification Server dialog box

e Click Finish

A\ Y
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3.7 Uninstalling an Agent

e C(lick the Data Discovery & Classification icon E to go to the Data Discovery & Classification screen and
select the Agents tab:

Centralized Communication Server Details

SQLSever: | DMDOL Athentication Mode : | SQL Authentcaton

Datsbase : | DDCDB ’

et e

Agent Server Agent Path

8 x4
‘Scamned Prfle

\ed0T\DDC Agent DOC: Fie Server , Exchange . OneDrve

‘Agent Information

Agent server + 14s8110

Agent path © \\dcdon\oDC Agent

Logon ser : Ipdedneal.gamby

Scanned Profiles : DDC- File Server, Exchange, OneDiive

Figure 32: Data Discovery & Classification Screen

x
e Select the Agent you want to uninstall and click the Uninstall icon =

e The Uninstall Agent dialog box is displayed:
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(Ol Centralized Communication Server Details
Dl s oot Ashertication Mode - | SQL Authentcaton
: B ’
yl
Bl ot sever Scomed Prfle
4 Uninstall Agent 5 5
[ER 12168110 DDC - Fie Server , Exchange , OneDiive
'y
Dlselectn o
IP Address Agent Path. User Name Status.
» p L
o [ 152168110 \\ded01\DDC Agent Ipde4\neal gamby Installed
0
?
Agent Information

Agent Server 192.168.1.10

Agentpath ¢ \cdononC Agent

Logon User pdeneal gamby

Sanned ofies 0DC- e Sevr, Exchange. OneDrve cose

Figure 33: Uninstall Agent Dialog Box

e Choose the server to be uninstalled and click on Uninstall:

x
Uninstall Agent
[=] Select anl 12y
IP Address Agert Path User Name: Status
£ » £ £
[E 192168.1.10 Wded01\DDC Agent lpded\neal gamby Installed

Figure 34: Uninstall Agent
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Select Yes to start uninstalling the Selected Server:

Click Close

Data Discovery and Classification

Uninstall Agent

[=] Select AN

IP Address

Agentt Path

User Name

+
Status

F
[=] 192.168.1.10

W\dedD1MDDC Agent

F)

Ipdedneal .gamby

»
Installed |

©

Do you want to uninstall
agent from selected server(s)?

Yes No

X

Uninstall Close

Figure 35: Confirm Uninstall of the Agent

A\ Y
AN\
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3.8 Adding a Profile for Other Components

In Section 3 we added a new Profile for Windows File Server using the Wizard.

The Select Objects dialog box is the only step of the Wizard that changes depending on the component
selected. Therefore, in the instructions that follow, only the Select Objects dialog box is shown, and the other
steps are as described previously in Section 3.
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3.8.1 Adding a Profile for NetApp Filer

Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials

Component : | MetApp Filer - |

User Mame : | | Example : Domain®serName

Password @ | ‘

Folder Path Server

< Back || Next = | | Cancel

Figure 36: Add a NetApp Filer Component

e Choose the NetApp Filer Component
e Add the User Name and Password

e To continue adding the Profile, follow Section 3.1 Folder Options given previously in this document.
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3.8.2 Adding a Profile for Exchange OnPremise

Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials

Component : | Exchange OnPremise - |

Server Name/IP @ | - |

User Mame : | | Example : Domain*.UserMame

Password : || |

&l

Mailbox Mame

< Back || Mext = || Cancel

Figure 37: Add an Exchange OnPremise Component

e Choose the Exchange OnPremise Component
e Add the Server Name/IP
e Add the User Name and Password

e To continue adding the Profile, follow Section 3.1 Folder Options given previously in this document
(adding Mailbox Name rather than Folders)
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3.8.3 Adding a Profile for Exchange Online

Select Object(s)

Please select the object{s) to be included for classification.

Access Credentials
Component : [ Exchange Oniine - |
Exchange Server: | outlook office365.com - |
Tenant Name : ‘Iepidesoﬁware.onmimsoﬂ.com |
Client ID : |748010d9-1115-4424-820d a1dfbc3csa | (@),
Secret Key : ‘ [ |
e
Mailbox Name
<Back | Nea> || Cancel

Figure 38: Select Objects

e Choose the Exchange Online Component
e Add the Exchange Server Name

e Add the Tenant Name, Client ID and Secret Key

Click the @-icon for information on how to generate the Client ID and Secret Key
e Click the Enumerate Mailboxes icon Ee

e Alist of Mailboxes will be displayed:
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Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials

Component : | Exchange Online - |

Exchange Server : |a|_rtlook.oﬁ"|c3365.cnm - |

Tenant Mame : |Iepidesoﬂware.nnmimsnﬂ.cnm |

Client ID : |'.-"4Bb1ﬂd9—1 15-4424-320d-a 1dfbc3c 3236 | @.

Secret Key @ | ' |

Fs
Mailbox Name 3

[=] Aarushi.lbhargava
[=] Administrator

[=] Mlan

[=] Ca

[=] David

[=] Devsecurity01

[*] Edward

el Ola- LI

< Back ” Mest = | | Cancel ‘

Figure 39: Select Objects with Mailboxes Enumerated
e Check the box next to the URL to select/deselect it

e To select all Mailboxes click the Select All ltems icon

e To deselect all Mailboxes click the Remove Selection icon

e Click Next once the selections have been made
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e To Add On the fly Classification select the check box:

Bl e

Centralized Communication Server Details

S Sarver Atartcmon Wse
g e s =
» : . : ste seiect the classification meshed sad server.
ER 1 - = b 0%
= gre—— et Commmcatin - Luit Scan End T
N £ » Ot by Csitication (3 £
] Clnsity How
X I cumtestion scheouse
o3
"
f
R R— wizaan ]
Phraue wniect o enler the 1P of the server where
¥ou need o host the Classfication agent.

Figure 40: Selecting On the Fly Classification

e Enter the Thumbprint Value of the Tenant's Certificate in the text box:

-
[CB  Cenralized Communication Server Details
1 SOL Sefemr tharticaton Mode
g Dusbase ’ *
» Classification Server
e PR ? o) xs
= pree—r— Aot Commurscation " Lt Scan fnd Time.
T 2 £l onmemonmso  © £
Thumbprint : [i
A [ Crasty o
2 [ Classitication schedute
-]
L
®
nmatnsors: [
Pleae setect o ender the P of B server whave
O Rt 10 N e LG I00N 260
"
Figure 41: Add the Thumbprint Value
A\ Y
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' ®
Classifie erver
Pleae select the dasaification methed and sarver.
| [ ] ¥ 0/ %
Mot Commurscaton - Laat Sean End Tima
F 2 [0 Py Clrsiication =
- . o |
| Claasity Morwr
[ Cramsncation Schedute
Chmuitcation Server wizman .
Piease st od enter the 1P of the server where
i Feted e it e Clraifiatesn agent.

Figure 42: Thumbprint Added

e Choose Finish

Centralized Communication Server Details

SaL Server Authertication Mode

Database 7 %

Classification Server

Please select the classification method and server.

©/ x4
Lot Soan End Time
£ [Fonthe fy Casstcation ) »
[ Classity Now
[ cassiication

Classifcation Sery

Figure 43: Credentials Validation
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e The new DDC Profile will be set up
The Assign Templates dialog box is displayed

e To continue adding the Profile, follow the instructions given previously from page 15 of this document.
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3.8.4 Adding a Profile for Windows Cluster

Select Object(s)

Please select the object(s)to be included for classification, !

Access Credentials

Component : |W‘ndow5 Cluster - |

User Mame : | | Example : Domain*serName

Password : | |

Folder Fath Server

< Back || Mead = H Cancel

Figure 44: Add a Windows Cluster Component

e Choose the Windows Cluster Component
e Add the User Name and Password

e To continue adding the Profile, follow Section 3.1 Folder Options given previously in this document.
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3.8.5 Adding a Profile for SharePoint OnPremise

Select Object(s)

Please select the ochject(s) to be included for classification.

Access Credentials

Component : | SharePoint OnFremise - |

Central Admin URL : | - |

User Name : | | Bample : DomaintLUserMame

Password @ | |

Site Collection URL

< Back ” Mend = | | Cancel

Figure 45: Add a SharePoint OnPremise Component

e Choose the SharePoint OnPremise Component
e Add the Central Admin URL
e Add the User Name and Password

e To continue adding the Profile, follow Section 3.1 Folder Options given previously in this document
(adding Site Collection URL rather than Folders)
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3.8.6 Adding a Profile for SharePoint Online

=
Select Object(s)
Please select the object(s) to be included for classification. "
Access Credentials

Component : |ShareF‘oirrt Online - |

Central Admin URL : |https:ﬂLepideS'l-admin.sharepoirrt.com| - |

Client ID : |0a478d8=b70d-4599-83d1-40a788%7%a6 | Info...

Secret Key ‘ |

Es
Site Collection URL
< Back || Meat = | | Cancel

Figure 46: Add a SharePoint Online Component
e Choose the SharePoint Online Component
e Add the Central Admin URL
e Add the Client ID
e Add the Secret Key

Click Info for information on how to generate the Client ID and Secret Key

e Click the Enumerate Site Collections icon Es

e Alist of Site Collection URL's will be displayed:
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Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials

Component : |Share Paint Online - |

Central Admin URL : |hﬂps ./lepides1-admin.sharepoint.com - |

Client 1D : |c831]eafﬂ-9&:3—406?—a8&$—56ﬂ&bfabeaﬁ | Info...

Secret Key @ | |

Site Collection URL

||» &l

[=] https:/Aepides1.sharepoint.com/stes/appcatalog

[=] https:/Aepides1.sharepoint.com/stes/ TeamSRC3816

[=] https:/Aepides1 sharepoint.com/stes/ New Site 01

[=] https:/Aepides1 sharepoint.com/stes/ Test Steh_newD01

[=] https:/Aepides1.sharepoint.com/stes/exceldata

[=] https:/Aepides1.sharepoint.com/sites/site 1.1

[=] https:/Aepides1.sharepoint.com/stes/OnedrivelL TDAbhishek

-
[al bitrn: fAacidant abocmeied o feiban 53 _I

< Back || Meat = || Cancel

Figure 47: Select Objects with Site Collections Enumerated

e Check the box next to the URL to select/deselect it
e To select all Site Collection URL's click the Select All Items icon

e To deselect all Site Collection URL's click the Remove Selection icon

e Click Next once the selections have been made
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e The Assign Templates dialog box is displayed

e To continue adding the Profile, follow the instructions given previously from page 15 of this document.
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3.8.7 Adding a Profile for OneDrive for Business

e Choose the OneDrive for Business Component

Add the Tenant admin URL

Add the Client ID and Secret Key

Data Discovery and Classification

Click the @ for information on how to generate the Client ID and Secret Key

Click the Enumerate User Accounts icon r_éi

b4
Select Object(s)
Please select the object(s)to be included for classification.
Access Credentials

Component : |0ne Drive for Business - |

Tenant admin URL : |https:f:‘1&pidesaﬂware-admin.sharepoirrt.co - |

Client 1D : |?4El1:-1ﬂd9-1 1f5-4424-520d-a 1dfbc 3cSa56 | @.

Secret Key @ | ' |

&
User Accounts LURL
< Back " Mend = | | Cancel

Figure 48: Select Object(s)
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e Alist of User Account URL's will be displayed:

Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials
Component : |OneDri1.re for Business - |
Tenant admin URL : |https:Mepidesuﬂware-admin.sharepuirrt.cu - |
Client ID : |748010d9-115-4424-520d aldbe3c%a®6 | (@.
Secret Key @ sy |

¥ M Ee

Lger Accounts LIRL

| P
[=] https:/Aepidesoftware-my sharepoint . com/personaljames_lepidescftware_onmicrosoft_com/
[=] Hittps:/Aepidesoftware-my sharepoint.com/personaljason_lepidesoftware_onmicrosoft_com/
[=] https:/lepidesoftware-my sharepoint . com/personaljohn_lepidesoftware_onmicrosoft_com/
[=] https:/epidesoftware-my sharepoint . com/personal/saddammodemauth_lepidescftware_on...
[=] hitps:/Aepidescftware-my sharepoint.com./personal/sandeepv_lepidescftware_onmicrosoft...
[=] https:/epidesaftwane-my sharepoint.com/personal /sudesh_lepidesoftware_onmicrosoft_c...
{[=]| https: /Aepidesoftware-my sharepoint com./personal tamn_lepidesoftware_onmicrosoft_com/ |

< Back " Neat = || Cancel

Figure 49: Select Objects with User Accounts Enumerated

e Check the box next to the URL to select/deselect it
e To select all User Account URL's click the Select All ltems icon

e To deselect all User Account URL's click the Remove Selection icon

e Click Next once the selections have been made
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e The Assign Templates dialog box is displayed

e To continue adding the Profile, follow the instructions given previously from page 15 of this document.
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3.8.8 Adding a Profile for Dropbox

e Choose the Dropbox Component
e Add the Server Name
¢ Add the Authentication

e To continue adding the Profile, follow the Folder Options instructions given previously

Select Object(s)

Please select the objects) to be included for classification.

Access Credentials

Component : | Dropbesc M | @

Server Name @ | |

Authentication | |

Folder Path

< Back u Next = || Cancel

Figure 50: Add a Dropbox Component
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3.8.9 Adding a Profile for Linux

e Choose the Linux Component
e Add the User Name and Password

e To continue adding the Profile, follow Section 3.1 Folder Options given previously in this document

Select Object(s)

Please select the object(s)to be included for classification.

Access Credentials

Component : | Liroe - |

User Name : | | Example : Domain‘serMName

Password : | |

Folder Path Server

< Back " Mext = | | Cancel

Figure 51: Add a Linux Component
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3.8.10 Adding a Profile for Unix

Select Object(s)

Please select the object(s) to be included for classification.

Access Credentials

Component : | Unix - |

User Mame : | | Example : Domain*UserMame

Password : ‘ |

Folder Path Server

< Back || Next = | | Cancel

Figure 52: Add a Unix Component
e Choose the Unix Component
e Add the User Name and Password

e To continue adding the Profile, follow Section 3.1 Folder Options given previously in this document
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4 Viewing the Classified Files Report

To see a report of classified files:

o Click the Permissions & Privileges icon n
o Expand Risk Analysis

. Expand Sensitive Data

. Click on Classified Files

o Click Generate Report to see the data

T Lrpide Dt Sacursty Plsterm

YE

N -

T e + -

T Comment Typett +

7 Complance +

T e -

T Whenctary Vabot +
o .

I

B Q= -

Fie Seress File Path Contert Trpols) Compharce Courd Frak 4 Moty Vet W Clssfecation Ol TR

£ » a £ £ £ £ Fl F
OCADDE Parresed HIFAA  Panwecrdy  Peman . 1 & 3% %W RN
DCAEPDE Fappmiet HIFRA  Puwerts oo 2 5 1 % WD BN
DCAEROE oo The FECrver HIFAA  Persnaly 3 7 i # wnanens
DCAERDE oo The RAC e Ve HIPAA Perscnady 1 7 $17 W BN
DCABROE 3 The BOC s, HPAAL 5 = 550 % W0 5
DEABFOE The FFC s, Maer i ] 4 34 # WAV EWE
DEABNDE The BAC ey (T Prtacton Reg 4 4 L E G
DEAEPDE Tha PG s 2 z (F] #F WA ERR
DCAEROE oc The FOC wer. U 5 5 (1) # W enn
DCAERDE oo The BT sere U Bark Fraread s, Grwedoe | 156 ] [t #® Wi Enn
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DEAEPDE The FEC server 2 3 1% WA BT
DCAEROE oo The 2 seree u 5 s 35 # W Ems
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Figure 53: Classified Files Report
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5 Viewing the Classified Emails Report

To see a report of classified emails:

o Click the Permissions & Privileges icon

Expand Risk Analysis
. Expand Sensitive Data
o Click on Classified Emails

o Click Generate Report to see the data

E=4 Permission & Privilege R Classified Emails
- . .
SR e | e s

Permissions by Object T ContentTypets)  +

Permissions by User - Complonce .

Permissions by SharePoint Ob]

Permissions by Mailbox T kLol *

sk Analysis
Excessive Permissions by Objef R
EQ. e pamisions by et Exchange Serverls)  Mailbox Name. Mailbox Path Subject Content Type(s) Compliance | ocuis |

7] Classified Files » » » » » B B

7] Classification Filures 192.168.1.12 Neal Gamby Neal Gamby@lpde4.o... FW: Do not share - CO... US Driver's License - New York ; US Driv... Personaly Identiiat

] Classified Emails 192.168.1.12 Ash Williams. Ash.Williams@Ilpded.lo... FW: Do not share - CO... US Driver's License - New York ; US Driv... Personally Identifiat

| Z““f‘:‘;:““v“’" :i‘)‘:’e 192.168.1.12 Aash williams Ashwilliams@lpdes.o... Do not share - CONFL.. | US Driver's License - New York ; US Driv... Personally dentifiat

% Sh::;:m ;;:‘S"cm;: 192.168.1.12 Ash williams AshWillams@Ipdes.lo... Sensitive Us Bank Account Number ; UK Electoral... Financial Data; Gre

£ Cloesfied Onebrmve Oject| || 192168:1.12 s Williams AshWillams@lpdezo... Sensitive US Bank Account Number ; UK Electoral... Financial Data ; Gre

7] OneDrive Objects Cassific 192.168.1.12 Ash Williams AshWillams@lpdezo... Sensitive Data US Driver's License - New York ; Passport | Personally Identiiat

[i] Classified Dropbox Objecty | | 192.168.1.12 s Williams AshWillams@lpdezlo... Sensitive Data US Driver's License - New York ; Passport | Personaly Identiiat

[u] Dropbox Objects Classifical 192.168.1.12 Ash Williams. Ash.Williams@Ilpded.lo... RE: File attached ftalian Driving License Number ; US Driv... | General Data Prote:

SOE"“";’: Files by Name 192.168.1.12 ‘Ash Williams. AshWilliams@Ipded lo... RE: File attached Italian Driving License Number ; US Driv... General Data Prote:

M:i"s“’::‘a’y 192.168.1.12 Ash williams AshWillams@Ipdes.lo... RE: File attached Italian Driving License Number ; US Driv... General Data Prote:

‘Actvity Outside of Business 192168112 Ash Williams Ashillams@lpdedo.. RE: File attached Italan Driving License Number ; US Driv... | General Data Prote

Users with Administrtive Privi || 192.1681.12 s Williams AshWillams@lpdeso... RE: File attached Htalian Driving License Number ; US Driv...| General Data Proter

Password Olderthan N Days 192.168.1.12 s Williams AshWillams@lpdeso... RE: File attached Htalian Driving License Number ; US Driv...| General Data Prote

No Logon In Last N Days 192.168.1.12 Ash Williams AshWilliams@Ipde4.lo... Details US Bank Account Number ; UK Electoral... Financial Data; Gre

;“‘“":ﬁ;‘;‘;”t‘i 0365 192.168.1.12 ‘Ash Williams Ash.Willams@Ipdes.lo... File attached Us Bank Account Number ; UK Electoral... Financial Data ; Gre

m‘"::ms uekets 192.168.1.12 Ash williams Ash.Willams@Ipdes.lo.. File attached Us Driver's License - New York ; Passport | Personally Identifiak
192.168.1.12 Ash Williams AshWillams@lpdezo.. Fie attached US Bank Account Number ; UK Electoral... Financial Data ; Gre
192.168.1.12 Neal Gamby Neal Gamby@lpde.o... Details US Bank Account Number ; UK Electoral... Financial Data ; Gre
192.168.1.12 Neal Gamby Neal Gamby@lpde4.o... Company file US Bank Account Number ; UK Electoral... Financial Data ; Gre
192.168.1.12 Ash Williams AshWillams@lpdeso... FW: Final version - co... |US Bank Account Number ; UK Electoral.. Financial Data ; Gre
192.168.1.12 s Williams AshWillams@lpdeso... FW:Final version - co... |US Bank Account Number ; UK Electoral.. Financial Data ; Gre
192.168.1.12 Ash Williams Ashillams@lpdes .. Final version - compan... US Bank Account Number : UK Electoral... Financial Data: Gre
192.168.1.12 Marty Byrde MartyByrde@lpdeo... Final version - compan... US Bank Account Number ; UK Electoral... Financial Data ; Gré
192.168.1.12 Neal Gamby Neal Gamby@lpdes.o... Alterations Htalian Driving License Number ; US Driv...| General Data Proter
192.168.1.12 Ash Williams AshWillams@lpdedo... Afterations Htalian Driving License Number ; US Driv...| General Data Prote
192.168.1.12 Neal Gamby Neal Gamby@lpdes.o... Company case US Passport Number Personally denfifiak

< |
G 5 Total Records : 26 of 1page(s) > « 3

Figure 54: Classified Emails Report
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6 Support

If you face any issues whilst installing, configuring, or using the solution, you can connect with our team using the
contact information below.

Product experts

USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028

Technical gurus

USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com, support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

7 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
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