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1 Introduction

The Archive process allows you to configure and schedule the automatic archiving of auditing logs stored in the
main database.

2 Setting Up an Archive Profile

NOTE: In this guide, we will look at adding an archive profile for an Active Directory component, but
the steps to do this can also be applied to other components as the process is similar.

Follow the steps below to set up an Archive Profile:

e Click on the Archive & Import option from the Settings screen of the Lepide Data Security Platform

The Archive Settings screen will be displayed:

k2l Archive Settings

© /s x8

Component Type Component Name ‘Schedue Detals Restore Archive Status

£ LDSP Web Console

Figure 1: Archive Settings

e Click onthe L+ icon to create a new Profile. The Archive Database dialog box will be displayed:
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Archive Database

Component Name |Achve Directary, Group Policy and Exchange Server - ‘

Server Name : [ipde.local al

SQL Server : DMDO1

Database Name Lepide-AD

Archive Path : || |

[[] Delete archived file(s) older than Days
[] Archive Now

[ schedule Archive

Weekly Monthly

Archive data older than or equal to : l:l Days

[[] Delete records from current database after archiving

[ shrink database after archive

Figure 2: Archive Database

The Component Name drop down menu will display a list of all the installed components.

Enter the details as required into the Archive Database dialog box. The Active Directory options are as

follows:

1.
2.

Select the Component Name from the drop down list of installed components

Select the Server Name from the drop down list of servers

Specify the archive path where the archived data will be stored. Use the EI icon to Browse
and select a path from here

Select Delete archived file(s) older than x days for automatic deletion of archived files older
than the number of days you specify

Select Archive Now to start the archive process when you click OK

Select Schedule Archive to specify a regular Weekly or Monthly time to start the archive
process

Specify the age of the data which is to be archived in the Archive data older than or equal to
x days option

Select the Delete records from current database after archiving option to remove the
archived records from the database. This means that the records will no longer be available in
the Lepide Data Security Platform. If you do need to analyze these records after they have
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been deleted, then you can restore the archive and run the Explore Backup Module. Please
see Sections 3 and 4 of this guide for more information on how to do this.

9. Select Shrink database after archive to reduce the database size once the archive process
has run

e Click OK when finished
The new profile will be added to the Archive Settings screen showing the schedule details:

—J Settings

5 Component Management X
&) Ipdedlocal Archive Settings

= oorisal) e SESESEEEE—————————————————————————.

R Iepidesoftware.

q © /s x8
Component Type Component Name ‘Schedue Detais Restore Archive Status Action
5|  Active Diectory, Group Policy and Exchange Server ~Ipdedlocal Archive data on every Friday. at 02.00:00 Restore Now Archive Now

£ Archive & Import

Figure 3: Archive Settings with an Archive Profile Set Up

3 Restoring the Archived Data

The restore option, from the Archive Settings screen, will restore the archived data into the database specified. It
will not restore the data into the main Lepide Data Security Platform database so to analyze the restored data,
use the Explore Backup module which is explained in Section 4.1 of this guide.

To restore the archived data:

e C(lick Restore Now from the Archive Settings screen:
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The Restore Data dialog box is displayed:

Restore Data

Select Destination Source

SQL Server : [l -]
(®)Windows Authentication
()SQL Authentication
User Name :
Password
R B
Database Name : | |
SetArchive Fath : | I ]
[] Delete Restored Database After Days

["] select Date Range

StartDate:  [Nov/02/2023 1200 AM - - |

EndDate:  |Nov/02/2023 1153PM - - |

| OK | | Cancel |

Figure 4: Restore Data

e Specify the following options:

- Enter the SQL Server name or use the EI icon to select the Server name from a list

- Use SQL Authentication and enter the User Name and Password

- Click Test Connection

- Specify the Database Name

- Specify the archive path in the Set Archive Path box. This is the location of the archived database

- Select Delete Restore Database After xxx Days if you want the restored database to be deleted
later

- Select the Date Range of the data to be restored
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Restore Data

Select Destination Source

SQL Server: |DMD01 || |
(C)Windows Authentication
(#)5QL Authentication
User Name : | sa |
Pmld | Bt |
BB
Database Name : | RestoreDB |
Set Archive Path : | c:\usersisarah\sQL Archive \AD\Lepide-AD | | |
[[] Delete Restored Database After Days
[=] Select Date Range

StartDate:  [Jan /02/2021 01:00AM ~ 3 |

EndDate:  |Nov/02/2021 1153 PM ~ © |

| oK | | Cancel |

Figure 5: Restore Data Options

e C(lick OK

The data is restored to the specified database

4 How to Report on the Restored Data

If the option ‘Delete records from current database after archiving’ has been selected when creating the
archive profile, the archived data will not be accessible from within the Lepide Data Security Platform once the
archive has run. However, if this archived data is first restored using the restore process described above, then
the data can be analyzed using the Explore Backup Module.

4.1 The Explore Backup Module

Once archived data has been restored, reports can be run to explore the restored data. To do this, follow the
steps below:

From the States & Behavior screen:
e Choose Explore Backup from the tree structure on the left hand side

The Component Selection dialog box will be displayed:
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Component Selection

Select component

@A{ﬁm Directory , Exchange Server, Group Policy, Active Directory Cleaner
and User Password Expiration Reminder

(_)5QL Server
() SharePoint Server
O Exchange Online
(" File Server

(" )SharePoint Online

0K

Figure 6: Component Selection

e Select the Component required
e Click OK

The Select database to explore dialog box will be displayed:

Select database to explore

Authentication
(#)windows Authentication
(C)sqL Authentication
User Name :
Password :
Test Connection
Database Name : - |

Figure 7: Select Database to Explore

e Specify the following options:
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- Select the Component from the drop down list

- Specify the SQL Server Name

- Choose SQL Authentication - Add the User Name and Password
- Click Test Connection

- Specify the Database Name

X
Select database to explore
Component : | Ipde4.local - |
SQL Server Name : |DMD01 “:I
Authentication
(C)Windows Authertication
(®) SQL Authertication
User Name : | sa |
Password ; | ssssssas |
Database Name : - ‘
Figure 8: Select Database to Explore with Information Added
e C(lick OK
A list of available reports is displayed:
o x
B, Ipdetlocal
B Ipded.local
[, Active Directory Reports
[, Giroup Policy Fieparts Ipded.local

[, Exchange Modification Reparts

This report shows the time when This repart shows all lockout account
P events are deleted from Security Log and investigate their reason
% [5)--}

Event Log Clear Report Account Lockout Report

All Modification Reports

This report shows all created objects This report shows all deleted objects
IE" I—ﬁ:
Object Created Object Deleted

This report shows all modified
objects
L2

‘Object Modifications

Figure 9: Explore Backup Reports
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e Select the report you want to use. In this example, Object Modifications has been chosen:

e Thereportis displayed:

O x
- Ipded. local i ifi i
= _EEVZ:"LDQ R Ipded.local\Object Modifications L
Account Lockout Report “f Object Path + ‘When £l

|:-:|-- Active Directory Reports

: A _— T Object Class + Today
|_'—_|--- Active Directory Modification |
. All Modification Reports T Who Medified +
Lll| Object Created T When +
Lill| Object Deleted §
lull| Object Modifications T_Operation +
]--- Logon/Logoff Reports ¥ Where +
]--- Infrazstructure Reports T From +

-] Container Reports
]--- Organizational Unit Repor Generate Report
#-|ll| User Reparts

[
[
[
[
[
F-{all| Computer Reparts W
[
[
[
[

-] Group Reports Drag a column header here to group by that column. E Q E %
-] Contact Reports

t-[,il| Printer Reparts ’_‘ Object Path -V | Object Class m
-] Shared Folder Report | o | 0 Fe
-] Sites and Services Repor
[]--- Active Directory Security Rep
[]--- Active Directory State Report:
[-{ll| User Password Expiration Rer
[l Active Directory Cleaner

[]-- Group Policy Reports

[].. Exchange Modification Reports K1l ¥}

|
< > &< of 1 pagefs) > » |« y
Figure 10: Object Modifications Report from Explore Backup

e Select any filter options you require - for example specify a date/time period
e Click Generate Report

The report will run and using the restored data:
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e o aon Ipde4.ocal\Object Modifications
R, Accourt LockoutRepott 7 obiectPath +
s O e Dinctoy gt
% hotve Discon Modieaton |+ €925 * %}4 "
0] AtMadtcainFepats | Who Modiied o s
(7] Dbiect Created 7 When ¥
[ otecosied
B s | [T cpmmon .
-[7] Logon/Logalf Reparts ¥ Where +
8 .
o (2] Cortans Pt
o 2] O Uk Ror
o 2] s s
o 2 Conpunropens TN .
(1] Group Reparts Drag 2 column header hre to group by that cokumn. =B ald =r
(7] Contact Reports
(1] Pinter Reparts Object Path 7 Object Class 7| Who Modfied 7| When 17| Operation 7 What 57| Where ERl oo |
o 1] SasaFoechents | 5 5 5 5 5 5 5
& User LPDE&\Marty Byrde | 10/18/2023 11:21:42PM Propetties Modfied Propettes Modfied : [User-AccountC...  ded01 lpdedlocal
=2 m) tlwggveclwy :uu:y Rep \ocal\pde4\Builtin\Administrators Group LPDE4\Marty. Byrde 10/18/2023 11:20:42 PM Members Removed Members Removed : CN=Developer-E... dod01Ipdedlocal
St SRt | pnb e ek G LoEhay e 101820 1204290 ittt
FAC P oo Bt et Deso .G LPoEs ity e 10710202 115520 et A dcitiocs
I Gen LPoEs ity Brie 10710202 11552PM et A dccipdtiocs
=0 User LPDE&\WaryByrde | 10/18/2023 11:13:31 PM Properies Modfied Propettes Modfied : [User-AccountC... ded01 lpdedlocal
ocal\lpde4\Microsoft Exchange Sec... | Group. LPDE4\Neal Gamby 10/18/2023 5:52:00 PM Members Added Members Added : cn=Sarsh Marshall.... ded01Ipdedlocal
oo\ Schana A G LPOE e Gory | 1070202355150 PM et A Werben Added cneSaon W, .. dedl bl
oot Grap Pk Gt G LPOE e Gy | 1070202355150 P et Add Werbon Added cneSaon Wl .. dedl bl
oot fce s S LPOE e Gory | 1070202355150 PM Pemiirs Wodied Pemasons Wodind Acesspamn. dedl el
oo\ O G UK .. G LPOE e Gory | 1070202355150 PM anbas A Werbor Addd  cneSan Wl .. dedl bl
oot Ofce s . LPoE e Gory | 1070202355150 PM Propetisodhed oot i L Accot .. dedl dnbicl
oot et s G LPOE e Gory | 1070202355150 PM et A Werbon Added cneSaon Wl .. dedl el
ot pieb Bt s G LPOE e Gory | 1070202355150 P et A Wartars e - S Martl... Tt
oot Ofce S LPOE e Gory | 1071022355150 PM Propetis odbed Popate i s Accot .. dedl bl
st Bt et Deae G LPoE e Gory | 1070202355150 PM Wenbars Added Wartas A . e Markal... i
st pie Bt et Mansgn. G LPoE e Gory | 1070202355150 PM Wenbar Added Werbon Added  cneSaoh Wl dedl el
st e oot EchngeSec.._Goup LPoE e Gory | 1070202355150 PM enbars Added Werbon Adéed  cneSaoh Mo, dedl el
oot pie i Ofce S . e LPoE e Gory | 1070202355150 PM Cosed Unrrsted localdo e Ofc . dedl el
ocbiotm o i (G LPoE e Gory | 107072023 55150PM enbars Added Werben dded  cneSaah Wl e et
st piedSysen Foken AESTS._ o LPOE# i 107102023 120001 A Cosed Cortaner Gt ol pie Sy dedl el
oo pied G D001 Coeuer oEne00s 1010202 120001 A Propetsodbed Popstes odid  [enioe Piocpl.. dedl el
ocal\pde4\Configuration\Services\... | Addresstemplate LPDE4\Neal Gamby 10/18/2023 12:00:01 AM Propetties Modified Properties Modfied : [Orignal-Display-.. ded01Ipdedlocal
\ocal\pded\Corfiguration\Services\... | Displaytemplate LPDE4\Neal Gamby 10/18/2023 12:00:01 AM Created Displaytemplate Created -\local\ipded... dcd01Ipded local
oSy oo AESTS. Cortnes LPDE# i 107102023 120001 A Csed CortinCosted oo Sy e et
s e o 0T Conoer oEno00s 1010202 120001 A acipdtiocs
oo oo S| Ao LPDEA s Garty 107182023 20001 A Crsed Addussaroits Coed o dedi et
\local\pde4\Configuration\Services ... | Displaytemplate LPDE4\Neal Gamby 10/18/2023 12:00.01 AM Properties Modfied Properties Modfied : [Orignal-Display-..  dod01 Ipdedlocal
capiet o ONS LPDE# o 107102023 120001 A cotpietoca
\local\pde4\Configuration\Services ... | Displaytemplate LPDE4\Neal Gamby 10/18/2023 12:00.01 AM Properties Modfied Properties Modfied : [Oniginal-Display-..  dod01 Ipdedlocal .
T \nraflindaA\Canfio ratinn) Ganirae) | Addraestamniste. LPDEA Nasl Gambuc 10122072 12.00.01 AW Pronadias Madbiad Proadian Modfiad - icinsl.Dienimi. ‘mmwwn = "
a 5 Total Records : 11646 & < [1] o 12poge) >» |« »

Figure 11: Generated Object Modifications Report for Restored Data

e Run any of the other available reports you require from this window

e Close this report window when finished

5 Other Archive Options

Settings
5@ Component Management
&) Ipdedlocal
£ ompoisay
B Iepidesoftware.onmicrosoft.c{
8> lepidesoftware-admin.sharep(

1] LepideSoftware.onmicrosoft.q © /s x8
¢ Genera Settings Componert Type Componert Name Schedue Detsls Restore Aetive Status Aeton
L5 Curent Permission Scan Settings|  Acive Drecoy, Graup Pocy and Exchange Server _ pdsdlocal WA Restore Now  Archive Now  Data Achved Successuly on 10/13/2023 20240 Al

% Message Delivery Settings
G Default SO Servr Settings
B uesa

13 AgentSettings

£ LDSP Web Console

Figure 12: Archived Settings Window

Other options available from the Archive Settings window are as follows:
e To archive the data now rather than at the scheduled time, click Archive Now

e To edit the archive profile, select the profile and click the Edit icon V4
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e To delete the archive profile, select the profile and click the Remove icon X

e To delete the restored database, select the profile and click the Delete the Restored DB icon ﬁ'
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6 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

7 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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