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1 Introduction

The Lepide Data Security Platform performs comprehensive auditing and reporting on critical changes on
Microsoft 365 components. The components supported for Microsoft 365 are: Exchange Online, SharePoint
Online, Azure Active Directory, OneDrive for Business, Skype for Business and Microsoft Teams.

This guide takes you through the process of standard configuration of the Lepide Data Security Platform
for Microsoft 365 Components. For information on installation, please see our Installation and
Prerequisites Guide.

If you have any questions at any pointin the process, you can contact our Support Team. The contact details
are listed at the end of this document.

2 Exchange Online

2.1 Prerequisites

The following are prerequisites to add an Exchange Online component to the Lepide Data Security Platform:
e The Lepide Server and Agent's Machine need to be logged in with Admin User
e The Lepide Server and Agent's Machine are required to be Remote signed

e Dot Net FrameWork 4.6.2 Developer Pack is required on the Lepide Server and Agent's
Machine.

e Tls 1.2 isrequired for the Lepide Server and Agent's Machine

2.2 Steps to Register an App and Generate the Client ID
and Secret Key for Exchange Online Auditing

1. Log into the Microsoft 365 account through Global Admin
2. Select Azure Active Directory Account through the Admin Center
3. Click on App Registration and follow the steps below to generate Client ID and Secret Key:

- Select New Registration and provide a valid name for the registration and select supported
account type

- Click on Register Account and client ID will be displayed which the user can copy for future
reference

- For the given Client ID generated in the Azure Account Dashboard, click on Certificates and
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Secrets

- Click on Add New Client Secret (with expiry period) and a Secret ID will be generated which
the user can copy for future reference

2.3 Assigning the Role to the Application

1. Go to Azure Active Directory Dashboard and select the tab Roles and Administrators

2. Under Roles and Administrators select Global Reader and double click on it to Add assignments
In Add Assignments go to Select Member(s) and select the newly created Application.

3. Then the Assignment Type will be eligible. Unlock permanently eligible and selection assignment
duration and click Assign

4. Under Roles and Administrators assign Exchange Administrator by following above steps.

NOTE:

Global Reader: This Is required for providing permission to the Application so that it can
read different audit log events by using different technologies.

Exchange Administrator: This is required for providing permission to the Application so that it can
manage all aspects of Exchange Online so that we can Read Mailbox Audit
Logs by using Exchange Online PowerShell.

2.4 Permissions for Auditing, DDC, & CPA
2.4.1 Permissions for Auditing

For Office 365 Exchange Online (Delegated And Application)
Exchange.ManageAsApp Application  Exchange Online

Graph Api (Delegated and Application)

User.Read Application  Graph API
MailboxSetting.Read Application  Graph API
A\\Y
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Office365 Management APIs
ActivityFeed.Read Delegated = Management API

ActivityFeed.Read Application Management API

2.4.2 Permissions for Data Discovery & Classification

Graph Api (Delegated and Application)
MailboxSettings.ReadWrite  Application ~ Graph API

User.ReadWrite.All Application  Graph API
Directory.ReadWrite.All Application  Graph API
Mail.ReadWrite Application  Graph API
Calendars.ReadWrite Application  Graph API
Contacts.ReadWrite Application  Graph API
Tasks.ReadWrite.All Application  Graph API

2.4.3 Permissions for Current Permissions Analysis

For Office 385 Exchange Online (Delegated And Application)
Exchange.ManageAsApp Application Exchange Online

2.5 Install the Exchange Online Management Module

1. Open Windows PowerShell by run as Administrator

NOTE: Run the following commands firstly in Windows PowerShell(x86) then in Windows PowerShell

2. To Ensure that you have Nuget Package installed run the below command.
e  Get-Module -ListAvailable -Name NuGet

3. Ifyou don't have a NuGet Package then to install the module run the below command
e Install-Module -Name NuGet -Force

4. To Ensure that you have a version of PowerShellGet and PackageManagement newer than 1.0.0.1
installed, run the command below:
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Get-Module PowerShellGet, PackageManagement -ListAvailable

5. Ifyou have an older version of PowerShellGet and PackageManagement then to install the latest
version, run the command below:
Install-Module PowerShellGet -Force -AllowClobber

6. Toinstall the Exchange Online PowerShell module run the command below:
Install-Module -Name ExchangeOnlineManagement -RequiredVersion 3.1.0 -Force

2.6 Generate a ThumbPrint

The steps to install the Exchange Online PowerShell module are as follows:
A.  Open Windows PowerShell, run as Administrator

B. To ensure that you have a version of PowerShellGet and PackageManagement newer than 1.0.0.1
installed, run the command below:
Get-Module PowerShellGet, PackageManagement -ListAvailable

C. Ifyou have an older version of PowerShellGet and PackageManagement then to install the latest
version, run the command below:
“Install-Module PowerShellGet -Force -AllowClobber”

D. Toinstall the ExchangeOnline PowerShell module run the command below:
“Install-Module -Name ExchangeOnlineManagement”

The steps to create a certificate for your domain name are as follows:
A. Run the following PowerShell commands:

a. $mycert = New-SelfSignedCertificate -DnsName "YourDomainName.com" -CertStoreLocation
"cert:\LocalMachine\My"-NotAfter (Get-Date).AddYears(NumberofYears)-KeySpec
KeyExchange -FriendlyName "scriptfile"

Note: “scriptfile” should be the User Defined Name for the certificate

b. $mycert | Select-Object -Property Subject,Thumbprint,NotBefore,NotAfter
Note: User should copy Thumbprint value as it is required for Login Information

c.  $mycert | Export-Certificate -FilePath "C:\temp\scriptfile.cer"
Note: FilePath should ends with a (.cer) file type

d. $mycert | Export-PfxCertificate -FilePath "C:\temp\scriptfile.pfx" -Password ~ $(ConvertTo-
SecureString -String "Password value" -AsPlainText -Force)
Note: Password value is the User Defined Password Value for certificate

B. Install the Certificate in the “trusted root certification Authorities Store” of Agent’s System
Machine
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a. Open the certificates of .cer and .pfx as filetype (generated in the above steps)
b. Install the certificates with “local machine” as the store location option
c. Incase of a (.pfx) certificate, enter the “password value” mentioned in the above step

d. Choose the “windows can automatically select a certificate store” as an option for the
“Certificate Store” path

The steps to upload the certificate for your client application are as follows:

In the App registrations tab for the client application:
A. Select Certificates & secrets, Certificates
B. Click on Upload certificate and select the certificate file to upload

C. Click Add. Once the certificate is uploaded, the thumbprint, start date and expiration
values are displayed

NOTE: The User should copy the Client ID and ThumbPrint as this will be needed for Login Information

2.7 How to Install a Certificate for DDC and FSA Agent

The Certificate should be installed in the ‘Trusted Root Certification Authorities Store’ of the Agent's System
Machine

1. Open the certificates of .cer and .pfx as filetype (generated in the above steps).
2. Install the certificates with ‘local machine’ as the store location option
3. Inthe case of a (.pfx) certificate enter the ‘password value’ mentioned in the above step

4. Choose the ‘windows can automatically select a certificate Store’ as the option for ‘Certificate
Store’ path

2.8 Adding an Exchange Online Component

The Lepide Data Security Platform tracks the changes inside Exchange Online and gives detailed reporting on any
configuration changes, for example Mailbox Modifications, Exchange Group Modifications, etc.

To add an Exchange online component:
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e From the Component Management screen, click on Exchange Online:

Settings

[E68 Component Mansgermert | [EUENNS
6} Ipdedlocal Add Component

£ DMDO1(50L) N

E saL Server Exchange Onlne . SharePain Orine
Session Recordng
iJ

® € @

9 N

2

eb Console Coud Componerts
£ Archive & Import

® 4 % a »

- —— I
E 7 tcom teom ‘epoint com
=
- s »
=B 3 —— e % P

Figure 1: Component Management Screen

The Global Administrator App Credentials dialog box appears:
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x

Global Administrator App Credentials
Please provide the global administrator app Cient ID and Secret Value Key.

Tenant Name | |

Enter like: Your domain name.onmicrosoft.com

Subscription Type |Er|terprise plan - | @

Client ID | |

Secret Key | |

ThumbPrint | |

< Back Neat = | | Cancel

Figure 2: App Credentials

e Enter the Tenant Name, choose the Subscription Type and enter the Client ID, Secret Key and
ThumbPrint

NOTE: The instructions to generate the Client ID and Secret Key are given in Section 2.2. The instructions
to generate the ThumbPrint are given in Section 2.6 - Generate a ThumbPrint

e Click Next

e The Add Mailboxes to Audit dialog box is displayed:
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— e —— —
.
Add Mailbox(es) to audit
Pleasze =zelect the mailbox{es) to audit.
Audit: |AI Mailboxes M |
Mailbooc(zs) Email Address
B |<Type To Search: £ =Type To Search: ye
£ m >
< Back || Ment = | | Cancel

Figure 3: Add Mailboxes to Audit

e Select the Mailboxes you would like to audit. The options are:
- All Mailboxes - this is the default option
- Selected Only
- All but Excluding Selected

e To audit specific mailboxes, choose Selected Only from the drop-down list and the
mailboxes are displayed with checkboxes to select those to be included in auditing:
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e — —
=
Add Mailbox(es) to audit
Pleaze =elect the mailbox{es) to audit.
Audit: |Selected Only - |
Mailbax(es) Email Address Eadl
P | <Type To Search> P «<Type To Search= O
[] 11feb G10db 76955703420 68019
[] Abhishek Abhishek @lepides1.onmid
[] Adam Milne AdamMine@epides1.onm _
[1 Brendon Cook BrendonCook @lepides 1.0 =
[] Chris Caims ChrigC@&lepides1.onmicrog
[] Discovery Search Mailbox DiscoverySearch Mailbox]
[] Don Bradman DonB@&lepides1.onmicros
[] d'souza d'soura@epides 1 onmicrc—
[] Eq1 EQ 1 @lepides 1 onmicrosof
[ Ervine J Ervine) @lepides1.onmicro
[ ewaz EWQ2@&lepides1.onmicros
[ ewa2 EWQ3@lepides1.onmicros
[ Freddy Freddy@lepides1.onmicros
[ gaurav gaurav@epides 1 onmicro
[ Graham Gayle GG @lepides 1.onmicrosoft
[ Indrajeet Singh Indraject S@lepides 1.onmir
[ Lep Admin Lepadmin@lepides 1.onmic

[ mailbax11022022

mailbox 11022022 @lepide: v

>

< Back " MNeat =

To audit all except specific mailboxes, choose All but Excluding Selected from the drop-

Figure 4: Add Selected Mailboxes to Audit

down list and the checked mailboxes will be excluded from auditing.

Click Next

The Add Objects to Audit dialog box is displayed:

A\\Y
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Add Objects to audit

Please select the objects to audit.

Audit: |9dacml Only

Objects List Description Ll

B | <Type To Search: D <Type To Search: Do

[] Address Book Gilobal Address list Address List Ad

[ Audting Maibox Access Maibox Access Audit Log Search

[ Joumaling Joumal Rude

[ Addin Apps

[ Audting Admin Audt Log Search, Maibox 4

[ ] Client Access Cutlook Web App,Mobile Device,

[ Mai Flow Accepted Domains, Message Trac| =

[ In-place eDiscovery & hold Mailbox Search

[[] Exchange Group Digtribution Group, Sequiity Group,

[ Federation And Hybrid Fedration and Hybrid Corfiguratior

[ Sharing Organization Organization Relation

[] Mad User Mail User

[] Mad Contact Mai Contact

[ Information Right Management (IRM) IRM Corfiguration, RMS Template

[] Data Loss Prevention DLP Policy, Data Classfication, Fir—

[] Role Based Access Control (REAC) Management Fole, Management |

(] Public Folder Public Folder

[ Rute Transport Rules

(] Protection Malware Fiter, Connection Fiter, &
<] n »

< Back " Hest > ]I Canced

Figure 5: Add Obhjects to Audit
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Select the Objects you would like to audit. The options are:
- All Objects - this is the default option
- Selected Only
- All but Excluding Selected

To audit specific objects, choose Selected Only from the drop-down list and the objects are
displayed with checkboxes to select those to be included in auditing:

To audit all except specific objects, choose All but Excluding Selected from the drop-down
list and the checked objects will be excluded from auditing.

Click Next

The Database Settings dialog box is displayed:

Microsoft 365 Quick Start Guide

A\\Y
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Database Settings

Please provide S0L server details to store the audit data

Configure SQL Server

SQL Server: ‘192.168.40.238 || ‘

Authentication

(windows Authentication

(*)SQL Authentication

User Name: | 5a |
Password: | sEaRRRRN ‘
Test Connection |
Select Database: | Lepide_Exch_Online] - |
Collect Changes Every:|:| Minutes.
< Back ” Mext = | ‘ Cancel

Figure 6: Database Settings

e From this dialog box you can do the following:

- Add the SQL Server name. Click the I:l icon to select a server

- Inthe Select Database box, type in a name and the Solution will create a database
with this name

- Collect Changes Every: Set the frequency to collect the changes from the M365 portal.
The minimum is 5 minutes
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- Click Finish

e A message box will be displayed asking for confirmation to restart the solution:

@ Please restart software. Are you sure

you want to restart software now?

Figure 7: Confirm Restart

e C(lick Yes to restart

2.9 Viewing the Reports

Exchange Online reports are available from the States & Behavior screen.

r‘
e  Click the Users & Entity behavior icon to display the States & Behavior screen
e From the tree structure to the left side of the screen expand Exchange Online.

e There will be a separate Node for Exchange Online for the tenant which has been added.
Expand this Node

e The example below shows the All Modifications in Exchange Online Report:
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States & Behavior ® i i fications in Exchangs
[searen. PR - ovict e +
] Al Envirenment Changes T Object Class . T
3,50 St Twmomeanes __v| sz
[ 192.168.20.70(SharePoint) ¥ Operation +
[, LPDE Jocal F— .
[, File Server Reports
[ kpvt.onmicrosoft.com(Exchange Online) 7 Where +
£+ Exchange Online Modification Reports
[l] Al Modifications in Exchange Online
] All Exchange Server Permission Modifications [ Griaview  [ETERTONN
A e o Drag 2 o heater e o group by it ol B ol =y
Policy Medifications I
% e ations Obiect Name: <7 Object Class | Who Modificd 7 Operation | When % What | Where g | etais_|
] Exchange Group Modifications o P P P i s » P
(1] Accepted Domain Modifications uiop_e017806526a8-4bce-... | Unfied Group tarun@kput onmicrosoft com | Deltedt 11/6/2019 40630 PM Unfied Group Deleted BMTPROTOTNE1316 (15.20.
[l] Protection Modifications 22 _c250566-0b6-4386-839...| Unfied Group tarun@kpt onmicrosoft com | Deleted! 11/6/2019 406:20 P Unfied Group Deleted BMIPROTOTNB1316 (15.20. L
1] Public Folder Modifications weer_B6cE3ac0e01439%-... | Unfied Grovp tarun@kput onmicrosof com | Delled T11/6/2019 40601 PM Unfied Group Deleted BMIPROTOTHE1316 (15.20.
ful] In-place eDiscovery and hold Modifications Testl Role Group tarun@kpwt onmicrosoft com | Created 11/5/2019519:36 PM Role Group Created : Aftrb... | BM1PROT0TMB1316 (15.20.
[11] Remote Domain Modifications Applicationlmpersonation-Ta... Managemert Role Assignm... tarun@kpwt.onmicrosoft com  Created 11/5/2019 3:14:50 PM Management Role Assignm...  BM1PROT01MB1316 (15.20. =
L Unified Messaging (UM) Modifications 995 _72ideTo 1 4c2e-41429... Unfied Group taun@kputonmicrosoft com | Deleted 117412019 25218 P Unfied Group Deleted BMIPROTOTMB 1316 (1520.
‘;‘:j;::i NewDLOOT tarun@kp. oft Deleted 11/4/2019 25156 PM Distribution Group Deleted - BMPROTGTMBI316 (1520,
(2. SIVASOFT.ONMICROSOFT COM(Bxchange Oriine) ISLAND_c6243250-4d194... | Unfied Group terun@kput onmicrosoft com | Deletedt 11/4/2019 25143 P Unfied Group Deleted BMIPROTOTNB1316 (15.20.
[, kpvt-adminsharepoint.com(ShareRoint Oniine) Maibox16 Walbox tarun@kput.onmicrosof com | Permissons Hodied 11/8/2019 24831 PM Maibox Pemissions Modie... | BM1PROTO1MBT316 (15.20.
[, recwtech-admin sharepint.com(ShareBeint Online) Maibox167 Wabax terun@kput onmicrosoft com | Pemissions Hodfied 11/8/2019 2:32:56 PM Maibox Permissions Modic... | BM1PROTO1MBT316 (15.20.
Explore Backup Maibox156 Waibax tarun@kput.onmicrosoft com | Permissions Hodfied 11/4/2019 232:39 PM Maibox Pemissions Modie... | BM1PROTO1MBTS1E (1520
] Console Auditing Maibox15 Wabax terun@kput onmicrosoft com | Pemissions Hodfied 11/4/2019125753PM | Maibox Pemissions Modie... | BMIPROTOTHB1316 (15.20.
Maibox139 Waibax tarun@kput.onmicrosoft com | Permissions Hodfied 11/4/2019 115236 AM | Maibox Pemissions Modfe... | BM1PROTOTHB1316 (15.20.
License2 Wabax terun@kput onmicrosoft com | Pemissions Hodfied 11/4/2019115221AM | Maibox Pemissions Modie... | BMIPROTOTHB1316 (15.20.
Appicationimpersonation-Ta... Management Role Assignn... tanun@kput.onmicrosoft com | Crested T1/4/2019 111402AM | Managemert Roke Assigom.. | BM1PROTOTHB1316 (15.20.
Sales Waibax tarun@kput onmicrosoft com | Delefedt 10/31/201924305PM | Maibox Deleted BMIPROTOTMB1316 (15.20.
Nick Jonas Waibax tarun@kput onmicrosof com | Delled 10/31/20192:4301PM | Maibox Deleted BMIPROTOTME1316 (15.20.
Warketing Waibox tarun@kput onmicrosot com | Deleted 10/31/2019 24756 FM | Maibox Deleted BMIPROTOTMBI316 (15.20.
£ Maibox tarun@kpt onmicrosoft com | Deleted 10/31/201924748PM | Maibox Deleted BMIPROT0IME 1316 (15.20...
aaz Walbox tarun@kput onmicrosoft com | Delted 10/31/2019247:44FM | Maibox Deleted BMIPROTOTMBI316 (15.20.
Appicationlmpersonation-Ta... Management Role Assignn... tanun@kpi.onmicrosoft com | Creaied 10/30/2019 1248:13PM | Management Role Assignm... | BM1PRO101MB1316 (15.20...
Appicationimpersonation-Ta... Management Role Assignn... tanun@kpui onmicrosoft com  Creaied 10/29/20193:15:04PM_ Management Role Assgnm... BMIPROTOTMBI316 (15.20.
NewDLOR2 Dynamic Distrbution Group  tarun@kput.onmicrosefi com  Praperties Modfied 10/25/2019 425:59PM Dynamic Dissbution Grous ... BMIPROTOTMBI1316 (15.20...
NewDLODZ Dynamic Diirbution Growp _tarun@kput onmicrosof com | Created 10/26/2019 42558 FM | Dynamic Disrbuiion Group .| BM1PROT0THE1316 (15.20.
NewDLOOT Distrbution Group tarun@kpt onicrosoft.com | Onrer Modifid 10/25/2019 425:42PM | Distibution Group Gwner M... | BM1PROTOTMB1316 (15.20.
NewDLOOT Distrbution Group tarun@kput onmicrosoft com | Crested 10/25/2019 4:25:42PM | Ditibution Group Created :... BMIPROTOTMB1316 (15.20.
Maibox130 Waibax tarun@kpt anmicrosaft com | Pemissions Hodficd 10/26/2019 124:16PM_ | Maibox Pemissions Modiic... BM1PROTOTHB1316 (15.20.
Maibox123 Waibox tarun@kput onmicrosoft com | Pemissions Hodfied 10/25/2019 12403PM | Maibox Pemmissions Modie... | BMIPROTOTHB1316 (15.20.
Waibox11 Waibax tarun@kpt anmicrosaft com | Pemissions Hodficd 10/26/2019 12351 PM_ | Maibox Pemissions Modiic... | BMIPROTOTHB1316 (15.20.
22_c250568.0b8-4386-839.. Unfied Group gGaurav@kpvt onmicrosoh .. | Propeties Modfied 10/24/20192:1305PM | Unfied Group Propeties Mo__| BMIPROTMB3027 (15,202
Regulatory Compliance 401315501 9-4621-96726... Addin gauray @pwt onmicroscft ... | Created 10/24/2019 12:4415PM | Add#n Created : Atirbute: .. BMIPROTMB3027 (15.20.2 =

Figure 8: All Modifications in Exchange Online Report
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3 Office 365 Component

3.1 Prerequisites

e To add OneDrive, Azure, Teams or Skype for Business components to the Lepide Data
Security Platform for Auditing, an app must be registered on the Microsoft 365 portal.

e Login to the Office 365 Tenant needs to be done by a User with a Global Administrator
account. This is because if the user does not have global admin rights then they will not be
able to grant admin consent permissions to the Tenant.

e  Without Global Admin rights, the Grant permission option in Microsoft will grayed out.

3.2 0neDrive

3.2.1 Steps to Register an App and Generate the Client
ID and Secret Key for OneDrive Auditing

1. Log onto the Microsoft 365 Admin Center
2. Select Azure Active Directory from the Admin Center

3. Click on App Registration and follow the steps below to generate Client ID and Secret Key:

Select New Registration and provide a valid name for the registration.

- Click on Register Account and the Client ID will be displayed which the user can copy
for future use

- For the given Client Id generated in the Azure Account Dashboard, click on Certificates
and Secrets.

- Click on Add New Client Secret and a Secret Value will be generated which the user
can copy for future use.

NOTE: Copy the Client ID and Secret value for adding an Office 365 component for OneDrive

4. Click on the API permission tab for the given Client ID and select Add a Permission

5. Select Microsoft API's and API's my organization uses as follows:
Microsoft 365 Graph API's, Office 365 Management API's and select permission type(s) as detailed below:

Microsoft Graph API's
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AuditLog.Read.All Delegated
AuditLog.Read.All Application
Office 365 Management API's
ActivityFeed.Read Application
ActivityFeed.ReadDlIp Application

NOTE: Every permission change required must be granted admin consent

6. Now add the components with Client ID and Secret Key

}‘{ Lepide USA Inc. Page 19



Lepide Data Security Platform Microsoft 365 Quick Start Guide

3.2.2 Steps to Generate the Client ID and Secret Key for

OneDrive Data Discovery & Classification

Modern Authentication for OneDrive for Business

Log into the office 365 account through SharePoint Administrator / Global Administrator

2. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appregnew.aspx
3. Click the two Generate buttons to generate a Client ID and a Secret Key and set the
following options:
- Title: Enter a name for the app
- App Domain: www.localhost.com
- Redirect URL: https://www.localhost.com/
NOTE: Save the retrieved Client ID and Secret Key. They are the credentials you are using and allow

read or update actions to be performed on your OneDrive for Business environment.

4. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appinv.aspx

5. Enter the generated Client ID in the App Id field and click Lookup

6. Inthe App's Permission Request XML field, enter the code below to grant appropriate access:

<AppPermissionRequests AllowAppOnlyPolicy="true">

<AppPermissionRequest Scope="http://sharepoint/content/tenant" Right="FullControl" />

<AppPermissionRequest Scope="http://sharepoint/social/tenant” Right="Read" />

</AppPermissionRequests>

7. Click Create
8. You will now be prompted to trust the add-in for all the permissions that it requires
9. Click Trust It to grant the requested access
10. Now, Create a profile in Data Discovery & Classification and Classify it
A\\Y
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3.2.3 Steps to Generate the Client ID and Secret Key for
OneDrive Current Permissions Analysis

Modern Authentication for OneDrive for Business

—_

Log into the office 365 account through SharePoint Administrator / Global Administrator.
2. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appregnew.aspx

3. Click the two Generate buttons to generate a Client ID and a Secret Key

4. Specify the following options:

- Title: Enter a name for the app

- AppDomain:  www.localhost.com

- Redirect URL:  https://www.localhost.com/

NOTE: Save the retrieved Client ID and Secret Key. They are the credentials you are using and allow read
or update actions to be performed on your OneDrive for Business environment.

5. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appinv.aspx
6. Enter the generated Client ID in the App Id field and click Lookup

7. Inthe App's Permission Request XML field, enter the below code to grant appropriate
access:

<AppPermissionRequests AllowAppOnlyPolicy="true">
<AppPermissionRequest Scope="http://sharepoint/content/tenant" Right="FullControl" />
<AppPermissionRequest Scope="http://sharepoint/social/tenant"” Right="Read" />

</AppPermissionRequests>

8. Click Create
9. You will be prompted to trust the add-in for all the permissions that it requires
10. Click Trust It to grant the requested access

11. Now, Create a dataset in Current permission scan settings and Scan it
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3.3 Azure

3.3.1 Steps to Register an App and Generate the Client
ID and Secret Key for Azure Auditing

1. Log onto the Microsoft 365 Admin Center
2. Select Azure Active Directory from the Admin Center

3. Click on App Registration and follow the steps below to generate Client ID and Secret Key:

Select New Registration and provide a valid name for the registration.

- Click on Register Account and the Client ID will be displayed which the user can copy
for future use

- For the given Client Id generated in the Azure Account Dashboard, click on Certificates
and Secrets.

- Click on Add New Client Secret and a Secret Value will be generated which the user
can copy for future use.

NOTE: Copy the Client ID and Secret value for adding Office 365 component for Azure

4. Click on the API permission tab for the given Client ID and select Add a Permission

5. Select Microsoft API's and API's my organization uses as follows:
Microsoft Graph API's

Sites.Read.All Delegated
Office 365 Management API's
ActivityFeed.Read Delegated
ActivityFeed.Read Application
ActivityFeed.ReadDlp Delegated

ActivityFeed.ReadDIp ~ Application

6. Now add the components with Client ID and Secret Key
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3.4 Teams

3.4.1 Steps to Register an App and Generate the Client
ID and Secret Key for Teams Auditing

1. Log onto the Microsoft 365 Admin Center
2. Select Azure Active Directory from the Admin Center

3. Click on App Registration and follow the steps below to generate Client ID and Secret Key:

Select New Registration and provide a valid name for the registration.

- Click on Register Account and the Client ID will be displayed which the user can copy
for future use

- For the given Client Id generated in the Azure Account Dashboard, click on Certificates
and Secrets.

- Click on Add New Client Secret and a Secret Value will be generated which the user
can copy for future use.

NOTE: Copy the Client ID and Secret value for adding Office 365 component for Teams

4. Click on the API permission tab for the given Client ID and select Add a Permission

5. Select Microsoft API's and API's my organization uses as follows:
Microsoft Graph API's

Sites.Read.All Delegated
Office 365 Management API's
ActivityFeed.Read Delegated
ActivityFeed.Read Application
ActivityFeed.ReadDlp Delegated

ActivityFeed.ReadDIp ~ Application

6. Now add the components with Client ID and Secret Key
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3.5 Skype for Business

3.5.1 Steps to Register an App and Generate the Client
ID and Secret Key for Skype for Business Auditing

1. Log onto the Microsoft 365 Admin Center
2. Select Azure Active Directory from the Admin Center

3. Click on App Registration and follow the steps below to generate Client ID and Secret Key:

Select New Registration and provide a valid name for the registration.

- Click on Register Account and the Client ID will be displayed which the user can copy
for future use

- For the given Client Id generated in the Azure Account Dashboard, click on Certificates
and Secrets.

- Click on Add New Client Secret and a Secret Value will be generated which the user
can copy for future use.

NOTE: Copy the Client ID and Secret value for adding Office 365 component for Skype

4. Click on the API permission tab for the given Client ID and select Add a Permission

5. Select Microsoft API's and API's my organization uses as follows:
Microsoft Graph API's

Sites.Read.All Delegated
Office 365 Management API's
ActivityFeed.Read Delegated
ActivityFeed.Read Application
ActivityFeed.ReadDlIp Delegated

ActivityFeed.ReadDIp ~ Application

6. Now add the components with Client ID and Secret Key
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3.6 Adding Azure Active Directory, OneDrive for
Business, Skype for Business & Microsoft Teams

The Lepide Data Security Platform audits the changes inside Azure AD, OneDrive, Skype for Business and MS
Teams and all these components can be added in one go under the component name Office 365.

NOTE: We can audit azure file storage if synced with an on-premise file server

1. From the Component Management screen, click on Office 365 to add your Tenant.

SaL Server

°

DMDO1(SQL) DCDO1(File Server} Lepide Softw: sof
PO — oL = ...
fe DS =B N — oters

Figure 9: Component Management Screen

The Global Administrator App Credentials dialog box appears:
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Global Administrator App Credentials

Please provide the global administrator app Client ID and Secret Value Key,

Tenant Name | Lepidesoftware. onmicrosoft. com |

Enter like: Your domain name.onmicrosoft.com

Subscription Type |Enter|:u'ise plan - | ®

Client 1D | 748b10d3-11f5-4424-820d 5 1dfbc3c3a96 |

Secret Kﬂv ....................l |

< Back | Mext = || Cancel

Figure 10: App Credentials

2. Enter the Tenant Name, choose the Subscription Type and enter the Client ID and Secret Key.

3. Theinstructions to generate the Client ID and Secret Key are given in Sections 3.2 to 3.5 of
this guide

4. Close this dialog box once finished and click Next

The Components dialog box is displayed:
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Components

i,

OneDrive

Please select component(s) to configure

A

Azure

S

Skype for
Buisness

T3

Microsoft Teams

Figure 11: Components

5. Select the components you would like to audit. You can add any one or more components as

required.

6. Click Next
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Database Settings

Flzase enter SOL server details to store the audit date

Configure QL Server

SQL Server: |192.168.40.238 |- |

Authentication

() Windows Authenticstion
@ SQL Authenticstion {recommended)

|Jzser Mame: |sa |

Fzzswora: sessssss |

Select Datzhase: | Lepide_0365 |'|

‘ < Back || Mlext = | | Cancel |

Figure 12: Database Settings

7. The database settings dialog box is displayed:

8. From this dialog box you can do the following:

- Add the SQL Server name. Click the I:I icon to select a server

- Inthe Select Database box, type in a name and the Solution will create a database
with this name

9. Click Finish
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10. A message box will be displayed asking for confirmation to restart the solution:

Please restart software, Are you sure
you want to restart software now?

Figure 13: Confirm Restart

11. Click Yes to restart

3.7 Viewing the Reports

r‘
Click the Users & Entity behavior icon to display the States & Behavior screen

The All-Environment Changes Report holds all the changes for these components

From the tree structure to the left side of the screen click on All Environment Changes.

e The example below shows the All Environment Changes Report:
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States & Behavior SR All Environment Changes =

5] | ¥ componen name O
] Al v Today EqualTo

£ Anomaly Analysis
([ SOL Server Reports W _Object Path
(I, 192.168.20.70(SharePaint) ¥ Object Type
4 LPoELIocal

[, File Server Reports
[, kpvtonmicrosoft.com(Exchange ¢ | 7 When
Iepidesoftware.onmicrosoft.com(E
(&, SIASOFT.ONMICROSOFT.COM(E
[, kpvt-admin.sharepoint.com(Share
[, lepidesoftware-admin.sharepoint. | 7 Criticality

[, recwtech-admin sharepoint.com(¢ —
Explore Backup erate Repor
Ll

Console Auditing

Azure Active Directory,
OneDrive , Skype For
Business, Microsoft Teams

¥ who

 Operation
T Where

+F F o+

Drag a column header hers to graup by that calumn. [ERe g [
|| component Name .| Server Name 7| Object Path 7| Object Type | Who | When 17| Operation & What EECS R o-is |
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Microsoft Teams nmicrosoft. nmicrosoft. Member ‘sudesh@lepidesoftware on. 3/4/2021 34223 PM Teams Session Started User ‘sudesh@lepidesoftwa... N/A
Aaure Actve Directory ot chc... | User sudesh @lepidesoftware on... | 3/4/2021 33418 PM User Logged bn Sudesh@lepideschtware.on.. 14,102
faure Active Directory microsct nmicrosoft . | User sudesh @lepidesoftwars on... | 3/4/2021 23416 P User Logged In ‘Sudesh@lepidesoftware.on... 14102
Azure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 3:34:01 PM User Logged In Sudesh@epidesoftware.on... 14.102.
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‘Aaure Active Directory ot oftc.. | User ‘sudesh@lepidesofiware on . | 3/4/2021 33351 PM User Logged In ‘Sudesh@lepidesoftware.on... 14102
Aaure Active Directory nmicrosoft. nmicrosoft. User sudesh@lepidesoftware on. 3/4/2021 3:33:48 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Microsoft Teams nmicrosoft. nmicrosoft. Member sudesh@lepidesoftware on. 3/4/2021 3:31:41PM Teams Session Started User ‘sudesh@lepidesoftwa... N/A
Microsoft Teams oft. icrosoft. Member ‘sudesh@lepidesoftware on. 3/4/2021 3:31:35PM Teams Session Started User "sudesh@lepidesoftwa... N/A
Azure Active Directory nmicrosoft. nmicrosoft. User sudesh@lepidesoftware on. 3/4/2021 3:2957 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 32954 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Active Directory ot icroscfc... |Lser sudesh @lepidesoftware on... | 3/4/2021 32856 PN User Logged bn Sudesh@lepidescftwareon.. 14,102
Aaure Active Directory microsct nmicrosoftc_ | User sudesh @lepidesoftwars on... | 1/4/2021 32854 PN User Logged In ‘Sudesh@lepidesoftware.on... 14102
Azure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 3:27:52 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Active Directory rmicrosoft nmicroscfto. | User sudesh@lepidesoftware on... | 3/4/2021 32750 PM User Logged In Sudesh@lepideschtware.on.. 14,102
‘Aaure Active Directory ot oftc.. | User sudesh @lepidesoftware on... | 3/4/2021 32738 PM User Logged In ‘Sudesh@lepidesoftware.on... 14102
Azure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 3:27:36 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Active Directory nmicrosoft. nmicrosoft. User sudesh@lepidesoftware on. 3/4/2021 3:27:32PM User Logged In Sudesh@lepidesoftware.on... 14.102.
Aaure Active Directory ot oftc.. | User ‘sudesh@lepidesofiware on_. | 3/4/2021 3:26:48PM User Logged In Sudesh@lepidesoftware.on... 14102
Azure Active Directory nmicrosoft. nmicrosoft. User sudesh@lepidesoftware on. 3/4/2021 3:26:45PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 3:24:57 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Active Directory ot icroscfc... |Lser sudesh @lepidesoftware on... | 3/4/2021 32438 PN User Logged bn Sudesh@lepidescftwareon.. 14,102
Microsoft Teams mmicroscft. nmicroscft. Member ‘sudesh@lepidesoftware on. 3/4/2021 3:22:01 PM Teams Session Started User ‘sudesh@lepidesoftwa... N/A
Aaure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 3:09.01 PM User Logged In Sudesh@epidesoftware.on... 14.102.
Aaure Actve Directory ot chc... | User sudesh @lepidesoftware on... | 3/4/2021 30859 PN User Logged bn Sudesh@lepideschtwareon.. 14,102
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Azure Active Directory nmicrosoft. nmicrosoft. User ‘sudesh@lepidesoftware on. 3/4/2021 3:0421PM User Logged In Sudesh@lepidesoftware.on... 14102
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Figure 14: All Environment Changes Report

4 SharePoint Online

4.1 Prerequisites

e To add SharePoint Online to the Lepide Data Security Platform for Auditing, an app must be
registered on the Microsoft 365 portal.

e Login to the Office 365 Tenant needs to be done by a User with a Global Administrator
account. This is because if the user does not have global admin rights then they will not be
able to grant admin consent permissions to the Tenant.

e  Without Global Admin rights, the Grant permission option in Microsoft will grayed out.
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4.2 Steps to Register an App and Generate the Client ID
and Secret Key for SharePoint Online Auditing

Log onto the Microsoft 365 Admin Center

1. Select Azure Active Directory from the Admin Center

2. Click on App Registration and follow the steps below to generate Client ID and Secret Key:

Select New Registration and provide a valid name for the registration.

Click on Register Account and the Client ID will be displayed which the user can copy
for future use

For the given Client Id generated in the Azure Account Dashboard, click on Certificates
and Secrets.

Click on Add New Client Secret and a Secret Value will be generated which the user
can copy for future use.

NOTE: Copy the Client ID and Secret value for adding a SharePoint Online component.

3. Click on the API permission tab for the given Client ID and select Add a Permission
Microsoft 365 Graph API's, Office 365 Management API's and select permission type(s) as detailed below:

Microsoft Graph API's

Sites.Read.All Delegated

Office 365 Management API's

ActivityFeed.Read Delegated

ActivityFeed.Read Application

ActivityFeed.ReadDlIp Delegated

ActivityFeed.ReadDIp ~ Application

NOTE: Every permission change required must be granted admin consent

4. Now add the components with Client ID and Secret Key
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v\ Lepide USAInc. Page 31



Lepide Data Security Platform Microsoft 365 Quick Start Guide

4.3 Steps to Generate the Client ID and Secret Key for
SharePoint Online Data Discovery & Classification

Modern Authentication for SharePoint Online
1. Log into the Office 365 account through SharePoint Administrator / Global Administrator
2. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appregnew.aspx

3. Click the two Generate buttons to generate a Client ID and a Secret Key and set the
following options:

- Title: Enter a name for the app
- App Domain: www.localhost.com
- Redirect URL: https://www.localhost.com/

NOTE: Save the retrieved Client ID and Secret Key. They are the credentials you are using and allow
read or update actions to be performed on your SharePoint Online for Data Discovery and
Classification.

4. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appinv.aspx
5. Enter the generated Client ID in the App Id field and click Lookup

6. Inthe App's Permission Request XML field, enter the code below to grant appropriate access:

<AppPermissionRequests AllowAppOnlyPolicy="true">
<AppPermissionRequest Scope="http://sharepoint/content/tenant" Right="FullControl" />

</AppPermissionRequests>
7. You will now be prompted to trust the add-in for all the permissions that it requires

8. Click Trust It to grant the requested access

Please run the command below at SharePoint Online Management Shell:
function Enable-SPDisableCustomAppAuthentication {
Write-Host "Please specify sharepoint organisation name." -ForegroundColor Green

Write-Host "For example if your sharepoint site is https://contoso.sharepoint.com value should be
contoso: " -ForegroundColor Green -NoNewline

$orgName = Read-Host

$orgName = $contosh
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Write-Verbose "Connecting to: https://contoso-admin.sharepoint.com" -Verbose
Connect-SPOService -Url "https://contosh-admin.sharepoint.com"
Set-SPOTenant -DisableCustomAppAuthentication $false
}
Enable-SPDisableCustomAppAuthentication

Please run the command below:

Set-SPOTenant -DisableCustomAppAuthentication $false

The permissions given to the Client ID are as follows:

Scope: http://sharepoint/content/tenant Full Control

Full control is required here as Read permission is required to read the file and content, Write
permission is required to be able to add the tags and the Manage permission is required to be able to
manage both the added and existing tags on the file. By using the Full Control permission, all this options
are available.

Now, Create a profile in Data Discovery & Classification and Classify it
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4.4 Steps to Generate the Client ID and Secret Key for
SharePoint Online Current Permissions Analysis

Modern Authentication for OneDrive for Business
1. Log into the office 365 account through SharePoint Administrator / Global Administrator.
2. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appregnew.aspx
3. Click the two Generate buttons to generate a Client ID and a Secret Key

4. Specify the following options:

- Title: Enter a name for the app
- App Domain: www.localhost.com
- Redirect URL: https://www.localhost.com/

NOTE: Save the retrieved Client ID and Secret Key. They are the credentials you are using and allow read
or update actions to be performed on your SharePoint Online for Current Permission Analysis.

5. Go to https://<Tenant>-admin.sharepoint.com/_layouts/15/appinv.aspx
6. Enter the generated Client ID in the App Id field and click Lookup

7. Inthe App's Permission Request XML field, enter the code below to grant appropriate access:
<AppPermissionRequests AllowAppOnlyPolicy="true">

<AppPermissionRequest Scope="http://sharepoint/content/tenant” Right="FullControl" />

</AppPermissionRequests>

11. You will now be prompted to trust the add-in for all the permissions that it requires

12. Click Trust It to grant the requested access

Please run the command below at SharePoint Online Management Shell:
function Enable-SPDisableCustomAppAuthentication {
Write-Host "Please specify sharepoint organisation name." -ForegroundColor Green

Write-Host "For example if your sharepoint site is https://contoso.sharepoint.com value should be
contoso: " -ForegroundColor Green -NoNewline

$orgName = Read-Host

$orgName = $contosh
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Write-Verbose "Connecting to: https://contoso-admin.sharepoint.com" -Verbose

Connect-SPOService -Url "https://contosh-admin.sharepoint.com"
e Set-SPOTenant

e Now, Create a dataset in Current permission scan settings and Scan it

4.5 Adding a SharePoint Online Component

The Lepide Data Security Platform tracks the changes inside SharePoint Online and gives detailed reporting on
any configuration changes. For example, Document Modifications, SharePoint Group Modifications, etc.

[E-@ Component Management | _
16} Ipdedlocal Add Component
]

DMDO1 (5QL)

SaL Senver Fie Server Exchange Orine
— v
E el
— Online

Session Recordng an o
~ .’-l
</ wQ

u ‘SharePoint Server
Server, E>
n o m h

Added Component

arePait Onine

A%} Archive & Import

Ipdedlocal DMDO1SAL
Actve Directory, Group Sl Server
Policy and Exchange Server

=M ...
- (I Ecchange Onine Ofice 365 (€Y o orive

Figure 15: Component Management Screen

e From the Component Management screen click on SharePoint Online.

The Global Administrator App Credentials dialog box is displayed:
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Global Administrator App Credentials
Please provide the global administrator app Cient ID and Secret Value Key.

Central Admin URL | https: {flepidesoftware-admin, sharepoint. com | @

MOTE: Please add the Central Admin URL correctly.
Use format
"https://domainName-admin.sharepoint.com”

Tenant Name | lepidesoftware.onmicrosoft. com |

Enter like: Your domain name.onmicrosoft.com

Client ID | 7ad32845-9845-462b-a552-f38d 7bb Sadcd |

Secret Key

< Back Next = ‘ ‘ Cancel

Figure 16: App Credentials

e Enter the Central Admin URL, Tenant Name and the Client ID and Secret Key.

e Theinstructions to generate the Client ID and Secret Key are given in Section 4.2 to 4.4 of this
guide

e Close this dialog box once finished and click Next

The Add Objects to Audit dialog box is displayed:
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Add Objects to audit

Please select the objects to audit.

Audit: |SelecteanIv - |

Objects List

B | <Type To Search= e
[] Document

] Documernt Librany
[ Folder

[ ] Group

] Link

[ List

(] List ltem

] Site

[] Site Collection

[] Sharing and fccess
[ Tenant

Figure 17: Add Objects to Audit

e Select the Objects you would like to audit. The options are:
e All Objects - this is the default option

e Selected Only
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e  All but Excluding Selected

- To audit specific objects, choose Selected Only from the drop-down list and
the objects are displayed with checkboxes to select those to be included in
auditing:

- To audit all except specific objects, choose All but Excluding Selected from
the drop-down list and the checked objects will be excluded from auditing.

e Click Next

The Add Operations dialog box is displayed:
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Add Operations to audit

Please select the operations to audit,

Audit: |Selected Only - |

Operations List | ™~
L [<Type To Search: 2
[] Accessed

[] Check Out Discarded

[ Checked In

[ Checked Out

[] Compliance Setting Changed

[] Copied

[] Deleted

[] Downloaded

[ File Deleted First Stage Recycle Bin

[ File Deleted Second Stage Recycle Bin

[] File Previewed

[ File Version Recycled

[ File Versions Al Minors Recycled

[ File Versions Al Recycled

[ Madified

[] Moved

[] Pemissions Granted y
| PSS SR . TR PR |

< Back " Meod = | | Cancel

Figure 18: Add Operations to Audit
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e Select the Operations you would like to audit. The options are:

e All - this is the default option

e Selected Only

e All but Excluding Selected

e Click Next

To audit specific operations, choose Selected Only from the drop-down list
and the operations are displayed with checkboxes to select those to be
included in auditing:

To audit all except specific operations, choose All but Excluding Selected
from the drop-down list and the checked operations will be excluded from
auditing.

The Database Settings dialog box is displayed:
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Database Settings

Pleaze enter 50QL server details to store the audit data

Configure SQL Server

SQL Server: |192.168.40.233 || |

Authentication

{Jwindows Authentication

(#)SQL Authentication

User Name: | sa |

Password: | seseseee |

Test Connection

Select Database: Lepide_SP_Orline| -

| < Back ” MNeat = || Cancsl

Figure 19: Database Settings

e From this dialog box you can do the following:

e Add the SQL Server name. Click the I:I icon to select a server

e Inthe Select Database box, type in a name and the Solution will create a database
with this name

e Click Finish

e A message box will be displayed asking for confirmation to restart the solution:
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Please restart software, Are you sure
you want to restart software now?

Figure 20: Confirm Restart

e Click Yes to restart

4.6 Viewing the Reports

r‘
e  Click the Users & Entity behavior icon to display the States & Behavior screen
e  From the tree structure to the left side of the screen expand SharePoint Online.

e There will be a separate Node for SharePoint Online for the tenant which has been added.
Expand this Node

e The example below shows the All Modifications in SharePoint Online Report:
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States & Behavior

[

All Environment Changes
£ Anomaly Analysis

[, sQL Server Reports

[, 192.168.20.70(SharePoint)

[, LPDE local

[, File Server Reports

[ kpvt.onmicrosoft.com(Exchange Online)

[, SIVASOFT.ONMICROSOFT COM(Exchange Onlin)

[, kpvt-admin.sharepoint.com(SharePaint Online)
[ SharePoint Online Modification Reports

[{]] All Modifications in SharePoint Online

[{l] Document Modification Reports

[il] Folder Modification Reports

[{]] Permission Modification Reports

[J1] Tenant Modification Reports:

[{] Site Collection Modification Reparts

[il] SharePoint Group Reports

i} Sharing And Access Reperts

(3] Favories

[, recwtech-admin.sharepoint.com(SharePoint Online)

L1l Explore Backup
[} Console Auditing

tates & Behavior

Regulatory Compliance

kpvt-admin.sharepoint. n .
[

7 When + 6/1/2019 12:60 AM To

3 3/442021 11:59 PM

¥ Operation +

W Object Type +

V Site URL +

¥ From +

enerate Report

Drag & column header here to group by that calumn. 2] ]
[ 4| obicct Name ¥ Who | When 17| Operation | Obiect Type 7| Site URL 7 What | From [ s |
Pl Pl Pl
e s e o e o - Object Name: Sanchit_share
cortent TypeHub SHAREPOINT\system 1222019 125020PM | Ste Deeted Ste Collecton Htps://kput sharepot com... | ContentTypetiub - Ste Dele... N/A
ComplianceFolicyCenter | SHAREFOINT\system 12/22/2019 1250:19PM Ste Deleted Site Collction Hitps://kpvt sharepoint com... | Compliance PolicyCenter : 1. N/A + Whos SHAREPOINT\syster
Hitp:/Aundamental_donoide...| SHAREPOINT\SteProvisio... | 12/22/2019 125007 PM | Created Site Callection hitp://fundamental_doncide... | Ste Collection "htp //funda... | N/A + When: 12/22/2019 12:30:32 PM
1 ‘SHAREFOINT system 12/8/2019 120201 PM Ste Deleted Site Collction Fttps://kput sharepont.com... | 1: Site Deleted A + Operation: Site Deleted
23 SHAREFOINT\system 12/8/2019 120201 PM Ste Delted Site Collction Https://kpvt sharepoit com... | 1234 : Ste Deleted A + Object Type: Site Collection
4354325423 SHAREPOINTsystem 12/8/2019120201PM  Site Deleted Site Callection hitps://kpwt sharepoint com... | 4354325423  Ste Deleted | N/A +Site URL: https://iepvt sharepeint.com/sites/
AccountsDepartment ‘SHAREFOINTsystem 12/8/2019 120201 PM Ste Deleted Site Collction ips:/kpvt sharepoint. com... | AccourtsDepariment - Ste .. | N/A + From: WA
scarch SHAREPOINTsystem 12/8/2018 120200PM | Ste Deeted Web Htps://kput sharepont com... | Search : Ste Deleted A - Wnets
b SHAREPOINT\system 12/8/2019 120158PM | Site Deleted Web Httpsi//kpvt sharspeint com... | Hub  Site Deleted WA Sanehit share: Site Deeted
Commurity SHAREPOINT\wystem /82018 120156PM | St Deleted Web tps://kput sharepoint com...|Communty : St Deleted /A
Documert docx taun@pvt onmicroscftcom | 12/6/2018 4015 PM e Previewed file Htps://kput shareport. com... | Document docx - Fle Previe... 20.190.145.17.
176CT doc teun@hpvt onmicroscftcom | 12/6/2018 £4014PM e Previened Fie tps://kpwt shareport com...| 176CT doax: Fe Previewed | 20.190.145.17.
Seml docx tenn@kpvtonmicrascft com  12/6/2018 £4GTAPM e Previeied Fie tps://kput shareport com...| Senl do: Fle Previewsd  20.190.145.17:
Latest doc laun@pvt onmicroscft com | 12/6/2018 123938 PN Fle Previewed file tps://kput shareport com... | Latest docx : il Previewed | 20.190.145.171
Dooumert doax tarun@hpvt onmicroscftcom | 12/6/2018 123838 PM e Previewed Fie Ftps://kpwt sharcport com... | Document doc :Fle Previe... 20.190.145.177
T7oCT doc fsrun @t onmicroscft com  12/6/2018 123838 PM e Previewed File bitps://kpwt shareport com...| 176CT doox - Fe Previewed | 20.190.145.177
Sen docx taun@pvt onmicroscftcom | 12/6/2018 123838 PM e Freviewed file tps.//iput shareport com... | Sen’ doox - Fie Previewed | 20.190.145.171
170CT docx teun@kpvt onmicroscft com | 12/6/2018 123343PM e Previewed Fie tps://kput shareport com...| 170CT docx : Fie Previewed | 20.190.145.177
Latest docx fsnun @t onmicroscftcom | 12/6/2018 123343 PM e Previewed File bitps://kpwt shareport com... Latest docs : i Previewed  20.190.145.177
Documert docx tenn@kpvt onmicrascft com | 12/6/2018 123343 PM e Previeied Fie tps://kput shareport com... | Document docx :Fle Previe... 20.190.145.177
Sen docx teun@kpvt onmicroscft com | 12/6/2018 123343PM e Previewed file Htps://kput shareport com... | Sen’ docx - Fie Previewed | 20.190.145.171
Documert dosx terun@hpvt onmicrascftcom | 12/6/2018 122159 PM e Previewed Fie tps://kpvt sharepoirt com... | Document doc :Fle Previe.. 20.190.146.17¢
T76CT doc tenn@kpvt onmicrascft com  12/6/2018 122186 PN Fle Previeied Fie tps://kput shareport com .. | 176CT doox : Fe Previewsd | 20.190.145.17¢
Sen docx taun@pvt onmicroscft com | 12/6/2018 122156 PM il Previewed file tps://kput shareport com... | Sen docx - Fie Previewed  20.190.145.17¢
Latest doc tarun@hpvt onmicroscftcom | 12/6/2018 122156 PM e Previewed Fie Ftps://kpwt sharcport com... | Latest doc : il Proviewed | 20.190.145.17%
bitps://kpt-scnin sharepoi... | SHAREPOINT system 12/5/2018 120132PM | Tenant DNS Deleted Tenant tps://kpvt-acmin sharepoi... | Hitps:/kpvt-adimin sharepoi... N/A
xéne taun@pvt onmicroscft com | 12/5/2018 11:66:45 AM | Acceseed file tps.//Aput shareport com...|Fle ‘xd bt s ecsssed 1266312671
it teun@kpvt onmicroscftcom | 12/5/2018 115553 AN Modified fie Htps://kpwt sharcport com...|Fie ‘xétxt” : Modfied 1256312571
At Ry B TP/EONE TLEEEL AN lekand > [T p— Bin A b e EEP R b

I

Figure 21: All Modifications in SharePoint Online Report
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5 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@lepide.com

support@lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

6 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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