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1 Introduction

Lepide Auditor now features a new Group Policy Comparison Report within the web console, designed to
simplify the process of identifying differences between selected Group Policies across multiple domains. This
report provides users with a clear, side-by-side comparison, whether the policies are from the same domain or
different domains. By enabling users to efficiently track policy changes and ensure consistency, this new tool
helps maintain control over group policy settings across the network. This guide outlines the steps to generate

the Group Policy Comparison Report and leverage its features for enhanced policy management.

2 Verify the Group Policy Comparison Report

2.1 Verify the New Report

e Login to the Web Console
o Navigate to the Auditor tile

e Under the Group Policy tree node, confirm that Group Policy Comparison is available

Auditor - Reports <
Sear Q
Report Name Description
+ Exchange Server
i
+ Exchange Server Online

Group Policy Object Chan...  Shows all the changes in al...
- Group Policy

[ Group Poticy Otject Changes Logon and Logoff Script P..  Shows all the changes mad..

[ Logan and Logoff Scrips Policy Password Policy Changes Shows all the changes mad...
Changes
@ Password Policy Changes Group Policy Objects Dele...  Shows all the group policy

[3) Group Policy Objects Delteted
Security Options Pelicy Ch...  Shows all the changes mad..
[ Security Options Policy Changes
[ Group Policy Objects Reramed Group Policy Objects Ren... | Shaws all the group policy ...
P ges
[ 6PO Lk Changes GPO Link Changes Shows all the changes in gr...
[ Password Age Policy Modified

D) Passwrord Complesity alicy Password Age Policy Modi..  Shows all Password Age Po...

Medified
Password Complexity Poli.. ~ Shows all Changed passwo
[3) Starwp and Shutdawn Seript
Poli hang:
olicy Changes Startup and Shutdown Scr..  Shows sll Changed startup.
[o. (3 Passward History Policy
o ﬂ Madified Password History Policy M. Shows all Changed passwo
it
[3) Password Encryption Policy
Changes Password Encryption Polic..  Shows all the Changed pas...
i
N [® Lockout Duration Palicy
Changes Lockout Duration Policy C...  Shows all the changes mad.
My Lepide Bes
Accounts Lockout Polic
B Accour mthasd Accounts Lockout Policy C...  Shows all the changes mad...

@ Changes
B All Accounts Policy

[ Audit Policy Changes

Changes All Accounts Policy Changes | Shows all the changes mad...

Audit Palicy Changes Shaws ll the changes mad..
[ Interactive Logon Policy
Chan
Interactive Logon Policy C... | Shows il the changes mad...
[ UserRight Assignment Palicy
Changes User Right Assignment Po...  Shows all the changes mad...
[ Group Policy Comparison
Group Policy Comparison  Shows all the Group Policy ...

+ File Server

Figure 1: Confirm Group Policy Comparison Report
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3 Configure Database for GPO Backup

3.1 Configure SQL Settings

e Go to the Settings section of the web console.

e Check and configure the SQL connection details for the Group Policy SQL Settings to ensure the

report functions correctly.

Group Policy SQL Settings

Figure 2: Configure Database for GPO Backup
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4 Backup Group Policy

Follow the steps below to enable a Group Policy backup in the Lepide console:
e Open the Lepide Main Console
e  Click on Settings

e Select Component Management from the available options

Settings

L8] Component Management]
B e [+ Add Component
% File Servers

{4 General Settings
4 Current Permission Scan Settings|
[® Message Delivery Settings

i Active Directory, Group. SharePoint Server L Server
|- B Defaul SQL Server Settings o Gt
55 UeBA User Password Expiration
3 Agent Settings 00 Reminder and Active
| £ LDSP Web Console Directary Cleaner
L. Archive &LImport
SharePaint Oniine n Cloud Components m

Added Component

File Server Exchange Online

Session Recording Universal Audit

1921681014 192168 10 14(File Server)
Active Directory, Group = File Server
Policy and Exchange — E

Server

Figure 3: Open the Component

e Click on Added Domain as shown above.

e Inthe right-hand panel, click on Create Group Policy Backup as shown in the image below.

Settings |

9@ Component Management 2] 192.168.10.14 Last updated on
63 192.168.10.14

® £, File Servers Comporent Change Auditing Stetus Heath Monitorng Status Non-Oner Maibox Agert Status _ Detais

£¥ General Settings ) F3 P ) r) 5| X Remove
@ 43 Current Permission Scan Settings| 4 Active Directc & uninstani agent

[ Message Delivery Settings £ DC-O9.LEPID... Comnection successfulon :8/1... Connection successful on: 8/1... N/A A % Upgrade Agent

a0t SQL Server Settings  Data Inse ata insettion successfl on

B Defoult SO Server Setting:  Data Inserl N/A N/A A 0 sl on - /42025 10202 | 0
e B UeeA E Group Policy efres|

L3 Agent Settings 2 DCO9.LEPID.. Comnection successiulon :8/1... N/A A A
» £ LDSP Web Console  Data Insert N/A A A Data nsettion sucoessfl on : 7/28/2025 113755 .. | £ Audit changes from remote system

A} Archive & Import & Remove remote domain auditing
£

<5 Create Adtive Directory Backup

5] B create Group Policy Backup

/' Properties

a »

& Manage Disk Space

B More Information

“Auditing Status
‘Auditing s enabled
active Directory Auditing, Exchange Server Auditing, Group Policy Auditing, Health Monitoring, Hon-Ouner Mailbos Access, Lepide Active Directory Cleaner and Lepide User
Password Expiation Reminder 1 enabled

#
]
!

Last Change Information
Last Actve Directory changes Collected on  : 8/14/2025 11:01:53 AM
Last Group Policy changes collected on  © 7/20/2025 11:37:55 AM
Last Exchange Server changes collected on

‘

Backup Information
Backup creation for Active Directory is enabled.
Group Palicy backup started.

General Information
Domain information

Figure 4: Create Group Policy Back Up
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up Policy

Once clicked, the Group Policy Backup started.

Comparison Repor

Settings

-} Component Management
59 1921681014
-5 File Servers
£} General Settings
£} Cumrent Permission Scan Settings|
[ Message Delivery Settings
55 Default SOL Server Settings
5 uesa
w43 Agent Settings
£} LDSP Web Console
£} Archive & Import

# w ® € @

a »

(3] 192.168.10.14 Last updated

Component Change Audiing Status Health Montoring Status Non-Owner Maibox Agert Status _ Details
r r P r P o
> Active Directc
= DC-09.LEPID... Comnection successful on : 8/1... Connection successful on - 8/1... N/A N/A
 Data Insert \/A N/A N/A Data insertion suceessful on : 8/14/2026 110202
& Group Policy
C-09.LEPID... Connection successful on : &/1... N/A WA A
 Data Insert N/A /A WA Data insetion successful on : 7/29/2025 11:37:55

B More Information

Auditing is enabled
Active Directory Auditing, Exchange Server Auditing, Group Palicy Auditing, Health Manitaring, Non-Owner Mailbox Access, Lepide Active Directory Cleaner and Lepide User
Fassword Expiration Reminder is enable

Last Change Information
Last Active Directory changes collected on  : 8/14/2025 11:01:53 AM
Last Group Policy changes collected on 7/28/2025 11:37:55 A
Last Exchange Server changes collected on

Backup Information
Backup creation for Active Directory is enabled.
Group Policy backup started...

| Geveral pformation |

Remove
Uninstall Agent
Upgrade Agent
Refresh

Audit changes from remote system

Remove remote domain auditing

Create Active Directory Backup

Create Group Policy Backup

Properties

Manage Disk Space

Figure 6: Group Policy Backup Started

NOTE:

Domain Configuration. Then select Active Directory Backup and click the side icon beside

Group Policy Backup can also be scheduled. Click on Properties from the left panel click on Advanced

Setting wizard will open. Select the backup timings to schedule Group Policy Backup.

Settings

=-&3 Compenent Management
1.3 192.168.10.14
£, File Servers
A%} General Settings

3 Message Delivery Settings
- &5 Default SQL Server Settings

5 uesA

{3 Agent Settings

4% LDSP Web Console

A% Archive & Import

4% Current Permission Scan Settings

8] 192.168.10.14 Last updated of

Componert Change Audting Status Health Monioring Status Nonr-Owner Maibox Agent Status  Detals

Remove

Uninstall Agent.
Upgrade Agent
Refresh

Audit changes from remote system

Remove remote domain auditing

Create Active Directory Backup
Create Group Policy Backup

Properties

o X
<1 Active Directc 3
C-09.LEPID... Connection successful on : 8/1... Connection successfulon: 8/1.. N/A N/A Y
* Data Inserl N/A N/A Data insettion successful on : 8/14/2025 11.02:02
5 o
5 Group Policy
C-03 LEPID... Connection succsssful on : 8/1... N/A N/A N/A
* Data Inserl N/A NA N/A Data insertion successful on : 7/29/2025 11:37:55 rd
b
P
E:1

B More Information

Auditing Status
‘Auditing is enabled
Active Directory Auditing, Exchange Server Auditing, Group Policy Auditing, Health Monitoring, Non-Owner Mailbox Access, Lepide Active Directory Cleaner and Lepide User
Password Expiration Reminder is enabled

Last Change Information
Last Adtive Directory changes collected on
Last Group Policy changes collected on
Last Exchange Semver changes collected on

8/14/2025 11:01:53 AM
§ 7/29/2025 11:37:55 AM

Backup Information
Backup creation for Adtive Directory is enabled.

Group Policy backup successful on : 8/14/2025 12:48:53 PM

Manage Disk Space

Figure 5: Group Policy Backup is Successful

Group Policy Back up is successful

A
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NOTE: If you change the database from web console in SQL Configuration (Fig 2). Then you need take Group

Policy Backups again following the above steps.

If you change the default location of Group Policy backup, then you need again restart LepideDSPsvc

service from task manager, then take Group Policy Backups again following the above steps.

Follow these steps to perform a Group Policy comparison and generate the report:

e Loginto the Lepide Web Console

W Lepide

Email

Password

Figure 7: Web Console Login

e  Click on the Auditor tile.

N Lepide N O)

Lepide Data Security Platform

My Lepide

tion of all of your

Figure 8: Web Console Homepage

e Inthe left-hand navigation pane:

a‘ Lepide USA Inc. Page 6
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e Expand the Group Policy node

e  Click on Group Policy Comparison Report

Auditor - Reports < ¢ ) ( create rotder )
G N Report Name Description Shared With Shared By My Lepide Repert Type Added By Added On Actions.
+ % Exchange Server Oniine
Group Poicy Object Chan...  Shows sl the changes inal.. Predefined
— 7 Group Policy.
B Grousko Logon and Logoff Seript P, Shows all he thanges mad. Predefned
Password Policy Changes  Shows all he thanges mad. Fredefned
Group Poicy Objects Dia... | Shows 84 the group policy Predened
'3 Security Options Policy Ch..  Shows ol the changes mad.. Predefed
Group Policy Objects Ren_.  Shows s the group palicy .. Predefined
] PO Link Changes Shows i he changes inr Drdetnes
o Password Complexity Pall.  Shows all Change Predefined
2 ¥ Cranee Startup and Shutrlown Scr...  Shows ol Changed startup. Fredefnes
) Password Hiscory Policy M...  Shows all Changed passs Predetned
8 Password Encryption Pallc... Shows all the Changed pas Predefned
Lockout Duration Policy . Shows all the changes mad. bredetasd
Accaunts Lockout Palicy C...  Shows ol the changes mad.. Predefined
All Accounts Policy Changes | Shows 8l the changes mad. Pradefied
Audit Policy Changes Shows all the changes rmad. Predetined
Interactive Logan Policy €. Shows all he changes mad... Predefned
Chang User Right Assignment Po...  Shows all the char Fredefnes
B Group Policy Comparisen
Group Policy Comparison Shows all Predefned
+ B0 File Server

Figure 9: Group Policy Comparison Report

e  Click on Start Comparison

Report Name - Group Policy Comparison

Home / Lepide Auditor / Reports / Group Policy / Group @ Start Comparison
Source: Target Comparison
Group Policy Name Setting Path Domain Name Group Policy Name Setting Path Similar, Different, Present in Details

Source Only, Present in
Destination Only

Please click on the Start Comparison button to view data

Figure 10: Group Policy Comparison Screen

%{ Lepide USA Inc. Page 7
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e Select the Source Domain

In the Source Selection Wizard:

-  Choose the Source Domain

- Select the Group Policy Name

- Click Next
Source Selection ® 113
Select Source Domain e A
dmo21f.com
Group Palicy Name FU——
Test-Copyds Idp30.com

Test-Copy2s
D) Test-Copyt2

gwvig.com
Test-Copy30

Test Copyse

Test-Copy100

Test-Copy5e

Test-Copyt

=By -

Figure 11: Source and Domain Selection

e Target Selection
- Expand and select the Target Group Policy to compare

- Choose the group policy on which the comparison should be performed

‘{{ Lepide USA Inc. Page 8
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Target Selection o—0O 2013

Target Selection

Choose the group policy on which the comparison should be performed

Figure 12: Target Selection

e Define the Comparison Criteria
e Choose one/multiple of the followings:
—  Similar Settings
— Different Settings
—  Present in the source but missing in the destination
— Present in the destination but missing in the source

e  Click Finish.

%{ Lepide USA Inc. Page 9
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Target Selection QO—0—®:n

Define what to compare

Define the comparison criteria? whether to identify similarities, differences, or partial matches? regardiess of setting names.

85800

e ; e m

Figure 13: Define What to Compare

e The report will be displayed

Report Name - Group Policy Comparison

Fiters : Smiar esentinth but m e de [ estination but mis: .
Home @ Start Comparison
Source: gwv19.com Target Comparisen
Groun Palicy Name SettingPath Domain Name Group Policy Name Setting Path Similar. Different. Present in Detalls
P Iy

est

st

-

est

et

Figure 13: Group Policy Comparison Report
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6 Export the reportin CSV file

e  Click Export to save the report as a .CSV file.

Report Name - Group Policy Comparison

he source but missing in the destination, Pr he destination but missing in t
Source: gwv19.com Target Comparison
Group Policy Name Setting Path Bomain Name Group Policy Name Setting Path Similar. Different. Present in Details
Source Only. Present in
Destination Only
Test Computer ConfigurationPoliiesiVi..  dsp15.com Detault Gomain Palicy Computer ConfigurationtPoiciesii Store passwords using reversiole enc..
Testt Computer Configuraticrpoiiiesiw, Defautt Domain Palky Computer Configurationi Pocieswil
Test Computer ConfigurBtomPolites v Default Doman Policy PO
Test Computer ConfiguraticriPoliciesite... Defautt Domain Polky Computer ConfigurationtPrcies Wi

Test Default Doma

Testt Default Dom wa At Credentisl Validation: Succes, ..
Testt Detault Gomain Policy Auit Kerbers Authentication Senvic...
Testi Detaut o

Test Defauit Dom wa

T Detault Comain Policy At Apphcation Gecup Managemen.
Test Default Doma N At Computer Account Manageme.

Testt Defautt Gomain Policy WA Auct Dtstr Manageme.

Test Defautt Goman Palicy A Ottt Management Ev

Testt Befault Goma wa Aucit Security Group Management: 5.

Test Default Domain Pol N At User Account Management: Su

st

Default Comain Policy A Present in Source Or Ausdit DPAR| Activity: Sucess, ui

e - | - YO

Figure 15: Exporting the Report

& v TaPC v Dovenloads

- . "
1}

3 Earlser this maonth (1
. # 0 Group Policy Companson_ 02-05-20516-26-15_ Mooy i A ft Fxce ¥
i ¥+

o

Figure 14: CSV File is Exported

Now open the .CSV file to view the report.

%{ Lepide USA Inc. Page 11



Lepide Data Security Platform

Group Policy Comparison Repor

A 8 c D
1 |Group Policy Comparison

2 |Lepide Data Security Platform : www.lepide.com

3 |Report : Group Policy Comparison

5 |Created On : 14-08-2025 11:44:15 AM

6

7 |Source: m  Source: m Target Target Target
3 |Group Policy Name: Setting Path Domain Name Group Policy NaSetting P
9 |Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
10 Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
1 Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
12 Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
13 Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
14 Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
15 Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
16 | Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
17| Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
13 | Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
19 |Default Dom: Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
20 | Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
21 |Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
22 |Default Domain Policy Computer Configuration\Pc lepidedema22.com AuditGPO N/A
23 | Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
24 |Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
25 |Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
26 | Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
27 |Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
28 | Default Domain Policy Computer Configuration\Pc lepidedemo22.com AuditGPO N/A
30 | Rnfanitt Ramnin Baling Frmristar fnnfimiratinn\ R lnnidndamad cam AuditEno min

Formula Bar]

4 |Filters : Similar settings, Different settings, Present in the source but missing in the destination, Present in the destination but missing in the source

Comparisc Comparison

Similar, Di Details

Present in Do not allow Clipboard redirection: Enabled

Present ir Do not allow COM port redirection: Enabled

Present in Do not allow drive redirection: Enabled

Present in Do not allow LPT port redirection: Enabled

Present i Do not allow smart card device redirection: Enabled

Present in Do not allow supported Plug and Play device redirection: Enabled
Present ir Store passwords using reversible encryption: false

Present in Account lockout threshold: 5
Present in Account lockout duration: 30 I
Present in Maximum password age: 42

Present ir Minimum password age: 1

Present in Minimum password length: 7

Present ir Password must meet complexity requirements: true
Present in Enforce password history: 24

Present in Reset account lockout counter after: 30

Present in Maximum tolerance for computer clock synchronization: 5
Present ir Maximum lifetime for user ticket renewal: 7

Present in Maximum lifetime for service ticket: 600

Present in Maximum lifetime for user ticket: 10

Present i Enforce user logon restrictions: true

Aracant in Mohunrk cncribs Fin nat ctarn | AR Manamnr hach ualin an vt nacosnrd chanmn: Enablad

Figure16: CSV View of the Report

7 Excluded Group Policy Objects Nodes

The following Group Policy Object (GPO) nodes are excluded from comparison because they contain forcefully

created settings or configurations that are unique to each environment.

e Preferences, Windows Settings

- No nodes will be shown,

e  Windows Settings

- Name Resolution Policy
- Scripts Startup/Shutdown
- Deployed Printers

e  Windows Settings, Security Settings

- Restricted Groups
- Registry
-  File System

- Wired Network (IEEE 802.3) Policies

e  Windows Firewall with Advanced Security

e Network List Manager Policies

A
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e  Wireless Network (IEEE 802.11) Policies

e User Configuration - Preferences

e  Policies
- Software Settings
- Windows Settings

e Policies, Windows Settings, Security Settings
- Software Restriction Policies

- Application Control Policies

NOTE: These exclusions ensure that comparison reports focus only on relevant, configurable GPO settings that

have meaningful differences or similarities across environments.

a‘ Lepide USA Inc. Page 13
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8 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team

using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your

queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

9 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module,
Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object,
Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data
Security Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User

Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above
of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners.

These are purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States

and/or other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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