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Lepide Data Security Platform Mobile App

1 Introduction

Welcome to the Installation and Configuration Guide for the Lepide Data Security Platform Mobile App.

The App displays notifications for the selected auditing and health monitoring alerts of Active Directory, Group
Policy Objects, Exchange Server, SQL Server, SharePoint, Exchange Online (Office 365), Windows File Server, and
NetApp Filer. These alerts can be for critical configuration changes, server availability, resource consumption, etc.

This guide will help you install, configure and manage Lepide Data Security Platform App and to receive the real-
time or threshold alerts on it. If you have any questions or issues when configuring the App, you can contact our
Support Team. The contact details are listed at the end of this document.

2 Install App Server

It is necessary to install Lepide Data Security Platform App Server on a computer in your network and provide its
public IP Address in App Server Settings in Message Delivery Settings.

The installer file for this server will come with the main setup file of software that you can download
from http://www.lepide.com/Lepide Data Security Platform/download.html. After you have downloaded the

installer file, execute the following steps to install it.
1. Double-click the downloaded installer file to start the installation.
2. Click Next.
3. Itisrecommended to read the license agreement carefully before installing the server module.
4

If you agree to the license agreement and want to continue the installation, then check I accept the
agreement and click Next.

5. Itdisplays a dialog box, which allows you to modify the destination. The default installation location is:
for 32-bit: %ProgramFiles%\Lepide App Server
for 64-bit Windows OS:  %ProgramFiles(x86)%\Lepide App Server

6. If you want to modify the installation location, then click Browse and select the desired location.

7. Click Next to proceed to the next step, where you can customize the location of the shortcuts folder in
the Start Menu.

8. Click Browse and select a different location to modify the location of the shortcuts folder in the Start
Menu.

9. Click Next to use the default or customized shortcuts folder.

10. Check the boxes titled Create a desktop icon and/or Create a Quick Launch icon if required.
11. Click Next. The software is now ready to be installed.

12. Click Install to begin the installation procedure.

13. A message to confirm the successful installation appears in the wizard.
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14. Click Finish to complete the process. It is recommended to keep the option Launch Lepide App Server
checked.

Yl Lepide App Server !

Lepide App serveris unning ...

Figure 1: Server is Running

15. You can click the cross icon on this dialog box to close it. However, Lepide Data Security Platform App
Server will keep running, and its icon will be visible in the system tray.

Open

Exit

Figure 2: Showing Icon and Options for App Server.

After installation, allow Port 1051 for all incoming and outgoing connections in both Windows Firewall and other
security software installed on this computer.

3 App Account and Settings

Before configuring the mobile application, you have to create a profile in Lepide Data Security Platform. This
profile lets you provide a user ID and password to configure the mobile application. It will also give you an

Application ID.

You can use Settings — Message Delivery Settings to create and manage the application profiles.
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3.1 Add App Account

This option allows you to add an App Account Server in the software. Follow the below steps to add an app
account.

1. Click the icon to access following menu.

Add Email Account
Add App Account

Add Alert Profile

Figure 3: Add an App Account

Click Add App Account option to access the following dialog box.

r.ﬂ.dd App Account
Fleaze enter login credentialz for uzing kMobile App
UserID : Sdrninistrakor
Password skt

Mobile App ID:  422D5C7-2EFS-4034-62 26-5796454745F 5

MOTE : Use this App ID to configure App on Android and i05.

'ﬁiﬁl

1

E!‘

]9 || Cancel |

Figure 4: Add an App Account
2. Enter the following details.

a) User ID: Enter the User ID, which has to be used to create and access profile in the mobile

application.
b) Password: Enter the password to create and access the profile in the mobile application.

3. The box labeled Mobile App ID will display the application ID, which has to be provided while creating a
profile on the Mobile Application. Kindly note down this app ID.
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NOTE: You can use the QR Code in the bottom right of the dialog box to feed Application ID directly into
Lepide Data Security Platform App.

4. Click OK to add this app account. It takes you back to Message Delivery Settings showing the added app
account.

Ei Message Delivery Settings

O~ B 7~ x &

Accourt Name Action

SCR10 Exeaute Saipt

APP100 Mobile App

ADMINISTRATOR
DCMS Emai

ASHISH Emai

Display Name : Administrator
Login Mame ; Administrator
App ID : C526 1ADS-BAAF-67/DS-98A1-416HAC21679

Figure 5: Showing the added App Accounts

You can add multiple app accounts by following the above steps.

3.2 App Data Settings

Now, you have to provide the public IP Address of the computer, where Lepide App Server is installed. After
configuring it, App Server will receive the alerts from Lepide Data Security Platform and send it Lepide Data
Security Platform App. Perform the following steps,

1. Open Lepide Data Security Platform. Go to “Settings” = “Message Delivery Settings”.

2. Cclick Py iconto modify the selected account with the following dialog box.
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Lepide App Server Settings

Select the location where the App data will be saved.

My Own Server

| e

QK | Cancel |

Figure 6: Dialog box to modify data settings for Application

3. Enter the public IP Address of the system, where you have installed Lepide App Server.

NOTE: Allow Port 1051 for all incoming and outgoing connections in Firewall, on the system where Lepide
Data Security Platform App Server is installed.

4. Click OK to apply this change. Click OK to apply this change. It displays a message.

Lepide Data Security Platform App data store settings have
been changed. Please apply same settings on mobile devices,
Follow these steps:

1. Open LepidefApp -> Go to Settings -» and change settings.
2. Go To Manage Profile -= click on Modify

Figure 7: Message after changing App Server

NOTE: After performing these steps, you have to change the Settings in Lepide Data Security Platform App
and provide the public IP Address of the server, where you have installed Lepide Data Security
Platform App Server. Click here to know the steps to change the Server Settings in Android App.

Click here to know the steps to change the Server Settings in Apple App.

A\\Y '
Y Lepide USA Inc. Page 8



Lepide Data Security Platform

Mobile App

4 Install Lepide Data Security Platform App

After you have created an Account and configured the Alerts Settings in the application, you can go ahead and
install Lepide Data Security Platform App on your Android or Apple device to receive alerts.

4.1 Install App on Android
Follow the steps below to install the app on your Android device.

1. Open the Google Play Store.

2. Search for Lepide Data Security Platform App. You will notice it in search results.

17390000 - © #1150 40t 52% @
& Lepide data security Q 9
Lepide Data Security Platform
\ ‘ Lepide Software Pvt. Ltd.
43 %
Sponsored + Related to your search :
VPN & Antivirus Microsoft Norton 360: M:
by Kaspersky Defender: Antivir... Mobile Security M
4.6% 3.8 4.3 % 4.
You might also like -
=
Photoshop Microsoft Zoom Workplace M
Express Photo E... Whiteboard for Intune ne
4.3% 4.5% 37% 4.
Privacy Defender - Security
PLIGENCE - Tools * Antivirus o
¥ 42% 12MB 100K+
= = |

Figure 8: Lepide Data Security Platform App in Search Results

3. Tap the displayed result to open the App Page.
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S17370000 - ¢ Ciszy @)

< Q

\\\ Lepide Data Security
\ ‘ Platform

Lepide Software Pvt. Ltd.

43%
9 reviews @ 22 VB Rated for 3|
Install

Other apps to try

Field Sales Teleduce Get GSM | Mobile H
Management App 5 Tools Store

4.3 % 3.6% 4,
About this app =

Notifies 24*7 regarding any server configuration
changes

Business

= = =

Figure 9: Lepide Data Security Platform App

4. Click Install. It displays the message: “Allow Lepide Data Security Platform to take pictures and

record Video?".
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W17:4409 09 Ll G 51y @

Allow Lepide Data Security
Plat... to take pictures and
record video?

Figure 10: App Asking Permission to Access Device Resources

5. Click Allow to provide the above access to the Lepide Data Security Platform. It starts installing the
Lepide Data Security Platform App on your device.
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%%15040090 0 % e2x @

< Q i

w\  Lepide Data Security
V'V Platform

Installing...
© Verified by Play Protect

Cancel Open

.

Sponsored - Suggested for you H

Traya. '

~daily

10 Minute Delivery

Zepto:10-Min Traya: Hair Loss bbdaily: Online Bl
Grocery Delivery*  Solutions Milk & Grocery El
4.6 % & Installed 39% 4.
More apps to try >
}° RiSE
PDF 00
Adobe Acrobat Memrise: speaka  Google Wallet G
Reader: Edit PDF  new language Li
37%x
4.4% 4.5%
= iy =)

Figure 11: Installing the Lepide Data Security Platform App

6. After installation, the following page appears:
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L1741 0000 © %0 C s @

< Q

\\\ Lepide Data Security

\ ‘ Platform

Lepide Software Pvt. Ltd.

Sponsored + People also installed

Jdp Traya. 7-(\

h 4

Upstox- Stocks &  Traya: Hair Loss Tanishq Jewellery Rz
Demat Account Solutions Shopping Drl

4.5% B Installed 4.6% 4.

More apps to try

9
MEM
5

Adobe Acrobat Memrise: speak @ Google Wallet M

Reader: Edit PDF  new language 354 W

4.4% 45% 4.
= iy =

Figure 12: Lepide Data Security Platform App Installed

7. Click Open to launch the App.
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After the App has been downloaded and installed, you can configure settings to make the App work as per your
preference.

4.2 Install App on Apple

Follow the steps below to install Lepide Data Security Platform App on Apple devices.
1. Open App Store.
Click Search icon.

Search for Lepide Data Security Platform App. You will notice it in the search results.

2.
3
4. Taptheicon of Lepide Data Security Platform App. It opens the App page.
5. Click Get

6

Enter the App Id password. After the App has been downloaded and installed, its icon is added at the
Home Screen. You can now click its icon to access and configure the App.

5 Configure the Mobile App

You can configure the Settings of application and create a profile in it, modify or remove it.

5.1 Configure App on Android

In addition to configure settings, you can create, modify, and remove the profiles in Android App.

5.1.1 Configure App Settings on Android

Once the app is launched then the server IP can be configured:
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Get your server IP

Please enter App Server IP

App Server Settings

= i =

Figure 13: Settings

NOTE: Itis required to install the Lepide Data Security Platform App Server on a system in your network
and allow Port 1051 for all incoming and outgoing connections in the Firewall on it. In addition,
provide the public IP Address of this system first in the App Server Settings in Message Delivery
Settings in the software and then here.

1. Enter the public IP Address of the system, where you have installed Lepide Data Security Platform App
Server and click Apply button.

The following is a sample screenshot of getting data from your own customized server:
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Mobile App

Get your server IP

Please enter App Server IP

192.168.10.129

Apply

= < =

Figure 14: Own Server Option for Getting Data

2. After providing the server IP, click on Apply and the app server will be configured.
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%1% 180409 D@ -

Information

App Server configured successfully

Figure 15: App Server Configuration

The next steps explain how to configure the App settings of the Mobile App:

1. Click on the Menu icon and then select settings option and configure the server and display settings.
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= Settings

Server and Display

Please enter App Server IP

180.151.74.13

Display Settings
Feed Count:

100

Date/Time Format:

Default

Show Popup : .

M e o

Live Feed Manage Profile

= iy =

Figure 16: Modifying the Server and Display Settings

2. Feed Count: Select the number of feeds (alerts) that you want to receive at a time.
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515118:06 09D Q -

CANCEL

Figure 17: Modifying the Feed Count Settings
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3. Date & Time Format: Select the Date & Time format as per requirement.

Default

[YYYY[-{MMI-[DD]

IMMI-IDDI-IYYYY]

CANCEL

Figure 18: Modifying the Date and Time Format

It has the following options.
A. Default
B. [YYYY]-[MM]-[DD]
C. [MMI]-[DD]-[YYYY]
D. [DDI-[MMI-[YYYY]
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5.1.2 Create App Profile on Android

After you have configured settings, you can create your profile in the App to receive the alerts. To create a profile
in the Lepide Data Security Platform App, follow the steps below.

1. Click == to accessthe menu.

2. Select Manage Profile option from the menu.

805080 [ % @

—  Live Feed <

W Lepide

Data Security Platform

Live Feed

(&) Manage Profile

61 Settings

About

@ Help & privacy statement

= = I

Figure 19: Select Manage Profile

3. The Manage Profile screen appears. Click on the Add Profile icon to add a new profile.

4. You have to provide the App ID first. There are two methods for it - type it manually or use QR Code
technology.
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5. Instead of entering the App ID manually, you can use QR Code technology here. Follow the steps listed
below.

a. Click Get Application ID from QR Code. It launches the camera application.
b. Open Lepide Data Security Platform console on your computer.

c. Inapplication, go to Settings, Delivery Message Settings, edit an existing app account or create a
new one. You will notice a QR Code in Add App Account or Modify App Account dialog boxes.

Modify App Account

Flease enter login credentials for using both Windows and Mobile Aop

User D : Lepide

Password

| PRI

Maobile App 1D : | D5S5ESEDS-756D-4288 938 - 38R0 /934D0DFC

MNOTE : Use this App ID to configure App on Android, 105 and Windows.

Figure 20: Modify App Account

d. Place your camera in front of the screen on which this QR code is displayed.

e. Keep the device camera at least 6-inches away from the screen.
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17550 @ 0 D -

Modify App Account

Plasse erter iogn credentinhs for uaing bath Windows and Mobie fpp.

Usen 10 : Lesde

Pamewend | 1 S

B e s o s v

MOTE : Use this Ap 10 o configure App om Android, (05 snd Windows.

Scan your QR Code

You need to scan your QR code from your
associated desktop App

Figure 21: Scan QR Code

f. Touch the screen to capture the QR Code. The App starts to scan and process the code.

6. Either entered manually or with the steps above, the Application ID will be entered.
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Add Profile

Add Application Id with your associated App
Account

5E06-756D-42BB-93FB-3EF07984DDFC

Get Application ID from QR Code
Lepide

Apply

= = =

Figure 22: Add Profile Details

7. Now, enter the User ID and password.
8. Click on Apply after entering the details.
9. Clickon Back to go to the Main-Screen of the application. LiveFeed updates of the Alerts begins to appear

if there are any:
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O

Live Feed <

Q, Search Feed

-Alert for Potential ransomware
attack:

Alert Name : Potential ransomware attack

6/28/2024 6:33:18 PM

File Renamed:- From: C:
\Users\Nitin\Desktop\newfolder71022\New

Text Document - Copy (31) - Copy - Copy - Copy
- Copy.txt by: DMOPC\nitin from: FS129N

+Alert for Potential ransomware
attack:

Alert Name : Potential ransormware attack

6/28/2024 6:33:18 PM

File Renamed:- From: C:
\Users\Nitin\Desktop\newfolder71022\New

Text Document - Copy (29) - Copy - Copy - Copy
- Copy.txt by: DMOPC\nitin from: FS129N

+Alert for Potential ransomware
attack:

Alert Name : Potential ransomware attack
6/28/2024 6:33:18 PM

File Renamed:- From: C:
\Users\Nitin\Desktop\newfolder71022\New
Text Document - Copy (30) - Copy - Copy - Copy
- Copy - Copy - Copy.txt by: DMOPC\nitin from:

FQ1720NM

Manage Profile Settings

= = =

Figure 23: LiveFeed of the Alerts

Mobile App
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5.2 Configure the App on Apple

You can configure the app settings, create app profile, modify the profile, and delete the app profile.

5.2.1 Configure App Settings on Apple

Click to access the menu.
5180509 D@ o * 50% @
—  Live Feed <
A\ I
W Le Pl de
Data Security Platform
=\ Live Feed
(2 Manage Profile
61 Settings
[1]  About
@ Help & privacy statement
= = =1
Figure 26: Menu Options
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1. Click Settings.

NOTE: Itis required to install Lepide Data Security Platform App Server on a system in your network and
allow Port 1051 for all incoming and outgoing connections in the Firewall on it. In addition, provide

the public IP Address of this system first in App Server Settings in Message Delivery Settings in the
software and then here.

a) Enter the public IP Address of the system, where you have installed Lepide Data Security Platform App
Server.

The following is a sample screenshot of getting data from own customized server:

No SIM = 11:15 AM (=)

= Settings
Server and Display
Please enter App Server IP

192.168.10.251

Display Settings
Feed Count:

100
Date/Time Format:

Default

Show Popup :

Apply

N @ £

Live Feed Manage Profile Settings

Figure 24: Own Server Option for Getting Data

2. Feed Count: Select the number of feeds (alerts) that you want to receive at a time.
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No SIM = 4:04 PM @ 44% @)
— Settings
Display Settings
Feed Count:
101

Date/Time Format:

[YYYY]-[MM]-[DD]

Apply

Done

100

101

102
103

Figure 25: Modifying the Feed Count Settings
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3. Date & Time Format: Select the Date & Time format as required.

No SIM =+ 3:51PM @ 53% @ )
= Settings
Display Settings
Feed Count:
100

Date/Time Format:

Default

Apply

Done

Default
[YYYY]-[MM]-[DD]
IMMI-[DDI-[YYYY]

1-TMMI1-IY Y Y Y

Figure 26: Modifying the Date and Time Format

It has the following options.
A. Default
B. [YYYY]-[MM]-[DD]
C. [MM]-[DD]-[YYYY]
D. [DDI-[MMI-[YYYY]

5.2.2 Create App Profile on Apple

After you have configured settings, you can create your profile in the App to receive the alerts. Follow the steps
below to create a profile in App.
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1. Click 2= icon to access the menu.

2. Click Manage Profile to access this section.

O
3. Click ©* iconto add a new profile.

No SIM = 4:40 PM @ 45% (%)
T
[ ]
]
Add Profile

Add Application Id with your associated
App Account

Application ID

Get Application ID from QR Code

Apply

Cancel

Figure 27: Adding a Profile

4. You must provide the App ID first. There are two methods for it - type it manually or use QR Code
technology.

5. Instead of entering the App ID manually, you can use QR Code technology here. Follow the steps below.
a) Click Get Application ID from QR Code. It launches the camera application.
b) Open Lepide Data Security Platform console on your computer.

c) Go to Settings, Delivery Message Settings, edit an existing app account or create a new one. You
will notice a QR Code displayed in the dialog box

A\\Y '
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Maodify Lpp Account

Fleaze enter login credenhialz for using Mobile App

User ID : Adrministrator
B b e

Password

Mobile App ID : 422D5C79-2EF3-4034-6226-87 964547 45F5

MOTE : Use this App ID to configure App on Android and 105,

o

o

E!‘

F | | Cancel |

Figure 28: Dialog box to Modify App Account

d) Take Camera in front of the screen, on which this QR code is displayed.

e) Keep the device camera, at least, 6-inches away from it.
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No SIM = 3:52PM

° @ 53% @)
< Back

Modify App Account

Premse eriber logn credertiah bor uang both Windows and Mobie App
User 0 : Lepde

Pavveoed

Motite Ao 10 : | DISE 06 7560 42470 X0 HITOFC

I

NOTE : Une this App 10 10 configrure Agp on Androkd, 105 and Windows.

Figure 29: Scan QR Code

f)  Touch the screen to capture QR Code. App starts to scan and process the code
6.

Either manually or with above steps, the Application ID will be entered into Lepide Data Security
Platform App.
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No SIM = 3:56 PM @ 51% @)

<_

You can modity App Account password here

9E15E525-B5C3-4912-8BF1-4COC1D5...

Get Application ID from QR Code

Lep

Apply

Cancel

Figure 30: Add Profile Details

7. Enter the User ID and password.
8. Click Apply after entering the details.

9. Click Back to go to the Main Screen of the application. LiveFeed updates of the Alerts begin to appear if
there are any.
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No SIM 7 4:40 PM @ 45% % )

Live Feed -

Q Search Feed

«Anomaly Detected-

1118/2022 4:22:40 PM

LDSP5\Sonu modified 70 file(s) between
11/18/2022 4:22:00 PM and 11/18/2022 4:22:40
PM from DB251. This activity exceeds the total
number of changes per minute as previously
seen.

-Anomaly Detected-

11/18/2022 3:11:42 PM

LDSP5\Sonu modified 128 file(s) between
11/18/2022 3:11:00 PM and 11/18/2022 3:11:42
PM from DB251. This activity exceeds the total

number of changes per minute as previously
seen.

-Anomaly Detected-
11/18/2022 3:12:14 PM

LDSP5\Sonu modified 107 file(s) between
11/18/2022 3:12:00 PM and 11/18/2022 3:12:14
PM from DB251. This activity exceeds the total

number of changes per minute as previously
seen.

N @ £

Live Feed Manage Profile Settings

Q@ @  ©

Figure 31: LiveFeed Updates of the Alerts

6 App Operations

6.1 Android App Operations

After the profile has been created, you can do the following operations with the received updates in Android App:

1. Search: Click on the Search icon at the top of the screen. Enter the search criteria in the space provided.
Matching Feeds are displayed.
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= Live Feed <5

Q, ransomware X

«Alert for Potential ransomware
attacke

Alert Name : Potential ransomware attack
Q 7/5/202411:31:36 AM
Folder Renamed:- From: C;

\Users\Nitin\Desktop\newfolder71022\New
folder (2) by: DMOPCAnitin from: FS129N

Alert for Potential ransomware
attack-

Alert Name : Potential ransomware attack
7/5/202411:31:31 AM

Folder Renamed:- From: C:
\Users\Nitin\Desktop\newfolder71022\New
folder (2) by: DMOPChnitin from: FS129N

-Alert for Potential ransomware
attacke

Alert Name : Potential ransomware attack

6/28/2024 6:33:18 PM
Q File Renamed:- From: C:
\Users\Nitin\Desktop\newfolder71022\New

Text Document - Copy (56) - Copy - Copy -
Copy.txt by: DMOPC\nitin from: FST129N

) pe

Manage Profile Settings

= =

Figure 32: Live Feed of the Alerts

2. Share and Copy: To Share or Copy the content of an alert, simply tap and hold the alert. Copy and Share
options are displayed. To copy content select the Copy option. To share content, select the Share option
from the live feed.
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Select any option

Share

Copy

Execute Script

Figure 33: Alert Options

3. Some of the sharing options available on Android device are displayed. Select where you want to share
the content.
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4.

R ER TSR N R

Share with
EasyShare Messages Email Notes
Bluetooth Chrome Drive Gmail

Set as default.

= =

Figure 34: Sharing Options

Mobile App

Execute Script: To execute the script select execute script option and then select the profile to execute

the script.
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€& Execute Script

Select Profile

Select any profile to Execute.

Lepide
D55E5EQ06-756D-42BB-93FB-3EF07984DDFC

= = =

Figure 35: Execute Script Profile

5. Now select the Profile and then click on the Go to Next button.
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No SIM 4:37 PM @ 43% (%)

&  Execute Script

c

Execute any script

Select any script to Execute.

1 Script1.bat ‘

| TEST-1.bat |

| TEST-1- Copy (2).bat |

| TEST-1- Copy (3).bat y

| = = g b

Figure 36: Execute Script

6. Now select the pre-saved script and then click on execute button.

6.2 Apple App Operations

After the profile has been created, you can do the following operations with the received updates in Apple App:

1. Search: Click on the Search icon at the top of the screen. Enter the search criteria in the space provided.
Matching Feeds are displayed.

A\\Y '
W Lepide USA Inc. Page 39



Mobile App
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No SIM = 4:39 PM @ 45% (%)
— Live Feed <
Q FS @ Cancel

«File Server Modification Feed
(192.168.10.251) -

Alert Name : FS 251 Alerts
11/18/2022 4:04:50 PM

File Modified:- E:
\SQLDB\LDSP5_AD_Audit@112.140_log.ldf by:

LDSP5\sonu from: DB251

MFS"

D RS RS RS U R T R R

S S N S S S — —

S GRS RS S T S S

Figure 37: Live Feed of the Alerts

2. Share and Copy: To Share or Copy the content of an alert, simply tap and hold the alert. Copy and Share
options are displayed. To copy content select the Copy option. To share content, select the Share option

from the live feed.
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No SIM = 1:41PM ()

Lol Live Feed <

Q Search Feed

-Threshold Alert for File Server
(ndrt41-server)-

Alert Name :

20/09/2021 1:30:18 PM

Alert Name: FS105 Alerts with iOS; Report
Name: ndrt41-server(File Server)\File Server
Modification Alerts\All Modifications in File
Server); Start Time: 20/09/2021 1:29:18 PM;

End Time: 20/09/2021 1:30:18 PM; Total
Records: 5

-Threshold Alert for File Server
(ndrtd1-server)-
Alert Name :

Select any option

Share

Copy

Execute Script

Cancel

Figure 38: Alert Options

3. Some of the sharing options available on your Apple device are displayed. Select where you want to

share the content.
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No SIM & 3:47 PM @ 56% @ )
— Live Feed <

Q_ Search Feed

«Alert for Group modifications.
Alert Name : Group modifications

11/21/2022 3:20:57 PM

Server : 192.168.10.200

Group \com\ldsp200\SPARTANS\heloo1

was Deleted by LDSP200\Rahul from Source
Network Address : 192.168.112.216Network

(i.e. connection to shared folder on this
computer from elsewhere on network)

AI +Alert for Group modifications b ¢
Alert Name : Group modifications...

IONOXC)

AirDrop Messages Mail Notes Re

Copy 5

Save to Files B

Edit Actinne

Figure 39: Sharing Options

4. Execute Script: To execute the script select execute script option and then select the profile to execute the
script.
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No SIM =

4:37 PM @ 43% (%)

& Execute Script

=

Select Profile

Select any profile to Execute.

Lep

9E15E525-
B5C3-4912-8BF1-4C0C1D5200BC

Go to Next

Figure 40: Select Profile for Script Execution

Now select the profile and then click on the Go to Next button.

Lepide USA Inc.

Mobile App

Page 43



Lepide Data Security Platform Mobile App

No SIM = 4:37 PM @ 43% (%)

&  Execute Script

c

Execute any script

Select any script to Execute.

' Script1.bat I

| TEST-1.bat |

| TEST-1- Copy (2).bat '

| TEST-1- Copy (3).bat '

| - = b

Figure 41: Select Profile for Script Execution

6. Now select the pre-saved script and then click on the Execute button.

7 Configure Alert Settings

After you have configured Mobile App settings, you can create real-time alerts for important changes so that you
receive notifications in Auditor App installed on your device. Follow the steps below to create an alert to display
the alerts on our Mobile Application.
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1. Go to Alerts - Alert Report Settings. Click L+ icon to create an alert.
2. Create Alert dialog box opens up.

3. Expand the component for which you want to create the alert. Select the alert(s) from the tree.

Please select the report(s)

Please select the report(s) for setting alert.

bm Active Drectory Modfication Alerts A
¢ @] Al Modfication Merts
: @] Logon/Logoff Aletts
3 || Infrastructure Alerts
5[] Container Alerts

- [A[7] User Created
--[[.l] User Deleted
O[] User Modffications
- C1[7] User Moved
- [[al] User Status Modffications
[ User Password Reset and Change Attempts
- C1[7] User Renamed

| -

Figure 42: Create New Alert

4. Click Next to proceed. You can apply the filters in the next step. All the alerts selected in the previous
steps are displayed on the left side of the wizard.
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X
Set Filter(s)
Please select operations to set the filter(s). (Optional)
=-[al] 19216810200 4 P
=t m Active Directory Reports
&-[1] Active Directory Modfication Aleds |  inciude | -
B EEI User Merts
(7] User Path
€ >
[] Threshold Alert

Send alert only f event occurs 2 timesin 1 Lite (s L

| Ba et = | | ance

Figure 43: Create New Alert

5. Select the alert for which you want to apply the filter.
6. If you want to apply filter, select the Tab and add the desired values.

7. Click Next after you have applied or skipped the filters. The next step displays the alert settings, where
you can select the delivery mechanism to send the alerts.
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Alert Settings

Click 'Add' to select action for alert. Add

Action Details

Alert Type : Critical

Figure 44: Add Recipients

8. Click Add to select a delivery mechanism.
9. Add Email Accounts dialog box opens up.

10. Select Send Alert to App in the drop-down menu of Delivery Mechanism. It lists the available App
Accounts in the box.

NOTE: If no App Accountis listed, then you can click Add App Account. It opens the Add App account dialog
box as described in 3.1 Add App Account.
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Add Alert Action

Select sender's app account, add new account.

Sender / Recipient
ADMINISTRATOR
APP 100

Figure 45: Select Recipient

11. Select an App account and click OK. It takes you back to the alert settings.

12. Click Next to proceed. The next step displays the details of the alert you are applying.
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Confirmation

Please verify the details and provide a name for the new alert.

<START> ”
<Report Path>192.168. 10 200MActive Directory Reports\Active Directory Modffication Mlerts'\Liser Alerts'\User Created'\<\Report Path >
<Threshold Duration>N/A
<ThresholdOccurance>N/A
«Column Name >User Path<\ColName>
<FiterSelection><ANY ><\FiterSelection>
<Column Name >¥Who Created <\ColName>
<FilterSelection><ANY><\FiterSelection>
<Column Name>YWhen<\ColName >
<FitterSelection><ANY><\FiterSelection>
<Report_Ud>N/A b

[]Process slert remately

et Name : .N,enfov Aon|

Figure 46: Enter Alert Name

13. Verify the details of the alert. If you want to change anything, click Back button.
14. If the details are correct, enter a name for the alert. Here we have entered Alert for App as the name.
15. Click Finish to close the wizard.

New alert will be created that will send real-time notifications to Lepide Data Security Platform App through the
selected app account. You can manage this alert using “Alerts Tab” in software.

8 Manage App Server

8.1 Stop App Server

You may have to stop the app server either to stop/disable to send the notifications to Mobile App or to uninstall
the App Server. However, the notifications to the mobile app will not be sent if the App Server is stopped. Follow
the steps below,

1. Right click on the server icon in system tray, and click Exit.
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Open
Exit

Figure 47: Option to Stop and Exit from App Server

2. After you click Exit, the following warning message appears on the screen.

| Lepide App Server

0 Do you really want to close Lepide App Server?

|

Figure 48: Message to Close Server

3. Click Yes to stop the server.

8.2 Uninstall App Server

You may have to uninstall App Server to install a new version. After uninstalling App Server, the notifications from
the software console to Lepide Data Security Platform App will not be sent.

1. There are two ways to start the uninstallation.

a. Go to Start, All Programs, Lepide App Server, click Uninstall Lepide App Server.

b. Click Start, Control Panel. Its window appears. Launch Add/Remove Programs or Programs.
Select Lepide App Server and click Uninstall

2. Following any of the above methods displays a warning message.
3. Click Yes to uninstall the server.
4. After uninstallation, the message for successful uninstallation appears onscreen
5. Click OK to finish this process.
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9 Manage App Account

9.1 Modify App Account

This option lets you edit the listing of an App Account in the software. Follow below steps,

1. Select an App Account from the list.

Y Message Delivery Settings

o~ Rk /7 X &

Accourt Name Action

SCR10 Execute Scipt

APP100 Maobie App

ADMINISTRATOR
Emai
Email

Display Name : Administrator
Login Name : Administrator
App ID : C5261ADS-8AAF-67D9-98A1-416BAC21679

Figure 49: Selecting the App Account

2. Click # icon to modify the selected account with the following dialog box.
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kodify App Account

Pleaze enter login credentials for using Mobile App

UserID : Administrator
sekekkekkk

Password

Mobile App ID:  42Z2D5CTI-2EFG-4034-6226-573645474E5F5

MNOTE : Use this App ID to configure App on Android and i05.

'ﬁl!l

1

E!‘

OF. | | Cancel ‘

Figure 50: Modify App Account

3. You can change the password while modifying an App Account. However, you cannot change the App ID
and Username.

4. Click OK to save the modifications. It takes you back to the Message Delivery Settings.

NOTE: Clicking ¥7 icon will show the latest changes in the App Account list, if any.

9.2 Remove App Account

This option lets you delete the listing of an application account from the software. Follow the steps below,

1. Select the App Account from the list.
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B Message Delivery Settings

o bk 7/ X 8

Account Name Action

SCR10 Execute Saipt

APP100 Maobie App

ADMINISTRATOR:
DCMS Email

ASHISH Email

Display Name : Administrator
Login Mame : Administrator
App ID : C5261ADS-8AAF-6709-9BA1-4162BAC21679

Figure 51: Selecting an App Account from the List

2. Click % icon to remove the selected app account. The software displays the following message box
confirming the removal:

alerts will be affected,
Are you sure to delete selected accountis)?

@ Please note that associated schedule and

ves

Figure 52: Confirm Removal of App Account

3. Deleting an added App Account from the list of Lepide Data Security Platform affects those alerts in
which this app account has been used. These alerts will not be sent until you edit them to use another
app account.

Ensure that you edit the associated auditing alerts and health monitoring alerts after deleting an App
account.

4. Click Yes button on the message box to remove the selected App account.
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10 Manage App Profile in Lepide Data Security
Platform App

10.1Manage App Profile on Android

10.1.1 Modify App Profile on Android

If you want, you can modify the Profile created on the device. To modify the Profile, follow the steps below.
1. Click menu option in the top-right corner of the screen.
2. Select Manage Profile option from the menu.

3. Onthe Manage Profile page, tap and select the profile to be modified.

Si1513 0008 - O 54050 45 g1y, @l

= Manage Profile 2 & /Z

@

Manage Profile

You can add or edit several user profiles here.

Lepide

D55ESE06-756D-42BB-93FB-3EF07984DDFC

N @ £
Live Feed Manage Profile Settings

= =

Figure 53: Manage Profile Screen
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4. Click the 4 icon. The Modify screen is displayed, where you can only change the login password
for the user.

®EI15E400TE ’ -

Modify Profile

You can modify App Account password here

Get Application ID from QR Code

- J

@ ==
1 2 3 4 5 6 7 8 9 0

qgqwertyuiop
asdf gh j kI

4 z x ¢ vbnmg
123 @ — .o

= = 3

Figure 54: Modify Profile Screen

5. Change the password, if required, and click on Apply button.

10.1.2 Delete App Profile on Android

You can also delete a profile from the Mobile application. Follow the steps below,
1. Click on the menu option on the top-right corner of the screen. Select Manage Profile option from the
menu.

2. Onthe Manage Profile page, tap and select the desired profile that has to be removed.

3. ClickRemove (%

4. A warning message will appear, click Yes.
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No SIM = 4:36 PM @ 43% (%)

E Manage Profile 8+ 8x p”’

@

Manage Profile

You can add or edit several user profiles here.

Lep
‘9E1p'|-ign‘: PEMAA AA1A ONRFA AAAAINREANADA

Question?
Are you sure to remove the profile?

No Yes

N @ £

Live Feed Manage Profile Settings

Figure 55: Confirm Delete Profile

11 Manage App Profile on Apple

11.1Modify App Profile on Apple

If you want, you can modify the Profile created on the device. To modify the Profile, follow the steps below.

1. Click — to access the menu.

4

2. Select the profile to be modified and click the icon to edit the profile.
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3. The screen to modify the profile appears. Here, you can only change the login password of the user.

No SIM = 4:36 PM @ 42% (%)
-«
[ ]
[
Modify Profile

You can modify App Account password here

9E15E525-B5C3-4912-8BF1-4COC1D5...

Get Application ID from QR Code

Lep

Apply

Cancel

Figure 56: Modify Profile Screen

4. Change the password and click Apply.

11.1.1 Delete App Profile on Apple

You can also delete a profile from the Mobile application. Follow the steps below,

1. Click == icon to access the menu.
2. Select Manage Profile option from the menu.
3. Select a profile and ‘_(_Dﬂ click icon to remove it.

4. It shows a warning message that asks your confirmation to delete the profile.
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No SIM = 4:36 PM @ 43% (% )

= ManageProfle & 2

Q)

Manage Profile

You can add or edit several user profiles here.

| QEJFFENE REAQ AR4A ARFA AAAAIREARARA '

Question?
Are you sure to remove the profile?

No Yes

N @ &

Live Feed Manage Profile Settings

Figure 579: Warning Message to delete the profile

5. Click Yes to delete the profile. The selected profile will be deleted.

12 Uninstall Lepide Data Security Platform App

NOTE: Uninstalling the App will stop you from receiving the delivery notifications of critical configuration
changes, server availability, resource consumption, and so on straight to your mobile device.

12.1Uninstall Android App

Follow the steps below to uninstall Lepide Data Security Platform App from your Android device.

1. Start with any of the following methods to start this process.
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2.

Mobile App

a. Launch “Google Play Store”. Go to “My Apps”, browse and open “Lepide Data Security Platform

”

App”.

SHi1531c006 © 1020 47 B0y Em

<« S

\\\ Lepide Data Security
‘ ‘ Platform

Lepide Software Pvt. Ltd.

What's new e >
Last updated Nov 28, 2022

Updated App feed for Anomaly Detection. Fixed few
Ul and functional related issues.

Rate this app

Tell others what you think
woOw W W %

Write a review
App support v

About this app -2

Notifies 24*7 regarding any server configuration
changes

= = =

Figure 58: Option to Uninstall App

b. Go to Settings, Application and permissions, App Manger, open the Lepide Data Security

Platform App.

Click Uninstall. It displays the following warning message.
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Lepide Data Security Plat...

Do you want to uninstall this app?

CANCEL 0K

Figure 59: Warning to Uninstall App

3. Click OK. It starts uninstalling the App.

4. After uninstallation, the listing of the app will be removed from Google Play Store, My Apps and
Settings, Apps.

12.2Uninstall Apple App

Follow the steps below to uninstall the Lepide Data Security Platform App on your Apple device.
1. On the Home Screen (where all Apps are listed in icons), locate Lepide Data Security Platform App.

2. Tap and hold the icon of Lepide Data Security Platform App. Hold its icon until all icons start wiggling
around.

3. Alittle cross (X) icon appears in the upper-left corner of the icon.
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4. Tap the cross (X) icon on Lepide Data Security Platform App. The following dialog box appears on the
screen.

Delete Lepide Data Security Platform App

Deleting Lepide Data Security Platform App will also delete all of its data.
5. Click Delete. It uninstalls Lepide Data Security Platform App.
6. Tap Home icon to stop the icons from wiggling.

After following the above steps, Lepide Data Security Platform App will be removed from your Apple device.

13 Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team
using the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@lepide.com

support@lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

14 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.
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Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or

other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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