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1. Introduction

Welcome to the Installation and Configuration Guide for Lepide Data Security Platform App.

The App displays notifications for the selected auditing and health monitoring alerts of Active Directory, Group Policy
Objects, Exchange Server, SQL Server, SharePoint, Exchange Online (Office 365), Windows File Server, and NetApp
Filer. These alerts can be for critical configuration changes, server availability, resource consumption, etc.

This guide will help you install, configure and manage Lepide Data Security Platform App and to receive the real-time
or threshold alerts on it. If you have any questions or issues when configuring the App, you can contact our Support
Team. The contact details are listed at the end of this document.

A list of supporting documentation is also provided.

2. Install App Server

It is necessary to install Lepide Data Security Platform App Server on a computer in your network and provide its
public IP Address in “App Server Settings” in “Message Delivery Settings”.

The installer file for this server will come with the main setup file of software that you can download
from http://www.lepide.com/Lepide Data Security Platform/download.html. After you have downloaded the installer
file, execute the following steps to install it.

1. Double-click the downloaded installer file to start the installation.

2. Click "Next" to proceed on follow the onscreen instructions.

3. ltisrecommended to read the license agreement carefully before installing the server module.
4

If you agree to the license agreement and want to continue the installation, then check "l accept the
agreement" and click "Next" button.

5. It displays the following dialog box, which allows you to modify the destination. The default installation
location is %ProgramfFiles%\Lepide Data Security Platform App Server for 32-bit
and %ProgramfFiles(x86)%\Lepide Data Security Platform App Server for 64-bit Windows OS.

6. If you want to modify the installation location, then click "Browse" button and select the desired location.

7. Click "Next" button to proceed to the next step, where you can customize the location of the shortcuts folder
in the Start Menu.

8. Click "Browse" and select a different location to modify the location of the shortcuts folder in the Start Menu.
9. Click "Next" to use the default or customized shortcuts folder.

10. Check the boxes titled "Create a desktop icon" and/or "Create a Quick Launch icon" if you want.

11. Click "Next" to proceed further. The software is now ready to be installed.

12. Click "Install" to begin the installation procedure.

13. A message to confirm the successful installation appears in the wizard.

}“ © Lepide Software Pvt. Ltd. Page 4
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14. Click "Finish” to complete the process. It is recommended to keep the option "Launch Lepide Data Security
Platform App Server" checked.

LepideAuditor App Server is running...

Figure 1: Server is running

15. You can click the cross icon on this dialog box to close it. However, Lepide Data Security Platform App Server
will keep running, and its icon will be visible in the system tray.

Open
Exit

Figure 2: Showing icon and options for App Server.

After installation, allow Port 1051 for all incoming and outgoing connections in both Windows Firewall and other
security software installed on this computer.

3. App Account and Settings

Before configuring the mobile application, you have to create a profile in Lepide Data Security Platform. This profile
lets you provide a user ID and password to configure the mobile application. It will also give you an Application ID.

You can use "Settings" — "Delivery Message Settings" to create and manage the application profiles.

3.1 Add App Account

This option allows you to add an App Account Server in the software. Follow the below steps to add an app account.

1. Click button to access following menu.
O~

Add Email Account

Add App Account

Figure 3: Add an App Account
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Click "Add App Account" option to access the following dialog box.
Add App Account

Fleaze enter login credentials for uzing Maobile App

UserID : Administrator
********l

Password

Mobile App ID @ 4220507 -2EF5-4034-6226-5796454745F5

MOTE : Use this App ID to configure App on Android and i05.

'ﬁil!l

1

E!‘

0k, Cancel

Figure 4: Add an Application Account
2. Enter the following details.
a) User ID: Enter the User ID, which has to be used to create and access profile in the mobile application.
b) Password: Enter the password to create and access the profile in the mobile application.

3. The box labeled "Mobile App ID" will display the application ID, which has to be provided while creating a profile
on the Mobile Application. Kindly note down this app ID.

NOTE: You can use the QR Code in the bottom right side to feed Application ID directly into Lepide Data Security

4. Click "OK" to add this app account. It takes you back to "Delivery Message Settings" showing the added app
account.

}“ © Lepide Software Pvt. Ltd. Page 6
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= Delivery Message Settings

O~k /7 X 4

Account Mame Delivery Type

TESTUSER Mabile App

ADMINISTRATOR

TESTUSER Ernail

ADMIMISTRATOR Ernail

Display Mame : Adminiskrakor -~

Login Mame @ Administrakor
app 1D 422050C79-2EF3-40234-B226-2706454 748F5

Figure 5: Showing the added App Accounts

You can add multiple app accounts by following the above steps.

3.2 App Data Settings

Now, you have to provide the public IP Address of the computer, where Lepide Data Security Platform App Server is
installed. After configuring it, App Server will receive the alerts from Lepide Data Security Platform and send it Lepide
Data Security Platform App. Perform the following steps,

1. Open Lepide Data Security Platform. Go to “Settings” = “Message Delivery Settings”.

2. ClickPsicon to modify the selected account with the following dialog box.

LepideAuditor App Data Settings

Select the location where the App data will be saved.

'E'M)'OwnServer

Figure 6: Dialog box to modify data settings for Application

3. Enter the public IP Address of the system, where you have installed Lepide Data Security Platform App Server.

NOTE: Allow Port 1051 for all incoming and outgoing connections in Firewall, on the system where Lepide Data

Security Platform App Server is installed.

4. Click "OK" to apply this change. Click "OK" to apply this change. It displays a message.
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A Lepideauditor app data store settings hawve been changed,
.LE please apply same settings on mobile devices, follow these
steps:

1 open lepideapp - = go to settings -» and change settings,
2. go to manage profile - = click on modify.

Figure 7: Message after changing App Server

NOTE: After performing these steps, you have to change the Settings in Lepide Data Security Platform App and
provide the public IP Address of the server, where you have installed Lepide Data Security Platform App Server.
Click here to know the steps to change the Server Settings in Android App.

Click here to know the steps to change the Server Settings in Apple App.

4. Install Lepide Data Security Platform App

After you have created an Account and configured the Alerts Settings in the application, you can go ahead and install
"Lepide Data Security Platform App" on your Android or Apple device to receive alerts.

4.1 Install App on Android

Follow the steps below to install the app on your Android device.
1.  Open the Google Play Store.

2. Search for Lepide Data Security Platform App. You will notice it in search results.

}“ © Lepide Software Pvt. Ltd. Page 8
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< lepideauditor 4
Apps 4
1. LepideAuditor App
. Lepide Software Pvt. Ltd
¢ FREE

Figure 8: Lepide Data Security Platform App in search results
3. Tap the displayed result to open the App Page.

® LepideAuditor App
@ Lepide Software Pvt. Ltd

INSTALL

77
or-X-.

Downloads Business Similar

LepideAuditor App notifies 24*7 regarding
any server configuration changes

READ MORE

Figure 9: Lepide Data Security Platform App

4. Click “Install”. It displays the message that App needs access to

}“ © Lepide Software Pvt. Ltd.
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a. Device & app history

b. Identity
c. Location
d. Camera

e.  Wi-Fi Connection Information

f.  Device ID and call information

LepideAuditor App

needs access to

Device & app history
Identity
Location

Camera

Wi-Fi connection
information

Device ID & call information

})’ Google play ACCEPT

Figure 10: Abp asking permission to access device resources

5. Click “"Accept” if you are sure to provide the above accesses to Lepide Data Security Platform. It starts
installing Lepide Data Security Platform App on your device.
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[« Saving screenshot

& Q

L
L N

LepideAuditor Suite

d LepideAuditor App

€ Lepide Software Pvt. Ltd
Downloading ><
( ) Q @
\\J)
Downloads Business Similar

LepideAuditor App notifies 24*7 regarding
any server configuration changes

READ MORE

Figure 11: Installing Lepide Data Security Platform App

6. After installation, the following page appears.

o

LepideAuditor Suite

<+ 4 =554

Q

® LepideAuditor App
€ Lepide Software Pvt. Ltd

00

Downloads Business Similar

LepideAuditor App notifies 24*7 regarding
any server configuration changes

READ MORE

Figure 12: Lepide Data Security Platform App installed
7. Click “Open” to launch the App.
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After the App has been downloaded and installed, you can configure settings to make the App work as per your
preference.

4.2 Install App on Apple

Follow the steps below to install Lepide Data Security Platform App on Apple devices.
1. Open "App Store".
2. Click "Search" icon.
3. Search for Lepide Data Security Platform App. You will notice it in the search results.
4. Tap the icon of "Lepide Data Security Platform App". It opens the App page.
5. Click "Free”.
6. App Store asks for iTunes password. Enter it.

Afer the App has been downloaded and installed, its icon is added at the Home Screen. You can now click its icon to
access and configure the App.

5. Configure the Mobile App

You can configure the Settings of application and create a profile in it, modify or remove it.

5.1 Configure App on Android

In addition to configure settings, you can create, modify, and remove the profiles in Android App.

5.1.1 Configure App Settings on Android

Click ==l to access the menu.

}“ © Lepide Software Pvt. Ltd. Page 12
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Manage Profile

Settings

About

Help

Figure 13: Menu Options

Click "Settings".

Server

Settings: Get Data from Lepide Server

Own Server (P
tting

Feed Count: 100

Date/Time Format:  Default

Figure 14: Settings

The following options are available here.

}“ © Lepide Software Pvt. Ltd. Page 13
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1)  Server Settings: This section deals with the App Server Settings

a) Server: Select the server from where the LiveFeed updates have to be taken. It contains the
following two options:

i) Get Data from Lepide Server: Lepide Server has been discontinued. Therefore, it is
recommended not to use this option.

i) Get Data from Own Server: It is the recommended option if you want to send the alerts from
Lepide Data Security Platform to your App.

Data from Own Server

Figure 15: Server Option

NOTE: Itis required to install Lepide Data Security Platform App Server on a system in your network and allow
Port 1051 for all incoming and outgoing connections in the Firewall on it. In addition, provide the public IP Address
of this system first in App Server Settings in "Message Delivery Settings" in the software and then here.

b) Own Server IP: Enter the public IP Address of the system, where you have installed Lepide Data
Security Platform App Server.

Following is a sample screenshot of getting data from own customized server.
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Server

Settings: Get Data from Own Server

Own Server IP:  192.19.55.88

ling

Feed Count; 100

Date/Time Format:  Default
1) 22 131 4 1D 16F F 87 9 [0

g W e N N O
8 IS I B Y

T Ziciciv bRl m €&

Sym § '9 ; . Done

Figure 16: Own server option for getting data

2) Feed Count: Select the number of feeds (alerts) that you want to receive at a time.

100
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Figure 17: Modifying the feed count settings

3) Date & Time Format: Select the Date & Time format as per requirement.
(O NOU o BT ul g M

[YYYY]-{MM]-[DD]

Figure 18: Modlifying the date and time format
It has the following options.
A.  Default
B. [YYYY]-IMM]-[DD]
C. [MM]-[DDI-[YYYY]
D. [DDJ-[IMMI-IYYYY]

5.1.2 Create App Profile on Android

After you have configured settings, you can create your profile in the App to receive the alerts. To create a profile in
the Lepide Data Security Platform App, follow the steps below.

1. Click &= to access the menu.

2. Select "Manage Profile" option from the menu.

}“ © Lepide Software Pvt. Ltd. Page 16
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Manage Profile

Settings

About

Help

Figure 19: Select Manage Profile

3. Manage Profile screen appears. Click =& icon to add a new profile.

4. You have to provide the App ID first. There are two methods for it - type it manually or use QR Code
technology.

5. Instead of entering the App ID manually, you can use QR Code technology here. Follow the steps listed herein
below.

a. Click "Get Application ID from QR Code". It launches the camera application.
b. Open Lepide Data Security Platform console on your computer.

¢. In application, go to "Settings" — "Delivery Message Settings", edit an existing app account or create a
new one. You will notice a QR Code in “Add App Account” or “Modify App Account” dialog box.

}“ © Lepide Software Pvt. Ltd. Page 17
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kodify App Account
Fleaze enter login credentials for uzsing Mobile App

User ID : Adrniniskrator

Password serkerbbkekkk

Mobile App ID :  42205C79-2EF3-4034-6226-87 95454 745F5

MNOTE : Use this App ID to configure App on Android and i05.

Rl
[ e | hﬁzﬁ.ﬁ

Figure 20: Dialog box to modify app account

d. Take Camera in front of the screen, on which this QR code is displayed.

e. Keep the device camera, at least, 6-inch away from it.

Hold the camera up to the QR Code
About 6 inches away

Wait for the QR Code to automatically scan!

Figure 21: Scan QR Code

}“ © Lepide Software Pvt. Ltd. Page 18
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f. Touch the screen to capture the QR Code. App starts to scan and process the code.

Hold the camera up to the QR Code
About 6 inches away

Wait for the QR Code to automatically scan!

Figure 22: Scanning and Processing QR Code

6. Either manually or with above steps, the Application 1D will be entered.

1-4D9D-4CF9-963B-55(

) 25 (S35 [6F B 181 9 10

gwertyuiop
al IS) [ i iG] iRl By i

+ z xcvbnm e

Sym [G T . Done

Figure 23: Add Profile Details
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7. Now, you have to enter the User ID and password.
8. Click on "Apply" button after entering the details.

9. Click on the Back button to go to the Main-Screen of the application. LiveFeed updates of the Alerts begins
to appear if there are any.

+*Active Directory Modification Feed*

09/07/2015 122651 PM
Contact \com\isd16\sam\conmtt22

was Created by LSD16\Admimstrator from
Source Network Address | 192,168 10.240

+Active Directory Modification Feed-

09/07/2015 122615 PM
Contact \com\isd16\sam\comnit23
was Created by LSD16\Admimnstrator from

Source Network Address : 192.168.10.240

+Active Directory Modification Feed:
09/07/2015 122551 PM
Contact \comVsd] 6\sam\jadooS\con12

was Created by LSD16\Admimstrator from
Source Network Address | 192.168.10.240

+Active Directory Modification Feed*
09/07/2015 122430 P12

Sitelink \com\lsd16\Configuration\Sites\Inter-
Site Transports\SMTP\ssLink!
0o o

b | OOV EL A Ao 3

Figure 24: LiveFeed of the Alerts

5.2 Configure App on Apple

You can configure the app settings, create app profile, modify the profile, and delete the app profile.

5.2.1 Configure App Settings on Apple

=

Click B to access the menu.
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Live Feed
B Manage Profile
© Settings

About

—
o
o
o

Figure 25: Menu Options
Click "Settings".
The following options are available in the Settings:
1)  Server Settings: This section deals with the App Server Settings

a) Server: Select the server from where the LiveFeed updates have to be taken. It contains the following two
options:

i) Get Data from Lepide Server: Lepide Server has been discontinued. Therefore, it is recommended not
to use this option.

i) Get Data from Own Server: It is the recommended option if you want to send the alerts from Lepide
Data Security Platform to your App.

NOTE: Itis required to install Lepide Data Security Platform App Server on a system in your network and allow

Port 1051 for all incoming and outgoing connections in the Firewall on it. In addition, provide the public IP Address
of this system first in App Server Settings in "Message Delivery Settings" in the software and then here.

b) Own Server IP: Enter the public IP Address of the system, where you have installed Lepide Data Security
Platform App Server.

Following is a sample screenshot of getting data from own customized server.
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SERVER SETTINGS

Server Get Data from Own Server

Own Server IP: 192.33.44.55

DISPLAY SETTINGS
Feed Count: 100

Date/Time Format: Default

112131456 7)8}9)0

-1/ Izl&jel”

Figure 26: Own server option for getting data

2) Feed Count: Select the number of feeds (alerts) that you want to receive at a time.

SERVER SETTINGS

Server Get Data from Own Server

QOwn Server IP: 192.33.44.55

DISPLAY SETTINGS
Feed Count: 100

Date/Time Format: Default

Done

108
109
110
111
112

Figure 27: Modifying the feed count settings
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3) Date & Time Format: Select the Date & Time format as per requirement.

SERVER SETTINGS

Server Get Data from Own Server

QOwn Server IP: 192.33.44.55

DISPLAY SETTINGS
Feed Count: 100

Date/Time Format: Default

Done

[YYYYI-MMI-DD]
[MM]-[DDJ-YYYY]

[DDHMMI-[YYYY]

Figure 28: Modlifying the date and time format
It has the following options.
A.  Default
B. [YYYY]-IMM]-[DD]
C. [MMI]-[DDI-[YYYY]
D. [DDJ-[IMMI-IYYYY]

5.2.2 Create App Profile on Apple

After you have configured settings, you can create your profile in the App to receive the alerts. Follow the steps below
to create a profile in App.

1. ClickE icon to access the menu.

2. Click "Manage Profile" to access this section.

3. Click icon to add a new profile.
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Add Profile

Get Application 10 from QR Code

Figure 29: Adding a profile

4. You have to provide the App ID first. There are two methods for it - type it manually or use QR Code
technology.

5. Instead of entering the App ID manually, you can use QR Code technology here. Follow the steps below.
A.  Click "Get Application ID from QR Code". It launches the camera application.
B. Open Lepide Data Security Platform console on your computer.

C. Goto "Settings" — "Delivery Message Settings", edit an existing app account or create a new one.
You will notice a QR Code for any dialog box

}“ © Lepide Software Pvt. Ltd. Page 24
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kodify App Account @
Fleaze enter login credentials for uzsing kMobile App

User ID : Adrniniskrator
B b i e

Password

Mobile App ID : 42205C79-2EF3-4034-6226-57 964547 45F5

MOTE : Use this App ID to configure App on Android and 105,

k. || Cancel | E'ﬁj’

Figure 30: Dialog box to modify app account

D. Take Camera in front of the screen, on which this QR code is displayed.

E. Keep the device camera, at least, 6-inch away from it.

Figure 31: Scan QR Code

}“ © Lepide Software Pvt. Ltd. Page 25
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F. Touch the screen to capture QR Code. App starts to scan and process the code.

Hold the camera up to the QR Code
About 6 inches away

Wait for the QR Code to automatically scan!

Figure 32: Scanning and Processing QR Code

6. Either manually or with above steps, the Application ID will be entered into Lepide Data Security Platform

App.

}“ © Lepide Software Pvt. Ltd.
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Add Profile

06015CF1-4D9D-4CF9-963B-550CA45...

Get Application 1D from QR Code

Figure 33: Add Profile Details
7. Now, you have to enter the User ID and password.
8. Click "Apply" after entering the details.

9. Click "Back" to go to the Main Screen of the application. LiveFeed updates of the Alerts begin to appear if
there are any.
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*Health Monitoring Feeds

NN20N5 429 27 PM

Component : Actwe Diraclaery
Saerver : MBDCZ7
Repart : CPU and Memory Usage

Message : Memery Usage has crossed the
thresheld limit of 0%, Current Memory Usage is
€9%.

*Health Monitoring Feede

WYL 42227 PM

Componant ; Actwe Directary
Server : MBDCZ7
Report : CPU and Memory Usage

Message : CPU Usage has crossed tha threshold
limit of 0%, Currant CPU Usage 15 5%.

*Health Monitoring Feede

QY2015 42527 FM

Component ; Actwve Directary

Server : MBDC26

Report : CPU and Memory Usage
Message : Memery Usage has crossad the

thresheld limit of 0%. Curmrent Memory Usage ig
65%.,

*Health Monitoring Feeds

Figure 34: LiveFeed updates of the Alerts

6. App Operations

6.1 Android App Operations

After the profile has been created, you can do the following operations with the received updates in Android App:

1. Search: Click on the Search icon at the top of the screen. Enter the search criteria in the space provided.
Matching Feeds are displayed.
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% = .al M11:43
)4

-SharePoint Modification Feed-
4/22/2015 10:31:42 AM

[Document] Person.aspx
was Viewed by System Account at site My Site

Figure 35: Live Feed of the Alerts

2. Share and Copy: To Share or Copy the content of an alert, simply tap and hold the alert. "Copy" and "Share"
options are displayed. To copy content select the Copy option. To share content, select the "Share" option
from the live feed.
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% F .l m11:43

Figure 36: Alert Options

3. All sharing options available on Android device are displayed. Select where you want to share the content.
& F .l B11:44

Complete action using

8 Bluetooth
I—D Copy to clipboard

L Drive

Email

ES Save to...

Hangouts

Hi

Just once

Figure 37: Sharing Options
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6.2 Apple App Operations

After the profile has been created, you can do the following operations with the received updates in Apple App:

1. Search: Click on the Search icon at the top of the screen. Enter the search criteria in the space provided.
Matching Feeds are displayed.

1 Active directory Q

+Health Monitoring Feeds

WA2015 429 27 PU

Component : Active Diraclory

Server : MBDCZ7

Raepart : CPU and Memory Usage
Message : Memery Usage has crossed the

thresheld limit of 0%, Current Memory Usage is
69%.

*Health Monitoring Feede

AP0 42527 PM

Component : Active Directary
Server : MBDCZ7
Report : CPU and Memory Usage

Message : CPU Usage has crossed the threshold
limit of 0%, Currant CPU Usage 15 5%.

QIWIEIR|TJYJUJITJO)}P

AlS|D]JFJG]JH]J|K]L

Z|X|ClviB|N|mIK-}

LR

Figure 38: Live Feed of the Alerts

2. Share and Copy: To Share or Copy the content of an alert, simply tap and hold the alert. "Copy" and "Share"
options are displayed. To copy content select the Copy option. To share content, select the "Share" option
from the live feed.
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Share

Copy

Cancel

Figure 39: Alert Options

3. All sharing options available on your Apple device are displayed. Select where you want to share the content.

@ AirDrop. Tap to tur on Wi-Fi and Bluetaoth to
share with ArDrop.

oo -

Messags Mail e

S
Cancel

Figure 40: Sharing Options
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/. Configure Alert Settings

After you have configured Mobile App settings, you can create real-time alerts for important changes so that you
receive notifications in Auditor App installed on your device. Follow the steps below to create an alert to display the
alerts on our Mobile Application.

1. Go to Alerts = Alert Report Settings. Click © icon to create an alert.
2. "Create Alert" dialog box opens up.

3. Expand the component for which you want to create the alert. Select the alert(s) from the tree.

Select Operation(s)

Please select the operation(s).

oo [ [il] Password Policy Modfied

- [Juil| Password Age Policy Medified
|| Password Complexity Policy Modfied
: -] Passwerd Encryption Pelicy Modified

]. Security Settings Modffications
O m Intemet Explorer Policy Modified
] GPO Link Modified
|'_:|. Exchange Modification Reports
E| MS Exchange Modffication Alerts
: D All Modffications in Exchange Server
E| Mailbox Modffications
.. Mailbox: Created
-] Mailbcx Moved

Figure 41: Create New Alert

4. Click “Next" to proceed. You can apply the filters in the next step. All the alerts selected in the previous steps
are displayed on the left side of the wizard.
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Set Filter(s)

Please select operations to set the filter(s). (Optional)

E| Active Directory Modffication Ale w1 m Who Created

All Modfication Alerts
]

=8 Include |m|

~Juil] User Deleted User Fath
il User Modfications
[.]... Group Policy Reports
E| Group Policy Modffication Repor
Administrative Template Poli
Password Policy Modfficatio
|—__-|... Exchange Modffication Reports
E| MS Exchange Modification Alert
EI Mailbox Modifications

Mailbox Created v
: . o "] Send alert only if event occurs I 2 times in I 1 Minute(s)

Figure 42: Create New Alert
5. Select the alert for which you want to apply the filter.
6. If you want to apply filter, select the Tab and add the desired values.

7. Click "Next" after you have applied or skipped the filters. The next step displays the email settings, where you
can select the delivery mechanism to send the alerts.
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Alert Settings

Please add the recipient(s) to send the alerts.

Report Delivery Type Details

Alert Type Critical Emor

Figure 43: Add recipients
8. Click "Add" to select a delivery mechanism.
9. "Add Email Accounts" dialog box opens up.

10. Select "Send Alert to App” in the drop-down menu of “Delivery Mechanism”. It lists the available App Accounts
in the box.

NOTE: If no App Account is listed, then you can click "Add App Account”. It opens the Add App account dialog
box as described in 3.1 Add App Account.
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Add Alert Accounts

Delivery Mechanism : Send Alert to App

Select sender's app account, add new account.

Add App Account

Sender / Recipient
ADMIM

Figure 44: Select Recipient

11. Select an App account and click “OK”. It takes you back to the email settings.

12. Click "Next" to proceed. The next step displays the details of the alert you are applying.
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Confirmation

Please Verify the details and provide a name for the new alert.

<START>
<Report Path=5P13-EX10{SQLMNSAL Server Modffication Alerts*\Database User AlertshDatabase User Modified<\Report Path =
<Threshold Duration=N/A
<ThreshaldOccurance:=N/A
<Column Mame=0Object Name<"ColName=
<FilterSelection><ANY=<\FilterSelection:
<Column Name>0wner Name<\ColName:
<FilterSelection><ANY=<\FilterSelection:
<Column Name:Database Name<\ColName:
<FilterSelection><ANY=<\FilterSelection:
<Column Name>Who<\ColName>
<FilterSelection»<ANY=<\FitterSelection=
<Column Name>When<\ColName:>
<FilterSelection»<ANY><\FitterSelection=
<Column Mame>Operation<\ColName>
<FilterSelection»<ANY><\FitterSelection=

Alert for Appl

Finish

Figure 45: Enter Alert Name
13. Verify the details of the alert. If you want to change anything, click "Back" button.
14. If the details are correct, enter a name for the alert. Here we have entered "Alert for App" as the name.
15. Click "Finish" to close the wizard.

New alert will be created that will send real-time notifications to Lepide Data Security Platform App through the
selected app account. You can manage this alert using “Alerts Tab" in software.

3. Manage App Server

3.1 Stop App Server

You may have to stop the app server either to stop/disable to send the notifications to Mobile App or to uninstall the
App Server. However, the notifications to the mobile app will not be sent if the App Server is stopped. Follow the steps
below,

1. Right click on the server icon in system tray, and click "Exit".
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Open
Exit

Figure 46: Option to stop and exit from App Server

2. After you click "Exit", the following warning message appears on the screen.

Lepidefuditor APP Serser @
Do wou realy want to close Lepide&PP sercer?
Yes Mo

Figure 47: Message to close server

3. Click "Yes" to stop the server.

8.2 Uninstall App Server

You may have to uninstall App Server to install a new version. After uninstalling App Server, the notifications from the
software console to Lepide Data Security Platform App will not be sent.

1. There are two ways to start the uninstallation.
a. Go to Start — All Programs — "Lepide Data Security Platform App Server", click "Uninstall Lepide
Data Security Platform App Server".

b. Click Start — Control Panel. Its window appears. Launch "Add/Remove Programs" or "Programs".
Select "Lepide Data Security Platform App Server" and click "Remove".

Following any of the above methods displays a warning message.

Click "Yes" to uninstall the server.

HoweN

After uninstallation, the message for successful uninstallation appears onscreen

5. Click"OK" to finish this process.
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9. Manage App Account

9.1 Modity App Account

This option lets you edit the listing of an App Account in the software. Follow below steps,

1. Select an App Account from the list.

=+ Delivery Message Settings

Azcount Mame Delivern Type
TESTUSER: Mobile App
ADMIMNISTRATOR Mobile App
TESTUSER. Ernail
ADMIMNISTRATOR Ernail

Display Mame ; Administrator
Login Mame ; Administratar
App ID 422050 79-2EFG-4034-6226-57 95454 745FS

OB/ X &

Figure 48: Selecting the App Account

2. Click# icon to modify the selected account with the following dialog box.

bodify App Account
Pleaze enter login credentialz for uzing Mobile App

User ID : Adrminiskr ator
sekeketekbk

Password

Mobile App ID : | 422D3C79-ZEFS-4034-E226-3 796454 745F5

NOTE : Use this App ID to configure App on Android and i0S.

g5
[ e | hﬁ%ﬁ

Figure 49: Dialog box to modify app account
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3. You can change the password while modifying an App Account. However, you cannot change the App ID and
Username.

4. Click "OK" to save the modifications. It takes you back to the Message Delivery Settings.

NOTE: clicking ¥F icon will show the latest changes in the App Account list, if any.

9.2 Remove App Account

This option lets you delete the listing of an application account from the software. Follow the steps below,

1. Select the App Account from the list.

= Delivery Message Settings

O~ B /7 X it

Account Marme Deliverny Type

TESTUISER Mabile Spp

AOMINISTRATCOR Mabile App

TESTUSER. Email

AOMIMISTRATOR Email

Display Mame : Adminiskrakor -

Login Marme : Adminiskrator
App ID : 422D5C79-2EF3-4034-B226-3706454 748F5

Figure 50: Selecting an App Account from the list

2. Click® icon to remove the selected app account. The software displays the following message box
confirming the removal.

Please note that associated schedule and
alerts will be affected,

Lrewou sure to delete selected account(s)?

[ [ w |

Figure 51: Message box to confirm the removal of App Account

3. Deleting an added App Account from the list of Lepide Data Security Platform affects those alerts in which
this app account has been used. These alerts will not be sent until you edit them to use another app account.

Make sure to edit the associated auditing alerts and health monitoring alerts after deleting an App account.

}“ © Lepide Software Pvt. Ltd. Page 40



Lepide Data Security Platform App Installation and Configuration Guide

4. Click "Yes" button on the message box to remove the selected App account.

10. Manage App Profile in Lepide Data Security
Platform App

10.1 Manage App Profile on Android

10.17.1 Modify App Profile on Android

If you want, you can modify the Profile created on the device. To modify the Profile, follow the steps below.
1. Click menu option in the top-right corner of the screen.
2. Select "Manage Profile" option from the menu.

3. On the Manage Profile page, tap and select the profile to be modified.
O KM= QF qlm11:40

(] Manage Profile

Modify Remove

[ N

Figure 52: Manage Profile Screen

4. Click "Modify” button. "Modify” screen appears, where you can only change the login password for the user.
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o & Q= .4l m12:10

D Modify

Figure 53: Modify Profile Screen
5. Change the password, if required, and click on "Apply" button.

10.1.2 Delete App Profile on Android

You can also delete a profile from the Mobile application. Follow the steps below,

1. Click on the menu option on the top-right corner of the screen. Select "Manage Profile" option from the
menu.

2. On the Manage Profile page, tap and select the desired profile that has to be removed.
3. Click "Remove” button.

4. Awarning message will appear, click “Yes".

10.2 Manage App Profile on Apple
10.2.1 Modify App Profile on Apple

If you want, you can modify the Profile created on the device. To modify the Profile, follow the steps below.
1. Click to access the menu.

2. Select the profile to be modified and click icon to edit the profile.
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3. The screen to modify the profile appears. Here, you can only change the login password of the user.

Add Profile

06015CF1-4D9D-4CF9-963B-550CA45...

Get Application 1D from QR Code

lepide

....I

QIWIE]R|T]Y|JU]I]O|P

AIS|DJFJGJH]J]K]L

Figure 54: Modify Profile Screen
4. Change the password and click on "Apply".

10.2.2 Delete App Profile on Apple

You can also delete a profile from the Mobile application. Follow the steps below,
1. Click E icon to access the menu.

2. Select "Manage Profile" option from the menu.

3. Select a profile and click icon to remove it.

4. It shows a warning message that asks your confirmation to delete the profile.
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Question?
Ara you sure to delete the profila?

No Yes

Figure 55: Warning Message to delete the profile
5. Click"Yes" to delete the profile. The selected profile will be deleted.

11. Uninstall Lepide Data Security Platform App

Note: Uninstalling the App will stop you from receiving the delivery notifications of critical configuration changes,
server availability, resource consumption, etc. straight to your mobile device.

11.17 Uninstall Android App

Follow the steps below to uninstall Lepide Data Security Platform App from your Android device.

1. Start with any of the following methods to start this process.
a. Launch“Google Play Store". Go to "My Apps”, browse and open “Lepide Data Security Platform App”.
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LepideAuditor Suite

® LepideAuditor App
[ Lepide Software Pvt. Ltd.

O X~

Downloads Business Similar

LepideAuditor App notifies 24*7 regarding
any server configuration changes

READ MORE

Figure 56: Option to uninstall App

b. Go to “Settings” = “Apps” under devices = "Downloaded” Browse and open “Lepide Data Security
Platform App”.

2. Click“Uninstall”. It displays the following warning message.
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0% .4l =554

Do you want to uninstall this app?

CANCEL OK

Figure 57: Warning to uninstall App
3. Click “OK". It starts uninstalling the App.

2

I/

LepideAuditor Suite

LepideAuditor App

Lepide Software Pvt. Ltd

Uninstalling

O = X~

Downloads Business Similar

LepideAuditor App notifies 24*7 regarding
any server configuration changes

READ MORE

Figure 58: Uninstalling Lepide Data Security Platform App
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4. After uninstallation, the listing of the app will be removed from “Google Play Store” = “My Apps” and “Settings”
> "Apps”.

11.2 Uninstall Apple App

Follow the steps below to uninstall Lepide Data Security Platform App on your Apple device.
1. Onthe Home Screen (where all Apps are listed in icons), locate "Lepide Data Security Platform App".

2. Tap and hold the icon of "Lepide Data Security Platform App". Hold its icon until all icons start wiggling
around.

3. Alittle cross (X) icon appears in the upper-left corner of the icon.

4. Tapthe cross (X)icon on "Lepide Data Security Platform App". The following dialog box appears on the screen.
Delete Lepide Data Security Platform App
Deleting Lepide Data Security Platform App will also delete all of its data.

5. Click "Delete". It uninstalls "Lepide Data Security Platform App".

6. Tap "Home" icon to stop the icons from wiggling.

After following the above steps, Lepide Data Security Platform App will be removed from your Apple device.

13. Other Documents

You can refer to the following documentation for Lepide Data Security Platform.

Other Document URL

Configuration  Guide  for | https://www.lepide.com/installationguide/Lepide  Data _ Security  Platform-
Lepide Data Security Platform | installation-configuration-guide.pdf

Configuration Guide for File | http://www.lepide.com/configurationguide/Lepide Data Security
Server Auditing PlatformforFileServer.pdf

Data Sheet http://www.lepide.com/datasheet/Lepide Data Security Platform.pdf

Release History http://www.lepide.com/Lepide Data Security Platform/release-history.html
Enable Auditing Manually https://www.lepide.com/configurationguide/Lepide Data Security Platform-

enable-auditing-manually.pdf

Enable logon/logoff https://www.lepide.com/configurationguide/Lepide Data Security Platform-
Monitoring enable-logon-logoff-monitoring.pdf
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http://www.lepide.com/configurationguide/LepideAuditorforFileServer.pdf
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Other Document URL

Configure Mailbox Auditing https://www.lepide.com/configurationguide/Lepide Data Security Platform-
configure-mailbox-auditing.pdf

Frequently Asked Questions http://www.lepide.com/Lepide Data Security Platform/fag.html

14. Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with
our team using the below contact information.

Product experts Technical gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403
Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit http://www.lepide.com/contactus.html to chat live with our team. You can also email
your queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution visit http://www.lepide.com/

15. Copyright

LepideAuditor, LepideAuditor App, LepideAuditor App Server, LepideAuditor (Web Console),
LepideAuditor Logon/Logoff Audit Module, any and all components, any and all accompanying software,
files, data and materials, this guide, and other documentation are copyright of Lepide Software Private
Limited, with all rights reserved under the copyright laws. This user guide cannot be reproduced in any
form without the prior written permission of Lepide Software Private Limited. No Patent Liability is
assumed, however, on the use of the information contained herein.

© Lepide Software Private Limited, All Rights Reserved.
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16. Warranty, Disclaimers, and Liability
Limitations

LepideAuditor, LepideAuditor App, LepideAuditor App Server, LepideAuditor (Web Console),
LepideAuditor Logon/Logoff Audit Module, any and all components, any and all accompanying software,
files, data, and materials are distributed and provided AS IS and with no warranties of any kind, whether
expressed or implied. In particular, there is no warranty for any harm, destruction, impairment caused
to the system where these are installed. You acknowledge that good data processing procedure dictates
that any program, listed above, must be thoroughly tested with non-critical data before there is any
reliance on it, and you hereby assume the entire risk of all use of the copies of LepideAuditor and the
above listed accompanying programs covered by this License. This disclaimer of warranty constitutes an
essential part of this License.

In no event does Lepide Software Private Limited authorize you or anyone else to use LepideAuditor
and the above listed accompanying programs in applications or systems where LepideAuditor and the
above listed accompanying programs' failure to perform can reasonably be expected to result in a
significant physical injury, or in loss of life. Any

such use is entirely at your own risk, and you agree to hold Lepide Software Private Limited harmless
from any and all claims or losses relating to such unauthorized use.

17. Trademarks

Lepide Data Security Platform, Lepide DSP, LepideAuditor, LepideAuditor App, LepideAuditor App
Server, LepideAuditor (Web Console), LepideAuditor Logon/Logoff Audit Module, LepideAuditor
for Active Directory, LepideAuditor for Group Policy Object, LepideAuditor for Exchange Server,
LepideAuditor for SQL Server, LepideAuditor for SharePoint, Lepide Object Restore Wizard,
Lepide Active Directory Cleaner, Lepide User Password Expiration Reminder, and LiveFeed are
registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except
above of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective
owners. These are purely used for informational purposes only. We have compiled a list of such
trademarks, but it may be possible that a few of them are not listed here.

Microsoft®, Active Directory®, Windows®, Windows 7®, Windows 8®, Windows 8.1®, Windows 10®,
Windows Server 2008®, Windows Server 2008 R2®, Windows Server 2012®, Windows Server 2012 R2®,
SQL Server 2005®, SQL Server 2008®, SQL Server 2008 R2®, SQL Server 2012®, SQL Server 2014®,
SQL Server 2016®, SQL Server 2005 Express®, SQL Server 2008 Express®, SQL Server 2008 R2
Express®, SQL Server 2012 Express®, SQL Server 2014 Express®, Exchange Server 2003®, Exchange
Server 2007®, Exchange Server 2010®, Exchange Server 2013®, Exchange Server 2016®, SharePoint
Server 2010®, SharePoint Foundation 2010®, SharePoint Server 2013®, SharePoint Foundation 2013®,
SharePoint Foundation 2016®, Internet Explorer 8®, Microsoft Edge®, .NET Framework 4.0®, .NET
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Framework 2.0®, Exchange Online®, and Windows PowerShell® are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or othercountries.

Apple® and Safari® are registered trademarks of Apple Inc., registered in the U.S. and
other countries. Google®, Android™ and Chrome™ are registered trademarks of Google
Inc.

Mozilla® and Firefox® are registered trademarks of The Mozilla Foundation.

NetApp, NetApp Filer, Data ONTAP®, and Clustered Data ONTAP® are trademarks of NetApp, Inc., registered in the
US and/or other countries.
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