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1. Introduction

This guide takes you through the necessary steps to enable the auditing of logon/logoff events. In both agentless
and agent-based auditing, the following steps must be completed:

e Generate Logon.exe from the software, while adding or modifying the domain, and create a Group
Policy on the server to assign it. It will collect logon and logoff events and passes them to Logon/Logoff
Audit Module.

¢ Install Logon/Logoff Audit Module on the application server which will process logon/logoff events and
send it to the software for display.

The following items will not be generated if the above steps are not performed.
e Successful User Logon/Logoff and Domain Controller Logon/Logoff Reports.

e Custom Reports, LiveFeed, alerts, and schedules for above reports.

NOTE: This module is not supported in the Least Privilege Model.

2. Manage Logon/Logoff Audit Module

The steps to install, manage, and uninstall the logon/logoff Audit Module are explained as follows:

2.1. Install Logon/Logoff Audit Module

To audit logon/logoff events, you will need to install the Lepide Data Security Platform Logon/Logoff Audit
Module on the application server to collect logon/logoff events. The installer file for this module will come with
setup file, which you can download from our website. After downloading this installer file, execute the following
steps to install the Logon/Logoff Audit Module:

1. Double-click the downloaded installer file to start the installation.

2. Click Next to proceed to the next step of the license agreement.

3. Itisrecommended to read the license agreement carefully before installing the software.
4

If you agree to the license agreement and want to continue with the installation, check | accept the
agreement and click Next.

U

The next step lets you customize the location of the shortcuts folder in the Start Menu.

6. Click Browse and select a different location to modify the location of the shortcuts folder in the Start
Menu.

7. Click Next to use the default or customized shortcuts folder.
8. Check the boxes titled Create a desktop icon and/or Create a Quick Launch icon.

9. Click Next to proceed further. The software is now ready to be installed.
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10. Click Install to begin the installation procedure.

11. Once installed, the following page is displayed. It asks for the login credentials of a user with
administrative privileges.

¥ Setup - Lepide Logen/Logoff Medule —

Create service wizard “‘

Itis recommended to run the services under administrator account and given ‘ ‘
account must have Togon as service rights™,

User Account: | administrator |
Password : |u"uu |
Domain Mame : |LepideCnr|:lorate.::om| |

[ Mext> | | cancel

Figure 1: Add Login Credentials of an Administrator to Create the Service

12. Click Next after entering the login credentials of an administrator. The next page displays the message
of successful installation of the module.

13. Click Finish to complete the process.

3. Generate Logon.exe file

Perform the following steps to generate the logon.exe file.
1. Use any of the following methods to start with this process.

a. Click on the domain on the settings page and go to the properties.

b. In domain properties, go to Object Class and Other Settings to access the following settings.
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X
@@ Domain Credentials Object Classes and Other Settings
»ﬁ Advanced Domain Configuration i i .
. Please select object classes and other settings to be audited
2t IP Settings
5 Database Settings -
Audit : i -
@ Organizational Unit Settings |N| Object Classes |
[ Object Classes and Other Settings | hewe ) )
: s Archive Settings Active Directory Object Classes Exchange Server Object Classes
[ 2] » £
«| |
More Audit Settings
[=] Audit Failed Logon
[ [=] Audit Successful User Logon/Logoff % ]
QK | | Cancel

Figure 2: Modifying Object Class and Other Settings

2. Check Audit Successful User Logon/Logoff option.

3. Click the A icon to access the following dialog box.

x

Create Logon/Logoff Script
Enter IP address of machine where Logon/Logoff Serveris installed

192 . 188 . 20 . 202
NOTE : Logon.exe will be linked to the specified IP Address and will run only on the
above mentioned IP Address.
Enter path for saving file :

C:\Users\frank\Documents), | "‘ @

Figure 3: Dialog box to Create Logon/Logoff Script

4. Enter the IP Address of the application server, where Logon/Logoff Audit Module has been installed.
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L e . . )
5. Click il icon to select the location on the server to the save this executable file.

6. Select the folder.
7. Click OK to go back to the previous dialog box, which now shows the selected folder.

8. Click OK to generate and save the executable file to the specified location. The following message
appears on the screen to confirm the same.

Successfully generated script file {Logon exe).  Please follow the link

Figure 4: Successfully Generated Executable File

4. Create Group Policy Object at Server

Execute the steps below at the domain, of which logon/logoff monitoring you want to enable. (This can be done
by opening gpmc.msc on the application server as well)

1. Go to Start Menu, All Programs, Administrative Tools, Group Policy Management. It opens Group
Policy Management.

5, Group Policy Management
S File  Action View Window Help
= H < H

s Group Policy Management
w A Forest: LepideCorporate.com

- & %

Group Policy Management
Contents

v [£4 Domains -
> 4 LepideCorporate.com MName
:a Sites AFurest LepideCorporate .com

ﬁdﬁ Group Policy Modeling
:2‘ Group Policy Results

Figure 5: Group Policy Management

ALY
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2. Rightclick on the node of the domain to access the following context menu:

15 Group Policy Management - O X
5L File Action View Window Help -8 %

&= |5 cHE

|5, Group Policy Management Group Pelicy Management
v ﬂn Forest: LepideCorporate.com Contents

w E Domains
> 3 LepideCorporate.com [ ame
,:a Sites Create a GPQ in this domain, and Link it here...

L7 Group Policy Modeling Link an Existing GPO...
(4, Group Policy Results

Block Inheritance

Group Policy Modeling Wizard...

New Organizational Unit

Search...
Change Domain Controller...
Remove

Active Directory Users and Computers...
MNew Window frem Here

Refresh

Properties

Help

[ .

Figure 6: Context Menu for a Domain in Group Policy Management

3. Select the option Create a GPO in this domain, and Link here.... It displays the following dialog box to
create a new Group Policy Object (GPO).
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MNew GPO

MName:

| Lepide Logon Logoff

Source Starter GPO:

| (none)

]

[ ok || cancel |

Figure 7: Providing a Name for the GPO

4. Provide a name for the new Group Policy e.g, Lepide Logon Logoff.

5. Click OK. It creates the new GPO and shows it in the Group Policy Management window.

5L Group Policy Management
15l File Action View Window Help

O *

=

&= | 6| Hm

=k Group Policy Management
v ﬁ Farest: LepideCorporate.com

v .ﬁ Domains

~ 3 LepideCorporate.com

5/ Default Domain Policy
5/ Lepide Legon Logeff
i/ Lepide New Logon Logoff
[ Domain Controllers
[2] Europe
[Z] Marketing
|2 Microsoft Exchange Security Groups
[ 5t Group Policy Objects
[ WMI Filters

» .E Starter GPOs
[ Sites
;ﬁ Group Policy Modeling
(4 Group Policy Results

WOW W W W W

Group Policy Management
Contents

Name
A Forest: LepideCorporate .com

Figure 8: Figure 9: Showing the Newly Created GPO

6. Rightclick on the newly created GPO and click Edit to access Group Policy Management Editor console.

7. Inthe left panel, go to Lepide Logon Logoff, User Configuration, Policies, Windows Settings, Scripts

(Logon/Logoff). It displays two policies - Logon and Logoff in the right-hand panel.
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= Group Pelicy Management Editor
File Action View Help

Lol ARl (NE3N 7]
=/ Lepide Logon Logol [LPDCT.LEPIDECORPORATE.COM) Policy | [T Seripee (Logon/agaff) ||
~ i Computer Configuration

3 j Policies Select an item to view its description. MName

5 [ Preferences =] Logon
~ 4l User Configuration =] Logoff

w [ Policies

» [ Software Settings
~ [] Windows Settings
=] Seripts (Logon/Logoff)
> é Security Settings
> [ Folder Redirection
> ulll Policy-based QoS
» [ Administrative Templates: Policy definitions (ADMX file
> [ Preferences

v

Extended / Standard /

Figure 9: Showing Logon and Logoff Policies

8. Here, you must modify the logon policy.

9. Double click Logon policy in the right-hand panel to access the following dialog box:

Logon Properties ? *

Scripts  PowerShell Scripts

:%: Logon Scripts for Lepide Logon Logoff
Name Parameters
Up
Down

Edit..
Remove
To view the script files stored in this Group Policy Object, press
the button below.
[ ok ]| cancel || pels

Figure 10: Logon Properties
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10. Click Add on this tab. It displays the following box to add a script.

Add a Script X

Script Name:

| | | Browse. .. |

Script Parameters:

| |
K [ e

Figure 11: Dialog box to add a logon script

11. Click Browse in this new box. Leave this box displayed as it is.

Browse

L < Policies » {31B2F340-016D-11D2-945F-00C04FB984F9} » USER » Scripts » Logon ~ [V] Search Logon el

Organize ~ MNew folder
b Downloads 0 MName Date modified

J! Music
= i Mo iterns match your search.
ictures

Type Size

I Videos

i Local Disk (C:)
= LDSPSRV (E)
@a pCloud Drive (P:)

;‘ Metwork

[ DESKTOP-MIGS

[ pMo43

3 Kr710

8 LDsP

3 LDsP36

! LepideCorporate.com

File name: [| | Al Files v

| Open | ‘ Cancel |

Figure 12: Dialog Box to Open a Logon Script File

12. Open the folder where you have saved the Logon.exe script file in section 3. Choose Copy.
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[ER|
<
Al

Manage Documents

Application Tools

Home Share View

« o ova

» This PC » Documents
MName
7 Quick access
[ Desktop
‘ Downloads
Documents
[&] Pictures

o Logon.exe

AR

conf

extra

System32
@ Token

[ This PC
“J 2D Objects
[ Desktop

* Downloads
J'! Music

[&=] Pictures

B Vvideos

e Local Disk ()
= LDSPSRV (E)

@a pCloud Drive (P:)
== shared (\\Lepidenas01) (W)

== Shared (\\192.168.20.50) (X:) o
Titem  1item selected 340 KB

v B 2 Search Documents
Date medified Type
12/12/2022 7:49 PM Application

Open

G Run as administrator
Troubleshoot compatibility
Pin to Start

%2 Sendacopy...
Back up to Dropbox...
Move to Lepide Support Dropbox

hY

Share

Give access to >
Pin to taskbar

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Figure 13: Copying the Logon.exe File

Size

341 KB

13. Paste this file logon.exe in the folder section of the Browse window. Copy the path of Logon.exe from

the address bar at the top.
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Browse

N Jol\LepideCorporate.com\Policies\{E951EFID-3C2H-42¢ 7-EBBCID961EA3 M\ User\ScriptsiLogo [¥] Search Logon 2

Organize + MNew folder B o @
Systern32 ~ MName Date modified Type Size
! This PC ™! Logen 12/12/2022 7:49 PM Application 341 KB
) 3D Objects
[ Desktop
Documents
‘ Downloads
Ji Music
[&] Pictures
m Videos
‘ams Local Disk (C)
= LDSPSRV (E:)
@ PCloud Drive (P:

L‘ MNetwork

v

File name: | Logon v| | A Files v|

| Open | | Cancel |

Figure 14: Logon.exe Filename Pasted

14. This process is used to place the Logon.exe file in the default SYSVOL location of the domain. Click
Cancel and then exit the window.

Add a Seript it

Script Name:

| | | Browse. .. |

Script Parameters:

| |
K [ o

Figure 15: Add a Script

15. Click OK. It takes you back to the Logon Properties.
16. Click Cancel and exit the GPO settings.
17. In the Group Policy Management Editor, Go to Administrative Templates, System, Logon

18. Enable the setting Run these programs at user logon. Click on Show.
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& Run these programs at user logon m} X

@ Run these programs at user legon AL uay

(0 Mot Configured Comment:
(® Enabled
(O Disabled
Supported on: [ At |east Windows 2000
Options: Help:

This policy setting specifies additional programs or documents | ~
Items t £l [ show...| 4 ¢
M 10 fun &t lagen m that Windows starts autematically when a user legs on to the

system.

If you enable this policy setting, you can specify which programs
can run at the time the user logs on to this computer that has
this policy applied.

To specify values for this policy setting, click Show. In the Show
Contents dialog box in the Value column, type the name of the
executable program (.exe) file or document file. To specify
another name, press ENTER, and type the name, Unless the fileis
located in the S:Systemroot®e directery, you must specify the
fully qualified path to the file.

If you disable or do not cenfigure this policy setting, the user will
have to start the appropriate programs after logon.

Mote: This setting appears in the Computer Configuration and
User Configuration folders. If both settings are configured, the
system starts the programs specified in the Computer

| OK H Cancel H Apply |

Figure 16: Run these Programs at User Logon

19. Paste the path in the Value field and add Logon.exe at the end. Click OK. Please see the screenshot
below:

Show Contents O *

ltems to run at logon

Walue

L \Policies"{E951EFSD-3C26-4295-8857-EBBC 3D 96 1E831\User'Scripts' Logon\Logon exd

| ok || Cancel
Figure 17: Show Contents
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20. Click Apply and exit the window.

21. In the Group Policy Management Editor, Go to Administrative Templates, Windows Components,
Attachment Manager.

3] Gooup Polcy Mangemant Edter

Far scton vew b

o Hm @ EHm T

§f Legasa Logon Logof LPDC LEMDECORPORATECOM Potey.
gurtbon

Inchushon Bt fo low e ypes. state Comment

Edn ooy seltng.

=z
g
i

H: R
i

computer

1Fyou ensble thi plicy etfng you
can specily e bpes ot pose e

18 you dnabie this polcy siting
Vi uoes s defu rut ogic
1Fyou do et configure this pocy
seling, Windows s s defaul st
logic.

3 sere
5 b |\ etended S
fr—

Figure 18: Attachment Manager

22. Click on Inclusion List for Low File Types. Enable it and type Logon.exe in the Options Box.
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& Inclusion list for low file types o x

] Inclusion list for low file types

O Not Cenfigured ~ Comment:

@ Enabled
O Disabled
Supported on: - [at |eact Windows XP Professional with SP2 ‘
Options: Help:
Specity low risk extensions (include a leading period, | | = Pelicy sefing sllows you to configure the st of low-rik file
<o, g gif). types. If the attachment is in the list of low-risk file types,

Windows will not prompt the user before accessing the file,
[Logon.exq regardless of the file's zone information. This inclusicn list

overrides the list of high-risk file types builtinto Windows and
has a lower precedence than the high-risk or medium-risk
inclusion lists (where an extension is listed in more than one
inclusion list)

If you enable this pelicy setting, you can specify file types that
posea low risk

If you disable this policy setting, Windows uses its default trust
logic.

If you do not configure this policy setting, Windows uses its
default trust logic.

[ o H Cancel H Apply |

Figure 19: Inclusion List for Low File Types

23. Close the Group Policy Management Editor console.
24. Come back to Group Policy Management console.

25. Select the newly created/modified policy in the Left Panel. It shows its details in the right-hand panel.

“{ Lepide USA Inc. Page 15



Lepide Data Security Platform Enable Logon/Logoff Events Monitoring

1z Group Policy Management - a
& File Action View Window Help - &
e nm XG B
12, Group Pelicy Management Lepide Logon Logoff
~ 4} Forest: LepideCorporate.com Scope Detals | Settings | Delegation
v [£ Domains
s . Links
v & LepideCorporate.com
5] Default Domain Policy Display links in this location LepideCorporate.com -
s/ Lepide Logon Logoff The following sttes. domains, and OUs are linked to this GPO:
# Lepide New Logon Logoff =
=7 Domain Controllers Location Enforced Link Enabled Path
I Europe ﬁ LepideCorparate.com No Yes LepideCorporate com
2| Marketing
=7 Microsoft Exchange Security Groups
5 Group Policy Objects
& WM Filters
3 Starter GPOs
i Sites )
56 Group Policy Modeling Security Filtering
£ Group Policy Results The settings in this GPO can only apply to the following groups, users, and computers:
Name -
B2 Authenticated Users

Add Remove Properties
.
WMI Filtering
This GPO is linked to the following WM filter
<none> ~ Open

Figure 20: Showing the Properties of Newly Created Policy

26. Close the Group Policy Management console.
27. Go to Run or Command Prompt and type the command gpupdate.

28. Press Enter to run the gpupdate command to update the group policies.

Microsoft Windows [Uersion 6.1.76011
Copyright <c? 208% Microsoft Corporation. All rights reserved.

C:sUserssAdministratorigpupdate
Updating Policy...

User Policy update has completed successfully.
Computer Policy update has completed successfully.

C=sUserssAdministrator>

Figure 21: Updated the Group Policies successfully

29. You will need to logoff the current user and then logon again in the Windows Server to run logon.exe
file.
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5. Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your

queries to the following addresses:

sales@Lepide.com
support@Lepide.com
To read more about the solution, visit https://www.lepide.com/data-security-platform/.

6. Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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