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Lepide Data Security Platform Upgrading to the Latest Version

1 Introduction

The purpose of this document is to take you through the steps required to uninstall and re-install

the Lepide Data Security Platform (LDSP) to the most up-to-date version of the solution.

2 HowtoDetermine the Current Version of the Solution

The current version of the Solutionisin the top-left corner of the window. It can also be

determined by clicking the information symbol.

3 Downloading the Latest Version of the Solution

Download the solution from the link below afterfilling inyour contact details. Afterinstallation of

the solution, all the existing Licenses willbe reapplied. https://www.lepide.com/start-free-

trial.html?utm_campaign=TrialWS_source=website&utm_medium=webmenu

4 Exportthe Database

4.1 Export the Database fromthe Web Console

Allyour custom folders, reports and subscriptions can be retained after the Web Console has
beenupgraded. Thisis done by exporting the database before uninstalling the Web Console
and thenimporting the database after installing the new version of the Web Console. The steps
to export the database are given below. The steps forimporting the database are givenin

Section O of this guide.

4.1.1 Taking Backups of Certificates

The stepsfortaking backups of Certificates are as follows:

e Take abackup of the SSL Certificate from the LDSP root folder certificate files

Note: If the SSLis installedin differentlocation. Please take the backup from thatlocation

&‘ Lepide USAInc. Page3
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Lepide Data Security Platform

> ThisPC > Local Disk(C:) > Program Files (x26) > Lepide Data Security Platform » LDSP Web Console
Name - Date modified Type Size
etrs F et
onginal F det
] charset.conv CONV File KE
httpd.conf ONF File KB
1 httpd.conf -default File KB
12 LDSP Web Console KB
magic 1KB
| mimetypes e 62 KE
openssli.cnf NF File KB
[ StopSve ind Batch File KE
Lo server.crt Security Cerntificate 2 KE
| serverkey KEY File 2KB

Figure 1: Backup the SSL Certificate

o Take abackup of http.conf fromthe LDSP web console > apache > conf folder

» ThisPC » Local Disk (C:) » Program Files (x26) » Lepide Data Security Platform » LDSP Web Conscle » apache » conf

Name - Date medified Type Size

extra File folder

aoriginal File folder
|:] charset.conv F22/2025 2227 PM  COMNV File 2KE
|j httpd.conf 7/16/2025 5:03 PM CONF File 21KB
|:] httpd.conf -default 1/22/2025 227 PM File 21KB
}% LD5P Web Console 10/23/2024 443 PM Application 305 KB
|:] magic f22/2025 227 PM  File 14 KB
|:] mime.types 1/22/2025 227 PM TYPES File 62 KB
|:] openssl.cnf 0/22/20 CNF File 13 KB
StopSve 7/2/202511:19 AM - Windows Batch File 1KE

Figure 2: Backup the http.conf File

Upgrading to the Latest Version

e Take abackup of httpd-ssl.conf from the LDSP web console > apache > conf folder >

e » ThisPC » Local Disk (C:) » Program Files (x86) » Lepide Data Security Platform » LDSP Web Console » apache » conf » extra

MName : Date modified Type Size

[ httpd-autoindex.conf CONF File IKB
D httpd-dav.conf COMF File 2KB
D httpd-default.conf COMNF File 3KB
|j httpd-info.conf CONF File 2KB
[ httpd-languages.conf CONF File 6 KB
|j httpd-manual.conf CONF File 2KB
|j httpd-mpm.conf COMF File 5KB
|j httpd-multilang-errerdoc.conf COMEF File 3KB
|j httpd-ssl.conf COMF File 14 KB
|:] httpd-userdir.conf COMF File 1KB
D httpd-vhosts.conf COMF File 2KB
|j proxy-html.conf CONF File 4KB

Figure 3: Backup the httpd-ssl.conf File
&{ Lepide USAInc.
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To Export the Database:

e Fromthe Admin Console Screen, select Export Database:

Admin Console

Figure 4: Export Database

o Click the Export Database button
e The screen willshow Loading at the top
e The export may take some time.

¢ Whenitisfinishedyou will see the exported file in the Exported Files section of the
Admin Console

o  Whenitisfinishedyouwill see an SQL file inyour Downloads folder. This will start with
‘lepideReportViewer_Backup’ and will be an SQL file type.
Forexample: lepideReportViewer_Backup_(19-00-02_09-07-2025)

&‘ Lepide USAInc. Page5
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4.1.2 Uninstalling the Web Console

e Touninstall the web console, double click the unins000.exe file and follow the
instructions to uninstall.

=1 Manage LDSP Web Console _ o =
Home Share  View Application Tools (7]
« v ||« Program Files (x86) > Lepide Data Security Platform » LDSP Web Console > v o O Search LDSP Web Console
Name Date madified Type Size
# Quick access
apache File folder
Deskto *
= ’ bin File folder
!’ Pownloads hpdf File folder
[ Documents logs File folder
=] Pictures #* mysql File folder
System32 php File folder
tmp File folder
[ This PC
= W Filefolder
% Network [ uninsb00.dat DATFile 1,118 K8
T uninsoDD 5/16/2023 7:39 PM Application 3,068 KB

Figure 5: Uninstall File Location for the Lepide Web Console

e Rename the web console folderin Lepide Data Security Platform directory

' v » ThisPC » Local Disk (C:) » Program Files (x86) » Lepide Data Security Platform »
~
Mame Date modified Type Size

7 Quick access ans Il eUES B3%EIVI FHE IUIOEr
I Desktop P DumpGlobal 7/18/202512:12PM  File folder

95 12:13 i
* Downloads * DumpGlebal DAG 251213 PM  File folder
. eDiscovery 25 332 PM File folder

| Documents o X
eDiscoveryModule File folder
=] Pictures # BXs File folder
Configuration Fonts File folder
LepSoft FSA File folder
MewTheme FSR File folder
| ShareFarAgent GDPR File folder
GlobalReport_SCH File folder
& This PC G5uiteParserMetaData File folder
[ Desktop GTR File folder
£ Documents LADC File folder
* Downloads LBAgent 51212PM  File folder
J’ Musi LDAPS Certificate 55:31 PM File folder

usic
. LDSP Web Console 7/16/2025 5:03 PM  File folder
| Pictures

Figure 6: Delete/Rename the Web Console Folder

NOTE: Whenupgrading the Web Console, youwill need to uninstall the current version and
thenrename the LDSP Web Console folder. Once thisis done, install the new
version and then reconfigure the Web Console to yourrequirements. Please refer

to the Web Console Configuration Guide forinformation on how to do this.

&{ Lepide USAInc. Page 6
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5 Upgrading the Main Console

5.1 Uninstalling the Agents
To successfully uninstall the software, itis necessary to uninstall the agents of the added

componentsindividually.
NOTE: ForData Discovery & Classification (DDC), do not uninstall the agent from the
existing version before the Solution has been upgraded.

Only once the Solution has been upgraded to the latest version, should the DDC

agent be uninstalled and then re-installed.

e Clickthe Settingsicon E ontheleft-hand side of the screen. Allthe components
are listed under Component Management.

5.1.1 Active directory, Exchange, Group policy

NOTE: Thisisonly applicable if you have configured Active Directory with an

e Touninstall agents for Active Directory, Exchange, and Group Policy, click on the
Active Directory component in the tree structure on the left-hand side of the
screen.

Click on the Uninstall Agent option on the right-hand side of the screen to select anagent

S8R0 WA WA A
£ DCOM2 mitcom... Connection succesul o 5162023 WA WA [
# Data Insertior WA NA WA Dot rsetion succeasiulon - 12/1/2022 11:36.09 AM

o vea
{3 Agent Settings
£} LDSP Web Console (bets}

| N FE| RS 8
E| 3|38 ES

Figure 7: Active Directory Settings

to uninstall
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51.2 Fileserver

e Clickonthe To configure File Server button

Settings

48 Component Management EX 192.168.10.14(File Server)
63 102.168.10.14

-5 File Servers
£ 5, 192.168.10.14(File Server)

e
4% Current Permission Scan Settings

[ Message Delivery Settings

£ Default SOL Server Settings

% ueBA

{3 Agent Settings

A%} LDSP Web Console

4} Archive & Import

# » v € ©

B

—
2 To configure File Serve_.

£ Upgrade Agent(s) cick here

e 8 & a »

Figure 8: File Server Settings

To Backup the Configuration of the File Server:

e Addanew backup forthe configuration of the File server, this will contain the existing
Rules and Policies.

00 LepkdeDSP for Fle Server

LDSP Web Console (beta) .
- ez L2 All File Servers
T it Rudes Owerview of file semver configuration. Use options 10 add, modify file servers and options in 1asks pane 1or other settings.
A e
4 Lo oo o # x
3 oacc wrarre
Frm TS roasn prr=n e
P AT e Aekwgsared

() i sersers are the mschines that are being sudited for changes. Agent must be installed snd aUcHing should be started to sudit 3 the enanges perarmed on file servers

Figure 9: File Server Configuration Settings
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To Stop Auditing and Uninstall the Agent:

e The Stop Auditing and Uninstall Agent options are to the right-hand side of the File
Server settings screen

5.1.3 SQL Server
e Select Stop Audit to stop auditing before the upgrade. Thisis found in the Actions

sectionon theright-hand side of the screen

E] esatsavisan

Camoonent Change Audting St Hesth Mooy Statis Detats
» B 3
£ sqL Server
& LPsaLsRVISAL) Cormecton sucoeseh on - 522/2023 831, Commecion successhul on : 572272023 831 /A
# Data Insertion ) Dt neston successh on - /222023 82535 PM

23 LDSP Web Cansole fbeta)

Figure 10: Stop Auditing on SQL Server

5.1.4 OtherAgents

NOTE: Before uninstalling Agents ensure that you note/save the details of Agents to re-install
afterupgrading the LDSP

e Fromthe Settings screen, select Agent Settings to see all otherinstalled Agents:

Q7S x4

Agect Serve et Pt Statis

B
15216820151 A152 16820 181 Ageres. Femsled
715216820193 1192 163.20 183 Lagie Agont sabod
15216820155 AI92.168.20 155 Agents stabed
15216820196 A192.165.20. 195" Leowds Agent aabed

-]
w
Q@
»
=
)
y 3
L]
L]
f

Figure 11: Agent Settings

o SelectanAgentto be uninstalled

e Clickthe Remove Selected Agent(s)icon: X

&{ Lepide USAInc. Page 9
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The Uninstall Agent dialog boxis displayed:

x
Uninstall Agent
Uninstall Agent on the server(s)
[®] Select All
Agent Server Agent Path Role(s) Status
» » r »
[=] 192.168.20.191 \\192.168.20.19\Agents N/A Installed

Figure 12: Uninstall Agent

¢ SelectUninstall

5.1.5 SharePoint, 0365 Components, Cloud Components

There are no agentsinstalled for these components so we can skip the Agent Uninstall

5.2 Uninstalling the Solution

Afterthe successful uninstallation of the agents, we can now uninstall the solution.

¢ Openthelnstallation directory. By default, the locationis the C Drive.

| \j < Manage Lepide Data Security Platform — [m] *
Home Share View Application Tools o
< A » ThisPC » Local Disk (C:) » Program Files (x85) » Lepide Data Security Platform » v O S Search Lepide Data Security Platform
Mame . Date modified Type Size
7 Quick access .
[&] System.Windows.Forms.dil 9/26/2012 4:46 PM Application exten... 1473 KB
I Desktop 7 systemamldil Application exten... 899 KB
& Downloads 4 [ 5 e sl Ling.dl Application exten... 22KB
] Documents » [#] TAS_AlertsOLinterface.dll Application exten... 1,200 KB
&) Pictures » T8 TAS_AllEn Application 18,636 KB
System32 =) tasline PG File 3KB
D Tesseract.dll Application exten... 123 KB
& This PC [ ThersholdData.dat DATFile 10KB
=¥ Network | ] ThersheldDataAD.dat DATFile 15KB
D UAWizard.dll Application exten... 1,201 KB
D unins000.dat DAT File 279 KB
N uninsD00 Application 707 KB
|4 UpdateGPOLink Windows PowerS... TKB
T updateshell Application 1,756 KB
= Warning BMP File 4KB
D WebHook2019.d1l Application exten... 58 KB
™M WMIRemote Application 1,697 KB
D XMLManager.dll Application exten... 38 KB
D XMLParser.dll Application exten... 22 KB
|j XMLParser_UniversalAudit.dll Application exten... 23 KB
[] XMLToSOLiteConverter Application 30KB
|j zlib1.dll Application exten... 55 KB
D zlibwapi.dil Application exten... 87 KB
449 items 1 item selected 706 KB

Figure 13: Uninstall File Location for the Lepide Data Security Platform
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¢ Runtheunins000.exe as an Administrator and follow the stepsto uninstall.

5.3 Installation of the Solution
e Extractthe downloadedZip file
o Selectthe Lepide DSP folder from the extracted folders

e Right click to access the properties of the setup.exe under the Auditor Suite folder to
confirm that the attributes of the .exe are not selected:

e Unlockthe exe

% setup_25_1.exe Properties X
Security Details Previous Versions
General Compatibility Digital Signatures

k\‘ |seiup_25_1 exe

Type offile:  Application {exe)
Description:  Lepide Data Security Platform Setup

Location: F\
Size: 1.36 GB (1,46,63,69,832 bytes)
Size ondisk: 1.36GB (146,63, 72 096 bytes)

Created: 04 August 2025, 15:22:2%
Modified: 05 July 2025, 17:42:50
Accessed: 04 August 2025, 15:25:.17

Attributes: [ Read-only [ Hidden Advanced...
Security: This file came from another
computer and might be blocked to L] nblock
help protect this computer.

Cancal | | sl

Figure 14: Setup.exe Properties

e Runthe Setup_25_1.exe as Administrator
Make sure you select the same location aswas used previously for the installation directory.

If the locationwas not the default, browse to find the original location

e Afterinstallation of the LDSP, update the Service Credentials

&‘ Lepide USAInc. PageTl
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Please provide & Service aCCoung (o run the servce.

#) This sccount
User Mame . | ipole ladministrator
O ysarvinnd ---.-.----.--.|

Local Syshem Account

=1

Figure 15: Service Credentials

5.3.1 Installingthe Agents

NOTE: If youhave uninstalled the Agents, thenyou willnow need to re-install the Agents

Afterthe successfulinstallation of the solution, the agents should be re-installed by following

the steps below:

5.3.2 Active Directory, Exchange server, Group policy

Selectthe Domain, Properties, Advanced Domain Configuration, check the check boxes for

Change Auditing for the relevant components.

&{ Lepide USAInc. Pagel2
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[~} @ hareboint) [
@ Iepidesoftwerecnmicroscitcs o r P P I3 )
v B lepices . sharepd
B, File Servers Irfomanon not Avalable. NA
e Dell MG WA WA
3 WA WA
£ Genera Setings WA Data rastion succesd an - 5/18/2020 89520 PM
PR | peiegetion Contrel
£ Cument Pemission Scan Settings i =
e rrmr——y I
& A omain Corfgurstion
Rl | B oo st ServerSettings ¥ Data tnsy et Please select component) and the serveris)to be sudited
. IS F
5] 3 Agent Settings A, L Non-Owner Maitbox Auditing
. |l At o Pty o poy Bap (5 Actve Dircory Csner N
Y
| Componert Change Audtng Health Mortosng Non-Owner Malbox:
» » »
& icorp.local
| \ctive Directory & Exchange €
7
NA
WA
]
s DCBOCO0T muicom Jocal WA NA .
" 0CO002 mkicom oca 5 WA WA
ca M.

Backup Informabon|
Acive Directory bac

Group Policy backup Succeisful on + /772022 120629 A

sistratorSmunicorp Jocal

X Remove

[# uninstan agent
8 Retesn

Acive Directory Backup

V7 progenties

B Manage Disk soace

Figure 16: Active Directory Settings

5.3.3 File Server

o Goto Settings, Component Management, File Server and click on configure File Server:

5 78 Component Managernent

SR
> 152.16820.152(SharePcint)

@ epidesaware.camicresct.c
> lepidescftware-sdminzharep|

3
c Dell
1] lepidesottware.onmicrosoft.c
13 GeneralSetings
{3} Defegation Cantrel
£ Cunent Pemi
F Message Delivery Settings
B Default SO Server Setings
B v
13 Agert Settings
£} LDS? Weh Casale (bets)

click here

I To configure File Server

LY 192.168.20.193(File Server)

B8 import trom rchive
Y srchie How
R seneause arenie

| |Fie

Cliptoar

Figure 17: File Server Settings
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Settings 3
e Y 192.155.20.193(File Sorver) Actions H
o

al

B! LepiaeDsP tor File Server - Settings Console - o ox
FLE VIEW HEP

ada fie serer - () He

B UBa
{3 Agemt Sertings .
£ LDSP Web Console (beta) | =001 Lepie0SF for Fle Server: e .
e sarvers ~| ] All File Servers
T susdt ks ‘Grerview o fil server configuration. Use options 10 8dc, modify e servers 8nd GDHion in Lasks pane 10r other settngs.
) AudtPoces
) Lies Groum O- F X
& 500 SRestore
e ServerName Domamorigrn Agentstans Mg stans Tases
] 192.160.20.193 miTICORP Tstaies Auditrg Started

< >

() i sersers are the mschines that are being sudited for changes. Agent must be installed snd auciing should be started to sudit 3 the enanges perarmed on file servers

Figure 18: File Server Configuration Settings

e Enterthe Service Rights and Install the Agents.

5.3.4 SQL Server
e Click on Start Audit afterthe upgrade

E] vesatsavisan

Componsnt

Changs Audting Stshus Hesth Moritorryg Siaus Detads
r]
£ SQL Server
LPSLSRVISL) ‘Conrection successhi on - 5/22/2023 831, . Cannection successfulon  5/22/2023 831 N/A
 Data Insertion A Data inwetion succssshi on . §/22/2023 B25.35 PM

S
B Delaut SOL Server Settings
B s
13 Agent Setings
£} LDSP Wb Console beta)

Figure 19: SQL Server Start Audit
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5.3.5 DataDiscovery and Classification Agents
To Uninstall the DDC Agent:

NOTE: Before uninstalling the Agents ensure that you save the configuration details of

ForDDC, the agent needs to be uninstalled after the upgrade of the Solution. The stepsto do

this are as follows:

e Click the Data discovery & Classification icon E to view the Data Discovery and
Classification screen:

®
- 194
(“‘ Cutabase: ver 25 e
»
(. | o
= Agert Server Scanned Profie
5
= B OwaBos . Exchange GLBA, Exchangs-OnFrames 2. ExchangeDuta  Exciange_ O Framse , FS183, 5P OnFrame
192.168.20.197 (192 168,20, 197 \Lapide Agent FS010222 . OnaDave-0365
-}
L]
]
—

2, bxchangeData , L FS151, 5 On-Premise

Figure 20: Data Discovery and Classification

e Clickonthe Agents tab to see theinstalled agents

x
e Clickonthe = icontouninstallan agent. The following dialog box appears:

x
Uninstall Agent
[ select An o
IP Address Agent Path User Name Status
o » » o
[ 192.168.20.193 'W192.168.20.193\DDCAgent  multicorp'administrator Installed
[ 192.168.20.195 \\192.168.20.195\DDCAgent  multicorp'\administrator Installed
[ 192.168.20.196 \\192.168.20.196\DDCAgent  multicom'\administrator Installed
[ 192.16820.197 \\192.168 20.197\Lepide Ag... mullicorp'administrator Installed

Figure 21: Uninstall Agent

&{ Lepide USAInc. Pagel5
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o Selectthe agentto be uninstalled and click Uninstall
The steps tore-install the DDC Agents are as follows:

e Click the Data discovery & Classification icon E to view the Data Discovery and
Classification screen and click on the Agents tab

w i
3 Detabase ccon 2,
rd
=a o n
= ppe—— Agent e
£ P
= BT OnPramiss 2. Exchangalats . Echange_On-Premie . FS133. 5P On Prese
13216820135
» SR
18216820157 FS010222 OonDive Q365
L]
f
Agent Intormat
agent server 68
Agertpatn
Logan User
HHHHHHHHH ta, Exchange OnPremise , £5153, 50 On.Premise

Figure 22: Data Discovery and Classification

o Clickonthe & icontoinstallan agent. The following dialog box appears:

x
Install Agent
Configure Agent on the server from where you want to run classification
[select AN o/
IP Address Agent Path User Name Status

» R » R
[ 192.168.20.193 \\192.168.20.193\DDCAgent  muiticorp\administrator nstalled
[ 192.168.20.195 \\192.168.20.195\DDCAgent  muiticorp\administrator nstalled
[ 192.168.20.196 \\192.168.20.196\DDCAgent  muiticom\administrator nstalled
[ 132.168.20.197 \1192.168.20.197\Lepide Ag... muiticorp'administrator nstalled

[ o

Figure 23: Install Agent

o Selectthe agenttobelnstalled and click Install

5.3.6 OtherAgents

o Fromthe Settings screen, select Agent Settings:

&{ Lepide USAInc. Pagel6
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Settings

500 Component Management
3 multicorp

el Agent Settings

rvers Sedect All
92,168.20.1931Fibe Server)

=3 Agerd Server Agert Patn
e DellEMC

O 75 x4
P
152168201591 1921682015 gerts atsbed Disable
15216820193 W192.165.20 19 Laoids Agent Disable
152 168.20.185 A152.168.20 155\ Ageres. ted Disable
715216820196 1192 168.20 196 Lagie Agent dod Disable

el qent Serings
£} L0 Web Console (ueta)

Figure 24: Agent Settings

e Clickthe Add Agenticon [+ (top right of the screen)
e The AddAgentdialogboxis displayed:

Add Agent

IP Address [l |

Agent Path | |

Use "\\server name'\shars name" fomat

User Name | |

Password | |

| oK | | Cancel |

Figure 25: Add Agent

o Enterthe detailsforthe agentyouwant to add

e ClickOK

W Lepide USAInc. Pagel7
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5.4 Confirmation of Successful Install

e Fromthe States & Behavior screen, select All Environment Changes
e SelectToday, Generate Report.

e Lookforthe currentchanges.

5 Console kndting

i

FTIRRFEeaseeaey
PEREREREREELLLEL

Figure 26: All Environment Changes Report

6 Upgrading the Web Console

6.1 Installation of the Web Console

e The defaultlocation of the LDSP Web Consoleinstallation file LDSP Web Console.exe is

=R Eal Application Tools  conf T 0 x
Home  Share  View Manage 2]
a, ‘_] o cut B x @ I New item ~ @ [Eopen »  Ffselectan
= 5 Copy path * R ees e
ck Copy Paste Move Copy Delete Rename  New Properties
[E] Pastesharteut  tov  to= > folder = 25 invert selection
Clipboard Qrganize New Open Select
4 | > ThisPC > Local Disk (C:) > Program Files (x36) > Lepide Data Security Platform » LDSP Web Console > apache > conf > v @ | search conf »
&) Pictures AN Name Date modified Type Size
Canfigurtion etra File folder
LepSoft original File folder
NewTheme [ charset.conv CONY File 2Ke
ShareForAgent [] nttpd.conf CONF File 21KB
[ httpd.conf -default File 21KB
A Thispc 1 LDSP Web Console Application 305 KB
[ Desktop [] magic File 14KB
[£ Documents [] mime.types TYPES File 62 KB
& Downloads [] openssl.cnf CNF File 13KB
B Music [=] StopSve Windows Batch File 1KB
&) Pictures
8 videos

i Local Disk (C9)
== SQL SERVERDB (E})

¥ Network v
10items 1 item selected 304 KB

Figure 27: Default Location for LDSP Web Console.exe
as follows:

e DoubleclickLDSPWeb Console.exe

W Lepide USAInc. Page18
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e Handle the security warning if it appears:

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

LDSP Web Console.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes

Figure 28: Security Warning

The LDSP Web Console setup wizard should start automatically. The first screenis shown

below:

W Setup - LDSP Web Console _ x

w Leplde Lepide Software Licence Agreement

[Terms and Conditions of Lepide

Lepide. Copyright © 2025, All ights reserved

Licence Agreement Please read the licence agreemert: carefully before instaling or using this product. You

acknowledge that you have read this lcence agreemert, have Understood t and agree to be
bound by s temns. f you do not agre to the tems and condtions of this agreement then do ot
install or use this product

1. Interpretation

The following definitions and rules of i ion apply in these
conditions.

1.1 Definitions:
Business Day: 2 day other than a Saturday. Sunday or public holiday in England
when barks in London are open for business.

M ¢
U e ®
Licence Agreement Web Server Information Installation
In progress Pending Pending

Cancel

Figure 29: Accept the Licence Agreement

e AccepttheLicense Agreement and click Next
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The following screenis displayed:

W Setup - LDSP Web Console

wm Lep | de Web Server Information

w Please enter web server port 80, 443 or between 1024 to 65535

Licence Agreement port: [7779

Web Server Information Create a Desktop Shortaut

stall Create a Quick Launch Shorteut

o————O O

Licence Agreement Web Server Information Installation
Completed In progress Pending

Cancel Back
Figure 30: Add the Port Number

e Add the web server port number. The default port of 7779 is used by the LDSP Web
Console butyou canuse any free port you have available.

e Click Nextto continue

The following dialog box appears:

W Setup - LDSP Web Console

w i Preparing to Install
w I—e p | d e Setup is now ready to begin installing LDSP Web Console on your computer.

L P 1 A 1 . g S LA B A AL A7 S £ 03 1
that you allow Setup to automatically close these applications. After the installation has
completed, Setup will attempt to restart the applications.

LDSP Web Console

Licence Agreement

Web Server Information

Install

® Automatically dose the applications
(O Do not dose the applications

Cancel Back Next

Figure 31: Preparing to Install

o Select either Automatically close the applications or Do not close the applications as
required
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W Setup - LDSP Web Consale

W Lepide

Install

Setup is now ready to begin installing LDSP Web Console on your computer.

Launch Whenitis ready

Licence Agreement

Web Server Information

© © O

Licence Agreement Web Server Information
Completed Completed

Installation
In progress

Cancel Back
Figure 32: Installing

Click the Install button and the following dialog box will be displayed showing the
progress of the installation:

1\t Setup - LDSP Web Console

W Lepide

Installation is running

Installing Lepide Wieb Console... Flease wait while we set things up for you. This may
take a few minutes.

Licence Agreement
Installing Lepide Web Console 0%
|

Web Server Information

o © O

Licence Agreement Web Server Information

Installation
Completed

Completed In progress

Cancel

Figure 33: Installation is Running

The percentage progress of the installation will be shown as it runs:

W Lepide USAInc. Page 21



Lepide Data Security Platform Upgrading to the Latest Version

A Setup - LDSP Web Console

Installation is running

Installing Lepide Web Consale... Please wait while we set things up for you. This may
take @ few minutes.

W Lepide

Licence Agreement

Installing Lepide Web Console 61%
Web Server Information

Install

Licence Agreement Web Server Information Installation
Completed Completed

In progress

Cancel

Figure 34: Progress Indicator

e Click Finishwhen the Installation has completed:

% Setup - LDSP Web Cansole

m

W Leplde

Installation is Completed

Thank you for installing Lepide Web Cansole! Your installation was successful. You
can now start exploring all the features and capabilities of our Web Console.

Licence Agreement

Web Server Information

Licence Agreement Web Server Information Installation
Completed Completed Completed

Figure 35: Installation Complete

Install the SSL Certificatesinto the root folder of the LDSP web console
6.1.1 Installing MySQL

The prerequisites required are to set up Administrator Privileges

Step 1: Download MySQL Installer

Visit the official MySQL download page: https://dev.mysqgl.com/downloads/installer/
e SelectWindows (x86, 32-bit), MSl Installer
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e Download the file: mysql-installer-community-8.0.45.0.msi

[] MysQL Installer — =

AN
MySQL. Installer Download

Adding Community
The following products will be downloaded.

Product Arch Status Progress Nof

B MySQL Server 8.0.44 X64  Ready to download

Click [Execute] to download the following packages.

Figure 36: Download mysql-installer-community-8.0.45.0.msi

e Savetheinstallertoyour Downloads folder

Step 2: Install MySQL

e Right-click the downloaded mysqgl-installer-community-8.0.45.0.msifile
e SelectRunas Administrator

e ClickYesonthe UserAccount Control (UAC) prompt

In the MySQL setup wizard:

e Choose the Server only setup type

e Click Next

[ MysaL installer - X

MySQI:. Installer Choosing a Setup Type
Adding Community

Please select the Setup Type that suits your use case.

Next > Cancel

Figure 37: Choosing a Setup Type

e Selectthe MySQL serverversion and Click Execute to install any missing requirements
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[Z] MysaL Installer - <

™
MySQL. Installer Installation

Adding Community
The following products will be installed.

Product Arch Status Progress  Note
[E] mysaL servers.0.44 X64  Ready to Install

< >

Click [Execute] to install the following packages

coner | [ Bene

Figure 38: Installation

e Waitfortheinstallation to complete (5-10 minutes)

[T mysQL Installer — X

MySdI:. Installer Installation

Adding Community
The following products will be installed.

Product Arch Status Progress  Notel
2[5 mysaL sewer8.044 X64  Installing 30%

< I >

Show Details >

Figure 39: Wait for the Installation to Complete

Step 3: Configure MySQL Server:

e Launchthe MySQL console and provide following details:

Type/Networking: Development Computer

- EnterPort: This port willbe used inweb console

- Authentication: Use Strong Password Encryption
- Grantdefault selected permissions

- Click Execute to apply the configuration

- ClickFinish
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NOTE: To create auseronthe MySQL server, assign the minimum role of DB Admin

6.1.2 Import the Database
Once the Web Console has beeninstalled, the database containing all your custom folders,

reports and subscriptions can beimported. The steps to do this are as follows:

e Chooselmport Database
e Clickthe Import Database button

e Alistof filesin the Download folderappears:

@ Open x|
4 > ThisPC > Downloads » v O Search Downloads

Organise v New folder =-m @

> & Documents Name Date mc

“ Yesterday (3)

> I Pictures
[) IepideReportViewer_Backup_(19-33-31.20-12-2.,  20/12/21
v e [0) IepiceReportViewer_Backup_(19-32-49_20-12-2...
7 pestecp [] tepideReportviewer Backup_(19-32-22.20-12-2...  20/12/21
> Documents v Earlier this year (1) Selecta file to preview.
> L Downloads 2022-02-23 17.35.16 Lepide Software’s Personal ... 24/02/2
> @ Music
> I Pictures
> [ Videos
> &5 05(C)
Filename: | ] saFie v

Figure 40: Select the Database File to Import

e Selectthedatabasefile to beimported
e ClickOpen
e Amessage boxappears:

7 .
Are you sure?

Current settings will be replaced if you import
old database. Do you want to continue?

| =)

Figure 41: Confirmation to Import Database

e Clicklmport and the following message boxis displayed:
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Click here to upload your file!

O Importing...

Figure 42: Importing Database

The import may take some time.

e Afterimporting the backup, logout fromthe LDSP Web console
e Then,GotoTask Managerandrestartthe MYSQL Services

17 Task Manager _ O %
File Options View
Processes Performance Users Details Services

Name PID Description Status Group &
54 MpsSve 1482 Windows Firewall Running LocalServiceN...
%4 MSDTC 5856 Distributed Transaction Coordinator Running

S MSISCSI Microsoft iSCS! Initiator Service Stopped netsves

5 msiserver Windows Installer Stopped

% msoidsve 2572 Microsoft Online Services Sign-in Assistant Running
15 MSSOLSDB22 7876 SQL Server (DB22) Runpinn

%, MSSQLFDLauncherSDB22 8000  SQL Full-text Filter Daemon Launcher (DB22) Runi Start

% NeaSve Network Connectivity Assistant Stop Stop

5 NecbService 1092 Network Connection Broker Rumi Restart

% Netlogen 732 Netlegon Runi

&% Netman Network Connections StopRCEEEEERIC

%5 netprofm 1168 Network List Service Runi Search online

% NetSetupSve Network Setup Service Stop Go to details

% NetTcpPortSharing Net.Tep Port Sharing Service Stopped

27 NgcCtnrSve Microsoft Passport Container Stopped LocalServiceN...
5 NgcSve Microsoft Passport Stopped LocalSystemN...
4 NlaSvc 1436 Network Location Awareness Running NetworkService
S nsi 1168 Network Store Interface Service Running LocalService

L NTDS 792 Active Directory Domain Services Running

L NtFrs File Replication Stopped

£ OcspSvc 2448 Online Responder Service Running

<% OneSyncSve Sync Host Stopped UnistackSvcGr...

(%) Fewer details | 5 Open Services

Figure 43: Task Manager - Restart MYSQL Services
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Afterrestarting SQL Services, you need to configure Service Credentials

¢ RightClickon Component Management

e ClickonConfiguring Service Credentials

Settings

ﬁ
83 192.168.10.14 Add ’
= File Servers Uninstall Agent >

ﬂ General Settings

ﬂ- Current Permission Sce
B Message Delivery Settir
@- Default SOL Server Settings
54 UEBA

----- -[; Agent Settings

.42 LDSP Web Console

ﬁ} Archive & lmport

Configure Console Auditing
Coenfigure Service Credentials

Active Directory, Group
Policy, Exchange Server,
User Password Expiration

f Reminder and Active
Directory Cleaner

Figure 44: Configure Service Credentials

e ClickOK

Service Credentials

Please provide a service account to run the service,

(®) This account

User Name : | BA@LEPIDEDEMO22.COM | Browse

Password : | ““““““ |

(CLocal System Accourt

Figure 42: Service Credentials
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Service Credentials

Please provide a service account to run the service.

User Name : BA@LEPIDEDEMO22.COM

Password :

Checking LDSPApache Service. Flease Wait...

Figure 43: Service Credentials Updating

Service credentials updated
successfully

oK

Figure 44: Service Credentials Updated

e ThenLogintothe LDSP Web Console

6.2 Confirmation of a Successful Install
¢ Fromthe Web Console, select Lepide Auditor, Reports
e Fromthelist of reports, select All Environment Changes

e SelectToday’s date and click Generate Report.
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e Lookforthe currentchanges

Report Name - All Environment Changes
Filtrs: Companent ame : [Equals ctve irecony])
Home 7 Lepide Auitor # Reports 7 All Em { Changs T ICIE Y
. J
Component Sarver Name Object Path Object Type Wihe when Operation Content Type compliance Risk Level Monetary what Where criticality
Vatoe
hene Deecnry | pdediacl s er [P— " s ™ —— .
rane s wa r Logn Acemgrai i wa o o doee . g
et D et ™ e [P—— ™ ™ g
ctive Directon Ipded oca NiA User Naal Gamby Login Arrempt Fai WA WA NA Hagh
hene Deecnry | pdediocl s e [o— [P— " o .
dedioe e e Gy [P—— W wa -
=7 Ipded.jocal A User Neal Gamby Login Aemgt Fal NA NiA ey High
Ipdedocs A User Nesl Gamby Login Astemgt Fail A A A High
A Drecry Ipdetioes e - Jo— wa ™ wa .
have Drecory  Ipdesiocs s e Gy [P e
heneDescory | pdetioc s vsr fp— Logn Amempral | WA i it e e omadossr 8108 .
pene Drecry | pdediee " er fop— 60720050815 Logn Acermanol 1A s " ssernamedoein 8108 .
A Drecry  Ipdesiocs ™ e e Gy Legiscmat .| N na ™ ™ oo e domn | 8105 g
paneOvecory  lpdetios s e Gy 60BN | LognsamorFa. | WA uscramedossn | 8105 e
hene Descory | pdotiocl s vsr fp— 6P Legnbeamorrel Wk " s “ e omedosar 8168 g @
Total Records - In Progress...

Figure 45: All Environment Changes Report
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/ Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect

with ourteam using the contactinformation below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44(0) -208-099-5403 UK/Europe: +44(0) -208-099-5403
Rest of the World: +91(0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can

also email your queries to the following addresses:

sales@lLepide.com

support@Lepide.com

Toread more about the solution, visit https://www.lepide.com/data-security-platform/.

8 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security
Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security
Platform Logon/Logoff Audit Module, Lepide Data Security Platform for Active Directory,
Lepide Data Security Platform for Group Policy Object, Lepide Data Security Platform for
Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security Platform
SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User
Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt
Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks
(exceptabove of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of

theirrespective owners. These are purely used forinformational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®,
SharePoint®, and SQL Server® are eitherregistered trademarks or trademarks of Microsoft

Corporationin the United States and/or other countries.

NetApp@®is a trademark of NetApp, Inc., registeredin the U.S. and/or other countries.
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