W Lepide

USE CASE GUIDE

HOW TO REPORT ON
PERMISSION CHANGES TO
SENSITIVE DATA ON
SHAREPOINT ONLINE



Reporting on Permission Changes to Sensitive Data on SharePoint Online

Table of Contents

1o INETOAUCTION. et ne 3
2. SENSITIVE DATA...ciiiiiiiiiic bbb 3
3 Principle Of Least PrivilEZE (POLP).....ccccirieirieirieiriiietestetste ettt sttt sttt ssesesbenessenesseneesassesessenessens 3
4. Tracking PermisSiON CRANEES ......cciciiiiiriirietiriei ettt sttt sttt eb bbbt b et b e b e st e bt e b e st e st st eaesbeneebentebenes 3
5. THE LEPIdE SOIUTION ...eiitiiettrteesteet ettt bbbt b s bbb et eb et e st s b st e b enteb e b ebesbe st s be st ebetebenbenenbens 4
6.  The Permission MOdifiCation REPOITS .....cciueiiirieiirieiirieesietet ettt sttt ettt eb sttt b et eb et b s be st s bt ebestebesaenesbens 5

6.7, PrEIEOUISITES ..cuiteietet ettt b s bbbt bt s b e sb e s bt e bt s bt s bt e bt e b e e bt e bt e bt e bt ebe bt ene 5

6.2. Running the Document Permission Modified REPOIT.......ccuveireirieinirieireerereeeeet et 5
7. FIEEIING the REPOI ...iiiiiiiiiiiiiiiiitiri sttt b e bt bbbt s b e bt s bt e bt s bt e b e s b e s bt s bt sbe e bt ebeeaeebteseebeebeeseene 9
8. CrEALING @N ALBIT ettt b e bbbt h e bbbt bt bbbt bt bbb bbbt bt bbbt beeneenes 10
1 U o] o o] o SO OO TP OO P U U TP PSRRI 23
TO. TrAAEMAIKS .ttt ettt b et a et b et b et bt e bt sb et e b b et eb e st sb e be e ebenes 23
ALY

v Lepide USA Inc. Page 2



Reporting on Permission Changes to Sensitive Data on SharePoint Online

1.Introduction

Data breaches are a serious threat to any organization and action needs to be taken to keep the risk of their
occurrence to a minimum. The focus at Lepide is to provide visibility over what's happening with your data and
through visibility you can take the necessary action to mitigate risk and stay compliant.

This guide is in two parts. The first explains the ways in which you can use Lepide Data Security Platform to
provide visibility to reduce data breaches with sensitive data. The second part gives step-by-step instructions on
how to configure the SharePoint Online Permission Modification Reports to identify any changes to sensitive data
permissions.

2.Sensitive Data

The types of sensitive data which companies hold can include information such as social security numbers, credit
card details, bank account information, and other account data that identifies customers or employees.

This information is necessary for employees to perform essential business functions but if there is uncontrolled
access to this sensitive data it can lead to data breaches including fraud and identity theft, and to non-compliance.

When a user, either intentionally or accidentally, misuses legitimate privileges they have been granted it is known
as privilege abuse. Despite these privileges being legitimately granted, users may access resources or perform
actions that compromise data security.

Whether privilege abuse occurs through users purposefully mishandling data, or through employee carelessness,
it is a security threat that must be taken seriously.

3.Principle of Least Privilege (POLP)

The Principle of Least Privilege (PoLP) is an information security concept in which a user is given the minimum
levels of access needed to perform their job functions. Applying this principle is a highly effective way to greatly
reduce the chance of an attack within an organization.

4.Tracking Permission Changes

Once the PoLP concept has been complied with and sensitive data is accessible to the minimum number of users,
it is essential for an organization to be able to track any subsequent changes to sensitive data permissions. For
example, a user could be given temporary access to a finance spreadsheet so that they can perform a particular
task. If their temporary access gets forgotten about and the permissions are not revoked, then that user has
unlimited access to the document which could result in a security breach.

However, if these permission changes are regularly monitored then it is a straightforward process to remove the
access and keep the sensitive data secure.
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To be able to do this, it is essential for an organization to have complete visibility over their sensitive data. But
without a solution in place, keeping track of permission changes can be a complex and time-consuming task.

5.The Lepide Solution

The Lepide Data Security Platform provides a solution to this complexity with the Permission Modification
Reports. These reports provide visibility as to any permissions that have been changed for sensitive documents.

Once there is clarity as to any changes that have been made regarding permissions to sensitive data, it is a
straightforward process to correct this and remove any unnecessary document privileges.

The SharePoint Online Permission Modification Reports within the Lepide Solution are as follows:
e Document Library Permission Modified
e Document Permission Modified
e Item Permission Modified
e  List Permission Modified
e Site Collection Permission Modified

e Folder Permission Modified

The report we will use as an example here is the Document Permission Modified Report but the Permission
Modification Reports all work in a similar way so the steps will be the same for each of them.

r& All Emironment Changes 7 File Location Cuntom Duate Range.
Anomaly Analysis 1/1/2021 3:36 PM To

[ 192168.20.192SharePoint] T W
L % muicorp ocal T When
= (A File Server Reports 7

s [1] File Server Medification Reports. -
@ acmmlapun 7 From
PR = (R, iepicesctmare.cnmicrosoft comExchange Online)
= [, lepidesoftmare-admin sharepoint.com(SharePomt Online)

G E e

/52021 41058 PM

51072021 1227:49PM
5/18/2001 1227:49PM

1801517413
180,151 7413
1801517613

Figure 1: Document Permission Modified Report
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This report shows information including who has made the permission change, the document that has been
changed and what those changes are.

6.The Permission Modification Reports

6.1. Prerequisites

Before running any of the Permission Modification Reports, you will need to have configured SharePoint Online
for user interaction and to enable auditing

6.2. Running the Document Permission Modified
Report

e C(lick the User and Entity Behavior Analytics icon

e Expand SharePoint Online (from the tree structure to the left side of the screen)
e Expand SharePoint Online Modification Reports

e Expand Permission Modification Reports

e Click on Document Permission Modified to display the Document Permission Modified Report:
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Figure 2: Document Permission Modified Report
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Specify a Date Range

e  From the top of the screen, under When click Today to choose a date range for the report

The following dialog box is displayed:

Filter Criteria: Today -

Today
Yesterday
This Week
Previous Week
This Manth

Custom Date Range

Figure 3: Date Range Filter

e Select a date range from the list
e C(lick OK and you will return to the Document Permission Modified screen

e (lick Generate Report
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Figure 4: Document Permission Modified Report

The report shows all SharePoint Online document modifications within the specified time period.
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The information displayed in this report includes:

When the modification was made, from which location, who made the change and the document for which
permissions were changed. The What column shows details on exactly what has been changed.

e Hover the mouse on a particular row in the What column to display the information in more detail:

EBroken | Shared Documents/Mufficor. . [ TBITST. 72173
e Broken | Shared Documents/Mutticor... | 180.151.74.13
d Cliert | ranted to SharingLin a 5 Contribute™
d CompanyDataFor_FY20211... | 180.151.74.13
e Broken | Shared Documerts/General... | 180.151.74.13
d Performance_FY21 s, Per... | 180.151.74.13

Figure 5: More Detail on the 'What' Column

Another way to see more detail for the What column is to display the Details Window:

r

e Click the Details icon to display the Details Window

Details about the selected row will be shown in this Window:

- R
_Detais_|

« File Marme: Client list.xlsx
= File Location: https://lepidesoftware.sharepoint.com/sites/SalesDepartment2021/5
» Whao: simon@lepidesoftware.onmicrosoft.com
« When: 10/19/2021 :23:17 AM
» Operation: Permissions Granted
« From: 180.151.74.13
* What:
Client list.xdsx; Permissions granted to Sharinglinks.a8c72caf-2882-459¢-a325

Figure 6: The Details Window
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e Click the Hide icon ?{ to hide the Details Window
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7.Filtering the Report

To add filters to the data, click on the filter area above the relevant column and type in the information you want
to see.

For example, you may want to see data for a particular document type - so click at the top of the File Name
column and type the file extension name to be filtered on:

Rle Name -1 F

x|l |E|

Figure 7: Filter Area

In the example below, the report has been filtered to show Excel spreadsheets (xIs file extension):
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Figure 8: Report Filtered by File Name

The report can be scheduled, saved, and exported.
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8.Creating an Alert

If you want to be notified about permission changes you can set up an automated alert on the Permission
Modification Reports. As before, the example here will be using the Document Permission Modified Report.

To set up an alert:

P

e Click the User Entity & Analytics icon to display the States & Behavior window
A list of reports is displayed in a tree structure on the left-hand side of the screen

e Navigate to the Document Permission Modified Report.

e Right click on the Document Permission Modified Report.to display the context menu:

EMM Permission Modification Reports s
----- .| Document Library Permission Modified %
..... m Il 0N o L] Shar
..... il ttem Perrmis Schedule Report Clien
----- | List Permiss Add to Favorites Perfc
----- ll| Site Collecti Set Alert
..... Lll| Folder Perrr

-[J] Tenant Modific Create Customn Report

w1, Site Collection Restore Wizard

G-{all| SharePoint Group Reports
----- Lll| Sharing And Access Reports

----- Favorites

+1.'¥_lepidesoftware.onmicrosoft.com(Office 365
Figure 9: Context Menu

e Choose Set Alert

A Wizard will start, and the Select Reports dialog box is displayed:
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Please select the report(s)

Please select the report(s) for setting alert.

|_:_| lepidesoftware-admin.sharepoint.com({Share Point Onling) ~
E@ SharePoint Online Modification Reports
..... D Al Modffications in SharePoint Online
@] Document Modfication Alerts
[]. Folder Modfication Alerts
[_]. Pemission Modffication Alerts
i -] Document Library Pemission Modffied
MR Document Permission Modified
-]1| tem Pemission Modified
-]l List Permission Modified
D Site Collection Pemmission Modffied
D Folder Permission Modified
[]. Tenart Modification Alerts

il

& || Ste Collection Modffication Alerts

e S I

< Back Next = | | Cancel

Figure 10: Select Report

Ensure that the report on which you want to set an alert is checked. In this case, it is the Document Permission
Modified Report.

e Click Next

The Set Filter(s) dialog box is displayed:
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Set Filter(s)

Please select operations to set the filter(s). (Optional)

E|--- lepidesoftware-admin sharepoint.com(Share m File Location Who | Operation | From | 4
E| SharePoint Online Modffication Reports
E| Pemission Modffication Alerts Include |J'-\|| - | o
Document Pemission Modified
File Name
£ >
[ Threshold Alert
Send alert only f event occurs 2 timesin 1 Minute(s) (}
< >

< Back " Ment = || Cancel

Figure 11: Set Filters

On the left of the dialog box, you can see the report you are working on which in this case is Document
Permission Modified.

There are options to change the settings for File Name, File Location, Who, Operation, and From using the
tabs at the top of this dialog box.

The threshold alert options can be customized as follows:

Threshold Alert: Check this box to switch threshold alerting on

Send alert only if event occurs: Enter the number of times the event occurs, the time value
and time-period here

e  Click Next

The Alert Settings dialog box is displayed:
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X
| Alert Settings
[
| Click 'Add' to select action for alert. Remove
Action Details
Alert Type Critical -
| < Back " Mead = | | Cancsl

Figure 12: Alert Settings

This dialog box allows you to set up responses to occur when an alert has been triggered and displays any
existing responses which have been set up. You can also change the Alert Type.

e To create a new response to an alert, click the Add button.

The Add Alert Action dialog box will be displayed:
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Add Alert Action

Select Action : |send Email Alert -] I

Please select or add new sender's email account, add recipient(s).

Sender/Recipient
Sender’s Email Account: | JILL - | | Add Mew Email Account
Recipient Email(s):
Separate multiple emails by "
[ ] send Actions for past Days
Report Format

sy CImuT JroF

Figure 13: Add Alert Action

e Click the Select Action drop down arrow to see a list of actions available:
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Add Alert Action

Select Action : | send Email Alert -

Send Email Alert
Show in LiveFeed

Please select nit(s].
Sender,-’F{ecipiJ Execute Script

I Sender's Email Account : |JILL - | | Add New Email Account

ol

Recipient Email(s):

Separate multiple emails by ="

[ ] Send Actions for past Days

ra

Report Format
Ccsv (] MHT [ PoF

QK | | Cancel

Figure 14: Add Alert Action Options

The Alert Actions are:

- Send Email Alert
- Show in LiveFeed
- Send Alert to App
- Execute Script
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The configuration of each of these actions is explained as follows:

1. Send Email Alert

Add Alert Action

Select Action : |send Email Alert -] ]

Please select or add new sender's email account, add recipient(s).
Sender/Recipient

Sender's Email Account: | JILL - | | Add Mew Email Account

Recipient Email(s):

Separate multiple emails by ~,”

[] send Actions for past Days

Report Format
Clesv CImHT ClroF

Figure 15: Add Alert Action - Send Email Alert
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This option allows you to send an email once an alert has been triggered. The elements of the dialog box are as

follows:

Sender’s Email Account:

Recipient Email(s):

Send Actions for past xx days:

The Sender's email account will be displayed here if it has been selected. Click
Add New Email Account to enter a new Sender’s Email Account

Add recipient emails by typing the email addresses into the box. If there are
multiple email addresses. separate them with a’/

This option allows you to see everything that this user has done over the last
number of specified days. For example, if an alert is triggered because
permissions have been changed for a sensitive document, you may want to see
what else has been happening for that account. Check this box and specify the
number of days and an email will be sent with an attachment listing everything
that the user has done over the specified number of days.

The attachment will contain a report and the format(s) can be specified by
checking the relevant box. The formats are CSV, MHT and PDF.

e Click OK to save the alert action.
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2. Show in LiveFeed

Add Alert Action

Click OK button to set LiveFeed Alert

| OK || Cancel |

Figure 16: Add Alert Action - Show in LiveFeed

Show in LiveFeed means that the alert will be sent to the Lepide dashboard.

e Click OK to switch the LiveFeed alert on.
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3. Send Alert to App

Add Alert Action

Select Action : | EEITETEeyY

Select sender's app account, add new account.

Add App Accournt
Sender / Recipient

| OK || Cancsl |

Figure 17: Add Alert Action - Send Alert to App

The Send Alert to App option sends the alert to a mobile device.

Click Add App Account to add a new mobile account. The following dialog box is displayed:

W™ Lepide USA Inc.
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Add App Account

Please enter login credentials for using both Windows and Mabile App

User D : | |

Password : |

Maobile App ID @ | 93723BE5-AES1-4295-3313-FE4771138768 |

MNOTE : Use this App ID to configure App on Android, i05 and Windows.

Figure 18: Add App Account

e Enter the User ID and Password

e Enter the Mobile App ID which is generated by using the mobile device to scan the QR code displayed
at the bottom of the dialog box.

e Click OK
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4. Execute Script

Add Alert Action

File Path : ||:|

(®) Run with SYSTEM account

(_JRun with selected account Add Account

|:| Notify me when script is executed Configure

| OK | | Cancel |

Figure 19: Add Alert Action - Execute Script

The last action from the drop-down menu is Execute Script

This sets up the option to execute one of the predefined PowerShell scripts when an alert is triggered.

The elements of the dialog box are as follows:

File Path: Browse to choose the file path of the PowerShell script by clicking I:l
Choose either Run with SYSTEM account or
Run with selected account.

If you choose Run with selected account, you can use the drop-down to select the account or
click Add Account to specify the account to be used.
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Choose Notify me when a script is executed to send an email on script execution.

When this option is checked, the Configure button becomes available. Choose Configure to set up the sender’s
account and recipient’s email address.

e Click Test Script to test that the specified script runs with no errors.

e Click OK to return to the Alert Settings dialog box.

®
Alert Settings
Click 'Add' to select action for alert. Remove
Action Details
Mabile App Account Name : PALL
Alert Type Critical -
« Back || Meat = | | Cancel

Figure 20: Alert Settings

e Now choose the Alert Type which can be Critical, Warning or Normal
e Click Next to continue
e The Confirmation dialog box is displayed with the alert details.

e Click Finish to return to the States & Behavior screen
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9.Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

10. Trademarks

Lepide Data Security Platform App, Lepide Data Security Platform App Server, Lepide Data Security Platform (Web
Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide Data Security Platform for Active
Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data Security Platform for Exchange
Server, Lepide Data Security Platform for SQL Server, Lepide Data Security Platform SharePoint, Lepide Object
Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password Expiration Reminder, and LiveFeed are
registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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