SIEM integration.

Configuration guide.

Updated 29 April 2026




Lepide Data Security Platform SIEM Integration

Contents

1 How to Configure the SeNd t0 SIEM OPtioN......cc.eiriiiiirienieteeteete ettt ettt sae e b e b et esabesaeesaee e 2
2 R U] o] oo ] o PP PUTPN 5
I I - 1o (=1 4 Y5 S OO P PO P O PP PORRRUPPROE 5
W

\\{ Lepide USA Inc. Page 1



Lepide Data Security Platform SIEM Integration

1 How to Configure the Send to SIEM Option

The Send to SIEM option is available for Change Alert and Threat Model Alert Configuration and is configured
as follows:

1. From the Web Console Home screen, select Lepide Detect

2. From the Lepide Detect Dashboard, select Lepide Detect, Alert Configuration

{D. Lepide Detect  [O] Lepide Identify
o L
Alert Status

Alert Configuration

Figure 1: Lepide Detect Menu

The Alert Configuration screen is displayed

3. From the Alert Configuration screen, select the Email Settings tab

4. Click the Add button and select Add SIEM Account

N Lepide @ rome £ pesutior @) tepdetrst [ wriepde < topevetea [ Lopersensts 31 (@)
Alert Configuration
Account Name Type Detalls
user! Email Display Name: user Sender's Emall: rishabh shishodia@in
my Account Email Display Name: my Account Sender's Email: rishabh shishodia @in Jepide.com Login: Server: in.lepide.com SSL Connection: false Port: 25 E [
Rishabh Email Display Name: Rishabh Sender's Emaitrishaoh shishodlia@in Jepide,com Login: Servers 192.168,30,168 S5L Connection: flse Port: 25 B
My DB Email Display Name: My DE Sender's Email: govindsharmain.Jepide.com Login: Server: in.lepide.com SSL Connection: Port: 25 E [
Alpha Email Display Name: Alpha Sender's Email; rishabin shishodia@in lepide.com Login: Server: 192,168 30,168 S5L Connection: false Port: 25 a [
i SEIM Account Display Name: wvwiw IP Address: 192.168.30.168 Port: 12 CEF : False E [
zero SEIM Account Display Name: Zero IP Address: 192.165,30.165 Port: 21 CEF : False BE
IEM2 EIM Account Display Name: SIEM2 IP Address: 1 0.168 Port: 22 CEF : False E [
IEM1 EIM Account Display Name: SIEM1 IP Address: 192.168.30.165 Port: 23 CEF :False BE
ne £IM Account Display Name: One IP Address: 192.168.30.168 Port: 19 CEF : False [~ 1

Figure 2: Email Settings
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‘Add SIEM Account
i splunk

AL 192.168.45.67

Port Number: 767

O ceF Format

Figure 3: Add SIEM Account

5. The IP Address and Port Number need to be created from the SIEM device to input into these
mandatory fields

The port needs to be open one way from Lepide to the device machine

Click Submit to create the alert

Select the option Send Alert to SIEM from the Select Alert Action drop down menu

w N

Select the SIEM account (Recipients) and click Done when finished

Configure Report Delivery Action

Select Alert Action: Send Alert to SIEM

Add SIEM Account

Select SIEM account
WWWW

ZERO

SPLUNK

SIEM2

SIEM1

ONE

Figure 4: Configure Report Delivery Action
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e SIEM is now supported for all components in Threat Models and Change Alerts

e Feeds are created once an alert is triggered as per the alert configuration, and they are pushed to the
SIEM account

e CEFformat is also supported
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2 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team

using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your

queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

3 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module,
Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object,
Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data
Security Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User

Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above
of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners.

These are purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States

and/or other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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