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1. Introduction 
This document contains a list of reports available for the Lepide Web Console version 23.1. 

2. List of Reports 
Component Report Name Description 

File Server All File Server Interactions All changes made to files and folders including 
permission changes within a specific duration. 

File Server All Shared File and Folder Changes All changes made to shared files and folders 

File Server All Long File Path Changes All changes made to long file paths 

File Server 
Shared Folders Created and Deleted 

All shared folders which have been created or 
deleted 

File Server Files and Folders  
Moved 

All files and folders which have been moved 

File Server Files and Folders  
Renamed 

All files and folders which have been renamed 

File Server Files Copied All files copied 

File Server Successful Reads All files which have been successfully read 

File Server Failed Reads All files where read has failed 

File Server Files and Folders  
Created 

All files and folders created 

File Server Files and Folder Creation Failures Shows failed activities around the creation of files 
and folders 

File Server Files and Folders Deleted All files and folders which have been deleted 

File Server All Permission  
Changes 

All file server objects where permissions have 
changed 

File Server File Permission  
Changes 

All files where permissions have changed 

File Server Folder Permissions  
Changes 

All folders where permissions have changed 

File Server Audit Setting  
Changes 

All file server objects where audit settings have 
been changed 

File Server 
Ownership Changes 

All file server objects where ownership has 
changed 

File Server Permissions By Object All permissions by object 

File Server Permissions By User All permissions by user 
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File Server Excessive Permissions by User All excessive permissions by user 

File Server Excessive Permissions by Object All excessive permissions by object 

File Server Classified Files All classified files 

File Server File Classification Failure All files where classification has failed 

File Server Open Shares All open shares 

File Server All Shares All shares 

Active Directory 
Failed Logons 

It shows all failed logon attempts within the 
domain 

Active Directory Contact Changes All contact changes  

Active Directory 
Connection Changes 

All incidents of creating, deleting, or modifying 
the connection between two objects 

Active Directory All DNS Zone Changes All changes of DNS zones such as create, delete, 
and modify. 

Active Directory 

All MSMQ Changes 

All changes of MSMQ Queue, MSMQ Alias, and 
MSMQ Routing Link such as create, delete, and 
modify 

Active Directory 

Admin Group Changes 

All changes made to the Admin groups including 
Enterprise Admins, Schema Admins, 
Administrators, Domain Admins, Server 
Operators, Account Operators, Backup 
Operators, and DS Restore Mode Administrator 

Active Directory Distribution Group Changes All changes made to the distribution groups 

Active Directory All Group Changes All changes of groups such as create, delete, 
modify, rename, move, permission change, 
membership information (addition or removal of 
members), and others. 

Active Directory Security Group Changes All changes made to the security groups 

Active Directory Infrastructure Configuration 
Changes 

All changes made to the Active Directory 
configuration container 

Active Directory Schema Changes  All changes of Active Directory schema such as 
create, delete, and others 

Active Directory Object Changes All changes of objects such as create, delete, 
remove, rename, site delete, DNS modification, 
Schema modification, group changes, and others 

Active Directory Ownership Changes All changes made to the object ownership 

Active Directory Object Created All objects which have been created 
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Active Directory Printer Created All printers which have been created 

Active Directory Container Created All containers which have been created 

Active Directory Contact Created All contacts which have been created 

Active Directory Printer Deleted All printers which have been deleted 
Active Directory Container Deleted All containers which have been deleted 
Active Directory Contact Deleted All contacts which have been deleted 
Active Directory Computer Status Changes All computers with changed status such as 

enabled or disabled 
Active Directory User Status Changes All users with changed status such as enabled, 

disabled, locked, or unlocked 
Active Directory Organizational Unit Renamed All organizational units which have been 

renamed 
Active Directory User Deleted All users which have been deleted 
Active Directory User Renamed All users which have been renamed 
Active Directory User Modifications All modifications of users such as create, delete, 

modify, rename, move, security changes, 
permission modifications, and others 

Active Directory Concurrent Logons All successful logons made by a user concurrently 
on to different computers 

Active Directory User Logged on Multiple Computers All users logged on to more than one computer 
Active Directory Domain Controller Logon/Logoff All logon/logoff activity by users on domain 

controllers 
Active Directory All Successful Authentication All successful authentications 
Active Directory User Password Reset and Change 

Attempts 
All users who have attempted to reset or change 
their password 

Active Directory Domain Controller Modifications All operations of the domain controllers such as 
promoted, demoted, and others 

Active Directory Schema Changes All changes of Active Directory schema such as 
create, delete, and others. 

Active Directory Computer Created All computers which have been created 
Active Directory Computer Deleted All computers which have been deleted 
Active Directory Computer Changes All computers with changed status 
Active Directory Trust Changes All incidents of creating, deleting, or modifying 

the trust between two domains 
Active Directory Container Moved All moved containers 
Active Directory All Schedule Task Modification on 

Domain Controllers 
All modifications to scheduled tasks on domain 
controllers 

Active Directory Object Deleted All deleted objects 
Active Directory Container Changes All changes of containers such create, delete, 

rename, move, permission modifications and 
others 

Active Directory Organizational Unit Created All organizational units which have been created 
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Active Directory Organizational Unit Deleted All organizational units which have been deleted 
Active Directory Organizational Unit Moved All organizational units which have been moved 

along with their source and destination values. 
This report also highlights the organizational 
units restored using the Lepide Object Restore 
wizard organizational units which have been 
moved 

Active Directory Organizational Unit Changes All changes of organizational units such as 
create, delete, modify, rename, property 
modification, or content modification (like 
creation or deletion of objects in an 
organizational unit) 

Active Directory User Created All created users 
Active Directory User Moved All moved users along with their source and 

destination values. This report also highlights 
the users restored using Lepide Object Restore 
wizard 

Active Directory Computer Moved All moved computers along with their source 
and destination values. This report also 
highlights the computers restored using Lepide 
Object Restore wizard 

Active Directory System Time Modification on 
Domain Controllers 

All system time modifications on domain 
controllers 

Active Directory Group Created All created groups 
Active Directory Group Deleted All deleted groups 
Active Directory Group Moved All moved groups along with their source and 

destination values. This report also highlights 
the groups restored using Lepide Object Restore 
wizard 

Active Directory Contact Moved All moved contacts along with their source and 
destination values. This report also highlights 
the contacts restored using the Lepide Object 
Restore wizard 

Active Directory Printer Modification All modifications of printers such as create, 
delete, modify, move, property modifications, 
and others 

Active Directory Permission Changes All changed permissions 
Group Policy Startup and Shutdown Script Policy 

Changes 
All changes in startup/shutdown scripts for 
computer configuration 

Group Policy Logon and Logoff Script Policy 
Changes 

All changes in Logon/Logoff Scripts for user 
configuration 
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Group Policy Group Policy Object Changes All changes of group policy objects such as 
create, delete, modify, rename, settings added, 
settings deleted, settings modified, and others 

Group Policy Password Policy Changes All changes in password policy 
Group Policy Password Age Policy Modified All changes in status of both Maximum 

password age and Minimum password age 
policies 

Group Policy Password Complexity Policy 
Modified 

All changes in the status of Password must meet 
complexity requirements policy 

Group Policy Password Encryption Policy 
Changes 

All changes in status of Store passwords using 
reversible encryption policy  

Group Policy Password History Policy Modified All changes in the status of Enforce password 
history policy 

Group Policy Lockout Duration Policy Changes All changes in the status of Account lockout 
duration policy 

Group Policy Accounts Lockout Policy Changes All modifications in the account lockout policies 
Group Policy All Accounts Policy Changes All changes in Password Policy, Account Lockout 

Policy, and Kerberos Policy in Account Policies 
Group Policy Audit Policy Changes All changes in Audit policies for Computer 

Configuration 
Group Policy Security Options Policy Changes All changes in security options policies 
Group Policy Interactive Logon Policy Changes All changes in status of Interactive Logon policies 

(such as Interactive Logon: Do not display last 
user name, Interactive Logon: Do not require 
CTRL+ALT+DEL, and others) in Security Options 

Group Policy User Right Assignment Policy 
Changes 

All changes in User Rights Assignment policies 
for Computer Configuration 

Group Policy GPO Link Changes All changes in the status of 'Link Enable', 'Link 
Enforced', and 'Link To' for all Group Policies 

Group Policy Group Policy Object Changes All Group Policy Object changes 
Group Policy Group Policy Object Deleted All Group Policy Objects deleted 
Group Policy Group Policy Object Renamed All Group Policy Objects renamed 
Exchange Server 
OnPremise/Online 

Mailbox Created All mailboxes created 

Exchange Server 
OnPremise/Online 

Mailbox Deleted All mailboxes deleted 

Exchange Server 
OnPremise/Online 

Mailbox Disabled All mailboxes disabled 

Exchange Server 
OnPremise/Online 

Mailbox Moved All mailboxes moved from any mailbox database 
to another and from one Organizational Unit to 
another along with their source and destination 
values 
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Exchange Server 
OnPremise/Online 

All Exchange Server Permission 
Changes 

All changes in Exchange Server permissions 

Exchange Server 
OnPremise 

Mailbox Accessed by Administrators All mailboxes accessed by the administrators 

Exchange Server 
OnPremise 

Mailbox Accessed by Delegated 
Users 

All mailboxes accessed by the delegated users 

Exchange Server Mailbox Accessed by Owners All mailboxes accessed by the owners 
Exchange Server Mailbox Accessed by Non Owners All mailboxes accessed by non owners 
Exchange Server All Modifications in Exchange Server All modifications in Exchange Server 
Exchange Server 
OnPremise/Online 

All Mailbox Modifications All modifications of mailboxes such as create, 
delete, move, modify, property modification, and 
others 

Exchange Server 
OnPremise 

Distribution Group Changes All changes in Distribution Group, Distribution 
Security Group, and Dynamic Distribution Group 

Exchange Server 
Online 

All Exchange Online Changes All changes in Exchange Online 

Exchange Server 
Online 

Exchange Group Changes All changes in Exchange groups 

Exchange Server 
Online 

Remote Domain Changes All changes of remote domains such as create, 
delete, and modify 

Exchange On 
Premise/Online 

Permissions By Mailbox All Mailbox permissions 

Exchange On 
Premise/Online 

Classified Emails All classified emails 
 

Exchange On 
Premise/Online 

Email Classification Failures All emails where classification has failed 

SharePoint Online All SharePoint Online Changes All changes in SharePoint Online 
SharePoint Online Document Created All documents which have been created 
SharePoint Online Document Deleted All documents which have been deleted 
SharePoint Online Document Downloaded All documents which have been downloaded 

from SharePoint Online 
SharePoint Online Document Restored All documents restored from the Recycle Bin to 

the original location 
SharePoint Online Document Changes All documents which have been changed 
SharePoint Online Document Copied All documents which have been copied 
SharePoint Online Document Moved All documents which have been moved from one 

location to another 
SharePoint Online Document Checked In All documents checked in by a user 
SharePoint Online Document Checked Out All documents checked out by a user 
SharePoint Online Document Permission Changes All modified document permissions 
SharePoint Online Folder Created All created folders 
SharePoint Online Folder Deleted All deleted folders 
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SharePoint Online Folder Restored All folders that are restored from Recycle Bin to 
the original location 

SharePoint Online Folder Changes All changed folders 
SharePoint Online Folder Moved All folders that are moved from one location to 

another 
SharePoint Online Folder Permission Changes All changed folder permissions 
SharePoint Online Document Library Permission 

Changes 
All changed Document Library permissions 

SharePoint Online Item Permission Changes All changed item permissions 
SharePoint Online List Permission Changes All changed list permissions 
SharePoint Online Site Collection Permission Changes All changed site collection permissions 
SharePoint Online Site Collection Created All created site collections 
SharePoint Online Site Collection Changes All changes made in a site collection 
SharePoint Online Site Collection Admin Added All administrators added in a Site Collection 
SharePoint Online Site Collection Admin Removed All administrators removed in a Site Collection 
SharePoint Online All Tenant Modifications All modifications made in a tenant 
SharePoint Online SharePoint Group Added All groups added to a SharePoint Site Collection 
SharePoint Online SharePoint Group Removed All groups removed from a SharePoint Site 

Collection 
SharePoint Online SharePoint Group Updated All updated groups 
SharePoint Online Members Added To SharePoint 

Group 
All members added to a SharePoint Group 

SharePoint Online Members Removed From 
SharePoint Group 

All members removed from a SharePoint Group 

SharePoint 
Online/OnPremise 

Permissions By SharePoint Object All permissions by SharePoint objects 

SharePoint 
Online/OnPremise 

Classified SharePoint Objects All classified SharePoint objects 

SharePoint 
Online/OnPremise 

SharePoint Object Classification 
Failures 

All SharePoint objects where classification has 
failed 

SharePoint On-
Premise 

Document Library Created All created document libraries 

SharePoint On-
Premise 

Document Library Deleted All deleted document libraries 

SharePoint On-
Premise 

Document Library Changes All changed document libraries 

SharePoint On-
Premise 

List Created All created lists 

SharePoint On-
Premise 

List Deleted All deleted lists 

SharePoint On-
Premise 

List Changes All changes of lists such as create, delete, list 
restored from recycle bin, permission changes, 
and others 
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SharePoint On-
Premise 

Permission Created All created permissions 

SharePoint On-
Premise 

Permission Changes All modifications related to permissions (such as 
creating, deleting Permission Levels, permission 
changes, and others) of site objects (such as 
Documents, Libraries, List Items, Lists, 
Document Libraries, Folders, and others) 

SharePoint On-
Premise 

Permission Deleted All deleted permissions 

SharePoint On-
Premise 

SharePoint User Created All created users 

SharePoint On-
Premise 

SharePoint User Deleted All deleted users 

SharePoint On-
Premise 

SharePoint User Changes All changes of users such as add, remove, 
permission changes, and others 

SharePoint On-
Premise 

SharePoint User Permission 
Changes 

All changes in the user permissions on Sites and 
Site Collections 

Azure AD All Azure AD Changes All changes in Azure AD 
Azure AD User Created All users which have been created 
Azure AD User Deleted All users which have been deleted 
Azure AD User Modified All users which have been modified 
Azure AD User Password Changed All user password changes 
Azure AD User Status Changes All user status changes 
Azure AD Group Created All groups created 
Azure AD Group Deleted All groups deleted 
Azure AD All Group Changes All groups changed 
Azure AD Tenant Added All tenants added 
Azure AD Tenant Removed All tenants removed 
Azure AD Tenant Changes All tenants changed 
Azure AD Policy Created All policies created 
Azure AD Policy Deleted All policies deleted 
Azure AD Policy Changes All policies changed 
Azure AD Service Principal Created All service principals created 
Azure AD Service Principal Deleted All service principals deleted 
Azure AD Service Principal Changes All service principals changed 
Azure AD Application Added All applications added 
Azure AD Application Deleted All applications deleted 
MS Teams All Microsoft Teams Changes All Microsoft Teams changes 
MS Teams Team Created All Teams created 
MS Teams Team Deleted All Teams deleted 
MS Teams Team Changes All Teams changed 
MS Teams Members Added All members added 
MS Teams Members Removed All members removed 
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MS Teams Members Changes All members changed 
MS Teams Bot Added All Bots added 
MS Teams Bot Removed All Bots removed 
MS Teams Bot Changes All Bots changed 
MS Teams Channel Added All channels added 
MS Teams Channel Removed All channels removed 
MS Teams Channel Changes All channels changed 
MS Teams Tab Added All tabs added 
MS Teams Tab Removed All tabs removed 
MS Teams Tab Changes All tabs modified 
MS Teams Connector Added All connectors added 
MS Teams Connector Removed All connectors removed 
MS Teams Connector Changes All connectors modified 
MS Teams Application Added All applications added 
MS Teams Application Removed All applications removed 
MS Teams Application Changes All applications modified 
OneDrive Permissions by OneDrive Object All current permissions for OneDrive objects 
OneDrive Classified OneDrive Objects All classified OneDrive objects 
OneDrive OneDrive Objects Classification 

Failures 
All classification failures for OneDrive objects 

DropBox Classified Dropbox Objects All classified Dropbox objects 
DropBox Dropbox Objects Classification 

Failures 
All classification failures for Dropbox objects 

AD/FS Anomaly Analysis All anomalies 
 Alert Summary All alerts 
 External Data Sharing O365 All shared data in O365 
 All Environment Changes All changes made overall in all added 

components 
SQL Server All Server Object Changes All created, deleted, and changed server objects 

such as login, triggers, replications, endpoints, 
and others 

SQL Server All Database Object Changes All created, deleted and changed database 
objects such as tables, views, storage, security, 
and others. 

SQL Server Login Created All created logins 
SQL Server Login Deleted All deleted logins 
SQL Server Login Changes All changes of logins such as create, delete, 

rename, enable, disable, and others 
SQL Server Failed Logins  All failed logins 
Active Directory Permission Comparison of an 

Object 
The comparison of permissions between two 
dates 

Active Directory All Ownership by an Object The ownership held by an object to the other 
different objects 
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Active Directory Ownership of Objects The list of owners of the selected objects 
Active Directory Ownership Comparison of an 

Object 
The comparison of an object ownership between 
two dates 

Active Directory All Organizational Units All organizational units available as per the 
selected backup snapshot 

Active Directory Recent Logon Failures All failed logon attempts within the domain 
Active Directory Group type modifications All incidents of changing the types of groups 

such as converting a security group to 
distribution group or modifying a distribution 
group to security group 

DropBox All Modifications in DropBox All modifications made to DropBox 
SharePoint Online All SharePoint Online Changes All changes made to SharePoint Online – is this 

the same as All SharePoint Online Changes? 
SharePoint server All Modifications in SharePoint 

Server 
All modifications made to SharePoint Server 
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3. Support 
If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team 
using the contact information below. 

 

Product Experts 

USA/Canada: +1(0)-800-814-0578 

UK/Europe: +44 (0) -208-099-5403 

Rest of the World: +91 (0) -991-004-9028 

Technical Gurus 

USA/Canada: +1(0)-800-814-0578 

UK/Europe: +44 (0) -208-099-5403 

Rest of the World: +91(0)-991-085-4291 

 

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your 
queries to the following addresses: 

sales@Lepide.com   

support@Lepide.com 

To read more about the solution, visit https://www.lepide.com/data-security-platform/. 

4. Trademarks 
Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server, 
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide 
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data 
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security 
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password 
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.  

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of 
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are 
purely used for informational purposes only. 

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and 
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or 
other countries. 

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries. 
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