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How to Remind Users to Reset Their Passwords

1.Introduction

Creating strong and unique passwords is essential to good security but it's not always enough to keep your
accounts secure. Hackers are constantly developing new ways to steal your passwords, often doing this without
your knowledge.

By regularly changing your password, you will be helping to keep your accounts secure. If an attacker were to get
hold of your login information, it will quickly become out of date once you change your passwords and lock them
out of your account in the process.

2.The Lepide User Password Expiration Reminder

The Lepide User Password Expiration Reminder makes it easy to streamline password management. You
can set up automated emails to notify users of their password expiry date and reduce your attack surface
by cleaning up accounts where passwords are set to never expire.

The User Password Expiration Reminder can be configured while adding a domain or modifying an
existing domain.

3.Configuring the User Password Expiration
Reminder

The User Password Expiration Reminder is found in Advanced Domain Configuration.

To display the Advanced Domain Configuration screen:

1. Click the Settings icon ﬂ

2. Click on the Active Directory Component and the following screen will be displayed:
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Figure 1: Active Directory Settings

3. Click Properties (found on the right-hand side of the screen)

The Domain Credentials dialog box is displayed:

- Domain Credentials

4} Advanced Domain Configuration
- IP Settings
- ﬁ. Database Settings
@ Organizational Unit Settings

@ Object Classes and Other Settings
S Archive Settings

Domain Credentials

Please enter the domain credentials

Domain Name or IP : lepidesales com @

User Name |dverma@|epidesales com

| Far example : user@domain.com

Password

Auditing Method

(C)without Agent

() With Agent

Figure 2: Domain Credentials

A, Enable Audt | @

Note : An agent for monitoring Mon-owner mailbox access will be deployed.

0K Cancel
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4. Choose Advanced Domain Configuration (from the left-hand list of options) and the Advanced Domain

Configuration dialog box is displayed:

x
g i::”a'” Z’;"e”t'_a'z — Advanced Domain Configuration
qurati
an.ce S Please select component(s) and the server(s)to be audited
&. IP Settings
- Database Settings [=] Audit Active Directory [=] Active Directory Backup &, ["INon-Owner Mailbox Auditing
; @ Organizational Unit Settings
-5 Object Classes and Other Settings [®] Audit Group Policy [®] Group Policy Backup aQ [®] Active Directory Cleaner N\
-§i Archive Settings [[] Audit Exchange Server [®] Health Monitoring [E] User Password Expiration Reminder ¥
Component Change Auditing Health Monitoring Mon-Owner Mailbox ...
[» » £ £ »

53 lepidesales.com
<]» Active Directory & Exchange €

= DC-LEPIDE lepidesales.com [=] [=] NAA
El Group Policy Servers
#= DC-LEPIDE lepidesales.com [=] N/A NA&
cC

Figure 3: User Password Expiration Reminder

5. Check the User Password Expiration Reminder option to enable it.

6. Once enabled, you can click the adjacent\ icon to access its settings.
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3.1.User Password Expiration Reminder Settings

=
User Password Expiration Reminder Settings
Please configure settings to notify users about their password expiry.
~
Select OU: | | |:|
Send Alert At: Hour(s) Minute(s)
Sender's Email Account: |LEPIDEALERT5 - | O
[=] Motify Administrator
Motify about users whose Custom - | | 180 days or less
password expires in:
Recipient Email Address : devvraverma0920@amail.com 9
Select Template: |SampleTempIatel - | o/ x
[=] Motify Users
@ Everyday if password expires in days or less
() Send first notification when password expires in : 14 days
Send second notification when password expiresin: 7 days
Send last notification when password expires in : 3 days
OOnh’ when passwond expires in 1 day[s]
User Motification Text : | Hi %USERMAME ¥z, W

Figure 4: Settings for User Password Expiration Reminder
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Follow the steps below to configure this setting:

1. Select Organizational Units: Here, you need to specify organizational units on
which this configuration will be applied. The default value is All.

e  Click |:| icon to select the organization unit on which you want to apply
the password expiration reminder. The following dialog box appears:

Organizational Unit Selection
Please select the Organizational Units to be audited for password expiration.

[®] Include sub OUs

v QL Name QU Path
» p o
[=] Users CMN=Users, DC=epidesales, DC=com
[=] Computers CMN=Computers, DC=lepidesales, DC=com
[=] ForeignSecurityPrincipals CM=ForeignSecuntyPrincipals, DC=lepidesales, DC=com
[=] Program Data CM=Program Data, DC=lepidesales, DC=com
[=] Microsoft CM=Microsoft CN=Program Data,DC<lepidesales, DC=com
[=] Managed Service Accourts CM=Managed Service Accourts, DC=lepidesales,DC=com
[=] Keys CN=Keys,DC=epidesales, DC=com
[=] Domain Controllers O U=Domain Controllers, DC=lepidesales, DC=com
[=] Us OU=US DC=lepidesales, DC=com
[=] Europe OU=Europe DC=lepidesales,DC=com
[=] INDIA OU=INDIA,DC=lepidesales,DC=com
[=] LONDON OU=LONDON,DC=lepidesales, DC=com
[=] lepidesales DC=lepidesales, DC=com
< >

Mote: This list will show Organizational Units selected in Domain Properties->0Organizational Unit
settings.

Figure 5: Selecting the OUs

e Check the boxes of the Organizational Units for which you want to enable this
feature. You can uncheck the boxes to exclude them.

e C(Click OK to apply the settings. It takes you back to the Password
Expiration Reminder Settings dialog box.
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=
User Password Expiration Reminder Settings
Please configure settings to notify users about their password expiry.
~
Select OU: | | |:|
Send Alert At: Hour{s) Minute(s)
Sender's Email Account: |LEPIDEALERT5 - | [+
[=] Motify Administrator
Notify about users whose Custom ~ | | 180 days or less
password expires in:
Recipient Email Address : devvravermald20 @gmail. com @'
Select Template: |Samp|eTemplate1 - | 0 I' x
[=] Motify Users
(®) Everyday ff password expires in : days or less
() 5end first notification when password expires in - 14 days
Send second notification when password expiresin: 7 days
Send last notification when password expires in : 3 days
OOHI)' when password expires in 1 day[s]
User Notfication Text : [ Hi %USERNAME%, | v

Figure 6: User Password Expiration Reminder Settings

2. Select Time: You can select the time at which you want to send the password expiration
reminder alerts to the users.

3. Sender's Email Account: Select the email account from which you want to send the alert
emails. The added email accounts of Message Delivery Settings will be listed here in the

drop-down menu. You can also click the L+ icon to add anotheraccount.

4. Notify Administrator: In this section, you need to specify the settings to notify the
administrator.

e Select the number of days after which the passwords of users are going toexpire.

e Enterthe email addresses of the recipients, who need to be notified about the list of
users whose passwords are going to expire.

e You can select the alert email template for the administrator.
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It contains the following options:

a. Click @ icon to add a new email template using the following dialog
box:

=

Create or modify alert template by selecting the information
to be included in the alert emails.

Template Mame : | | |
Select : Column Mame

[+] Useriame

[+] CistinguishedMame

[+] Mail

[«] PasswordLastset
[+] PasswordExpiryDate
[+] PasswordExpiredIn{days)

| QK || Cancel

Figure 7: Adding a New Email Template

Perform the steps below to configure the email template
i Enter the name for the new template.

ii. The bottom section lets you select the columns, which will be
added to the email. Check the boxes of information that you
want to be included and uncheck the boxes to excludethem.

ii. ~ Click OK to add the template and go back to the previous
wizard.

e You can select an email template and click the # iconto modify it.

e You can change the columns to be included in the email template. Click
Modify to apply the changes.

b. Click the X icon to remove the selected email template.

5. Notify Users: You can configure the settings to notify the users whose
passwords are going to expire.
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=
User Password Expiration Reminder Settings
Please configure settings to notify users about their password expiry.
Recipient Email Address : devvravermals20 @gmail.com 'ﬂ
Select Template: |SarnpleTempIate1 - | [+ I
[=] Motify Users
@ Everyday if password expires in : days or less
(") Send first notification when password expires in - 14 days
send second notification when password expiresin: 7 days
Send last notification when password expires in @ 3 days
OOrﬂy when password expires in : 1 day[s]
User Motification Text : | Hi %USERMAME %,
Your Password will expire in 3DAYS %5,
Flease change the password as soon as possible to prevent further lo
Thanks
Administrator
£ >
Mote: Use %USERNAME®: for user name and %%DAYS % for password expiration days.
| Apply | | Cancel |
v

Figure 8: Options to Notify the User

It contains the following options:

a. Everyday if password expires in: Select this option to send the
notifications every day to the users whose password is going to expire in
the specified number of days.

b. Send Notifications: Select this option to send only three notifications to
the users at different intervals. It has the following options.

e Send first notification when password expires in: First notification
will be sent when the password is going to expire in the specified
number of days.

e Send second notification when password expires in: Second
notification will be sent when the password is going to expire in the
specified number of days.
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e Send last notification when password expires in: Third and last
notification will be sent when the password is going to expire in the
specified number of days.

¢. Only when password expires in: Select this option to send a notification
only when the password is going to expire in the specified number of
days.

d.  User Notification Text: It contains the text, which will be sent to the
users in the notifications. You can modify the text as per the
requirement. Use %USERNAME% code for usernames and %DAYS% for
the number of days after which the password is going to expire.

The following is a screenshot of the configured settings:

=
User Password Expiration Reminder Settings
Please configure settings to notify users about their password expiry.
~
Select OU: | | I:|
Send Mert At: Hour(s) Minute(s)
Sender's Email Account: |LEPIDEALEF‘.T‘S - | 0
[=] Motify Administrator
Notify about users whose Custom ~ | | 180 days or less
password expires in:
Recipient Email Address : devvraverma0920@gmail. com @
Select Template: |SampIeTem|JIate1 - | [+
[=] Notify Users
@ Everyday if password expires in : days or less
() Send first netification when password expires in : 14 days
Send second notification when password expiresin: 7 days
Send last notification when password expires in : 3 days
OOnry when password expires in 1 day[s]
User Notification Text : | Hi %USERNAME %, W

Figure 9: Sample Details
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6. Click Apply to apply theUser Password Expiration Reminder settings.

The following message box appears:

@ Alert configured successfully,

QK

Figure 10: Settings Successfully Applied

7. Click OK

3.2.How to Customize the Logo on Email Notifications

The logo on the email notifications can be customized by following the steps below:

1. Stop the LepideDSPSvc Service on the Lepide Server.

2. Create afolder named RemovelLogo under the default installation directory. By default it is this
path: "C:\Program Files (x86)\Lepide Data Security Platform\LUPER"

3. For using your own logo, place that logo under C:\Program Files (x86)\Lepide Data Security
Platform with the name ReplacelLepidelLogo.png

4. Start the LepideDSPSvc service.

5. Verify and test the notification.
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4. Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team
using the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your

queries to the following addresses:

sales@lepide.com

support@lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

5. Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.

™ Lepide USA Inc. Page 13


https://www.lepide.com/contactus.html
mailto:sales@lepide.com
mailto:support@lepide.com
https://www.lepide.com/data-security-platform/

