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1.Introduction

The Lepide Data Security Platform provides a comprehensive way to provide visibility across Active Directory, Group
Policy, Exchange on-premises, M365, SharePoint, SQL Server, Windows File Server, NetApp Filer and every platform
which can provide an integration with Syslogs and RestAPI.

This guide takes you through the process of using the Lepide Data Security Platform to backup and restore
the state of Active Directory and Group Policy.

If you have any questions at any pointin the process, you can contact our Support Team. The contact details are
listed at the end of this document.

2.Rollback Unwanted Changes

There are times when changes made to Active Directory or Group Policy are unauthorized or unwanted. In these
cases, administrators need to be able to restore the changes back to their original state as quickly as possible to
mitigate the effects that these changes have on the organization.

The Lepide Object Restore Wizard, which is part of the Lepide Data Security Platform, enables you to rollback these
unwanted changes to their original state in a single click.

It does this by automatically capturing backup snapshots of Active Directory and Group Policy Objects at regular
intervals and saving their state. Administrators can then use these snapshots to restore the deleted and modified
objects. even if they have entered a recycled state or have been physically deleted from Active Directory.

3.Backup Snapshots

Backup Snapshots are backups of the state of Active Directory and Group Policy Objects at a point in time when the
snapshot is captured. It is not the actual backup, which you would use to restore the Active Directory or Group Policies
in the case of emergency when the server or Active Directory has crashed. A snapshot is used to restore the state of
Active Directory, Group Policies, or their objects individually but only if Active Directory or the Server is in working
condition.
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4.Enabling Scheduled Backups

To enable backups for Active Directory and Group Policy:

1. Click the Settings icon n

2. Click on the Active Directory Component and the following screen will be displayed:
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Figure 1: Active Directory Settings

3. Click Properties (found on the right-hand side of the screen)

The Domain Credentials dialog box is displayed:
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; @ Domain Credentials

G Advanced Domain Configuration
. P Settings

5. Database Settings

@ Qrganizational Unit Settings

@- Object Classes and Other Settings
S Archive Settings

Domain Credentials

Please enter the domain credentials

Domain Name orIP : lepidesales com @

User Name |dVWE@|eDid355‘EE com | For example : user@domain.com

[N Enatle st | @

"\ Set Event Log Properties

Password

Auditing Method
(C)without Agent

Note : An agent for monitoring Mon-owner mailbox access will be deployed.

(®)With Agent

Figure 2: Domain Credentials

4. Choose Advanced Domain Configuration (from the left-hand list of options) and the Advanced Domain

Configuration dialog box is displayed:

¢ Domain Credentials
@ Advanced Domain Cenfiguration
oy IP Settings

- # Database Settings

[& Organizational Unit Settings
@- Object Classes and Other Settings
: Sl Archive Settings

Advanced Domain Configuration
Please select component(s) and the server(s)to be audited

[&] Active Directory Backup [[] Non-Owner Mailbox Auditing %

a,  [F]Active Directory Cleaner X

[=] Audit Active Directory

[=] Audit Group Policy [=] Group Policy Backup

[ Audit Exchange Server [=] Health Monitoring [=] user Password Expiration Reminder ¥,
Component Change Auditing Health Monitoring Non-Owner Mailbox

| R » Il p

53 lepidesales.com
<> Active Directory & Exchange £

= DC-LEFIDE Jepidesales com [=] [=] N/A
E Group Policy Servers
= DC-LEPIDE lepidesales com [= N/A NsA
c 9

Figure 3: Advanced Domain Configuration
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5. Check the Active Directory Backup and Group Policy Backup options to enable them

6. Once the backups are enabled, a backup will automatically run every month.

7. If you want to change the settings for the schedule of the backup, clickthe adjacent '\ icon to open the Backup
Settings dialog box:

Backup Settings

Please select backup time to schedule backup automatically.

Schedule Backup

Daily at : :00: =)
() Daily |12.00.00 AM —

() Weekly at - |12:00:00 AM j
[Osunday [IMeonday []Tuesday []Wednesday

[ Thursday [ Friday [ 5aturday

() Morthly at : [ zo000pM =] on [First - | -

How to enable password restore (g

| oK | | Cancel |

Figure 4: Schedule to Capture Backup of State of Objects

e  Select the Daily, Weekly, or Monthly option from the dialog box.
In the Daily settings you can customize the time

In the Weekly settings, you can specify the time and the days on which backup snapshots will
be captured

In the Monthly settings you can specify the time and day of the month to run the backup
snapshots

8. Click OK to apply the settings and return to the Advanced Domain Configuration dialog box.
9. Click OK to return to the Active Directory settings screen.

Similarly, you click the A\ icon for Group Policy Backup and follow the above steps to configure the Group Policy
Backup.

“{ Lepide USA Inc. Page 6



Lepide Data Security Platform

Restore Objects in Active Directory

Backup Information can be seen on the lower part of the Active Directory Settings Screen:

Settings
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Figure 5: Active Directory Settings
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5.Capturing Backup Snapshots

Section 4 of this guide explained how to enable and schedule regular backup snapshots. However, there are times
when you want to run a backup snapshot immediately to capture the present point in time. For example, as a
precaution, before restoring an object it is important to create a backup so you can return to the point before the
object was restored if necessary.

5.1. To Create a Backup Snapshot:

Figure 6: Component Management Window

1. From the Component Management window, click the Settings icon ﬂ
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2. Click on the Active Directory Component and the following screen will be displayed:
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Figure 7: Actions for a Domain

3. To the right-hand side of this window in the Actions pane there are two backup options:

e  C(lick Create Active Directory Backup to create a backup snapshot of Active Directory
e  C(lick Create Group Policy Backup link to create a backup snapshot of Group Policy
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6.Move Backup Snapshot Data

The path for storing the backup snapshot data is set in the Database Settings dialog box. There are times when you
may want to change the storage location for example if the storage gets full.

To view the current path and change the location do the following:

1. Click the Settings icon ﬂ from the Component Management Screen
2. Click on the Active Directory Component
3. Click Properties

The Domain Credentials dialog box is displayed:

;g Domain Credentisls Domain Credentials
@ Advanced Domain Configuration

" IP Settings
ﬁ. Database Settings
H @ Organizational Unit Settings

Please enter the domain credentials

@‘ Oblef:t Cla“_es and Other Settings Domain Name orIP:  |epidesales.com ]
g Archive Settings
User Name . |dverma@|ep\desales.com ‘ For example : user@domain com
o » . | ........... | A, Enable fudt | @

‘\ Set Event Log Properties

Auditing Method
() Without Agent

Note : An agent for monitoring Non-owner mailbox access will be deployed.

(®) With Agent

Figure 8: Domain Credentials
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4. Choose Database Settings (from the left-hand list of options) and the Database Settings dialog box is displayed:

-~ Domain Credentials

a Advanced Domain Cenfiguration
2 P Settings

£5 Database Settings

@ Organizational Unit Settings

fid Object Classes and Other Settings sai sever :  [DWHLEPIDE\SQLEXPRESS | -]
ﬁ Archive Settings

Database Settings

Please enter SQL server details to store data

Configure 5QL Server

Authentication
(_)windows Authentication

(®)5QL Authentication

User Name : |sa |

Password - | ........ |

[ | B B

Select Database : | Lepidz_AD -

Backup Settings

Data Path : |C.\F‘mg|arr| Files {(x86)"LepideAuditor Suile\lepidesa\es.cur” |

Backup Path : C:\Program Files (x86)\LepideAuditor Sute'lepidesales cor

o Ppply

Figure 9: Database Settings

The Data Path is displayed under Backup Settings.

You can modify the path of both the Reference Backup and Complete Backup. If you are modifying their paths, then
you can use the Move Data utility to move the backup from the previous location to the new location.

Follow the steps below to modify the path of the Reference Backup or Complete Backup.

1. From the Database Settings dialog box, click |:| icon to access the following dialog box to
select the new folder to save the Active Directory or Group Policy Backup:
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Browse For Folder st

Select location to save data logs

v LS ”

W

Company Share
DDCAgent

dumpgry
> || EF

inetpub
Iptemp
Perflogs

» Program Files

Folder: | Network |

Make New Folder [ ok ]| cancel |

Figure 10: Dialog Box to Select the Folder

2. Select a folder and click OK. You will return to the Database Settings dialog box which now
shows the newly selected folder in the Data Path box

@ Domain Credentials

: 4% Advanced Domain Configuration
B P Settings

5 Database Settings

@ Organizational Unit Settings

@. Object Classes and Other Settings SQL Server : |DM-LEFIDE\SQLEXPHESS " N |
a Archive Settings

Database Settings

Fleaze enter SOL server details to store data

Configure SQL Server

Authentication
(_)Windows Authentication
(®)50L Authentication
User Name : [sa |
P d | ........ |
2
Select Database : |Lepide_AD -
Backup Settings
Data Path : |\\Dm-lepida\c5’\Program Files', |-
Backup Path : C:\Program Files {(x86)\LepideAuditor Suitelepidesales.cor

Figure 11: Sample Path of New Backup Location
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3. Click Apply

This starts the Move Data Wizard which provides the steps to move old backup data from the
old location to the newly selected location.

Move Data Wizard

Click Mext button to start moving data...

Source Path : c:'program files (x86)\lepideauditor suiteVepidesales.com

Target Path : C:\Wsers'sarah\Documents),

Figure 12: Utility to Move the Backup Data

4. Click Next to move old backup data to the new location. Select Cancel if you want to keep the old data in
its existing location but change the location of new backup data.

Once the backup data is moved successfully, the following message box appearson the screen:

Move Data Wizard

Successfully moved data and backup information...

Figure 13: Data has been Moved Successfully
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5. Click Finish to close the wizard. It takes you back to the Database Settings dialog box
6. Click OK
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/.Restore Active Directory Objects

There are two ways to restore Active Directory objects. Objects can be restored individually using Active Directory
Reports or they can be restored using the Restore Wizard for larger numbers of objects.

7.1. Restore from Active Directory Reports

:‘
e From the Component Management Window, click the User & Entity Behavior Analytics icon

e Tothe left-hand side of the screen is a tree structure listing the reports
1. Expand the file server name (from the tree structure)
2. Expand Active Directory Reports
3. Expand Active Directory Modification Reports
4. Expand All Modification Reports

5. Select Object Modifications

The Object Modifications Report is displayed:

2 4 & @ » 3 8 % A ¢
f
P
]
|
'
i
i

Mo Data Found

Figure 14: Object Modifications Report

6. From the When Box at the top, click on Today

The When Filter dialog box is displayed:
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Filter Criteria: Today -

Yesterday
This Week
Previous Week

i ma__ul

Figure 15: When Filter

7. Choose a date range from the drop-down menu
8. Click OK
9. Click Generate

The report will run and will display information on all modifications made:

4 Lepise Oats Securty Fiatarm - Esmion 21.2 - 5 x
% lepidesales.com\Object Modifications. v
ST —
7 Object Class + [——
1 (2 50 s gt 7 Wha Modhed Y vzt 1200 1>
= [, lepidesales.com  When +
[ Event Log Clear Report Car— .
seko
¥ Where +
=@ ory Modification Repoms ¢ o .
&{71] All Modification Reports
[ o L=
(7] Gbject Deleted
7] Object Madifications Graph View
(7] Lagon/Logaff Reports Drag a cokamn header here o grou by that coumn B Q [=E-3
e 7] nfrastructure Reports
i (3] Container Reports | bt path 5 Objoct Class. & Who Madfied ¥ When 17| Oporation  what & Where Details
& (7] Orgenizational Unit Reports B B » A » » o »
5] User Reports b [ comepdesses LONDON A Case  User LEPIDESALES dvema  12/20/2021 103041 AM Propeties Modiied o + Object Path: i ONDONiI Ca:
19 1] ComputerReports | comepdessies LONDONSosh User LEPOFSALES voms 12202021 102331 A PropoesModed o gt Co s
5 Sroup Repors |\comlepdesdes LONDON Sarsh User LEPIOESALES dkmris 10/15/2021 10,04 88 A Fropertes Madfied Fropertes Moched . LockatTee] o Modiied:
E P:::‘Rmm | comlepdesses LONCON Sarsy Uer LEPIDESALES\dvema | 1041472021 115803 AM Fropoties Hodfied Wb 122072021 10:3041 AM
G LEPIDESALES dvema 101472021 115003 AM Menes Added .. DG + Operation: e
nd Semice egorts \comscees LONCON'Sarsh User LEPIOESALES dvema | 10/14/2021 115803 AM Fropenes Modfed Properes Modfed - [UherAccountC DG e
ectory User LEFIDESALES cvema  10/14/2021 115653 AN Crted User Crested «From: feancbif
Directory State Reports | \com'lepidesies\Bukin Admingiratons  Group LEPIDESALESwhas  10/11/2021757 31 AM Members fuddodt Members Added - CN=Vixas Kaushik DC-LEPIDE Japidenales ¢ | Netwerk . connection to shared folder an this com
Reminder =) LEPIDESALES\dverma | 10/8/2021 3.24.14 AM Menbes fdied Mebers Added | cr<Vicas Kaushk_ DCAEPIDE Jepriessies
Directory Clesner "comJagidenes INDIA\kae Kausnk  Uner LEPIDESALES\dvema | 104872021 92314 AM Propases Modhied Propeties Medhed - [User-AccountC DCLEPIDE lepdsaaies
Repert | \comilepdessies INDIA ks Kk User LEPIDESALES cvema  10/2/2021 32314 AN Fropenies Madfied Propeties Mecfed - [Uher Accoure € DCAEPIDE Jepideasien | (Descrigtion
R, Group Pokicy Repors \comegidendies INDIANWcas Kaustik | User LEPIDESALES\dvema | 10//2021 322 14 AN Crmated User Crated -\comlepideasies INDL__ DCAEFIDE lepdensien c
i {f Echange Modification Reports.
1 L] Favorites.
[, File Server Reports
[, teppsoftonmicrosctt.comiExchange Online)
ange Cniine)
miSharePaint O
‘ 0
Totsl Recoras: 12 &L of 1oagetsl > » | v

Figure 16: Object Modifications Report

If no data is displayed, it could be because you need to run an Active Directory scan. For information on how to do
this, see Section 7.2, Configure the Solution to Run a Scan.
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The Object Modifications Report

This report lists information about each object modification with column headings including Object Path, Object
Class, Who Modified, When and the Operation performed.

When a row is selected, further information as to what was modified is displayed in the Details section to the right-
hand side of the report.

In the example below the first row has been selected. This shows that User Properties were modified. In the Details
window to the right, there is more information on exactly what has been modified. It shows that the Description
was changed from “ to Finance:

W lapldesales com\bject Modiications T E
TR - - |
T ot Ol * Lo Crole Farge
T o eston + 0T T200AN T
2022 IR
¢ When *
T C +
7 e +
¥ trom +
| Ged e [EE
B a -
Obgect Path < Cyect Class S Who Modfied o Whan T Cpuration o What < Wharn m
2| B A A el » Ll o
b comlegdessien LOKDON M Cane  Lbar LEPDESALES dwama 1120221 903041 AM Propatien Mocked Propertes Modfed - [Descptor} Mo OCLEPDE by = Obgect Pathc 'comlepidenaler L ONDON S Cane
oo bagaSensien LONDON Sarsh e UEPOESALES dvems 1 W AN Propeton Mocied Propetes Modfed  [Descptori Mo OCLEPDE by « Obgact Clne: User
comiegiensey AONDON Sarh. Lo UDPEESALES im0/ TAIEE1 100438 40 Froparies ke Prapeses Modfed | Lckout Tma]  DCATPDRE| - Whe Moddied: LIFOUSALLS dverma
o mputesaiet LONDON Sarah L LEPOESALE S dwema  10/MU0R1 115100 AN Progetert Wit Pragetes Modited | Lser-sooount. DCAEPOE Iy = Whes 127202001 DT M
e LEPIDESALES'dvema  10/MA0Z1 115000 AM Mertery e Mambery Added . crmSarsh DUSLON . DCAEPDE Iy = Operstaon Propenias Modsad
Loar LEPIDESALES dhvama  1VBAZ0ZT 115000 AM Preogetns Mocied Progetes Modfed | [User Aot DCAEPDE Iy « Whese DC-LEPDE kpafesales.com
Usar LEPDESALES dwama  1VBA20T 115653 AM Created Uner e oo ngsdonsien' LON . DCLEPDE by « P Sounce Network Sddeess : fellb1fc40ce el THE
g LEPDESALE S i WAL TSN AN Martan Added. Mombaen Added (Nevian Mashk  OCLEPOE MM Metwork (e connecton 1o thared folder on the comgute fror
g UPOESALE S dvema 102001 526 W AN Mertan Acided Memban Added oreVies Ktk DCATPOC I = What
L LEPOESALESdwemy 1002001 923 U AN Progenas Wodtes Prapetes Modied | Lser-docountS. DCAEPOE I Propartes Moddied |
R L L LEPOESALES dwema 1002001 323 W AN Prigeter Wided Prapetes Modfed | e Acoount T DCAEPDE Iy | [Dusorption]| Modied |
‘o medeatiet DA Vi Kot L LEPIDESALES dvema  1VE2001 5221 AN Crested Uner ot ‘oo Sngutonabes INDH . DCAEPIDE by Frows ™
Te Finance
f ’
PR r—— W[ ] e >wo |l C

Figure 17: Object Modifications Report Showing Details Window

To restore this change, you can right click on the row:
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Figure 18: Restore Change Option
1. Right click on the row to be restored
2. Select Restore Change
3. The following message box will appear:
x
Are you sure to restore the selected
ohject to its previcus state?
Yes Mo
Figure 19: Asking to Confirm Restore of Object State
4. Choose Yes and the change will be restored.
A message box will appear confirming it has been restored successfully:
ALY :
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@ Restored Successfully

Figure 20: Restored Successfully

5. Click OK

Now when you run the Object Modifications Report you will see the modification listed showing it has been restored
back to its previous state:

ST 1200AM Te
2200002 1155 PM

B Q -
S Ot Glass ¥ W Mocktied & e 1 Operation B & s ==
» L £ Ld » »
e R 1038 + Obpect Pt
e 122020 004N . oo « Otpect Clris. Uses
User 12220 0B oo E
U 10152001 00458 Frepaten Mothed RockarTes] . DC «Whes: DAL H3058 A
U 101200 118803AM « Opaustion: Prap e
U 10420 115801 AM o = Whese DC-LIPO epatesaies com
o W A Ve At ~Fram Rddoess 1 1720122387
™ 1020 1151 Deaed e Deated oo Metwstk ot
g 10117200 75731 A Memters hdd [: [ it
s 0B M A Momtor At 3
Ueer RN S A
= A 1 ~
[ WD 12U A vaed e Coated - comegubenses 0L DCLEFDEimpeiessien oo o
[ C
Totat Revoeds 11 W[ areee > v

Figure 21: Object Modifications Report

un

In the example above, the modification has been restored and the Description has changed back from Finance to .
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7.2. Configure the Solution to Run a Scan

The Lepide Data Security Platform needs to be configured to run an Active Directory scan before the report can be
run and the steps to do this are as follows:

1. Click on the Settings icon ﬂ
2. Click on Current Permission Scan Settings

The following screen will be displayed:

N Lepide Data Security Platform - ? X
Settings
B @ Component Management ﬁ' Current Permission Scan Settings
5} LPDELJecal
! i, File Servers Primary Database 7 Secondary Database(s] o 7/ X &
Q General Settings Configure primary database to store common information Secondary database will store NTFS and Share permission for files
i ﬁl‘ Delegation Contrel and folders selected in the datasets
A} Current Permission Scan Settings -
- [# Message Delivery Settings SQL Server: 192.168.40.238 | 4| FieS.. Salservername Database
§ Default SQL Server Settings W | P P »p
5 UEBA Database : LEFIDE_AD
{"!’ Agent Settings
s amctsetig: v oo ° /s x &
Data Set Name Agent Last Scan Next Scan Status
<| m >
< n | < >

Figure 22: Current Permission Scan Settings

Adding a Dataset

The middle section of the screen will show the data set information.

3. To add a data set, click the ﬂ button (from the middle section of the screen)
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The Data Set Information dialog box is displayed:

Data Set Information

Please enter Data Set name and description.

Data Set Mame: |AD Mew|

Description:

< Back Mext = | | Cancel

Figure 23: Data Set Information

4. Typein a Data Set Name and a Description

5. Click Next
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The Component and Server Information dialog box is displayed:

=
Component and Server Information
Please select component(s)and the server(s)to be scanned
Component Name: File Server .
AWS 53
Exchange On Premise
Exchange Online h
Folder Mame | Server Name | Apply To I

| < Back " MNest = || Cancel

Figure 24: Component and Server Information

6. From the Component Name drop down, select Active Directory (you may need to scroll up to see Active
Directory in the list).

The Active Directory options will now be displayed in the dialog box:
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Component and Server Information

Please select component(s) and the server(s) to be scanned

Component Name: | Active Directory M

[=] Scan Active Directory [] Scan Group Policy

Select domain(s) to scan active directory for state reports.

Server

(=] lepidesales.com ;

< Back ” Meat = ‘ ‘ Cancel

Figure 25: Active Directory Options

7. Check the Scan Active Directory box
8. Select the domain(s) to scan active directory for state reports

9. Click Next

™ Lepide USA Inc. Page 23



Lepide Data Security Platform Restore Objects in Active Directory

The Scan Options dialog box will be displayed:

Scan Options

Please select the scanning method.

DScan Now
[|schedule Scan

Run every day at 06:02:02 PM, Schedule start from Change Schedule
2/23/2022.

< Back ” Finish || Cancel

Figure 26: Scan Options
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10. Select to Scan Now and/or Schedule Scan

Scan Options

Please select the scanning method.

[] Scan Mow

[=] Schedule Scan

Run every day at 05:46:01 PM, Schedule start from Change Schedule
12/2/2021.

| < Back " Firish || Cancsl

Figure 27: Scan Options, Schedule Scan

11. Choose Schedule Scan for the Change Schedule button to be enabled.

12. Click the Change Schedule button to change the frequency and times of the scan if required:
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Define Schedule

Pleaze =elect and define the schedule.

Schedule

(®Daly  (OWeekly  (C)Monthly

Start on: |1.='.4.r 2/2021 j at | 5:46:01 PM

L

Figure 28: Define Schedule

13. Click OK once the schedule settings are updated.
14. Click Finish

The Data Set information is now displayed in the middle part of the screen:
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Lepide Data Security Platform
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Figure 29: Data Set Settings
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7.3. The Lepide Object Restore Wizard

The Lepide Object Restore Wizard enables you to roll-back unwanted changes to their original state in a single click.

Follow the steps below to restore the added, deleted, modified, renamed, or moved objects from the Backup
Snapshots:

NOTE: Itis essential to create a backup of the current Active Directory so that you can revert to this
current state after restoring an object if required. See Section 4 of this document for the steps
on how to create a backup.

‘H
e  Click the User and Behavior Entity Analytics icon to display the States & Behavior window:

W Lepide Data Security Patform - o x
States & Behavior ‘@ All Envirenment Changes T
) All Environment Changes T Server Name + Today
Anomaly Anslysis
& a S0L Server Wﬂi T Object Path +
@[] lepiesales.com T Object Type +
[ File Server Reports T wae .
@[3 leppsoft.onmicrosoft.com(Exchan o
[, lepsp.onmicrosoft.com(Exchange || When +
[, lepsp-admin.onmicrosoftcomiBh ¢ ooiibion +
g leppseftonmicrosclteom(Office !
= [ lepsp.onmicrosoft.com(Difice 365 | 1 Where +
# [ nuctechno.onmicrosaftcom(Offic | T Crticality +
| Explore Backup
= Console Auditing
Deag  cokmn haadar heve 10 group by that cokmn B Q -
[ Culwwrl HNaome ¢ Sexver Nome ¢ Object Path < Object Type «f Who < When Details.
2] 2 o F o o r
< > No Data Found
ER&  States & Behavior
- Regulatory Complance d 7
n.m. Q[T o tomem > » | »

Figure 30: States & Behavior Window

e Onthe lower left of the window under States & Behavior is Restore
e C(lick the Restore icon

The Lepide Object Restore Wizard dialog box will be displayed:
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Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Mame @ | -

Restoration Mode Selection

@Acﬁve Directory OGloup Policy Extract Backup

() Restore from Backup:

() Restore from Tombstone

Credentials
El Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back Meat = | | Cancel | | Help

Figure 31: Object Restore Wizard

1. Select the Domain Name from the drop-down list
2. From the Restoration Mode Selection section, choose Active Directory

3. Choose the Restore from Backup option to restore the objects using Backup Snapshots

4. Click the Calendar icon to choose a date. The following dialog box is displayed:
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b4
February 2022 [ﬂ E
4 January 2022 g Maon Tue Wed Thu Fri sat/sun -

SM TW T F §
26 27 28 29 30 31 1
2 3 456 7 8
9101112131415
16 17 18 19 20 21 22

Jan 31 Feb 1 7 4 5

1031 -2

3
2|23 24 25 26 27 28 29 - 7 8 ? 0 i 12
|30 3 -
- 13
February 2022 =
67 8 9104112 - 0271772022 10
16 7T 8 9101112 - 20
5|13 14 15 16[17]18 19 5
2|20 21 22 23 24 25 26 23 24 25 26
w2728 1 2 3 4 5 o
1wl 6 7 8 9101112 :
= 27
&
28 Mar 1 2 3 4 5
™
= 6
& -
Selected Backup || | | oK | | Cancel |

Figure 32: Selecting a Backup

This dialog box provides a way to select the required backup with the left panel showing the calendars by months
and the right panel displaying either month, week or day depending on which view has been selected.

The backups will be displayed in date and time format.

To change the calendar view, use one of the three buttons at the top:

m 24 hours
m 7 days
31 days

5. Find the backup you want to restore and click on it

6. The date and time will be displayed next to Selected Backup at the bottom of the dialog box:
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»
February 2022 m m
4 January 2022 4 Mon Tue Wed Thu Fri sat/sun -~
SMTW TFES Jan 31 Feb 1 2 3 4 5
1126 27 28 23 30 31 1 o
02345678 - 6
2 310111213 14 15 2
4|16 17 18 19 20 21 22
7 8 9 10 11 12
2|23 24 25 26 27 28 29 -
|30 3 -
o 13
February 2022 =
SM TW T FS 14 15 16 17 18 19
6 12345 o
6 7T 8 9101112 - 20
5/13 14 15 16[17]18 19 p=
4|20 21 22 23 24 25 26 P = - e = =
w2728 1 2 3 4 5 o
w| & 7 8 9101112 :
= 27
i
28 Mar 1 2 3 4 5
™
@ 6
R -
Selected Backup | 02/17/2022 10:25 AM | | oK | | Cancel |

Figure 33: Selected Backup

7. Click OK to go back to the Lepide Object Restore Wizard:
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Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Name : |Iepidesa|es.com -
Restoration Mode Selection
() Active Directory () Group Policy Extract Backup
() Restore from Backup:
| 02/17/2022 10:26 AM |

(") Restore from Tombstone

Credentials

E Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back | MNest = | | Cancel | | Help

Figure 34: Restore Wizard with Backup Selected

The selected backup date and time are now displayed.

8. If you want to use the same credentials as those provided while adding the domain, then keep the option
Use predefined server credentials checked.

Alternatively, uncheck it and provide the username and password for explicit login credentials to restore the
object(s).

9. Click Next

The Select object class(es) and Object Path dialog box is displayed:
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Select object class(es) and object path

Select Class
(®) All Classes () Selected Class(es)
[ Uszer [Jcontact [JGroup [ Computer
Select Operation

[*] Deleted  [=] Modified [®] Created [=|Moved  [=] Renamed

Select OU
(*) All OUs () Selected OU(s)
Selected OUg)
p
Add
Remove

Figure 35: Object Classes and Object Path

This allows you to select filters to select which objects are to be restored. You can leave this with nothing selected
to see all object modifications if required.

To select filters:
10. Select Class:
Select either:
e All Classes or

e Selected Classes

If you choose selected Classes, you can select one or more of the following:

o User
e (Contact
e Group

e Computer
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11. Select Operation:
Select one or more of the following:

e Deleted
e Modified
e C(reated
e Moved

e Renamed

12. Select OU
Select either:
e AllOUsor
e Selected OUs

If you choose specific OUs, the Add button becomes available:

Select object class(es) and object path

Select Class
(®) All Classes (_)Selected Class(es)
(] User [ Contact [ Group [] Computer
Select Operation

[=]peleted  [=] Modified [=]Created [=]Moved [=] Renamed

Select OU
(JAllOUs () Selected OU(s)

Selected OU(s)

Add

Remave

Figure 36: Object Classes and Object Path
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To add selected OUs:
e C(lick Add

The Explore Backup dialog box is displayed:

Explore Backup

Select backup : | | Generate

Organizational Units

o IEEE

Figure 37: Explore Backup

e  C(lick the Calendar icon to select a backup
e (Choose a Backup and click OK
o (lick Generate

A list of Organizational Units is displayed:
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Explore Backup

Select backup : |u2;1?;2022 10:26 AM || Generate

Organizational Units

CM=Computers, DC=lepidesales, DC=com

QU=Domain Controllers, DC=lepidesales, DC=com

O U=Europe, DC=lepidesales, DC=com

QU=INDIA, DC=lepidesales, DC=com

CH=Keys, DC=lepidesales, DC=com

QU=LONDON DC=lepidesales, DC=com

CH=Managed Service Accounts, DC=lepidesales, DC=com

CM=Program Data, DC=lepidesales, DC=com

Q=5 DC=lepidesales, DC=com W
£ >

QK | ‘ Cancel

Figure 38: Explore Backup with OUs Displayed

e  Select the organizational units required
e C(lick OK

The selected units are displayed in the Select object class(es) and object path dialog box:
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Select object class(es) and object path

Select Class
(®) All Classes () Selected Class{es)
[ User []Contact [ Group (] Computer
Select Operation

[=]peleted  [=] Modified [=]Created [=]Moved  [=] Renamed

Select OU
(_JAll OUs () Selected OU(s)

»

Selectad OLg)

CN=Computers, DC=lepidesales, DC=com
OU=Domain Controllers, DC=lepidesales, DC=com Ad

{Ol=Elrope, DC Jepidesales, OC ~com

Figure 39: Selected OUs Displayed

13. Click OK

The following dialog box will be displayed where the wizard will compare the current state of Active
Directory with the state stored in the selected snapshot:
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Lepide Object Restore Wizard

Please wait while comparing the current state with the backup

& DC =multicorp,DC =local |

E‘ Ohjects deleted from AD @ Ohjects moved in &D
@ Ohjects added to AD @ Ohjects renamed in AD

@ Ohjects modified in A0

. |
Mext = ‘ Cancel | ‘ Help |

Figure 40: Restore Wizard Comparing States

Once finished, a list of object modifications will be displayed:
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Lepide Object Restore Wizard

Please select the object modifications from the tree to restore them.

Eﬁ DC =multicorp,DC =local |
£ 0Ol =Domain Controllers

£ OU =LK Office

£ Ol =Asia Office

[ A dsASignature-New Attribute Added to object

[ 1A repsTo-New Atiribute Added to object

|| repsFrom-New Attribute Added to object

[ ]38 replUpToDateVector-Mew Attribute Added to ohject
[ |B auditingPolicy-New Attribute Added to object

--[]A wellknownOhjects-Mew Attribute Added to ohject

[ |BY otherwellknownObjects-New Attribute Added to object
£ CN=Builtin

£ CN=Users

£ 0U=l5 Office

@ Ohjects deleted from AD @ Ohjects moved in AD
@ Ohiects added to AD @ Chiects renamed in AD

@ Ohjects modified in &0

| < Back " Ment > H Cancsl |‘ Help

Figure 41: Object Modifications

e The actions which can be selected are listed in a tree structure

e The text describing these actions is color coded according to the color key on the right-hand side
of the dialog box

e Inthe example above, the text is green which shows that these objects have been added to Active
Directory.

14. Check the boxes for the objects that you want to restore

™ Lepide USA Inc. Page 39



Lepide Data Security Platform

Restore Objects in Active Directory

NOTE:

It is essential to create a backup of the current Active Directory so that you can revert to this

current state after restoring an object if required. See Section 4 of this document for the steps
on how to create a backup.

15. Click Next once you have selected the objects to be restored

The following dialog box is displayed:

Lepide Object Restore Wizard

Please verify the following modifications to be restored. Click "Mext" to restore or click "Back” to select
other modifications.

Object Attribute - dSASignature from DC =lepidesales D
Attribute - auditingPolicy from DC=lepidesales,D

1] Attribute - wellKknownObjects from DC=lepidesales

Jelete Object Attribute - otherwellKnownObjects from DC=lepides

| < Back ” Mest = H Cancel || Help

ALY

Figure 42: Summary of Selected Objects to be Restored

This dialog box lists the changes about to be restored.
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16. Click Next to restore these changes or click Back to go back to the previous dialog box and make different
selections.

Once you click Next, a message box will be displayed for confirmation of the action:

Are you sure to restore the
selected modifications?

es Mo

Figure 43: Message Box asking for Confirmation

17. Click Yes to start the restoration of modified or deleted objects

e The Lepide Object Restore Wizard runs to restore the objects

Once done, the following dialog box appears on the screen:

Ohject Name Ohject Class Operation Fesult
CM=Domain Admins,... Object Attribute Object Attribute Mo... Success
CM=TestlJser554,C... Object Attribute Object Attribute Mo... Fail
CM=TestlJser554,C... Object Attribute Object Attribute Mo... Fail
CM=TestlJser4,CM=... user Object Renamed SuCCess
CM=TestlJserd,CM=... user Old object Deleted SuCCess
CM=TestlJserd,CM=... user Old object Deleted SuCCess

Figure 44: Summary of Object Restoration

e The objects that have been restored successfully will display the result Success. Their status will be Fail if they
cannot be restored.
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18. Click OK to close this summary box. It takes you back to the restore wizard

Lepide Object Restore Wizard

Please verify the following modifications to be restored. Click "Next" to restore or click "Back” to select
other modifications.

Recreate user - CN=TestUserd,CN=Users,DC=www ,DC=about,DC=com in DC=www,DC=about,DC=com/CN=Users/CN=TestUserd/
Recreate user - CN=Testlserd,CN=Users, DC=www,DC=about,DC=com in DC=www,DC=about,DC=comCN=Users/CN=TestUsera/
Rename user [CN=TestUser554,CN=Users, DC=www,DC=about,DC=com] to [CN=Testlser4,CN=Users,DC=www,DC =about,DC=com
Modify Object Attribute - cn in DC=www,DC =about,DC=com/CN=Users/CN=TestUser4/(0ld value : TestUser4 - New value : TestUser5
Maodify Object Attribute - name in DC=www ,DC=about,DC=com /CN=Users /CN=TestUser4/{0ld value : TestUser4 - New value : Testls:

Maodify Object Attribute - member in DC=www,DC=about,DC=com/CN=Users/CN=Domain Admins/(0ld value : CN=Testlser 11,0U=0U
ser1,CN=Users,DC=www,DC=about, DC=com,CN=Administrator, CN=Isers,DC=www DC=about,DC=com)

(o ]|

Help

Figure 45: Final Status of Object Restoration

19. Click Finish to close the wizard

ALY
A VAN
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7.4. Restore Active Directory Objects from Tombstone

2
e (lick the User and Behavior Entity Analytics icon . to display the States & Behavior window:
T Lepide Data Securty Patform - o x
E—l states & Behavior @ All Environment Changes T
Sesrcn ] |7 componentiame  + s © |
4 :E"""D""""‘_C"“J“ T Server Name + Today
& m sor';‘::m:! T Object Path +
@ [, lepidesales.com T Object Type +
[ File Server Reports g .
@[3 leppsoft.onmicrosoft.com(Exchan o
& [, lepsp.enmicrosoft.com(Exchange | | When +
&-[B, lepsp-admin.onmicroseftcomiSh ¢ onerion *
= leppseft.onmicroseft.com(Office |
B & lepsp.enmicrosoft.com(Office 365 T Where +
Il nuctechno.onmacrosoft.com(Offic T Criticality +
5 coer ==u
4| Console Auditing
Deng & column haadee haee 19 group by that cokme B Q [=R-3
| Componerd Nome 4 Server Mame ¥ Object Path A Object Type & Who & When
2] P ) P ) 3 p

i

No Data Found

K<L ] tomem > » | 0|

Figure 46: States & Behavior Window

e Onthe lower left of the screen under States & Behavior is Restore

e  C(lick the Restore icon to start the Lepide Object Restore Wizard
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Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Name : | -

Restoration Mode Selection

@Acﬁue Directory OGroup Policy Extract Backup

@ Restore from Backup:

O Restore from Tombstone

Credentials
E| Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back Mest = ‘ | Cancel | | Help

Figure 47: Lepide Object Restore Wizard
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1. Select the Domain Name from the drop-down list
2. From the Restoration Mode Selection section, select Restore from Tombstone

Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Name : | -

Restoration Mode Selection

@Acﬁue Directory OGroup Policy Extract Backup

O Restore from Backup:

@ Restore from Tombstone

Credertialz

E| Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Mame:
Password :
< Back ‘ Mest = ‘ | Cancel | | Help
Figure 48: Restore Wizard - Restore from Tombstone
3. Click Next

This will read the tombstone folder and display the objects from this folder:

™ Lepide USA Inc. Page 45



Lepide Data Security Platform

Restore Objects in Active Directory

=
Lepide Object Restore Wizard
Please select the deleted items from list and to restore them.
Object Name Object Class ‘When Deleted When Created
P &CN={41?DD1GD—&935422!}AFC{L.. [] groupPolicyCorta... $/6/2017 5:44:5.. /20,2017 4:03:...
&CN =Machine [] cortainer 9762007 5445 62072017 4:03:...
&CN =Llzer [] cortainer 97672007 5445 652072017 4:03:...
P &CN#C&HG?324-D‘S1?4F2D—BEP¢B4... [] groupPolicyCorta... 9/6/2017 5:44:5.. 7/26/2017 6:44:...
&CN =Machine [] cortainer 9762007 5445 T/26/2017 6:44:
&CN =lJser [] cortainer 962017 5:44:5. . F/26/2017 644
P &CN#DB-ME‘I D7-7ADF-492E-BCBA.. [ groupPolicyConta... 9/6/2017 5445 7/26/2017 5:48: ..
&CN =Machine [] cortainer 962017 5dd:5. . T/26/2017 Bedd:
&CN =lJser [] cortainer 962017 5dd:5. . T/26/2017 Bedd:
a CM=Test User 12 CN=Users DC=w_.. [ ] user 832017 1:25:5. BAA20MT 1146
a CM=Test User 12 CN=Users DC=w_.. [ ] user 87372017 3205, BAIA0T 1:26:5.
a CM=TestUser12 CN=Users DC=ww.. [ ] user 96/2017 5:34:1...  5/5/2017 4:35:2...
a CM=TestUser8 CN=Users DC=ww... [ ] user 1/23/2018 3:28:..  4/37/.2017 724:
a CM=TestUserd CN=Users DC=ww... [ ] user 1/23/2018 3:28:..  4/37/.2017 724:
< Back || Neat = | | Cancel | | Help
Figure 49: Objects Available to be Restored
4. Select the objects that you want to restore
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5. Click Next once you've selected the objects. This will display the details of the selected objects to be
restored:

Lepide Object Restore Wizard

Please verify the following modifications to be restored. Click “MNext" to restore or click "Back” to select
ather modifications.

CM={417D0160-A995-4229-AFC0-5F SD4FOF 1923}
CM={417D0160-A995-4229-AFC0-5F SD4FOF 1923} \CN =Machine
CN={417D0160-A995-4229-AFC0-5F SD4FOF 1923} \CN =User
CN={CA367324-06 17-4F 20 -96A5-435E 2F9DE5 73}
CN={C8367324-06 17-4F 2D-95A9-435E2F 908578 H\CN =Machine|
CN={C8867324-06 17-4F 2D -96A9-435E 2F9DB578 TN =User
CM={D944E 10 7-FADF-492E-BCEBA-8 7846 26 19605}

| < Back ” Neag > || Cancel ‘ | Help

Figure 50: Summary of Selected Objects to be Restored

6. Click Next to restore these changes or click Back to go back to the previous dialog box
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Once you click Next, the Solution will ask to confirm your action:

Are you sure to restore the
selected modifications?

Yes Mo

Figure 51: Message Box asking for Confirmation

7. Click Yes to start the process of restoring the selected objects to the real Active Directory environment from
the tombstone folder.

The Lepide Object Restore Wizard will process to restore the objects. Once done, you'll receive the following screen.

Please check following ou path:0U=Lepide 2018 1 23 16 3 33, DC=www DC=about, DC=com

Object Path Fesult Fail Reason
CM={417D0160-A395-4229-AFCO-5F SD4F0F 1923} Success
CM={417D0160-A395-4229-AFC0-5F SD4F0F 1923\ CN=Machine Success
CM={417D0180-43935-4229-AFC0-5F SD4F0F 1923 \CHN=ser Success
CM={C3367324-0617-4F 2D-96A3-435E2FIDE5 78} Success
CH={C8867324-0617-4F 2D-96A9-435E 2FADE5 78 H\CN=Machine Success
CM={C3367324-0617-4F 2D-9643-435E2FIDE 578 \CN =User Success
CM={D344E 1D7-FADF-492E-BCBA-3 784626 19605} Success

Figure 52: Summary of Object Restoration

The objects that have been restored successfully will display the result Success. Their status will be Fail if they cannot
be restored.

8. Click OK to close this summary box. This will take you back to the wizard
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Lepide Object Restore Wizard

Please verify the following modifications to be restored. Click "Mext” to restore or click "Back” to select
other modifications.

CN={417D016D-A995-4229-AFCO-5F 5D4F0F 1923}
CN={417D016D-A%95-4229-AFCO-5F 5D4F0F 1923 \CN=Machine
CM={417D0160-A995-4229-AFCO-5F 5D4F0F 1923\ CN =User
CN={CBB367324-0617-4F 2D-06A3-435E2FID8573}
CN={CB88567324-0617-4F 2D-96A9-435E2F9DB573H\CN =Machine
CN={CB8367324-0617-4F 2D-06A3-435E2FI08578}\CN =User
CN={D944E1D7-7ADF-452E-BCBA-3784626 19605}

o I = | [

Figure 53: Final Status of Object Restoration

9. Click Finish to close the wizard
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8.Restore Group Policy Objects

You can restore the state of complete Group Policy Objects at the domain level or the domain controller level. Please note
that you cannot restore the individual group policies.

The current state of the Group Policy Objects at the domain level or the domain controller level can be restored with a
state stored in the selected snapshot using the following steps.

NOTE: Itis essential to create a backup of the current state of Group Policies so that you can revert to
this current state after restoring a backup if required. See Section 4 of this document for the
steps on how to create a backup.

Follow the steps below to restore the added, deleted, renamed, or modified Group Policy Objects from a backup.

r‘
e  Click the User and Behavior Entity Analytics icon to display the States & Behavior window:

T Lepide Data Securty Patform - o x
States & Behavior 2 All Environment Changes T
fom B] [7commmne +
) All Environment Changes T Server Name + Today
Ancmaly Anslysis
& m S0L Server Mm T Object Path *
@ [, lepidesales.com T Object Type +
1 [ File Server Reports ¥ W .
@[3 leppsoft.onmicrosoft.com(Exchan o
[, lepsp.cnmicrosoft.com(Exchange | Wien +
[, lepsp-admin.onmicrosoftcomiBh ¢ oiinion +
g leppseftonmicrosclteom(Office !
5 [ lepsp.onmicroscit.com(Dffice 365 | | 1 Where +
@ [ nuctechno.onmicrosoftcom(Offic | ¥ Coticality +
S coml o ==
4 Console Auditing
Drag a cokumn header here 1o goup by that colamn B Q i3
[ 4] Componant Mams A Server Name S Object Path T Object Type X Who & When Details
2] o o F) o o r3
< > No Data Found
ER&  States & Behavior
- Regulatory Complance 1 7
Buh!r L[] of 1 pagels) > » |1 ’

Figure 54: States & Behavior Window

e Onthe lower left of the screen under States & Behavior is Restore
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e  Click the Restore icon . to start the Lepide Object Restore Wizard:

Lepide Object Restore Wizard

This wizard lets you restare the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Name : | -

Restoration Mode Selection

(®) Active Directory (") Group Policy Extract Backup

(®) Restore from Backup:

O Restore from Tombstone

Credentials
E| Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back | Next | | Cancel | | Help

Figure 55: Object Restore Wizard
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1. Select the Domain Name from the drop-down list
2. From the Restoration Mode Selection section, choose Group Policy

Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Name @ | - |

Restoration Mode Selection

O.Acﬁw: Directory @Gmup Policy Extract Backup

@ Restore from Backup:

Restore from Tombstone

Credentialz
E| Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back Meat = ‘ | Cancel | | Help

Figure 56: Object Restore Wizard with Group Policy Selected

Extract Backup

The button becomes enabled. For instructions on using the Group Policy Backup Extractor, please
see Section 8.1 Group Policy Backup Extractor .
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Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Mame : |Iepidesales.com - |

Restoration Mode Selection

() Active Directory (®) Group Policy Extract Backup

@ Restore from Backup:

Restore from Tombstone

Credentials
E| Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back Meat = ‘ | Cancel | | Help

Figure 57: Object Restore Wizard

3. Click the Calendar icon to choose a date. The following dialog box is displayed:
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b4
February 2022 [ﬂ E
4 January 2022 g Maon Tue Wed Thu Fri sat/sun -

SM TW T F §
26 27 28 29 30 31 1
2 3 456 7 8
9101112131415
16 17 18 19 20 21 22

Jan 31 Feb 1 7 4 5

1031 -2

3
2|23 24 25 26 27 28 29 - 7 8 ? 0 i 12
|30 3 - P
February 2022 =
67 8 9104112 : 0271772022 10
16 7T 8 9101112 - 20
5|13 14 15 16[17]18 19 5
2|20 21 22 23 24 25 26 23 24 25 26
w2728 1 2 3 4 5 o
1wl 6 7 8 9101112 :
= 27
&
28 Mar 1 2 3 4 5
™
= 6
& -
Selected Backup || | | oK | | Cancel |

Figure 58: Selecting a Backup

This dialog box provides a way to select the required backup with the left panel showing the calendars by months
and the right panel displaying either month, week or day depending on which view has been selected.

The backups will be displayed in date and time format.

To change the calendar view, use one of the three buttons at the top:

m 24 hours
m 7 days
31 days

4. Find the backup you want to restore and click on it

5. The date and time will be displayed next to Selected Backup at the bottom of the dialog box:
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February 2022

@ B

4 January 2022 4 Mon Tue Wed Thu Fri
SMTW TFES Jan 31 Feb 1 2 3 4
262728293031 1
2345678
9101112131415
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 3
February 2022
5M TW T F 5§ " 15 16 17 18
123 45
67 8 9101112
13 14 15 16[17]18 19
20 21 22 23 24 25 26 2 27 23 24 25
2728 1 2 3 4 5
6 7 8 9101112
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L

27 -13
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=

2i21-2

28 Mar 1 2 3 4

2028- 3

Sat/Sun -~

Selected Backup | 02/17/2022 10:25 AM | | oK | | Cancel |

Figure 59: Selected Backup

6. Click OK to go back to the Lepide Object Restore Wizard:

7. If you want to use the same credentials as those provided while adding the domain, then keep the option

Use predefined server credentials checked.

Alternatively, uncheck it and provide the username and password for explicit login credentials to restore the

object(s).
8. Click Next
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Lepide Object Restore Wizard

Please select the modified Group Policy Object(s) from the tree to restore them.

E'S "%"Eb:“té?m Drag a column header here to group by that column.
s

-1 Testa Operation GPO Sefting Path G
Setting Added  General'\Details 1]
Setting Added  General\Details D
Setting Added  General\Details D
G
M
)

Setting Added  General\Details
Setting Added  General'\Details
Setting Added  General'\Details
Setting Added  General’\Delegation Settings In
Setting Added  General'\Delegation Settings Pi

Cettim e Bdded e Pl ki e el e

@ Group Policy Ohiject Deleted @ Group Policy Ohject Renamed

@ Group Policy Object Created @ Group Policy Object Modified

Figure 60: Object Modifications

e The actions which can be selected are listed in a tree structure
e  Click an object from the hierarchical tree to view the change details in the top right section

e The text describing these actions is color coded according to the colors code key

9. Check the boxes for the objects that you want to restore

10. Click Next once you have selected the objects to be restored.
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The following dialog box is displayed:

Lepide Object Restore Wizard

Please verify the following modifications to be restored. Click "Mext” to restore or click "Back” to select
other modifications.

Remove Setting Maximum password age at Computer Configuration\Policies\Windows Settings\Security Settings\Account Policies\Passwie A
Remaove Setting Minimum password age at Computer Configuration'Polides\Windows Settings\Security Settings\Account Polices\Passwo
Remove Setting State at User Configuration\Policdes \Administrative Templates\Control Panel\add or Remove Programs'Hide the "Add a ¢
Remove Setting State at User ConfigurationPolicies\Administrative Templates\Control Panel\add or Remove Programs\Hide the "Add pre
Remove Setting State at User Configuration\Policies\Administrative Templates\Control Panel\add or Remove Programs\Hide the "Add pri
Remove Setting State at User Configuration'Polices\Administrative Templates\Confrol Panel\Add or Remove Programs\Spedfy default o
Remaove Setting Category:Value at User Configuration\Policies\Administrative Templates\Control Panel\Add or Remove Programs\Specify
Remove Setting Maximum password age at Computer Configuration\Policies\Windows Settings\Security Settings\Account Policies \Passw
Remaove Setting Minimum password age at Computer Configuration'Polides\Windows Settings\Security Settings\Account Polices\Passwao
Remove Setting Minimum password length at Computer ConfigurationPolicies\Windows Settings\Security Settings\Account Policies\Pass
Remaove Setting Enforce password history at Computer Configuration\Policies \Windows Settings\Security Settings\Account Policies \Pass
Remove Setting Unique ID at General\Details in Test? where setting value is {fb531242-4d04-4263-547c-7aBe80d 15fc5}

Remove Setting Domain at General\Details in Test? where setting value is vwww.about.com

Delete GPO Test7

Remove Setting Creation Time at General\Details in Test7 where setting value is 01/23/2018 17:58:23

Remaove Setting Modification Time at General\Details in Test? where setting value is 01/23/2018 18:02:08

Remove Setting Owner at General\Details in Test? where setting value is about\Domain Admins

Remaove Setting Indude inheritable permissions from this object's parents at General\Delegation Settings in Testy where setting value is
Remove Setting Permission Setting at General\Delegation Settings in Test7 where setting walue is Group or User name: NT AUTHORITY\E
Remaove Setting Permission Setting at General\Delegation Settings in Test7 where setting value is Group or User name: about\Domain Ac
Remove Setting Group or User Mame at General\Security Filtering in Test7 where setting value is NT AUTHORITYAuthenticated Users

< >

| < Back || Mext = || Cancel || Help

Figure 61: Summary of Selected Objects to be Restored

e This dialog box lists the changes about to be restored.

NOTE: Itis essential to create a backup of the entire state of Group Policiy Objects so that you can
revert to this current state after restoring a backup if required. See Section 4 of this document
for the steps on how to create a backup.

11. Click Next to restore these changes or click Back to go back to the previous dialog box
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A message box will be displayed for confirmation of the action:

Areyou sure to restore the
selected modifications?

es Mo

Figure 62: Message Box asking for Confirmation

12. Click Yes to start the restoration of modified or deleted objects

The Lepide Object Restore Wizard processes to restore the objects.

Once finished, the following screen will be displayed:

GPO Mame Restoration Status
Test3 Success
Testq Success
Test7 Success

Figure 63: Summary of Object Restoration

e The objects that have been restored successfully displays the result Success. Their status will be Fail if they
cannot be restored.
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13. Click OK to close this summary box. It takes you back to the restore wizard:

Lepide Object Restore Wizard

Following Objects have been attempted to restore. Click “Finish” button to close the wizard.

Remove Setting Maximum password age at Computer Configuration'Polides\Windows Settings\Security Settings\Account Polices\Passwe
Remove Setting Minimum password age at Computer Configuration\Polides\Windows Settings\Security Settings\Account Policies\Passwo
Remove Setting State at User Configuration'\Policies\Administrative Templates\Control Panel\Add or Remove ProgramsiHide the "Add a ¢
Remove Setting State at User Configuration'\Polides\Administrative Templates\Control PanellAdd or Remove ProgramsHide the "Add pre
Remove Setting State at User Configuration\Polides\Administrative Templates\Control Panel\Add or Remove ProgramsHide the "Add pre
Remove Setting State at User Configuration'\Policies\Administrative Templates\Control Panel\Add or Remove Programs\specify default o
Remove Setting Category:Value at User Configuration\Policies\Administrative Templates\Control Panel\Add or Remove Programs\Specify
Remove Setting Maximum password age at Computer Configuration'Polides\Windows Settings\Security Settings\Account Policies\Passwe
Remove Setting Minimum password age at Computer Configuration\Polides\Windows Settings\Security Settings\Account Policies\Passwo
Remove Setting Minimum password length at Computer Configuration'Policies\Windows Settings\Security Settings\Account Policies\Pass
Remove Setting Enforce password history at Computer Configuration'Polides\Windows Settings\Security Settings‘\Account Policies\Pass:
Remove Setting Unique ID at General\Details in Test? where setting value is {fb531242-4d04-4263-a47c-7a8e80d 155}

Remove Setting Domain at General\Details in Test? where setting value is www.about.com

Delete GPO Test?

Remove Setting Creation Time at General\Details in Test? where setting value is 01/23/2018 17:58:23

Remove Setting Modification Time at General\Details in Test7 where setting value is 01/23/2018 18:02:08

Remove Setting Owner at General\Details in Test7 where setting value is about\Domain Admins

Remove Setting Incude inheritable permissions from this object's parents at General\Delegation Settings in Test7 where setting value is
Remove Setting Permission Setting at General\Delegation Settings in Test? where setting value is Group or User name: NT AUTHORITYE
Remove Setting Permission Setting at General'\Delegation Settings in Test? where setting value is Group or User name: about\Domain Ac
Remove Setting Group or User Mame at General\Security Filtering in Test? where setting value is NT AUTHORITY \Authenticated Users

L4 >

(o e e

Figure 64: Final Status of Object Restoration

14. Click Finish to close the wizard
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8.1. Group Policy Backup Extractor

As an alternative to restoring Group Policy Objects using the Object Restore Wizard, it is possible to extract Group
Policy Objects to create a native file format and restore them outside of the Lepide Data Security Platform. To do this,
the steps are as follows:

From the Lepide Object Restore Wizard dialog box, choose Group Policy

Click the Extract Backup button Bxtract Backup to extract a section of a group policy object:

Lepide Object Restore Wizard

This wizard lets you restore the objects of Active Directory and Group Policy to a previous backup.

Select Domain and Backup

Domain Mame : |Iepidesales.com - |

Restoration Mode Selection
Oﬁcﬁue Directory @Group Policy Extract Backup

@ Restore from Backup:

Restore from Tombstone

Credentialz

E| Use predefined Server Credentials. Please uncheck this option to use the explicit credentials.

User Name:

Password :

< Back Mest = ‘ | Cancel | | Help

Figure 65: Lepide Object Restore Wizard
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Group Policy Backup Extractor

Group Policy Back Up | C:\Program Files (x86)LepideAuditor Suitelepidesales. com)

IP Address Back Ups Date Time ~ File Size

Mote : Converted backup will be saved on the root of the drive where LepideAuditor is installed.

Figure 66: Group Policy Extractor

This will extract the Group Policy in a format that can be used by a native Group Policy Management Console to

restore the group policy objects.
e Select the backup
e  Click Extract

The following message box appears:

Extraction Done Successfully. Follow the steps given below to restore
GPO objects:
1. Copy the path .CAGP_2022_02_21_11_29 231BEKP\GP_BACKUP!
2. Open "Manage Backup" window from GPMC.msc.
3. Paste the path in Backup Location and press enter key.
4, 5elect the GPO that you want to restore and click Restore button,

Figure 67: Successful Extraction of GPO Backup
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e C(Click OK

The extracted file will be displayed in the location it has been stored:

I = | GP_BACKUP - O X
Home Share View - s
1+ » ThisPC » Local Disk (C) » GP_2022 02 21.11.29 23 » BKP » GP_BACKUP ~ O Search GP_BACKUP P
MName Date modified Type Size
s Quick access
{14B21AT2-EB41-4017-81F4-619CO76BA0...  2/21/2022 11:29 AM  File folder
[ Desktop *
. {33FBAF5E-522A-4D61-BEOE-9B381732CB...  2/21/2022 11:29 AM  File folder
Documents - e y
{67C68BD2-2E80-4C42-85B7-080F84C022..,  2/21/2022 11:29 AM  File folder
& Downloads {74BFA9C0-4637-482B-B00A-0AT4FCCO32...  2/21/2022 11:228 AM  File folder
[&] Pictures * {D95F47C3-C3D6-480E-B15E-50C8904A2E..,  2/21/2022 11:29 AM  File folder
[0 This PC {E1136B4E-610E-4DC2-BBEC-B67327D96F...  2/21/2022 11:29 AM  File folder
o {ED14A6F4-584B-47FF-GD99-176224E88C...  2/21/2022 11:29 AM  File folder
;‘ Network {FOEF1ABE-EATA-4ET5-BO6A-36CD3TD98..  2/21/2022 11:29 AM  File folder
8 items Stata:ﬂfihared =

Figure 68: Extracted File and Location

e Follow the instructions given above in the message box, Figure 67 to restore the Group Policy Object.
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9.Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team using
the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403
Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your queries
to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

10. Trademarks

Lepide Data Security Platform, Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security
Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit
Module, Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object,
Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password Expiration
Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and SQL
Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other
countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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