How to use Lepide to identify

users with excessive privileges

to sensitive data.

Use case guide.




Lepide Data Security Platform Users with excessive privileges

Contents
L INEFOTUCTION .ttt st s bttt at e s bt e bt et e e a e e e b e et e e a bt s a s e sbe e b e eabesaeesbeenbeensesntesaeenbeennesneenne 2
2. SENSITIVE DAL weiiiiiiiiiiiiiiiii e e e s 2
3. PrinCiple Of Least PriVIIEEE (POLP).....uuiciieiieeeie ettt esiee et ettt e s te e s ite e saae e bae e steeebeesbeesaseessbeesseessaasnseesseesnseen 2
L o T I o] [V o T F PP P TP PO PRRUPPRPSPTRN 3
5. The EXCeSSive PermisSioNs REPOIES .....cccueiiiiieiieiiieiie ettt et st e ettt e st e bt e seeesbe e s bt e sabeesabeesaeeesbeesseesbeeenneesas 5
I A = =T o LU Y13 PP PP R PPP PP 5
5.2 Excessive Permissions by Object Report fOr File SEIVEN ... iii et e e 5
5.2.1 USEI PeIMISSIONS...cuutiiiiiiiieitii ettt sttt sttt ettt sr e ba s e s e e b e e be e sar e e saneesaneesanesenaeenne 10
5.2.2 Files Within the Selected FOIARN .....c.uiiiiiiieieeee ettt s 11
5.3 Excessive Permissions by Object Report for SharePoint Online..........ccccccveeeeiiiiicciie e e 11
5.4 The Excessive Permissions by USEr REPOIT .......uviiiiiiiiiiiiiiiee ettt e ettt e e e e e et e e e e e e e braaeeaeas 13
YU o] o Yo PP T TR 15
PrOTUCT EXPEIES ..ttt ettt sttt sttt be et s e et e st e et e e sae e e sab e e be e e beesabeesabeeeaseesabeeenteesnbeesneeebeeeneenane 15
TECNNICAI GUIUS ..ttt et ettt st e s ae e e s bt e e bt e s b e e e bt e sab e e saseesbs e e seeeabeeebeesabeesabeennteesnneenees 15
LT [T0 g T TP P PRSP 15
A\ Y

W\ Lepide USAInc. Page 1



Lepide Data Security Platform Users with excessive privileges

1. Introduction

Data breaches are a serious threat to any organization and action needs to be taken to keep the risk of their
occurrence to a minimum. The focus at Lepide is to provide visibility over what’s happening with your data and

through visibility you can take the necessary action to mitigate risk and stay compliant.

This guide is in two parts. The first explains the ways in which you can use Lepide Data Security Platform to
provide visibility to reduce data breaches with sensitive data. The second section gives step-by-step
instructions on how to configure the Excessive Permissions Reports to determine who has access to what data

and whether that access is required.

2. Sensitive Data

The types of sensitive data which companies hold can include information such as social security numbers,

credit card details, bank account information, and other account data that identifies customers or employees.

This information is necessary for employees to perform essential business functions but if there is uncontrolled
access to this sensitive data it can lead to data breaches including fraud and identity theft, and to non-

compliance.

When a user, either intentionally or accidentally, misuses legitimate privileges which they have been given it is
known as privilege abuse. Despite these privileges being legitimately granted, users may access resources or

perform actions that compromise data security.

Whether privilege abuse occurs through users purposefully mishandling data, or through employee

carelessness, it is a security threat that must be taken seriously.

3. Principle of Least Privilege (PoLP)

The Principle of Least Privilege (PoLP) is an information security concept in which a user is given the minimum
levels of access needed to perform their job functions. Applying this principle is a highly effective way to

greatly reduce the chance of an attack within an organization.
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To be able to do this, however, it is essential for an organization to have visibility over the complete list of
users who have access to sensitive information. But as organizations grow, being able to see and understand

who has access to sensitive data can become a complex and time-consuming task.

4. The Solution

The Lepide Data Security Platform provides a solution to this complexity with excessive permissions reports

which provide visibility as to who has access and what type of sensitive data they have access to.

Once there is clarity as to exactly who requires access to do their job, it is a straightforward process to remove

privileges for those who don’t need them.

There are two reports within the Lepide Data Security Platform which can be used to see Excessive Permissions
to sensitive data. They will both display the same data but in different ways depending on how you want to
view the data. The reports are called Excessive Permissions by Object and Excessive Permissions by User. They

are shown below and explained in detail in Section 5.

Here is an example of the Excessive Permissions by Object Report:

“{ Le.’d'r ‘t‘ (aY Home & Lepide avaitor  (§) tepoetrust T wylepide £ Lepideverect 9] vepioerdentity (@) Giobalvashoors | 3 o
Filters : Component Name : (Equals [All]] AND Days : [Equals [30])
Ist / Reparts / Risk Analysis / Excessive Permissions by Objec = Generate Report Export |
e Object Name & 5] owner Last scan
Hudet Rieast Accounts Ipded\Ethan.Hunt 2023.06.07 1555:35
Clients Ipded\james Howistt 2023-06-07 15:55:35
v Company Share pied)
> Education Finance Ipdea\eal. camby 20230607 13:55:35
> 228 Employee Records HR Ipded\Neal.Gamby 2023.06.07 135535
5 - Ser " Ipded\Marty Byrde 2023-06-07 15:55:35
Government Marketing Ipdea\Roy.petty 20230607 15155:35
> Healthcare Sales Ipded\Marty Byrde 2023.06.07 1353535
Legal SDR Team Ipded\Administrator 2023-06-07 15:55:35
Technalogy
Permissions on Folder : \DCDO1\Campany Share\Financial Services\Finance Files in Folder : Finance
dential files
Account Effective = m a N ~ ~_ Object o . Content % Monetary 2
A ¥ 5 7 B3| - 2 (=)
" (Principal) Permission 6\ | (3] ] = =] I8 name i & Compliance | .\ 0 AR
283 Employee's Account deta
05 Foreign designs & Full Control o v v v v v v a5867. & ssM PCI-DSS 5 5000 7000
- Full Control v v A 04 v - || [T 4s056.. ® ssH POI-DSS & 5000 7000
S t . =
- Full Cantrol v v b i e v ¥ [ s7ess.. & s pCiDSS 5 5000 7000
s
Full Control v v v v v v v
- Addre... a No Sensitive..  N/A WA NiA
Lyl Full Control v v v v v v v
- Y Client & s GLBA 53516 1758
- Full Control v v o v \/ o
7. confid. & Address + P, NPPLPHI £9083 6739
2 Full Control v . - - v v v
988 webrub - codes custo, 2  Address+P.  NEELEHI s o083 6738
= & Ipded\LouE... Full Control o \/ v o 7 v "

Figure 1: Excessive Permissions by Object Report
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This report shows the object structure for the selected file server, the users who have access to the selected
object and the contents of the selected object. The elements of this window will be explained in more detail

below.

The second report is the Excessive Permissions by User Report:

W Lepide @ tome 63 Lomdensior @ LoideTust [ Woleide (D tenceOeecs [ Lonceertiy @) Gibatmtvomrs | @ @)

Report
Report Name - Excessive Permissions by User

Filters:

Name : [Equals [AIT] AND Days : [Equals [30]]

Home

ris J/ RiskAnalysis

[
g
i

W oz serverName  OvjectName i35 (3] pan Owner LastScan Laschodifid | [ DaMMBELNR @ @
> 192.168.20.193
v B et
ocoon c - P I I IV
P c varsgers = mwemEmt v v | v v v v v v v v v
oo c T e O
seoon PandLsh. CACampany Sare\FnancilServiesFrancelPand Lsheess | Ipdef\NealGamy | CTORPOBSSS®  BRRRRBEN v v | v v v v v v v v v
oo sexcamerss c 3 BTSN v v | v v v v v v v v v
Name =l ComencType  Compiiance Moneta Risk Level
S @ =
@ = Value
PR ® s Pa0S5 5500 7000
Lesesissmp &® s »01.055 55000 7000
cobismp. & sN PC0S5 55000 7000
|- N % NoSensitve Comtant | N/A A oA
& sN GLEA 53516 1758
[ — ss0m o

Figure 2: Excessive Permissions by User Report

This report shows a list of users for the selected file server, a tree structure listing objects, the files contained
within the object and the permissions which the selected user has for the files. The elements of this window

will be explained in more detail below.

Once a report has been generated, it can be scheduled to run on a regular basis, saved and exported.
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5. The Excessive Permissions Reports

As described previously, there are two reports which show excessive permissions to sensitive data. In this
document, we will focus on the Excessive Permissions by Object Report but both reports work in a similar

way.

The Excessive Permissions by Object Report can be run for file servers or for SharePoint online.

5.1 Prerequisites

Before running either of the Excessive Permissions Reports, you will need the following:

e To have configured Windows File Server to enable auditing for file server reports

e To have configured SharePoint Online to enable auditing for SharePoint Online reports

e To have enabled Data Discovery and Classification and run an initial scan for file server reports

e To have run an initial permissions scan

5.2 Excessive Permissions by Object Report for File Server

Once the prerequisites are met and a scan has run, the Excessive Permissions by Object Report can be

generated as follows:

e  From the Web Console Home screen, choose Lepide Trust

e  From the Lepide Trust Menu at the top of the screen, choose Reports

\t) Lepide Trust W My Lepide {1} Lepide Detect g_'? Lepide Identify @ Global Dashboard

Dashboards

Reports

Figure 3: Lepide Trust Reports Menu

From the tree structure to the left side of the screen, expand Risk Analysis to see the Excessive Permissions by

Object Report:
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Search 'f_,.'\

2Nl ECWIIL Ve
Current Permissicn Analysis
Rizk Analysis

\J=ers with Admin Privileges

)

Cpen Shares

(e

Excessive Permissions by User

[

Excessive Permissions by Object

)

Alert Summary

[

External Data Sharing 0365

[

All Shares

)

Ziale Diata Report

7

Activity Outside of Business Hours

+ Create Folder

Figure 4: Tree Structure showing Risk Analysis Reports

e C(Click on the Excessive Permissions by Object Report from the tree structure

The empty Excessive Permissions by Object Report is displayed:
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& topenee [ teperenny @@ covaivssnoars 3 (@)

W Lepide @ rome G epeninr @) vepere B wptence

Report
Report Name - Excessive Permissions by Object
Object Name oo & Owmer Last Scan
a
Please click on the "Generate Report” button to view the records for this report
Farmissions on Foldar : Filas in Foldar :
Acons Eifoctiee B B m & @ B [ T | obseNme (=] % contemtType  Compiance  \onetrY RiskcLevel

(Principal) Permission

Figure 5: Excessive Permissions by Object Report

e  From the top of the screen, click the Filtericon ¥

e The following dialog box is displayed:

Modify Filters

Select ~

Condition 1
Component Name 0
All

Days y

Equals (30)

‘ cancel | m

Figure 6: Modify Filters

e Here you can select Component Name and the number of Days

Page 7
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o  Click the edit filter icon % next to Component Name and then select the required File Server from

the list

Modify Filters

Select ~

Condition

Component Name

Filter Criteria All v

(®) 192.168.20.193

(=) DCDO1

(e )

‘ Cancel | Apply

Figure 7: Component Name

e  Click Apply when finished
e  From the Modify Filters dialog box, click to edit the Days filter

e The Filter by Days dialog box is displayed:

Modify Filters

Select v

Filter by Days

30

Czml

Days 0

Equals (30)

=N

Figure 8: Days Filter

e Specify the number of days as required and click Apply when finished
e  Click Apply to return to the report

e Click Generate Report
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The report will run showing the objects in a tree structure:

Report
Report Name - Excessive Permissions by Object
Filters : Component Name : [Equals [AIll] AND Days : [Equals [30]]
Home / Lepide Trust / Reports / Risk Analysis / Excessive Permissions by Objec.
v bepat Object Name
> ;5-_’\‘_1 All Services
= ey recast Ball St
> ¢05 Ly Budget Forecast alance Shests
29 B¢ chare Finance Managers
W 203 (&) Company Share
> Education Forecasts
> £fs Employee Records Fand L Sheets
v Finandial Services Statements
> Accounts
> Qlients
> Finance

Figure 9: Object List

To see a list of users and permissions, click on the required folder from the tree structure:

W Lepide {AY vome & tepidenudior ) tepiderus W wyiepde ) epideveet  [5] Lopidedenntty @ ciobatvasnvoard | 3 (@)
Filters : Component Name : (Equals [All]] AND Days : [Equals [30]]
001 %
o S Object Name &3 T owner Last Scan
#88 all services
=] Budget Forecast Accounts IpdedEthan Hunt 2023.06.07 15:55:35
o8 Clients Ipded\james Howiett 20230607 15:55:35
v #33 (&) company share
% Education Finance Ipded\Neal.Gamby 20230607 15:55:35
5 #5 Employee Records HR Ipde\Neal. Gamby 2023.06.07 15:55:35
5 e " Ipded\Marty Byrde 2023-06.07 15:55:35
> Government Marketing Ipded\Roy.Peity 2023.06-07 1555535
> Healthcare Sales Ipdeamarty Byrde 2023.06.07 15:55:35
z Legal SDR Team Ipded\Administrator 2023-06-07 15:55:35
Technalogy
Permissions on Folder : \DCDO1\Campany Share\Financial Services\Finance Files in Folder : Finance
203 Confidential files T o . i o e
count fective = ~ & . ~ . Objec 204 ] = onten = onetary g
A ¥ X ¢ : & [ o8
o (Principal) Permission [ B & 22| i) &= 4 Name oS e | e Compliance  \ojye EhkLee
223 Employee’s Account deta
203 Foreign designs 2 Indeairdmi., Full Control v v v v v v | [ 4seer. & s pCIDSS 5 suon 7000
> 283 Module Analysis Data ! ] Full Control W \/ v v v 0 v [ 45956 & SN PCI-DSS £ 5000 7000
£83 Project Details L il i e ¥ " ¥ Y[ s7oes.. & N pCIDSS 5 5000 7000
'Y
Full Control v v v v v v v "
33 Shared Tender's el Addre. &® No Sensitive..  N/A WA WA
) 2 Full Control v v v v & >
283 (&) shareholders Y Client .. & N GLBA 53516 1758
2 ipdedyustin.. Full Control v v - v v o
7. Confid & Address £ P, NPPLPHI £ 9082 6739
& Full Control v v o v v > v
928 wWebHub- Codes Custo... A  Address+P.  NPPLPHI 59083 738
b & ipdentous..  Full Control v 3 v T i ol #

Figure 10: Excessive Permissions by Object Report

The example above shows the Finance folder has been selected. Users within the Finance folder are then
listed along with their permissions to the lower left of the screen and to the right are the files contained within

the Finance folder.
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5.2.1 User Permissions

This section of the window shows the username, the permission which that user has and then the individual

permissions for that user:

Parmissions on Folder : WDCDO1\Company Share\Finandal Services\Finance
?:r{;sl:inp';ll Egen:.t.'sfon Q [+] = . 4 ) [ I
4 «
= IpdefiAdmi.. Full Cantral ,_, ' v v v v v «
a 'PdediAkash Full Contral o o vy v v v v v
= IpdediEil Full Cantral J J v‘ v‘ ¢ ¢ ¢ v
& IpdefiDevel... Full Contral g g o o o o o v
& |pded\Disas... Full Control o o o o o o " "
& Ipdedyjustin._. Full Contral g g o o o o o v
2 Ipdedikelly._ Full Control w w v o o o o o
- IpdefilouE Full Contral o o v ol ol w w "

Figure 11: User Permissions

The red ticks show that the user has a permission but has not used it in the time period specified in the Days

filter.

The green ticks show that a user has a permission and has used it within the time period specified in the Days

filter.

Therefore, this example shows that many of the users have permissions that they do not need. This scenario
should be avoided as permissions should only be given when a user needs them to do their job. Eliminating

unnecessary permissions will mitigate security risks as less users will have access to sensitive data.
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5.2.2 Files within the Selected Folder

Files in Folder : Finance

Object Name 158 E;ﬁ g% Content Type Compliance Monetary Value Risk Level
o L o

=| 458673 bmp 75 Names GLBA + NFPI £4225 1455
=1 459565496 bmp &> Phone Numbers GLBA + NFPI £4575 2925
=| 67943 bmp G#> Address GLBA -+ NPPI £2688 966
|:] Addresses bd g Address GLBA + NFPI £2925 1755
¥ Client portfolio New pptx 4% No Sensttive Content MNAA NAA NAA
¥ Client portfolio pphbe g5 Name + Phone Numbers GLBA + NPPI £2518 1811
€ Corfidential pdf g SSN GLBA + NFPPI £2472 1512
B Customer contact info xdsx & Name + Phone Mumbers GLBA + NPPI 21551 1244
¥ Customer list pptx e Names GLBA + NPPI 52628 a76
M= Employes list.docx g Names GLEA + NPPI 51652 5e4
£ Bxpenses xlax g+ 55N + Names GLEA + NPPI $2124 708
%] Investments ppbe @ SSN GLBA + NFPI £1105 459
|J Legal b e SSN GLBA + NFPPI £ 2080 864
|:] List 265 bat GE> Address GLBA -+ NFPI £4225 1785
€ Passport copies pdf g& SSN GLBA + NPPI £ 3380 1404
{* Property details pptx g Phone Number + Afress GLEA + NPPI £1133 447

Figure 12: Files in Folder
This section of the screen shows details about the files which are contained within the selected folder. The
information here includes the filename, the content type, any compliance regulations the file is needed for,
the monetary value and risk level. These can all be configured in the Data Discovery and Classification

configuration section.

This Report can then be scheduled, saved or exported.

5.3 Excessive Permissions by Object Report for SharePoint Online

Running the Excessive Permissions Reports for SharePoint Online needs to be done using the Lepide Data

Security Platform Legacy Console and the steps for running it are as follows:
Once the prerequisites are met and a scan has run, the Excessive Permissions by Object Report for SharePoint

Online can be generated as follows:

From the icons to the left-hand side of the screen, click the Permissions and Privileges n icon and the

following screen will be displayed:
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Permission & Privileges % Excessive Permissions by Object =

T

Equarro o das
LEPIDENASOT

€ ©

Generate Report

Object Name B ) Owner Last Scan

[
»
=

Files n Folder:

DHAOEREOE ovies tame % I3 % Content Type Compiiance Monetary Value Risk Level
»

Figure 13: Permissions and Privileges

Expand Risk Analysis (from the tree structure to the left side of the screen)
Click on Excessive Permissions by Object

From the top of the screen, under the Component Name filter, click Component Name

Component Name Filter x

Component : |5hareP0|nt Online - |

File Server
Filter Criteria:

Sharepoint Online

o

[] lepidesoftwars-admin sharepoint com

| oK | | Cancel |

Figure 14: Component Name Filter

Select SharePoint Online from the Component drop down menu

Select the Tenant Name from the list and click OK.
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You will return to the Excessive Permissions by Object screen

From the top of the screen, under Days click to select the number of days to report on

Days Filter X

Filter Criteria: |30 days -

a0 days
130 days
Custom days

[8]:4 | | Cancel

Figure 15: Days Filter

Click OK
Click Generate Report

The report will run showing the objects in a tree structure:

Parmission & Privileges % Excessive Permissions by Object i i
g8 Access Governance Dashboard 7 Component Name  +
= [ Hioric Permissions Ansysis -
@ [R Current Permission Analysis
=5 Risk Analysis 7 Directory + osbminiep-
= admn sharepointcom

7] Excessive Pemissions by Object

7] Excessive Pemissions by User
= () Sensitive Data

(3] Classified Files a8 ﬂ?&" tlep-ad ¥ ]
7] Casification Failures #8) Shashi_T1_22Aug22 -
{3 Classified Emails %) sha;m?v,:ssepgz Lsard e[, Orwveer s s
" Email Classification Failures =8 shashit2195ep22 » 2 » L
(7] Classified SharePoint Objects -3 pocuments Balance Sheet F522112126\Administrators. 0272872023 145738
1] SharePoint Objects Classification Failur| & Form Templates Finance Manager FS22112126\Admnstrators 02/20/2023 145738
: Classified OneDrve Objects a0 vistny Forecast FS522112126\Adminstrators 02/28/2023 145738
| OneDrive Objects Classfication Failures g0 Lis2 # ang L Sneet F522112126\Admnstrators: 02/28/2023 145738
] Classified Dropbox Objects =8 Root Lib1 R LDSPS\Netdpp_Adrin 022202 5ER
e ";“‘”’: D:J‘;" e I :;::E:hz Credseatement LDSP5\Soru 0228/2023 145738
7] Sensitive Files by Name # 1 g
.:, Open Shares 2 & B0 Site Assets Loan Upadtes. LDSPS\Soru 02/28/2023 145738
Bl et onensry B8 sie Pages Accounes LDSPS\Sorus 02/28/2023 145738 ¥
| i‘“’ n"; “"’”"V’ . " i ;)‘ :fy’:"'L " Permissions on Object  215ep22/List New! | Files in Object: hacepoint x LN
] Acts utside of Business Hours + le Library
B et Adminkaries g 0 soosier OODDDOD0OE o o 5 Cortens Trve _ Comos
[7] Password Older than N Days = shashiream2_215ep22 r )
Lit] No Logon In Last N Days = ® Documents David Umtted Access IS S S 7 001Pattems List with Descrption and Links x| Hadhar Cand + A ALL Patt
Ii External Data Shating 0365 ® L] Form Templates Michae Linked Aooms 7 7 7 Aussie Pattems six Ralan Diving Lic... ALL_Patl
) Do M B i E\ Larry Cortrite, Read F T ) = DOC_US 4 Resourcs Diectory pdf Aadhar Card + A.. ALL_Patt
1544 Sores ’“ Bl 2aes vince Limked Aocess. Read VS % DSSpolcyclassier o Australa Driver's .. ALL Pail
oy :yjep:-z:;w Richard Uimited Access, Read AT A = France- TiN pdf Pustrala Drivers .. ALL Patt
i B Test poct Franch Nationa 1D New tt Hachar Card + B.. ALL_Patt
& B8 Teat Doc2 indian IFSC Code Regex it No Senstive Con... N/A
) ndonesia Diver License REGEX No Senstive Can... N/A
5 New_Flenamed_Fles (T)csv # Date nemddyyy (... ALL_Patt
5 New_Renamed_Files (1)mbt # Datemncklyyyy ! ALL_Patt
= Naw_Renamed_Files (1) ok # Date mckdyyyy ! AL Patt
New_Fanamed_Files (1)bd 5 WPyd < Raiian D ALL_Pall
i New_Renamed_Files (2cev # Date mmddyryyf.. ALLPal
5. New_Flaramed_Fles 2)mbt # Date rcklyryyf . AL Pt
= New_Renamed_Fies 2o 5 Mustats Diver's . AL Pt

le ’ Bt Brcard Bon e e ,EJ

Figure 16: Excessive Permissions by Object Report for SharePoint Online

5.4 The Excessive Permissions by User Report

This is the second of the two Excessive Permissions Reports. It is showing the same data but based around an

individual user rather than an object.

Follow the steps given previously but choose Excessive Permissions by User.
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As before, select the required component and number of days.

Click Generate Report to run the report:

W Lepide Q) vome Q) Lepisenvator @) lepdeTus @ Myleside {3 Lesideduies () Lepicertenity (@@ GosaiDasnworrd | 33 ()
Report
Report Name - Excessive Permissions by User
et Name : Equals [AIT] AND Days : n
Trust / Reports / Risk Analysis / B ermissions by User S
W o203 o ServerName  ObjectName 37 (L) Path Owner Last Scan Last Modified BLhDaoMmBEhNdnRm @ @
> 192.168.20.193
v B ipes
® HeslhMAILONEN® ocoor Botance 5. e s sss smamsne v | v v v v v | v v v v v
@ Jomes Howlert ocoor Fiance M CaCompany sharet Vanses IpsesWa Syse | OUOSRZIISSSIS BRA0RISIN L v o v v v v v o o
® Jost Miler ocoot Forecasts CiCompsny SharelFinancal Sarvis FinancalForacssts It | CUERIR IS WNRWRI | v v v v S v v v v v v
) Justin Fammer DCDo1 Pand LS. cace Sheets O7/06/2023 15:5535 | 23/02/2022 183511 v v v v v v v v v v
Kelly Maxwel Dbeoot Statements Ipde\Mary Byrde | OT0S2023 155535 1SGSROBITSS | v | v v v v v v v v v v
@ kg
@ Laszlo.Cravensworth
@ LeeRussel
- Name o | By ContentT Compliance Moneta Risk Level
® Lousioom & B = vpe E B
@® Marty.Byrde
@ Mischievous Megan -
: RN ® sN PCLDSS 55000 7000
® NealGamby
@ PatrickBatemsn asasesase bmp. R | = Ferass Faow o
® PaulAtkn Y
Ssmomp &® | ssn paLOSS $ 5000 7000
@ pewemichen
A NoSensitive Content | NA NiA NiA
Randsll Raines Aeresses o
@ Ransom rangy (= & s e s3s16 175
@ Rick Deckard - -
- T & Adcress+ PhoneN... | NPFIFHI so0m &7
@ RoyPery

Figure 17: Excessive Permissions by User Report

This example has the user named Neal Gamby selected. It shows the objects, folder contents and permissions

for Neal. Clicking on a different username will show information related to that user.

The report can be scheduled, saved or exported.
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Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team

using the below contact information.

Product Experts Technical Gurus

USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email

your queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

Trademarks

Lepide Data Security Platform, Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data
Security Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security Platform
Logon/Logoff Audit Module, Lepide Data Security Platform for Active Directory, Lepide Data Security Platform
for Group Policy Object, Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for
SQL Server, Lepide Data Security Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory
Cleaner, Lepide User Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide

Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above
of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners.

These are purely used for informational purposes only.
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Lepide Data Security Platform Users with excessive privileges

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States

and/or other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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