
Active Directory
Lepide Auditor for Active Directory provides detailed audit trails with the critical “who, what, where, and when” audit 

information for all Active Directory changes and events. Lepide provides detailed state-in-time Active Directory audit 

reporting so admins can fully understand what their AD looks like. Lepide also tracks user behavior, including 

logon/logoff behavior and account lockouts.

• Our Active Directory audit tool tracks all changes 

and events with detailed audit reports and 

extensive audit trails. If something happens in 

your AD, we capture it.

• Track changes being made to AD objects, Group 

Policy objects, infrastructure, containers, OUs, 

users, computers, groups, contacts, printers, 

shared folders, and more.

• Track changes to permissions in Active Directory, 

including domain, OU, group, container, and user 

to ensure you limit permission sprawl.

• All critical audit information is displayed on a single 

line. Get the critical who, what, when, and where 

auditing information in a single pane of glass.
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• Understand the current state of your AD, including 

your users, group membership, computers, 

groups, organizational units, empty OUs, and 

more.

• Get a list of all of your Active Directory domain 

admins. These users hold the keys to your 

kingdom.

• Identify users with passwords that have been set 

to never expire. These accounts are common 

causes of compliance failure.

• Report on inactive users to help make decisions 

on cleaning up your Active Directory threat 

surface.

• Snapshots of configurations at specific points in 

time aid in tracking changes and ensuring security.

Audit AD changes and events.

Audit the state of your AD.

http://www.lepide.com/


• Understand the way your users are logging onto 

and logging out of Active Directory.

• Improve access controls by getting visibility over

failed logon events, concurrent logon sessions, 

logon history, users logged on to multiple 

computers, and much more with logon auditing 

capabilities of our tool.

• Notify admins in real time on a typical user 

behavior, including login attempts outside of 

normal business hours.

• Identify potential brute force attacks by analyzing 

failed login attempts to determine the root cause.

• Investigate account lockouts and identify the 

source in a matter of seconds. 
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Audit user behavior in Active Directory.

Start your 20-day free trial of Lepide today! Start free trial

http://www.lepide.com/
https://www.lepide.com/lepideauditor/active-directory-auditing.html
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