WLepide

Lepide Data Security Platform

Combined data and identity security across on-premises and cloud environments.

Lepide Data Security Platformis designed to enable you to better protect your unstructured data. The Platform collects data

from critical on-premises and cloud resources and helps to simplify the process of reducingrisk, detectingthreats, and

investigatingincidents.

RES

)

1V,
O“CT ITy s
Q_O I
Q »

1 Detect andrespond to threats

T Recover and
investigate

Reduce therisk surface I S

Report

Report Name- Permission By Object

Access Type  Permission

Denied

+ Allowed

v Allowed

v Allowed

+ Allowed

Creat files / write data, f...

List folder / read data, re...

List folder / read data, re...

List folder / read data, re...

List folder / read data, re...

Permission Method

Direct Applied

Direct Applied

Direct Applied

Indirect through ev...

Direct Applied

Applies To

This folder, subfolder...

This folder, subfolder...

This folder, subfolder...

N\A

This folder, subfolder...

Identify and reduce risk.

Identify misconfigurations and security states
that areincreasing therisk to your sensitive data,
including data opento all users through open
shares, stale data, inactive users, users with non-

compliant passwords, and more.

Actively identify users with excessive permissions
and automate permissions management to

achieve zero trust.
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Detect andrespond to threats. Alert Configuration

Threat Models Email Settings

Alert Name Description ~ Agent Status Status Action

Learn what the normal behavior of your users
looks like and getalerts deliveredinreal time
whenever that behavior deviates from the Potental brute force attack N/A

established baseline. Mass delete behaviors (OU)

Mass delete behaviors (User) Disabled

Pre-defined threat models and workflows enable

you to detect the symptoms of threats in real Poendat businesy disrupion Drsabedd

time and trigger automated responses to Increased threat surface area
maintain the security and integrity of your
sensitive data.

Report
Reporc Name: Permision o} Otjec Recover andinvestigateincidents.
Secesstypegiiibermizsion EermlsicaMetnodif Arplic=io Our detailed audit logs consolidate noisy eventlogs
2 into a single pane of glass. This makes it not only easy-
Denied G files / data, f... D Applied This folder, subfolder...
i e e R to-read, but also searchable, sortable, and filterable.
v Allowed List folder / read data, re... Direct Applied This folder, subfolder...
v Allowed List folder / read data, re... Direct Applied This folder, subfolder... EaSIIy |nVeSt|gate Securlty InCIdentS and prOduce
reports fit for auditors. Restore deleted objects back
v Allowed List folder / read data, re... Indirect through ev.. ~ N\A . L. X " X
to their original state to avoid disruption and
 Allowed  Listfolder/read data, re..  Direct Applied This folder, subfolder... downtime.
) . Threat models and Intelligent SIEM
Real time alerts Pre-defined reporting 9
workflows integration
Broad platform Al-helper to easil Ongoing user behavior
Enterprise scalability P P y 9eing
coverage digest key information analysis
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