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How Lepide Helps Monitor

User Behavior On MS Teams

The collaboration that MS Teams provides
Creates unique security challenges that many
solutions cannot cope with. Lepide enables you
to get real visibility over how your users are
engaging with Teams and when sensitive data is
being shared, to help you respond to threats and

prevent breaches.

Understand How Your Sensitive Data

Is Being Shared in Teams

Whenever sensitive data is shared on Teams, you
need to be able to see which users are now able
to access that information and remediate access

if required.

Get real time alerts when sensitive data is being
shared via particular channels or directly in chats.
Generate reports on which users now have
access to that sensitive data and address

excessive permissions.

{“ Permissions by SharePoint Objects

=] g le pidesoftware-admin.sharepoint.co

&-® sales Department Object Name Last Scan
& B pacuments SalesTargets_October.csv 10/20/2020 11:25:2
@ W General .
Object Type
@ ™ Form Templates File
i B0 site Assets
BB site Pages URL
@ style Library https://lepidesoftware.sharepoint.com/sites/s
User/Group <1 | Type 7| Permission V| Inherited
Sales Department Mem... Group Edit Mo
Sales Department Mem...  Group Full Control, Lim...  No

Mike Smith User Full Control No




Uncover How Your Employees Are Using

Teams

Get real time information on how and when your
users are accessing Microsoft Teams, including when
sessions are started, when new teams are created,

new channels are created, and more.

Receive this information in real time alerts or through
pre-defined reports to detect and react to

inappropriate usage faster.

{-‘} All Environment Changes in Office 365 (Teams)

| Y Server Name | | Y Who | [ Y Where |
| T Object Path | | Y When | [ h i Criticality |
| Y Object Type | | Y Operation |

Drag a column header here to group by that column

Component +1 | Object Type 7| Who -7 Operation
Microsoft Teams Team james@lepide.co | Created
Azure Active Directory Group james@lepide.co  Created

SharePoint Online Site Collection  james@lepide.co | Created



