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Microsoft Teams

The collaboration that MS Teams provides creates unique security challenges that many solutions cannot cope with.
Lepide enables you to get real visibility over how your users are engaging with Teams and when sensitive data is being
shared, to help yourespond to threats and prevent breaches.
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:“ All Environment Changes in Office 365 (Teams)

Tack user behavior.

|Y Server Name | |T Who l ‘Y Where

|Y Object Path | |Y When l ‘Y Criticality

Getreal time information on how and when your users
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are accessing Microsoft Teams, including when

sessions are started, when new teams are created, Drag a column header here to group by that column

new channels are created, and more. Receive this Compenent 7| Object Type 7| Who -7 Operation
information in real time alerts or through pre-defined 0O L0 jo,

reports to detect and react to inappropriate usage Microsoft Teams Team james@lepide.co ' Created
faster. Azure Active Directory  Group james@lepide.co | Created

SharePoint Online Site Collection  james@Iepide.co Created

External Data Sharing 0365

Drag a column header here to group by that column

Spot data being shared externally.
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OneDrive \local\LPDE1\lepide = chris.outlook.com | 7/18/21 1! simon@lepide.co Lep|de can now show you when datais being shared
OneD: \local\LPDE1\lepide = anonymous 7N8/21 11 simon@lepide.co . .
i o bt £ externally on MS Teams, whether through public/private
OneDrive \local\LPDE\lepide = gemma_outlook.c = 7/18/21 1! simon@lepide.co X L. X X -
channels orindividual chats. This gives you the ability to
SharePoint Online \local\LPDE1\lepide = chris.outlook.com 7/18/21 1! simon@lepide.co
SharePoint Online \local\LPDE 1\lepide = chris.outlook.com = 7/18/21 1( simon@lepide.co ldentlfy and alert in real tlme When your mOSt SenSitive
MS Teams \local\LPDE 1\lepide  anonymous 71821 1( simon@lepide.co datais being shared outside your organization, helping
MS Teams \local\LPDE1\lepide = anonymous 7/18/21 0% simon@lepide.co you to detectincidents that could lead to potential data
MS Teams \local\LPDE1\lepide = anonymous 718/21 0% simon@lepide.co
breaches.
MS Teams \local\LPDE1\lepide = anonymous 7718121 0% simon@lepide.co
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