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SharePoint

Our SharePoint auditing solution helps organizations overcome the limitations of native auditing, by aggregating event

log datainto “single-pane” reports. Get all the information you need, including “who, what, when and where” all in one

report. Below is a non-exhaustive list of what our SharePoint auditing solution can do.

Insightinto changes.

Getincreased visibility into the who,
what, where and when audit
questions, including before and after

values for changes made.
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Pre-defined reporting.

Pre-definedreports forcommaon
security and compliance concerns,
including PCI, HIPAA, GDPR, CCPA,

SOXand more.

Report

Report Name - External Data Sharing 0365

Home / Lepide Trust / Reports / External Data Sharing 0365
Component Name|  Shared with Shared by
Microsoft Team dlepi yedlepi
SharePoint Online chris_outlook.com... simon@Iepidesoftwa...
SharePoint Online gemma_outlook.c... simon@Iepidesoftwa...
SharePoint Online  chris_outlook.com. imon@lep

www.lepide.com | +1-800-814-0578

Read access auditing.

Ensure sensitive datais accessed
only by those with the required
authorization through detailed read

access auditing.
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Classify sensitive data.

Locate and classify sensitive data
according to the sensitivity of the
contentand its relationto

compliance requirements.
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Real time alerts.

Decrease the time it takes foryouto
spot and react to potentially
damaging changesin SharePoint

Server and SharePoint Online.
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Analyze permission
changes.

Determine who has access to which
files and folders and track
permission changes to help spot
excessive permissions and at-risk

data.

See when data is shared externally.

When Effortlessly track external data sharing in SharePoint

Online and SharePoint Server, ensuring full visibility and

01-11-2024 12:00:15 AM

01-11-2024 12:00:15 AM

control over sensitive information leaving your

organization. Lepide enables real-time alerts,

comprehensivereports, and deep insights to

01-11-2024 12:00:15 AM

proactively mitigate risks associated with data

01-11-2024 12:00:15 AM

exposure.
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Report

Report Name - Document Changes

Audit SharePoint data access. Filters: Server Name :[Equls [AIT]

Home / Lepide Auditor / Reports / SharePoint Online / Document Changes

. . . . File Name Who When Operation
Monitor every file and folder accessed in SharePoint,

both on-premises and online. Lepide captures

Company Detail.xlsx ~ simon@lepidesoftware... 06-10-2024 12:47:21 Permissions Granted
detailed information about user activities, including
0 5 . q Confidential.pdf simon@Ilepidesoftware... 06-10-2024 12:47:21 Permissions Granted
read, write, modify, and delete operations. Gain
complete visibility into data access patterns and Patients ID.xlsx simon@lepidesoftware...  06-10-2024 12:47:21  Permissions Granted

SWIftIy deteCt any SuspICIOUS or unaUthorlzed aCtIVIty' Staff info.docx simon@Ilepidesoftware... 06-10-2024 12:47:21 Permissions Granted

Report

Report Name - All SharePoint Online Changes Keep track of permission Changes.

Filters : Server Name II]] AND Operation : [Permission Level Granted, Permission Level Mo...

Home / Lepide Auditor / harePoint Online / All SharePoint Online Changes

Who When Operation Object Type Maintain a granular record of SharePoint permission
: : changes. Lepide tracks modifications to user
jason@lepidesoftware.om... 01-11-2024 12:00:03 AM Permission Granted File . . .
permissions, group memberships, and access levels,
jason@lepidesoftware.om... | 01-11-202412:05:20AM  Permission Granted  File ensuring you can identify and remediate any
simon@Iepidesoftware.o... 01-11-2024 12:11:42AM  Permission Granted File unaUthorlzed or |nadVertent mOdlﬂCathnS promptly
Enhance your organization's security posture with
simon@Iepidesoftware.o... 01-11-2024 12:18:02 AM  Permission Granted File

accurate and up-to-date permission auditing.

Spot users with excessive Report

Report Name - Excessive Permissions by User

permissions . Filters : Component Name : [Equals [All] AND Days : Equals [30]]

Home / Lepide Trust / Reports / Risk Analysis / Excessive Permissions by User
Account (Principal) Effective Permission [0 [1)  [X

Pinpoint users with excessive access privileges within

your SharePoint environment. Lepide identifies users 2 hupsi/ileps.sharpoint... | Full Control

with unnecessary or elevated permissions, helping "
& httpsi//leps.sharpoint... | Full Control

you proactively reduce the risk of data breaches,

q . . A & httpsi//leps.sharpoint... | Full Control

unauthorized data manipulation, and insider threats. il A e

Strengthen security and maintain a least privilege & hetpsi//leps.sharpoint... | Full Control

model effortlessly.

Start your 20-day free trial of Lepide today! Start free trial

www.lepide.com | +1-800-814-0578 WLepide
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Report
Report Name - All SharePoint Online Changes

i

Filters : Server Name :

arePoint Online / All SharePoint Online Changes

Home / Lepide Auditor

Object Name | Who When Operation

NFForm.xml app@sharepoint 01-11-2024 11:58:53PM  Accessed

NFForm.xml app@sharepoint 01-11-2024 11:58:52 PM Accessed
psillepi.. 01-11-2024 11:21:21PM  Page Prefetched
Healthcare simon@lepidesoftware... 01-11-2024 11:21:21 PM Site Sharing Re...

Display all SharePoint user profile

changes.

Keep a detailed log of changes made to SharePoint
user profiles. Lepide captures modifications to user
attributes, such as display names, email addresses,
job titles, and more. Maintain a comprehensive
record of profile changes to meet compliance
requirements and swiftly respond to any

unauthorized alterations.

Modify Filters

Filter by Operation

Filter Criteria

include v

(_J Permissions Granted

[_J Permissions Revoked

‘17 Cancel J

‘ Cancel I

Start your 20-day free trial of Lepide today!

www.lepide.com | +1-800-814-0578

Audit SharePoint configuration

changes.

Stay informed about any changes made to your
SharePoint configurations. Lepide audits
modifications to site settings, list and library settings,
web part configurations, and more. Detect and
respond to configuration alterations promptly,
ensuring the integrity, compliance, and optimal

performance of your SharePoint environment.

127.0.0.1(SharePoint)\User Profile Modified

T Profile Name
7 When
7 Operation

T Site URL

Drag a column header here to group by that column

Profile Name 7| Who 7 |Operation 7| sit X

» p p o o
COD\Administrator System Account Properties M... http://ntw17:41231 [SPS-PersonalSite.

COD\Administrator System Account Properties M... hitp://ntw 7:41231 [SPS-PersonatSite.

Deliverimproved insight, when you

need it.

Lepide offers robust reporting capabilities, providing
you with comprehensive insights into SharePoint
auditing data. Generate pre-definedreports or
create customreports to address specific
compliance mandates and security concerns. Access
real-time information, visualize trends, and make
informed decisions to enhance your organization's

data security posture.

Start free trial

WLepide
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Audit and report on stale data.

Complete visibility over data within SharePoint
Online helps you pinpoint obsolete or neglectedfiles
and directories to streamline storage, fortify data
governance, and uphold regulatory compliance.
Empower your SharePoint ecosystem with
actionable insights for seamless data oversight and

fortified security measures.

Report

Report Name - Stale Data report for SharePoint Online serve...

Filters : Tenant Name : [Equals [All] AND Stale Days : [Equals [10]]]

Home / Lepide Trust / Reports / Risk Analysis / Stale Data report for SharePoint Online se...

Object Name Object Type

Green-test1

Jack-jly

R'ockey

Neal_Team_Jan24

Start your 20-day free trial of Lepide today!

www.lepide.com | +1-800-814-0578

Stale Folder Size

47,00 MB

15.00 KB

805 Bytes

12,00 MB

Stale File Count

Start free trial
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