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1 Introduction

Managing user permissions across large networks is one of the most challenging tasks businesses face today.
Excessive permissions don’t just clutter the system; they pose serious security risks. Yet, identifying and
revoking this permission especially for multiple users across various servers can be a complicated and time-

consuming process.

Lepide Protect simplifies permissions management with an easy-to-use, powerful solution that puts you back
in control. It helps businesses efficiently analyze and manage permissions, reduce risks, and ensure

compliance.

With features like super admin privileges, role-based configurations, team management, and dynamic
dashboards, Lepide Protect transforms a complex process into a seamless one. The platform doesn’t just
identify excessive permission. it provides a one-click solution to revoke unwanted access, saving time and

effort.

Additionally, with real-time insights and robust safety measures like automated backups and restoration,
Lepide Protect ensures your organization’s data stays secure while giving you the tools to maintain control

with confidence.

If you have any questions at any point in the process, you can contact our Support Team. The contact details

are listed at the end of this document.

2 Installing Lepide Protect

2.1 Requirements and Prerequisites

Before you start using Lepide Protect, you need to ensure that you meet the following requirements:

a. File Server Configuration: Ensure the file servers are properly configured within the system. This is
essential for managing permissions effectively in the domain you are setting up for permission

management.

b. Successfully Scanned Dataset under CPA: Run a comprehensive scan using the Current Permission

Analysis (CPA) feature to identify excessive permissions and populate the dataset with actionable insights.

c. CPA User Privilege: The user running policies in CPA must be a Domain Administrator. This user will be

responsible for automating the denial of excessive permissions.
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2.2 Super Admin Privileges

Lepide Protect requires that a single administrator with Super Admin Privileges is assigned to oversee and

manage permissions for each domain.

This approach ensures:

e Clear Accountability: One designated admin is responsible for all permissions management
e Streamlined Operations: This simplifies the process by avoiding overlapping roles and duplication

e Consistent Policy Application: It ensures all policies are uniformly implemented across the domain

To assign this user:

1. From the Web Console Home screen, choose the Settings icon

2. The Admin Console screen is displayed:

Admin Console Search Q Remove Member(s) + Add Member(s)
Members Logon Id Domain Added On Type Role Actions
Categories
%2 logs
General Settings

B s & resore

You don't have any member(s) here, please click on Add Member(s) button to add new Member(s) !

F R —

Total Memberts)- 0 10/page ~
& repiderq

Figure 1: Admin Console

3. Scroll down the Categories section and click on Lepide Protect

The Configure Team Members screen will be displayed:
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Configure Team Members

Please Configure Super Admin Privileges

Logs
Z o s
Super Admin Domain Name
Generslsettngs e iin
[ Neatamby Ipdediocal

B excperesore

xported ies -

) Email Conti
Application URL

& v 9 Super Admin Privieges
Manage Domains .

= 8 §63 settings

(5 subscription
(59 configure Netifications

Important - To access Lepide Protect, please ensure that the user is granted the necessary Super Admin Privileges specific to their domain. As our Lepide Protect is o,
pl

ogo Manage Components designed to support a single domain, users without this domain-specific privilege will not be able to manage or access the permission settings.

& Lepiderq

E

Figure 2: Configure Team Members

4. Select Super Admin Privileges. This will display a list of all Super Admins across different domains.
5. Select the single user who will have sole responsibility for setting permissions for a domain. This

designated admin user will have the authority to oversee and control domain permissions.

6. Click Apply

This feature eliminates confusion, enhances operational efficiency, and ensures effective permission

management.

NOTE: The single user with responsibility for setting permissions for a domain can delegate permissions

to specified managers and this will be explained in Section 3.2 of this document
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2.3  Email Configuration

The Email Id needs to be configured to provide sender email details. Emails will be sent to notify users of

changes to permissions.

Configure Team Members

©  HRMS Please Configure Email Id
eneral Settings
= . Actve Directory O Multi-Factor Authentication
Backup & Restore s
B P [ e User Information server Information
Exported Files e Display Name Server Namerp
&, ropicaton R, Senders mail D port

@) super Admin Prvieges

£5] Manage Domains
I ing
3 setungs O Requires Authentication Requires a secure connection (SSL)

5 Subscrption

Logon Name ssLType Select v

(59 configure Notifications
Password

o warageComponeris

g@ Lepide IQ

!

Send Test Mail save

Figure 3: Email Configuration

- Check the Multi-Factor Authentication box if required

- Display Name

- Sender's Email Id

- Server Name/IP

- Port

- Check the Requires authentication box if required

- Logon Name

- Password

- Server Name/IP

- Port

- Check the Requires a secure connection (SSL) if required
e Select Send a Test Email to check that all the settings have been added correctly

e C(Click Save when finished
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2.4 Configuration Capabilities

Lepide Protect is designed to meet the needs of modern businesses by offering three easy-to-use configuration

methods for integrating users into the system:

a. HRMS (Human Resource Management System) Integration: Lepide Protect supports HRMS
platforms like Zoho and Workable which will fetch hierarchical user data directly from these
systems. This data is then compared with records in Active Directory (AD) to create an accurate
hierarchy, from super admins to employees. Once synchronized, the user data is uploaded into

team management automatically.

HRMS integration is fully customizable. To add an HRMS platform that isn’t currently supported,

please refer to the Lepide Support Team for assistance.

b. Active Directory Integration: By validating domain credentials, Lepide Protect accesses and syncs
user hierarchies from Active Directory. This ensures that your organizational structure in AD is

accurately reflected within the Lepide Protect Team Management Module.
c. CSV-Based Customization: For organizations that need more flexibility, Lepide Protect allows

importing customized user data through CSV files. This feature enables you to define fields like

managers, departments, and job titles, ensuring the system adapts to your unique team structure.

2.4.1 Steps to Configure Capabilities for HRMS:

1. Select Lepide Protect
2. Select HRMS
3. Select the HRMS system required and follow the steps for setup

NOTE: Only one configuration method can be used at a time. This ensures smooth operation and
avoids any conflicts or data overlap during synchronization.
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Configure Team Members

Please choose a Human Resource Management System (HRMS) for Team Setup.

N

Logs

For Custom HRMS, contact us!

a3l Settings Zoho
General Settings ,\: , Active Directory Pe Op| e 9 workable

Backup &Restore 0

70 @

Please Note: Member integration can be performed using HRMS, Active Directory, or a CSV file, but only one source can be used at a time.

[

Exported Files
2 (%) Email Configuration

D

Application URL (
pplicatior S super Admin Privileges

Manage Domains .

B

53 settings
5y Subscription
dentity
59 configure Notifications
m
w
My Lepide o Manage Components

@ & Lepicerq

@

Figure 4: Configure Team Members: HRMS

To generate the Client ID and Secret Key for HRMS, click the "' icon and the instructions are displayed:

Configure HRMS Details

Lepide Protect / Configure HRMS Details

Categories
Zoho ®
B ‘ People Domein Neme:
‘Specify the domain associated with your Zoho account, typically based on your organization's
region. Comman Gomain exiensicns ndlude: Bxampie sho.cam (GIokai), 2ohe.2u (Europ),
Domain Name -
Zoho.in (Indis), z0h0.com.cn {China). etc.

Client ID & Secret Key:

Client 14
+ Logiin tothe Zoho APl Consale (hitps://api-consale zoho.com).
+ Navigate o the "Seff Clent” section
SecretKey buttonto create 2 new Self Clent.
G om the dropdown menu and diick *Create."
9] + After creation, copy the provided Client ID and Secret Key and keep them secure.
Protect
Match Attribute Selzet Any Preference v Match Atributes:
) This setting helps map users from your HRMS (o users in ACtive Directory (AD). Choose
Active Directory ::::;:ﬂgm’\buteslmm(hedmpdm'.‘n lists for both HRMS and AD to ensure accurate
Identity &
Note: Select attributes that are common o both Systems 0 achieve the best matehing
m Domain Name/IP resuits, siming to map the maximum number of users.
w emneeme
My Lepide
User Name ba@lepidedemo22.com
i Password
Match Attribuce Select Any Preferance M

=
8.

Figure 5: HRMS with Help Instructions

2.4.2 Steps to Configure Capabilities for CSV:

1. Select Lepide Protect

2. Select CSV
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3. Select the CSV file and follow the steps for setup. The steps will be similar to the Active Directory

setup shown in Section 2.4.3 of this guide

Configure Team Members

Z toss @ ams
2
Generl etings )
o Active Directory
EQ sackuparestore O o a-
3] Exported Files
P () email Configuration
lcation
G roplcation UL (@) super admin Privleges 2
&
(&) Manage Domains & san Drag & Drop or Choose file to upload
3 settings
&5 subscription
(] oonload csv ormat
(59 configure Notifcations
Please follow these guidelines before uploading your CSV:
R —
« Usernames and managers must use the sAMAccountName format.
& weoeera + Duplicate emails are alowed but may affect the delivery of email slerts to managers.
v A ble-check manager entries to ens t

() woee

Figure 6: Configure Team Members: CSV

2.4.3 Steps to Configure Capabilities for Active Directory:

1. Select Lepide Protect
2. Select Active Directory

3. The Active Directory screen will be displayed:

Configure Team Members

2 e s
Genersi settngs ‘ J—

B sacup & resiore 7[‘ -

Exforted Fles (%) Email Configuration

@ Application URL (8 super Admin Privileges

Manage Domains B s

3y Subscription You have not Added any Active Directory please integrate an active

Directory entry to advance with the process,

(=9 configure Notfcations

o anage companerts

& Lepiceie

£

Figure 7: Add Active Directory
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4, Click the Add Active Directory button

Adding Active Directory will integrate the Active Directory users with Lepide Protect to allow us to

allocate the permissions for the files and folders

Active Directory Configuration

t/ Active Directory Configuration

Categories

Please enter the domain Credentials.

Active Directory Details

Domain Name/IP

User Name Neal Gamby@lpded focal
Password  seeeeen
Important : When adding a manager attribute, use the Manager Should {

=y -

Figure 8: Active Directory Details

5. Enter the following details:

- Domain Name/IP address
- User Name — note: this should be the SAM account name
- Password

6. Click Next

All the AD users will now be integrated into Lepide Protect and displayed in the integration page:

Configure Active Directory

agement / Configure Active Directory

Display Name SAMAccount Name Email Manager

«Jr Active Directory Details

@ megao Demo 146 demotas
aaran cole aaron.cole [aaron.cole@ldsp200.com [Demotas
adtrsharma sditisharma [3dm sharma@idspaon.com [Demotas
aditya joshi aditya joshi ‘_adi_ryé.‘psh\@\dspzbﬁ com | | Demot4
aishwarya kumar aishwarya.kumar | aishwaryakumar@ldsp200.com (aaron.cole
ajay sharma ajay:sharma [ajfyshsm‘a@ldsp] com (aaron cole
akash sinha akash.sinha | akashsinha@ldsp2.com [ aistwarya kumar
James nall James hal [akash.sinha@idsp200.com | [aisrwaryakumar
akira sato akirasato [akira.sato@idspz.com [pemotas
slejandro sanchez alejandro.sanchez | alejandro.sanchez@idsp2 com | pemo14s

Total Record(s) - 1358 st Previous 1 |7136 u u 10/Page v

Figure 9: Integration Page
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e The Integration Page displays the Display Name, sAMAccount Name, Email and Manager for

each user.

e The Email address and Manager name can be edited on this page if required. When editing
the Manager name, it is better to use their sAMAccount Name rather than the Display Name

as this will always be unique.

NOTE: If either the email address or Manager name are changed within Lepide Protect, this will not be

updated in Active Directory. It is only used for Lepide Protect.

7. Click Next

§§§ Lepide USA Inc. Page 11
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The following dialog box will be displayed if duplicate emails are found:

r B |
Duplicate Emails Found

we've found duplicate email addresses in your list. This may affect notifications of
enrolled managers.

Do you want to continue or make changes?

Proceed Anyway Go Back and Edit

N
8. Click either Proceed Anyway or Go Back and Edit to continue
The following dialog box will be displayed:
r A

Ready to Sync 718 Users?

Sync Now or Download to modify and re-upload the list.

Including the missing manager allocation improves Protect's usability.

1+

-

u Download Userdetails (C5V)
(C) continue without upload cs¥ file.
P B
Cancel ) ok

e This gives you the option to download user details to a CSV file. With a large number of

users, this can make it much easier to filter, sort and edit the user details.

e [f this option is selected, the changes can be made in the CSV file and then this CSV file can

T

et
be uploaded here with the updated details using the Upload button:

e Clicking the Upload button will display a list of CSV files. Select the required file and click
Open

9. Click Download User details (CSV) if required or check the Continue without uploading CSV file

§§§ Lepide USA Inc. Page 12
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10. Click OK

The Scan Settings page is displayed:

Edit Active Directory Configuration

otect / it Active Directory Configuration

Categories
Sync Configuration setup for Team Management.

o Actve Direciory Dess © Symetion

Scan Schedule Status

Figure 10: Scan Settings

11. This page allows you to sync the configuration setup for team management which means it will
retrieve information from AD and display the users and managers as a hierarchical structure to make

it easier to see who manages who.
Select Sync Now to start scanning now
Or

Select Schedule Sync to specify a schedule to regularly sync this information

NOTE: Note that any changes in Active Directory will be highlighted during the scan and you can choose

whether to accept these changes or ignore them

12. Once any changes are verified, click Finish to update Lepide Protect

2.4.4 Updating Details Manually

If a change needs to be made to Lepide Protect before the next scheduled scan, the changes can be made in
the Integration Page and then the Sync Now option can be selected to update Lepide Protect.

§§§ Lepide USA Inc. Page 13
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3 Team Management

The Team Management Wizard simplifies the process for Super Admins to manage user hierarchies configured
through the Permission Management Module. It provides a clear view of the organizational structure and

supports the following key activities:

User Enrolment:

e User enrolment allows the Super Admin to delegate responsibility for permissions management to
the specified manager of their team. This means that the manager, who will know the roles and
requirements of their team, can allocate permissions accordingly.

e Enabling access in this way to managers affects Lepide Protect features only, without affecting

console-wide privileges

Action Management: Allow managers to execute assigned policies and receive email notifications for updates

and actions.

User Un-enrolment: Unassigned roles and remove users from the ability to run policies

This streamlined approach ensures managers and team members have the tools they need to maintain proper

access control efficiently.

1. Hover over Lepide Protect and the following menu options are displayed:

@i' General Settings

Detect

E-\. Backup & Restore

o3 Team Management

Protect El Policy Management

Application URL
x &
E ]

Identify

@ Manage Domains

Figure 11: Lepide Protect Menu Options

2. Select Team Management

The team management screen is displayed:
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Team Management

o getstarted, pl

e Depertment Job Title Emai St Action ® O ot

& ossen premain. epide.com
+ i& Oelegscenz test0@Idsp200.com Apply Least Privilege
+ & Detegatent cahul23144@1d5p200.com Apply Least Privlege

+ il radeen shashi @lepsopyild onmicrosaf Appy Lesst Prviegs

o|o(o|o

+ (@ Rahul Ashish@Idsp200.com Apply Lea:

O, sushir Snarma Sushir@ids200.com
Vilaye@idsp200.com

Sanity2@1dzp200.com

Poojas@ldsp200.com

BB 6 e |. e

9 Taoum Taouza@ldsnzi0om

Total Memberts) - 11 rost | [prevos | [ |“nn 10/Page -

Figure 12: Team Management

This screen shows the single Super User responsible for all permissions management at the top of the hierarchy.
Below this are the managers of the different teams and individual users. Click the ‘+ icon next to the manager
to expand the team and view the team members. There could be further managers within these groups which

can be expanded and viewed in a similar way.
The Team Management screen has the following options:

The icons next to the Manager name represent the following:

CE
- A manager with subordinates only
il A manager with other managers and subordinates
3.1 Action

The Apply Least Privilege action will be applied when a scan is run

3.2 Enroll

Enrolling a Team Manager means that permissions management has been delegated to them for their
particular team. Once enrolment has been selected, the relevant manager will receive an email to inform them

that they now have authority to log into Lepide Protect and manage permissions for their team members.

e Toenroll a Team Manager, check the Enroll box

o Click Apply
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To see the managers who have been enrolled, select Role Management and the Role column will show their

user role and their Lepide Protect role will be shown next to this:

Admin Console (O Select All Member(s) Seorch

E.‘ Aditi Sharma. ‘aditi.sharma@Idsp20000.com Idsp200.com 08-07-2025 03:55:09 PM User

Genera e

B Bacup ares

[2] exporcea s

@ rppicaton URL

8 Manage Do

subs

=9 conrereon

o
o Manage componenss

9 tepice protect

Figure 13: Role Management

e Inthe example above, Arjun has a Role of Data Viewer which can be switched to Admin if required.
The other role is Protect Manager for Lepide Protect which cannot be changed here and so is

disabled.

3.3 Exclude a Team or a User

To exclude a Team or a User from having a policy applied to them, check the Exclude box next to the Team or
User. This provides an easy way to specify any teams or users that you want to exclude from a particular

policy. Once the policy has been configured, the Exclude box can be unchecked.
To exclude a team or user:

e Check the box in the Exclude column for the relevant user or team
o Click Apply

e The user or team will be excluded temporarily from Policy Management
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e When a user or team has been excluded there will be a green icon showing this. Clicking the icon will

display a list of those Excluded:

Team Management

To get started, please select the managers you would like to enroll into Lepide Protect
Dashboard / Team Management

Name Department 1

@ Dasari

®
@ & Arun Patel s

+ [@} Delegate02
Delegate 01
Rahul

Sudhir Sharma

Vijay Kumar. QA Analyst

z
b

ntashak

Jo Jo Jo )o g we

Pooja Samant

Total Member(s) - 9

Figure 14: Team Management Showing Excluded Icon

o  Check the box again to remove the Exclude option and the user or team will be included again

4 Policy Management

The Policy Management module in Lepide Protect provides a comprehensive set of tools to manage user

permissions effectively. It enables you to create, execute, and manage policies across users while ensuring
data integrity and compliance.

Note: Before Policy Management can be configured, the users need to have been configured as described

previously in this document. Also a File Server scan needs to have been configured for auditing and a File

Server scan needs to have been run.

Hover over Lepide Protect and the following menu options are displayed:

General Settings

'f—__r‘\. Backup & Restore

oo
ren Team Management

B Policy Management

@?} Application URL

£&] manage Domains

Figure 15: Lepide Protect Menu Options

Page 17
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e Select Policy Management

The Policy Management screen is displayed:

Policy Management

Dashboard / Palicy Managemen Create Policy

Policy Name Description Policy Status Last Sean Action Type Scheduled Date Status Actions

policy 1 DefautPolicy | h clicy Scan in Progres: s | 20250704 18:07:20 Apply Least Privilege A

Team Management

[ raey Management

Total Policy(s) - 1 Fiest  Previous 1 J1 | Nemt | lLast 10/Page ¥

Figure 16: Policy Management

Lepide Protect allows you to create customized policies for specific actions. The process includes:

e Selecting the target users enrolled in team management
e Defining the policy name, action type, and timeframe for capturing excessive permissions

e  Choosing the file server and folder sections fetched from the CPA scan from the legacy console

4.1 To Create a New Policy

e  Click Create Policy

The Create Policy screen is displayed:
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Create Policy

Dashboard / Policy Management / C Polic

Policy Name Policy Description
Criteria Whole Hierarchy Below Me ~ Period of Action 1 Day(s)

Action Type: Apply Least Privilege

ember Name ob Title mai
Member N. b Titl Email
i Neal.Gamby
O+ @ een Direct Employee neal gamby@LPDE Local

Total Member(s) - 2 Fist  Previous 1 || e | | am 15‘@

Figure 17: Create Policy

e Enter a Policy Name and optional Description

e  Select Criteria

The Criteria drop down menu has the following options:

Criteria (Only Member Aw

Only Member
Only Manager

(1) Member Name; (¢ Hierarchy Below Me

Figure 18: Criteria

- Members are those directly reporting to the manager
- Managers are all designated managers

- Whole Hierarchy applies to everyone below the current manager

e Select the Period of Action This refers to the number of days of inactivity to decide whether

permissions should be removed. The default and recommended number for this is 30 days.
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e Click Next

The list of servers and folders is displayed:

Add Shares

Dashboard / Policy Management / Create Policy / Add

Note : This server list is retrieved from current permission scan

You can include any shares by checking the box

D select all

v O B 19z6s112.102
& Read change permission

D'souzai
Share
Share1
Change permission
Create files

7] Create Folder
Delete
Delete folder and files
Full Control
List folder read data
Read attribute
Read extended attribute
Read permission
Take ownership
Traverse folder execute file
Write attribute
write extended attribute
Shares
]

5 O'souza2
share7
Special Permission
Modify
Read
Change per
Create files2
Create Folder2

] Delete2
Read2
write
Check

000000

Protect

10

=

denity

00c¢

U
A

My Lepide

@

Dashboards

000000000

0000t

Q

NO00000

Figure 19: Add Shares

e Select the shares as required by checking the relevant box(es)
o  Click Next
e Policies can be executed manually via the Start Scan feature or scheduled for automatic

execution (weekly or monthly).

§§§ Lepide USA Inc.
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Weekly Schedule

OMondsy ~ QTuesday  (QWednesday (O Thursday

O Friday Osaturday O Sunday

start Time HH

Figure 20: Scan Options

e  Click Finish

The Policy will be displayed in the Policy Management page:

Lepide Protect

Policy Management

Dashboard / Policy Management

Policy Name Description Policy Status Last Scan Action Type
Q Q Q Q
Policy Scan in Progress

poliey 1 Defauitpolicy ! | 2250708165824 Apply Least Privilege

Total Eplicyls)- 3 First  Previous 1 71| Newt | | Lam

Scheduled Date

NA

Status

(D) stop scan Now

P
0]

Py

Create Policy

Actions

10/Page ¥

Figure 21: Policy Scan in Progress
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Policy Management

Dashboard / Policy M

Policy Name Description Policy Status Last Scan Action Type Scheduled Date

Q Q

Tets 2 Detauit Poiicy| | 1 Bolcy Sean compleres) 2025.07-07 16:41:42 Apply Least Privilege

N/A

Identity

wm
wm

My Lepide

@

| Policy(s) - 1
Dashboards. ol Paliegs)

Figure 22: Policy Scan Complete

e Here the Policy Status shows that the scan is complete.
4.2 Failed Reports

e If a policy fails or partially executes for specific users, a detailed report is generated. This

includes:
- The reason for the failure.
- The exact file path or action that caused the issue

In the example above, there is a notification ‘Selected action failed to perform for one or more

users — refer to failed report’.

Policy Status Last Scan

Selected action failed to
perform for one or more
users - refer to failed report.

Policy Scan Completed

h:41:42

Wy

Figure 23: Notification of Action Failed
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Lepide Protect

e The failed report is available by clicking the * icon and choosing Failed Report from the

menu.
Policy Management
Policy Name Description Policy Status Last Scan Action Type Scheduled Date Stanus Actions
! A _a : s L = M

(B stant Scan Now
& S
3 Fal 1 R
{:’ [

Figure 24: Failed Report Option

4.3 Edit Policy

Easily modify the options selected during the policy creation process, allowing you to update user lists, actions,

or schedules as required.

e Clickthe i and select Edit from the menu:

Create Policy

Date Status Actions

&
LY

(B) start Scan Now
[ rRemove

&P Edit

[ railed Report

8 Restore

Figure 25: Action Menu

4.4 Remove Policy

e Toremove a policy that is no longer needed, select Remove from the Action menu.
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Lepide Data Security Platform

Create Policy

Date Status Actions

Gy
o8

(&) start Scan Now
@ Remove

& Edit

Failed Report
£ restore

4.5 Restore Policy
Every successful policy execution generates a backup of the changes made by the policy automation. This

ensures you can easily restore any changes using the backup.

®  Backup retention is configurable under Permission Management settings:

- Minimum: 2 backups
-  Default: 5 backups

- Maximum: 12 backups

To restore a Policy select Restore from the Action menu:

Create Policy

Date Status Actions

(B) start Scan Now
T Remove

£ Edit

5 railed report

£} Restore

Figure 26: Action Menu
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The following message will be displayed:

{7} You are Restoring Remove Least Privilage on Risk management ()

Figure 27: Restore a Previous Policy

e Select a backup by date and click Restore

e  Please refer to Policy Restoration Mechanism in Section 6.2 for full details on how this works.

5 Protect Dashboard

The Protect Dashboard serves as your central command center for permission management, offering real-time
insights through six powerful graphs. Each visualization helps you make informed decisions about your

organization's security posture.

e Toview the Protect Dashboard, from the Dashboards page select Protect

5.1. Least Privileges by Shared Folder across File Server

This dynamic graph provides a comprehensive view of permission distribution:

e Upper Line: Shows total permissions before policy implementation

e Lower Line with Red Ticks: Displays permissions removed through automation

¢ Interactive Features: Click any file server to drill down into specific folders

e Use Case: Identify high-risk folders with excessive permissions to prioritize your security efforts
e Business Value: Target your permission cleanup efforts where they matter most

e Best Practice: Review weekly to track permission reduction progress
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Least Privilege by Shared Folder Acros... ﬁ ﬁ @ @

1 000k
750k
500k
250k

192.168.10... 192.168.10... 192.168.10... 192.168.10... 192.168.10... FSA40-15  FSA40-18

@ Aciual Least Privilege Removed Least Privilege

5.2. Top Users with Least Privileges on Each File Server

This crucial visualization highlights permission hotspots by user:

e  Red Ticks: Indicate excessive permissions per user

e Interactive Elements: Click data points to see detailed user permission breakdowns
e Sorting: Users ranked by number of excessive permissions

e Use Case: Identify users who need immediate permission review

e Action Items: Create targeted policies for users with high red tick counts

e Risk Mitigation: Focus on users with the most significant security impact

,:{8 Top Users with Least Privilege on Each ... ﬁ E @ @

300
200
100
0
192.165.10....192.168.10.... 192.168.10.... 192.168.10.... 192.168.10.... FSA40-15  FSA40-18
@ Actual Least Privilege Removed Least Privilege
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5.3. Comprehensive Policy Overview

Track your policy implementation success with this detailed graph:

e Policy Status: View created, pending, and executed policies
e  Execution Tracking: Monitor policy completion rates
e  Success Metrics: Track policy effectiveness over time

e Resource Planning: Optimize policy creation and execution schedules

Comprehensive Policy Overview @

Last Updated 20-01-2025 01:21:22 PM
)} Total Policy in Progress 1
Total Policy in Que 0
(@7 Total Failed Policy 0
@ Total Policy Completed 1
7)) Restorations in Progress 0
Total Restoration in Que 0
;@5 Failed Restorations 0

() Total Policy Restored 0

5.4. Folder Risk Reduction by Policy Action

Monitor the impact of your security measures over time:

e Three-Month Timeline: Track risk reduction trends

e User Impact: See how many users are affected by each policy

e Action Types: Break down different types of permission changes
e Progress Tracking: Measure risk reduction effectiveness

e ROl Visualization: Demonstrate security improvement value
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e Compliance Monitoring: Track progress toward security goals

8 Folder Risk Reduction by Policy Actions ﬁ @
1000k
750k
500k
250k

20-01-2025

@ Removed Least Privilege

5.5. Stale Users across File Server

Identify and manage inactive user accounts efficiently:

e Active Directory Status: Track user activity states

e Server Distribution: See stale user concentration by server

e Risk Assessment: Identify potential security vulnerabilities

e  Clean-up Opportunities: Find quick wins for permission removal
e Trend Analysis: Monitor stale user accumulation over time

e Action Planning: Prioritize user account clean-up efforts
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=0 Stale Users Across File Servers ©
400
= 192.168.10.45: 283
200
87
0 -
K ) o © A a0 s
& & = o ® +° &
& & & & K & &
\o.j« \o’L \ql \o} \.:a,
A40-1 Ad0-15 A 11037 10.
@ Fsad0-18 FSA40-15 @ 192.168.10.46 @ 192.168.10.45 @ 192.168.10.37 @ 192.168.10.3¢

5.6. Team Management Insights

Get a clear picture of your team's permission management structure:

User Status: Track configured, enrolled, and excluded users
e Team Structure: Visualize organizational hierarchy

o Enrolment Trends: Monitor team participation rates

e Coverage Analysis: Identify gaps in team enrolment

e Management Efficiency: Optimize team structure and roles

Team Managment Insights @

Total Excluded ... : 50

Total Excluded ... : 1 -——\-\‘,l—

Total Managers : 20

L Total Employees : 1,000

@ Total Managers Total Employees @ Total Excluded Manager
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6 Additional Features that Enhance Permission Management

Lepide Protect offers several features to streamline and improve the efficiency of permission management:

In-App Notifications: Stay updated on all important actions and events directly within the app. Real-time

notifications ensure you never miss critical updates or changes.

W Lepide (@) vome & Lepoesumor () epideTrum  § Mylepoe £y Lepaeoerect 5] Lepoeicenoy [] Lepeproect @) osapmsnoass @ )
Dashboard
Dashooard - Lepide Protect [T ——
Notification
- - - 4 . [ Policy 1 policy scan has been: completed in t y
) Lesstorminge by shared Fo. H B B @ O o Userswan Least v 8 | B o ronrment ey e |
S
= Policy 1 policy scan has been started in the Policy”
20 Y Management
e 5 2 - r: ¥ S > 2 o » £ 1021 users have been added from CSV ‘
& ; 8 S S S A A &
¥
. A Prvoe ®
led Res
(S5 Folder Risk Reduction by o T B B © 88 slevsers Acoss Fesevers ©  TeamManagment nsiphes ©
o Tetal
ot
" sy, Eicusea V ansgerd - 20
§ N | e -

Figure 28: Lepide Protect Dashboard

e Email Notification: Receive detailed email alerts for important actions, policy executions, or failed

reports. This feature keeps users informed, even when they are away from the app.

e Default Policy: The Default Policy is a pre-configured policy designed to simplify your initial setup. It
provides a baseline for removing excessive permissions while still allowing customization to suit your

specific needs.
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&} QIHI‘Q {2y Home Q Lepide Audior (1) LepideTrust T Mylepide ) LepideDetect  [O] Lepide icenciy ELepmePru(ecl @ GobalDashooard 82 o

Policy Management

Policy Name Description Policy Status Last Scan Action Type Scheduled Date Status Actions
Palicy 1 Default Py red ticks e 1o | 2025:01:2020:36:00 Remove Least Privilege NoA -
policy 2 N/A Remave Least Privilege N £ Defeult Policy

(D) start 5can Now

@ Remove

& Edit

E] Failed Report

{3 Restore

Figure 29: Policy Management

6.1 Key Features

e Automated User Addition:
When a scheduled configuration is run, newly added users from Active Directory (AD) or HRMS are
automatically included in the default policy.

e  One-Click Update:
A single click on the Update button from the configuration page ensures that these new users are

seamlessly added to the policy, streamlining the process and saving time.

The Default Policy ensures efficient permission management right from the start and adapts to changes in

user data with minimal effort

Scheduling of Configurations: Automate configuration tasks by scheduling configurations. Set specific times

for scans or policy executions to minimize manual intervention and ensure consistent results.

6.2 Policy Restoration Functionality

6.2.1 Overview

Policy Restoration enables users to revert folder permission changes to a previously executed policy. Each time
a policy is executed, a backup is created that records only the changes (users affected) on that specific run.

Restoring to any previous backup removes all changes made on and after that backup, resetting the policy to

its prior state.
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6.2.2 Restoration Behavior

e  Each backup captures the delta — i.e., only the users whose permissions were modified in that
execution.

e  When restoring to a selected backup (e.g., Day N), the system removes all user permission changes
applied on Day N and after.

e Theresultis a rollback to the exact state that existed before Day N.

Example:
| Execution Day H Users Denied That Day ‘
| Day 1 H Userl, User2 ‘
| Day 2 H User3 ‘
| Day 3 H Userd ‘
| Day 4 H User5 ‘
| Day 5 H User6 ‘

e Remove permissions for User3 (Day 2), User4 (Day 3), User5 (Day 4), and User6 (Day 5)

e Revert the policy state to only Userl and User2 as denied (from Day 1)

Key Functional Rules

Delta-based execution: Each backup holds only the users affected during that specific execution

e Subtractive restoration: Restoration removes all users added in and after the selected backup day

e  Non-cumulative: Backups are not merged or overlaid. Only the state prior to the selected backup is
restored

e Restoration is final: Once restored, the current state is locked and shown as the active state until

another backup is applied

Backup Management Policy

‘ Parameter H Value ‘
lMaximum Backups HlZ backups per policy execution history ‘
‘Default Backups HS backups retained by default ‘
|Minimum Backups HZ backups retained at all times (system-enforced) ‘
‘Retention Strategy HOn exceeding 12, the oldest non-default backup is automatically removed ‘
‘Backup Lifecycle HAII backups are time-stamped and persist until pruned by retention rules ‘
Restore Behavior Restoring a bacl.<up does not delete it; the restored state becomes inactive for
further restoration
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Functional Capabilities

e Jump Restoration: Users can restore to any backup, regardless of order — including older or newer

backups.
o  Flexible Rollback: Supports both backward and forward restoration based on available backups.

e  Audit Traceability: Each backup clearly shows which users were denied in that run for auditing and

review.

e Backup Deactivation: Once restored, the same backup cannot be restored again unless re-executed.

Summary
The Policy Restoration feature offers precise rollback control for permission states, maintaining operational
integrity and compliance. It is designed to be predictable, traceable, and adaptable to administrative

workflows that require accurate undoing of permission changes.
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7 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect

with our team using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can

also email your queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

8 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform
App Server, Lepide Data Security Platform (Web Console), Lepide Data Security Platform
Logon/Logoff Audit Module, Lepide Data Security Platform for Active Directory, Lepide Data
Security Platform for Group Policy Object, Lepide Data Security Platform for Exchange Server,
Lepide Data Security Platform for SQL Server, Lepide Data Security Platform SharePoint, Lepide
Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password Expiration

Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks
(except above of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of

their respective owners. These are purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®,
SharePoint®, and SQL Server® are either registered trademarks or trademarks of Microsoft

Corporation in the United States and/or other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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