
Results of your Active Directory Security Self Assessment

Results Summary

High Risk: Major gaps across core areas. AD likely exposed to privilege escalation, stale accounts, or
configuration risks. Immediate attention needed.

Category Assessment

Percent your security activities address

each category of the AD assessment

Identity Hygiene 50.00/3

Permissions Management 50.00/3

Group Policy Configuration 50.00/3

Auditing & Visibility 50.00/3

Incident Response & Recovery 33.33/3

Percent your security activities address
each category of the AD assessment

Identity Hygiene 50%

Permissions Management 50%

Group Policy Configuration 50%

Auditing & Visibility 50%

Incident Response & Recovery 33%

Maturity Dimensions, Categories, and Security Objective Alignment

Each category in this assessment aligns to one of three core dimensions of Active Directory security maturity:

Governance, Risk, and
Compliance

Ensures your AD environment
meets internal policies and
external regulations through
continuous oversight, risk
reduction, and audit readiness.

Categories aligned:
• Identity Hygiene

• Group Policy Configuration

• Auditing & Visibility

Access Control &
Permissions Management

Focuses on minimizing
excessive access, enforcing
least privilege, and managing
entitlements across users,
groups, and systems.

Categories aligned:
• Permissions Management

• Group Policy Configuration

Detection & Response
Readiness

Evaluates your ability to detect
threats early, respond to
incidents, and recover from
compromise across the AD
ecosystem.

Categories aligned:
• Auditing & Visibility

• Incident Response & Recovery

You can strengthen your Active Directory security posture by maturing in each of these
dimensions—addressing the most common gaps that attackers exploit, and ensuring you're prepared for both
audits and active threats.



Maturity Dimension Assessment Category Security Objective

Governance, Risk, and
Compliance

Identity Hygiene • Regularly identify and remove inactive,
orphaned, and duplicate accounts to reduce
attack surface. 

• Implement strict offboarding processes to ensure
accounts are disabled immediately upon
termination.

• Automate detection of stale computer and
service accounts to minimize lateral movement
opportunities.

Group Policy Configuration • Maintain a baseline of approved GPO settings
and monitor for unauthorized changes.
 
• Regularly clean up and consolidate legacy or
unused GPOs.

• Track GPO linking across OUs to ensure policy
inheritance is functioning as expected.

• Establish ownership and change control
processes for GPO management.

Auditing & Visibility • Enable auditing of key changes (user creation,
group membership, GPO edits, etc.) across AD.

• Centralize logs and integrate with a SIEM for
analysis and alerting.

• Protect audit logs from tampering and ensure
appropriate retention policies.

• Generate regular reports to support compliance
with standards like ISO 27001, NIST, and GDPR.

Access Control &
Permissions Management

Permissions Management • Apply least privilege access models across all
users and groups.

• Regularly review group membership, nested
groups, and inherited access rights.

• Continuously identify and remediate excessive
permissions.

• Tie access requests and provisioning to roles
and business justifications.

Group Policy Configuration • Enforce security baselines for access controls
via GPO (e.g, password policies, lockout
thresholds).

• Use tiered access models to separate privileged
accounts from standard users.

• Prevent privilege escalation via GPO hardening
(e.g, deny logon locally, restrict delegation).



Maturity Dimension Assessment Category Security Objective

Detection & Response
Readiness

Auditing & Visibility • Alert in real time on critical events (e.g, failed
logins, changes to admin groups). 

• Correlate user activity with AD events to detect
suspicious behavior. 

• Use behavior analytics to identify anomalies
(e.g, login location, time-based deviations). 

• Ensure visibility across hybrid environments
(on-prem and Azure AD).

Incident Response &
Recovery

• Maintain and test AD-specific incident response
playbooks. 

• Implement rapid isolation and deactivation
processes for compromised accounts. 

• Ensure AD backups are frequent, tested, and
recoverable. 

• Use Lepide to track and roll back critical
changes when necessary. 

• Practice tabletop exercises to validate response
readiness for AD-related attacks.

Lepide is your Partner Towards Active Directory Security.

Active Directory is at the heart of your identity infrastructure—but it's

also a prime target for attackers. Misconfigurations, over-permissioned

users, and lack of visibility are common challenges that create serious

risk. At Lepide, we help organizations take back control of their AD

environments by providing real-time auditing, risk analysis, and

automated response capabilities that align with best practices for

identity hygiene, access control, and incident readiness.

Our platform is purpose-built to simplify Active Directory security. From

identifying stale or orphaned accounts, to detecting changes in group

membership permissions, Lepide ensures you know exactly who has

access to what—and when that access changes. With continuous

monitoring, instant alerts, and prebuilt reports for compliance audits,

we empower both IT teams and CISOs to move from reactive

firefighting to proactive security.

Whether you're just starting your AD security journey or looking to

optimize an existing program, Lepide gives you the visibility, control,

and confidence to protect what matters most.

Talk with an Active Directory expert today to see how we can help you.

https://www.lepide.com/demorequest.html


Your Answers

Identity Hygiene

To what degree of coverage do you have in the following areas: Your Answer

1. How consistently does your organization identify and remove inactive, orphaned, or
shared accounts through automated or scheduled reviews across the Active Directory
environment?

We do this occasionally /

partially

2. How effectively do you manage and monitor privileged and service accounts using
controls such as admin separation, MFA enforcement, and credential rotation policies? We don’t do this yet

Permissions Management

To what degree of coverage do you have in the following areas: Your Answer

1. How well do you enforce and regularly validate least privilege across users, groups,
and nested permissions to prevent overexposure? We don’t do this yet

2. How quickly can you detect and remediate unauthorized access or privilege
escalation attempts to critical systems and resources?

We do this occasionally /

partially

Group Policy Configuration

To what degree of coverage do you have in the following areas: Your Answer

1. How well are all Group Policy Objects (GPOs) documented, reviewed, and
continuously monitored for unauthorized or risky changes?

We do this occasionally /

partially

2. How effectively do you maintain a clean and consistent Group Policy baseline,
ensuring legacy or redundant GPOs are proactively identified and removed? We don’t do this yet



Your Answers

Auditing & Visibility

To what degree of coverage do you have in the following areas: Your Answer

1. How comprehensive is your visibility into user and group changes, logon activity,
and permission modifications?

We do this occasionally /

partially

2. How frequently do you investigate suspicious user activity or high-risk events using
Active Directory auditing tools? We don’t do this yet

Incident Response & Recovery

To what degree of coverage do you have in the following areas: Your Answer

1. How confident are you in your organization’s ability to isolate, contain, and recover
from an Active Directory–related security incident? Not applicable

2. How regularly do you test and validate your Active Directory backup and recovery
procedures to ensure readiness?

We do this occasionally /

partially


