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Lepide Data Security Platform Upgrading to the Latest Version

1 Introduction

The purpose of this document is to take you through the steps required to uninstall and re-install the Lepide
Data Security Platform to the most up-to-date version of the solution.

2 How to Determine the Current Version of the
Solution

The current version of the Solution is in the top-left corner of the window. It can also be determined by
clicking the information symbol.

3 Downloading the Latest Version of the Solution

Download the solution from the link below after filling in your contact details. After installation of the
solution, all the existing Licenses will be reapplied. https://www.lepide.com/start-free-trial.html

4 Upgrading the Main Console

4.1 Uninstalling the Agents

To successfully uninstall the software, it is necessary to uninstall the agents of the added components

individually.

NOTE: For Data Discovery & Classification (DDC), do not uninstall the agent from the existing version
before the Solution has been upgraded.

Only once the Solution has been upgraded to the latest version, should the DDC agent be
uninstalled and then re-installed.

e Click the Settings icon Ec'] on the left-hand side of the screen. All the components are listed
under Component Management.
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4.1.1 Active directory, Exchange, Group policy

e Touninstall agents for Active Directory, Exchange, and Group Policy, click on the Active Directory
component in the tree structure on the left-hand side of the screen.

Click on the Uninstall Agent option on the right-hand side of the screen to select an agent to uninstall

Settings.
T Component Management o [E——
S
B 192.166.20.182(5 Heath Monkorng Sttus Non Owner Malbo Agert Staus_ Details ocal
B Iepidesoftu 5 5 5 5| X rem
sof & Uninstall agent
B 5/16/2023... Excluded server from monitoring Infomation not Avaible NA &8 Refresh
571672023 montorng WA nA
. £ DCD02mlicom... C: 57162023 montorng nA nA
[ Data Insertion N/A NA N/A Datains b Create adive Directory Backup
o3 E Group Policy B creste Grous poliey Backun
£ Dele n nA nA
£ A WA ®
B ¥ Data Insertion /A WA nA Data nsetion successfl on : 12/1/2022 113609 AM Import from Archive
s B archive Now
B Ueea
13 Agent Settings 7 Properties
A} LDSP Web Console (beta)

& Manage Disk Space

Figure 1: Active Directory Settings

4.1.2 File server

e  Click on configure File Server

Settings &

5@ ComponenMamagemert | =, ES— Actions
&3 multicorplocal

8> 192.168.20.192(SharePoint)
® 1 el

& tnoo &

® s o

B sche -
-

® » © € ©

&

£} LDSP Web Console (beta)

To configure File Server  click here

3
-}
&
=
!

Figure 2: File Server Settings
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Backup the Configuration of the File Server:

e Add a new backup for the configuration of the File server, this will contain the existing Rules and
Policies.

E—4 Settings
o [ 192.168.20.193(File Server)

v

(3

y)

o x
=
B
&
LDSP Web Console (beta)

L [ AN File servers

Ovendew f il seer configuration, Useaptons £ ad, modity il severs and apion ntasks pane foratersttings

(o] Ov # X

File Server Name/P Domain) \Workgroup Agent Status Auditing Status Tasks.

L] & 192.168.20.193 MULTICORP Installed Auditng Started
“% Port Settings

] 8 Refresn
[ install Agent
[% uninstall Agent
[& start suditing
[ stop Auditing
Q. Ut agent
@0 Domain Controllerisi

< > o
(B) s e machngs it g sue o chans, Agnt it sl i shld b s £ Sudt e s perormed o e s,

Figure 3: File Server Configuration Settings
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Stop Auditing and Uninstall Agent:

e The Stop Auditing and Uninstall Agent options are to the right-hand side of the File Server settings
screen

4.1.3 SQL Server

Select Stop Audit to stop auditing before the upgrade.

=] LpsaLsrvisal)

Camporent Change Audting Status Hesth Moniorng Status Detsis
o 3 3 o

£ SQL Server
= LpsaLsRvsaL) Connecton successiul on c wa
 Data Insertion WA M

B Mes nge
B Default SQL Servr Setings
B uesa

13 AgentSettings

£} LDSP Web Console (beta)

Figure 4: Stop Auditing on SQL Server

4.1.4 Other Agents

e From the Settings screen, select Agent Settings to see all other installed Agents:
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fedl  Agent settings

[*]
L4 [ setectan © /x4
g Agent Server Agent Path Satus Last Syne
» » »
o 01921620191 \\192.168.20.191\Agerts Instaled 12/27/2022 8:03:46 P

ld Gener O 15216820193 \\152.168.20.193\Lepide Agert Installed 12/27/2022 80350 PM

&} Delegation Control 0 19216820195 \\192.168.20.195\Agents Instaled 12/27/2022 80354 P
= ure Scan Settings| | [] 19216820196 \\192.168.20.196 \Lepide Agent Installed Disable 12/27/2022 80358 P

Mes:

®
fokot- T FEctotol

I 3
&
=
R

Figure 5: Agent Settings

e Select an agent to be uninstalled

e  Click the Remove Selected Agent(s) icon: x

The Uninstall Agent dialog box is displayed:

Uninstall Agent
Uninstall Agent on the server(s)

[=] Select Al
Agent Server Agert Path Ralefs) Status
[=] 192.162:20.191 W1S216820.19T\Agerts  N/A Installed

[ oo |
Figure 6: Uninstall Agent

e Select Uninstall
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4.1.5 SharePoint, 0365 Components, Cloud Components

There are no agents installed for these components so we can skip the Agent Uninstall

4.2 Uninstalling the Solution

After the successful uninstallation of the agents, we can now uninstall the solution.

e Open the Installation directory. By default the location is the C Drive.

| = Manage Lepide Data Security Platform - O *
Home Share View Application Tools W 9
“ v A » ThisPC » Local Disk(T:) » Program Files (x88) » Lepide Data Security Platform » ] 2 Search Lepide Data Security Platform
Mame - Date modified Type Size ”~
s+ Quick access -
System.Windows.Forms.dll 0/26/2012 4:46 PM Application exten... 1473 KB
B Desktop * System.Xml.dll 9/26/2012 4:46 PM Application exten... 399 KB
& Downlozds System.Xml.Ling.dll 9/26/2012 4:45 PM Application exten... 42KB
Documents TAS_AlertSQl Interface.dl 3/23/2023 5:19 PM Application exten... 1,200 KB
[&] Pictures g 1% TAS_AllEnv 3/23/2023 519 PM Application 18,636 KB
Systern32 =l tasline 8/1/2022 3:45 PM PNG File 3KB
Tesseract.dll 9/19/2019 11:31 AM Application exten... 123 KB
£ This PC [ ThersholdData.dat 12/15/2022 4:21 PM DATFile 10KB
o Network [ ThersholdDatzAD. dat 4/10/2023 4:43 PM DAT File 15 KB
% UAWizard. dll 3/24/2023 11:14 AM Application exten... 1,201 KB
[] unins000.dat 5/16/2023 7:26 PM DAT File 279 KB
¥ UninsD0D 5/16/2023 7:06 PM Application 707 KB
|44 UpdateGPOLink 1/20/2017 1:41 PM Windows PowerS... TKB
¥ updateshell 3/1/2021 %:39 AM Application 1,756 KB
=] Warning 10/10/2017 11:49 AM BMP File 4KB
WebHeok2019.d1l 11/17/2022 11:00 AM Application exten... 58 KB
M OWMIRemote 3/23/2023 5:18 PM Application 1,697 KB
XMLManager.dll 3/1/2021 10:41 AM Application exten... 38 KB
XMLParser.dll 3/1/2021 10:52 AM Application exten... 22 KB
XMLParser_UniversalAudit.dll 5/4/2020 440 PM Application exten... 23KB
[] XMLToSOLiteConverter 3/23/2023 5:19 PM Application 30KB
zlib1.dll 11/18/2003 1:29 AM Application exten... 53KB
zZlibwapi.dil 7/18/2005 5:48 PM Application exten... 87 KB v
Maitems  1item selected 706 KB e =1

Figure 7: Uninstall File Location for the Lepide Data Security Platform

e Run the unins000.exe as an Administrator and follow the steps to uninstall.
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4.3 Installation of the Solution

1. Extract the downloaded Zip file
2. Select the Lepide DSP folder from the extracted folders

3. Right click to access the properties of the setup.exe under the Auditor Suite folder to confirm that the
attributes of the .exe are not selected:

Security Details Previous Versions
General Compatibility Qlassffication
“{ |setup.ae

Type of file:  Application (exe)
Description:  LepideAuditor Setup

Location: C\Users\administrator. LPDES\Desktop \LAS 18.4
Size: 356 MB (373.818.452 bytes)
Size ondisk: 356 MB (373.821.440 bytes)

Created: Tuesday. July 31. 2018. 8:17:26 AM
Modfied: Wednesday, July 25, 2018, 5:15:13 PM
Accessed: Tuesday, July 31, 2018, 8:17:26 AM

Arbutes: [ ]Readonly [ ] Hidden ' Advanced...

0K Cancel Apply

Figure 8: Setup.exe Properties

4. Run the Setup_(version).exe as Administrator

Make sure you select the same location as was used previously for the installation directory. If the location
was not the default, browse to find the original location.

5. Update the Service Credentials.

}‘% Lepide USA Inc. Page 9
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......

#) This account
Lisesr Flarma I ipded \acminisirator
Pasgwod - | meessssssss 1

Figure 9: Service Credentials

4.3.1 Installing the Agents

After the successful installation of the solution, the agents should be re-installed by following the steps below:

4.3.2 Active Directory, Exchange server, Group policy

Select the Domain, Properties, Advanced Domain Configuration, check the check boxes for Change Auditing for
the relevant components.

}‘% Lepide USA Inc. Page 10
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Settings
54 Component Mansgement
63 mattcorplocal

8 152.16320.192(SharePoint) ||| Component Change Auditng Status Heath Montorng Status Non Owner Malbox Ager Stus _ Detas
¥ lepidesoftware.onmicrosofte{ | 5 2 g » » 5| X Remove
pidesoftware-admin sharepd | [ Uninstai gent
le Servers | 18/2023. g Information not Avaiable: NA 3 Refresh
auc Dell EMC | 5/18/2023. NA NA
e : s
£$ GeneralSettings I = Data Insertion /A NA NA M b
£$ Delegation Control } 1 Group Poli " B create Group Polcy Backup
2
BB Message Delivery Settings | @ Domain Credentialz o Advanced Domain Configuration B mporttam e
B Ocfout SO Seversetings ||| Data Insi i) dred
B vesn & IP Settings B Archive Now
G s B e atigs @ ® A Orer N
£} LDSP Web Console (bets) 8 Objec Classes and Othr Setings a a 7 properties
a it (=
A B Manage Disk Soace
F— ey [y [Wrowm
5
) multicorp.local
I Active Directory & Exchange €
= o [m}
= = NA
= = NA
(O] NA NA
(o] NA NA
ca m

Group Policy backup successful on : §/7/2022 120629 AN

Data Archiving Information

Data never archived

General Information

Domain information

UserName

ministrator@multicorp local

Figure 10: Active Directory Settings

4.3.3 File Server

e Go to Settings, Component Management, File Server and click on configure File Server:

Settings a3
2 @\%""P“':““' M‘a"a‘ge’““' 192.168.20.193(File Server) I
multicorplocal
® g 192.168.20.192(SharePoint)
[E® lepidesoftware.onmicrosoft.c{ @ import from Archive ﬁ
@ 8> lepidesoftware-admin.sharep{ B archive Now paste
B scnedule archive .
auc Dell EMC Clipboar

1 Iepidesoftware.onmicrosot.c{
£ Genersl Settings

£ Delegation Control

£ Cument Permission Scan Settings
£ Message Delivery Sttings

B DefaultSQL Server Settings

B uesa

{3 Agent Settings

£ LDSP Web Console (beta)

® N ®

&

To configure File Server click here

K
-]
&
=
!

Figure 11: File Server Settings
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Settings
@5’“9"‘:“”“““‘9*’“’" Y 192.168.20.193(File Server)
multicorpocal
P 192.168.20.192(SharePoint)
B? lepidesoftware.onmicrosoft.cq @ import from Archive [
) epidesoftware-adminsharepd B e Now .
5, File Servers Y scneate e
£, 192.168.20.193(File Server)
cuc Dell EMC cn
13 lepidesoftware onmicrosoft.c{
£} General Sttings.
£ Delegation Control ) LepideDSP for Fie Server - Settings Console T o x
AF Current Permission Scan S 1 e e
[ Message Delivery Setings
S5 Defo SQL ServerStings g sever « | (2) o
B uesa -
5 &0 LepideDSP for Fle
LDSP Web Console (betz) e, Rk S
# 7 e servers ,Eﬁ Al File Servers
B AudtRules Overview of file server configuration. Use aptions to add, modifyfile servers and options n tasks pane for ofher settings.
), Auditpolcies
20 User Group o~ # X
% Badap SRestore .
Fie Server Name/lP DomainMorkgroup Agent Status Auditng Staus Tasks
[ 192.168.20.193 MULTICORP Instaled Auditing Sterted
% portSettings
0 Refresn
I3 mstat Agent
[3 Uninstall Agent
[@ start auditing
[® stop Auditing
B Update Agent
¥ Modity File Server(s)
) Remove File Senvers)
2 senice Rights
60 Domain Controllrts!
< > -
(2) e semer re e mochines that e beng udite o chanes. At must e sl and udiing ould e sared £ sudt il e anges perermed n e semers
e

Figure 12: File Server Configuration Settings

e Enter the Service Rights and Install the Agents.

4.3.4 SQL Server

e Click on Start Audit after the upgrade

=] settings
@ Component Maragement | o [TS—_—
&) Lepidecorporate.com
[~} > 192162.20203harePoint) ||| Compoent Change Audiing Ststus Heath Montoring Ststus Detais X R
£ wrsaLsrvsal) I » » » -3 i
o |BE e . B smaner
B Iepidesotware-adminaharep = LPsaLsRVsaL) Comnection successfl on [° wA £ Refresn
S, File Servers  Data Insertion nA M
e 22 Lepide Corporate Dropbox(Di|

@8 import rom Archive

oo onme
Qi B arcnve tow

L General Settings
£} Delegation Control
£} Current Permission Scan Settings 7 Properties
B Message Delivery Settings

B Defoult SQL Server Settings
& ueBa

3 Agent Settings

4% LDSP Web Console (beta)

® e

B

a »

Figure 13: SQL Server Start Audit
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4.3.5 Data Discovery and Classification Agents
Uninstall the DDC Agent

For DDC, the agent needs to be uninstalled after the upgrade of the Solution. The steps to do this are as follows:

e C(lick the Data discovery & Classification icon E to view the Data Discovery and Classification
screen:

[l Centralized Communication Server Details E‘q
CB  sosce oo Authertcaton Nods - SQL Authenticaton Paste
g Database DboCoB Vi Clipbo
y

sau
Sl roert Senver Agert Path Scaned Ffie

» »

[El 1521602013 \\192.168.20.193\DDCAgert DropBox . Exchange GLBA . Exchange-OnPremise 2. ExchangeData . Exchange _On-Fremise . FS193 , SP On-Premise

15216820195 \\IS2.168.20.195\DDCAgert

15216820196 \\IS2.168.20.196\DDCAgent

192.168.20.197 \\192.168.20.197\Lepide Agent FS010222, OneDrive 0365

a
&
=
bl

‘Agent Information

Agent Server 192.168.20.193
Agent Path \\192.168.20.193\DDCAgent

Logon User multicorpadministrator

Scanned Profiles DropBox , Exchange GLBA, Exchange-OnPremise 2, ExchangeData., Exchange On-Premise , FS193, SP On-Premise

Figure 14: Data Discovery and Classification

e Click on the Agents tab to see the installed agents

}‘% Lepide USA Inc. Page 13
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x
e Click onthe “ icon to uninstall an agent. The following dialog box appears:

Uninstall Agent

[ select Al Iy
IP Address Agent Path User Name Status
p p R p
[ 192.168.20.193 \192.168.20.193\DDCAgent  multicorp\administrator Installed
[ 192.168.20.195 \\192.168.20.195\DDCAgent  multicorp'administrator Installed
[ 192.168.20.196 \\192.168.20.196\DDCAgent  multicomp\administrator Installed
[ 192.168.20.197 \\192.168.20.197\Lepide Ag... multicom\administrator Installed

Figure 15: Uninstall Agent

e Select the agent to be Uninstalled and click Uninstall

}‘% Lepide USA Inc. Page 14
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The steps to re-install the DDC Agents are as follows:

e Click the Data discovery & Classification icon E to view the Data Discovery and Classification
screen and click on the Agents tab

[l Centralized Communication Server Details E‘q
CB  sosce oo Authertcaton Nods - SQL Authenticaton Paste
g Database DboCoB Vi Clipbo
y
osa
Sl roert Senver Agert Path Scaned Ffie
5
[El 1521602013 \\192.168.20.193\DDCAgert DropBox . Exchange GLBA . Exchange-OnPremise 2. ExchangeData . Exchange _On-Fremise . FS193 , SP On-Premise
15216820195 \\IS2.168.20.195\DDCAgert
15216820196 \\IS2.168.20.196\DDCAgent
192.168.20.197 \\192.168.20.197\Lepide Agent FS010222, OneDrive 0365

a
&
=
bl

‘Agent Information

Agent server
Agent Path
Logon User

Scanned Profiles

192.168.20.193
\\192.168.20.193\0DCAgent
multicorpadministrator

DropBox, Exchange GLBA, Exchange-OnPremise 2, ExchangeData , Exchange_On-Premise , FS193 , SP On-Premise

Figure 16: Data Discovery and Classification

W
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e Click onthe & icon to install an agent. The following dialog box appears:

Install Agent

Configure Agent on the server from where you want to run classification

[select All o/
IP Address Agert Path User Name Status

R R » R
[] 192.168.20.193 '\152.168.20.193\DDCAgert  mullicorp\administrator Installed
[ 192.168.20.195 '1192.168.20.195\DDCAgent  multicorp \administrator Installed
[ 192.168.20.196 '1192.168.20.196\DDCAgent  multicorp\admiistrator Installed
[ 192.168.20.197 \192.168.20.197\Lepide Ag... multicorp'\administrator Installed

Figure 17: Install Agent

e Select the agent to be Installed and click Install

4.3.6 Other Agents

e From the Settings screen, select Agent Settings:

fedl  Agent settings

@
v » .

[ seiectan 0/ x4
g Agent Server Agent Path Status Last Sync.

5 »
O 19216820191 \\192.168.20.19T\Agents. Installed 12/27/2022 80346 PM

ld O 19216820193 \\192.168.20.193\Lepide Agent Installed 12/27/2022 80350 PM

0 19216820155 \\192 16820 195 \Agerts Insaled 12/27/2022 80354 P
E- s| [ 19216820196 \\192.168.20.196\Lepide Agent Installed Disable 12/27/2022 8:03:58 PM

®

a
o]
=
bl

Figure 18: Agent Settings

}‘% Lepide USA Inc. Page 16
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e C(lick the Add Agent icon L+ (top right of the screen)

e The Add Agent dialog box is displayed:

Upgrading to the Latest Version

Add Agent

IP Address

Agent Path

User Name

Password

Use "\server name‘share name" format

oK | | Cancel |

Figure 19: Add Agent

e Enter the details for the agent you want to add

e Click OK

}‘% Lepide USA Inc.
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4.4 Confirmation of Successful Install

e From the States & Behavior screen, select All Environment Changes
e Select Today, Generate Report.

e Look for the current changes.

Siuten & Behavior % Al Envionmant Changes T &
7] e+
7] Al Ervircament Changes v e
G ancmaly Ansirss
156301 harePaint) . g
s et ¥ Do +
& File Server Beperts
B lopidescmmore.sormicroust ssenlEaehany
% [ teprdrcmware sdmen. tharepert.comith "
3 (R Ieidrctmarncamicrooh.comiOe ¥ | ¢ oetion +
il Expiore Bactup v
B Corseiein ¥ Where +
Y T : =
Drig 0 cokemm header hers 82 prous by s cokemn N QS =5
Component Mame < Serwer Name <7 Obyect Path <1 Object Type & Wha A When m
P R I » » r ] R
GSube Ghude HESFI 0B TT MOBILE SETTRHGS geomeb@lepidenudeus con  LL20ME 1 + Component Name: GSuite
b | GSute Goute Herey diflepsdonuciess com  USER SETTINGS peomeb@epidenucieus com L2018 1 « Sarvid Mame: Glule
Gube Ghute exillapidenucious com USER SETTINGS goorpel Blepidenucious com  2G0E1 + Object Pah: Henry. a8 lepidenucleuscom
G5ute Glute cxEasdancimn com USER SETTINGS crgels Blaodencieus com LI0NE 1 + Object Type: USER SETTINGS
G5ute Goute ofdmadnncon  USER SETTINGS snonpebPepderucieuscon VNG 1 +Whe: geoegeb@lepédencteus.com
GSute Giue mandean@epdenucisus.com  USER SETTINGS oeomeb @lepdenudeus com L2018 1 «When: B/1/2018 11:3822 AM
Gfute Giute 2l S8l 16k MOBILE SETTRIGS georgeb@hepidenucieus com  EA2018 1 » Operaties: REVOKE 3L0 DEVICE TOKENS
Gbute Gute exlspidsrueus som USER SETTINGS pronpe Bapdenusisus o 2120181 <Wihee: 103475088
Glute Glute xPeadenucios com USER SETTINGS eorgeb@mcidenucieu com 3372018 1 + Criticality: Low
G5ute Goute Google Chrome. Token gronpeb Blapderudeaus con 220181 « Wihat
(G5ube Goute WA om  BAZ018 1 I-legpged Quth with 1D MGt 18560 T

Figure 20: All Environment Changes Report

5 Upgrading the Web Console

5.1 Uninstallation of the Web Console

5.1.1 Export the Database

All your custom folders, reports and subscriptions can be retained after the Web Console has been upgraded.
This is done by exporting the database before uninstalling the Web Console and then importing the database
after installing the new version of the Web Console. The steps to export the database are given below. The steps
for importing the database are given in Section 5.2.1 of this guide.

}‘% Lepide USA Inc. Page 18
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To Export the Database:

e From the Admin Console Screen, select Export Database:

k\‘ Lep‘de {Q) Home & Lepide Auditor  (7) LepideTrust Y My Lepide {:} Lepide Detect  [O] Lepide ldentify | (83 o

Admin Console

Categories
¢ Import Database

B oo oo

2 Logs
General Settings ﬁ

| B scup o estore
Click here to export your file!

Exported Files

@ Application URL
Manage Domains
Subscription

(9 configure Notifications

Figure 21: Export Database

e Click the Export Database button

e The screen will show Loading at the top

e The export may take some time.

e Whenitis finished you will see the exported file in the Exported Files section of the Admin Console

e Whenitis finished you will see an SQL file in your Downloads folder. This will start with

‘lepideReportViewer_Backup’ and will be an SQL file type.
For example: lepideReportViewer_Backup_(19-00-02_21-12-2022)

}‘% Lepide USA Inc. Page 19
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5.1.2 Uninstalling the Web Console

To uninstall the web console, double click the unins000.exe file and follow the instructions to uninstall.

| = Manage LDSP Web Console - [m] X
Home Share View Application Toals A o
« A < Program Files (x86) » Lepide Data Security Platform » LDSP Web Console » ~ | D 2 Search LDSP Web Console
MName Date modified Type Size
# Quick access
apache 5/16/2023 7:41 PM File folder
[ Desktop - ) - y
bin 5/16/2023 7:46 PM File folder
¥ Downlozds ¢ hpdf 5/16/2023 7:45 PM File folder
Documents logs 5/16/2023 7:45 PM File folder
[&] Pictures b mysql 5/16/2023 7:43 PM File folder
System32 php /16/2023 7:45 PM File folder
e tmp 5/22/2023 T4 PM File folder
= www 5/16/2023 7:45 PM File folder
& Network [T unins000.dat 5/16/2023 7:46 PM DAT File 1,118 KB
B unins000 5/16/2023 7:39 PM Application 3,068 KB

Figure 22: Uninstall File Location for the Lepide Web Console

NOTE:  When upgrading to version 23.0.1 of the Web Console, you will need to uninstall the current
version but then delete the folder which contains the Web Console program files (LDSP Web
Console). Once this is done, install the new version and then reconfigure the Web Console to
your requirements. Please refer to the Web Console Configuration Guide for information on how
to do this.

5.2 Installation of the Web Console

e Double click the LDSP Web Console installation file LDSP Web Console.exe

e Handle the security warning if it appears:
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User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

LDSP Web Console.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes

Figure 23: Security Warning

The LDSP Web Console setup wizard should automatically start. The first screen is shown below:
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P Setup - LDSP Web Console — >

LA\ Y 2 Welcome to the LDSP Web
W Le p| d S5 Console Setup Wizard

This will install LDSP Web Console on your computer,

It iz recommended that you dose all other applications before

[;gg @ _E:} continuing.

Click Mext to continue, or Cancel to exit Setup.

™ W
3

[ wext | | cancel

Figure 24: Setup Wizard

e Click Next and continue through each stage of the Wizard. Once you have reached the end, you
should see the following screen:
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Lepide Data Security Platform

™ Setup - LDSP Web Console

ticence Agreemert "\
W\

Please read the following important information before continuing.

Please read the following Licence Agreement. You must accept the terms of this
agreement before continuing with the installation.

Terms and Conditions of Lepide

Lepide. Copyright @ 2022, All rights reserved.

Please read the licence agreement carefully before instaling or using this
product. You acknowledge that you have read this licence agreement, have
understood it and agree to be bound by its terms. f you do not agree to the
terms and conditions of this aareement then do not install or use this oroduct. N

(@)1 accept the agreement
(7)1 do not accept the agreement

Figure 25: Accept Licence Agreement

e Accept the License Agreement and click Next

The following screen is displayed:
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Lepide Data Security Platform

— bt

Select Start Menu Folder
Where should Setup place the program's shortouts? }\}

™ Setup - LDSP Web Console

B—  Setup will create the program's shortouts in the following Start Menu folder.

To continue, dick Mext. If you would like to select a different folder, didk Browse.

Browse...

DSP Web Consaole

Figure 26: Select Start Menu Folder

e Add the web server port number. The default port of 7779 is used by the LDSP Web Console

but you can use any free port you have available.

e Click Next to continue

The following dialog box appears:

e Choose whether to accept the default folder or select a different one

e Click Next to continue
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From the following dialog box, choose any additional tasks you would like setup to perform
during installation

W Setup - LDSP Web Console — X
Select Additional Tasks \\\
Which additional tasks should be performed?

AN\ Y

Select the additional tasks you would like Setup to perform while installing LDSF Web
Consale, then dick Next.

Additional shortcuts:
Create a desktop shortout
Create a Quick Launch shortout

Figure 27: Select Additional Tasks

e Click Next to continue

}‘% Lepide USA Inc.

Page 25



Lepide Data Security Platform Upgrading to the Latest Version

™ Setup - LDSP Web Console - X
Ready to Install wh
Setup is now ready to begin installing LDSP Web Console on your computer. \ \

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Start Menu folder:
LDSP Web Console

Additional tasks:
Additional shortcuts:
Create a desktop shortcut
Create a Quick Launch shortcut

Back | Install | Cancel

Figure 28: Ready to Install

e Click the Install button and wait for the installation to finish

T Setup - LDSP Web Console - e
Installing \\\
Please wait while Setup installs LDSP Web Console on your computer, ‘ \
Extracting files. ..

C:\...\Lepide Data Security Platform\LDSP Web Console\mysgl\binmysglimport. exe

| Cancel |
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e Click the Finish button to complete the installation

P Setup - LDSP Web Consecle —

m G Completing the LDSP Web
W Le p| d S Console Setup Wizard

Setup has finished installing LDSP Web Console on your
computer. The application may be launched by selecting the
installed shortcuts,

[;Qg @ {:} Click Finish to exit Setup.

Run LDSP Web Console

m
LY

3

I (= I
Figure 29: Installing

Figure 30: Complete the Setup Wizard

5.2.1 Import the Database

Once the Web Console has been installed, the database containing all your custom folders, reports and

subscriptions can be imported. The steps to do this are as follows:
e Choose Import Database
e Click the Import Database button

e Alist of files in the Download folder appears:
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@ Open X ‘
€ 5> v A4 > ThisPC > Downloads > v o O Search Downloads ‘
Organise »  New folder =-m @
> £ Documents Name Date mc
> PR Pictures ~ Yesterday (3)

[ lepideReport¥iewer Backup_(19-33-31.20-12-2..  20/12/21

v [l This PC

[) lepideReportViewer Backup_(19-32-49 20-12-2...  20/12/21
> @ Desktop

[ repideReportviewer Backup_(18-32-22_20-12-2...  20/12/21
» & Documents

~ Earlier this year (1) Select afile to preview.

> Downloads

> @ Music

> PN Pictures

7 2022-02-23 17.35.16 Lepide Software's Personal ... 24/02/21

> i3 Videos

> 5 0s(C)

File nome: | | saLrie ~

Figure 31: Select Database File to Import

e Select the database file to be imported
e C(lick Open

e A message box appears:

Are you sure?

Current settings will be replaced if you import
old database. Do you want to continue?

Figure 32: Confirmation to Import Database

e Click Import and the following message box is displayed:
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Click here to upload your file!

O Importing...

Figure 33: Importing Database

e Theimport may take some time

5.3 Confirmation of Successful Install

e From the Web Console, select Lepide Auditor, Reports

e From the list of reports, select All Environment Changes

e Select Today's date and click Generate Report.

e  Look for the current changes.

NLep\dQ\;w @ Home & Lepide Auditor @ Lepide Trust m My Lepide .Q Lepide Detect I;QZI Lepide Identify @ o

Report Name - All Environment Changes.

Home / Lepide Auditor / Reports / All Environment Changes T £9 May 17,2023 08:34:47 - May 17,2023 22:34:47 » ‘

Component T ServerName T ObjectPath T ObjectType T Who T When " Operation T ContentType T Compliance T RiskLevel " Monetary T Wwhat T Where T Criticality )
Name Value

ActveDirectory | multicorp.local | MULTICORP\Df... | User MULTICORP\DC... | 17-052023 10:1... | Locked N/A N/A N/A A Locked NiA High
Active Directory | multicorplocal | MULTICORP\ad... | User MULTICORP\DC... | 17-052023 100... | Locked NJA N/A N/A NA Locked NIA High
ActiveDirectory | multicorplocal | MULTICORP\AD.. | User MULTICORP\DC... | 17-052023 100... | Locked N/A N/A N/A A Locked NIA High
ActiveDirectory | multicorplocal | MULTICORP\AQ.. | User MULTICORP\DC... | 17-052023 093.. | Locked N/A N/A N/A /A Locked NiA High
ActveDirectory | multicorplocal | MULTICORP\AQ... | User MULTICORP\DC... | 17-052023 09:3... | Locked N/A N/A N/A A Locked NiA High
ActveDirectory | multicorp.local | MULTICORPVE User MULTICORP\DC... | 17-052023 09:2... | Locked N/A N/A N/A A Locked NIA High
ActveDirectory | multicorplocal | MULTICORP\ad... | User MULTICORP\DC... | 17-052023 09:0... | Locked N/A N/A N/A A Locked NiA High
ActveDirectory | multicorp.local | MULTICORP\Df... | User MULTICORP\DC... | 17-052023 08:5... | Locked N/A N/A N/A A Locked NiA High
Active Directory | multicorplocal | MULTICORP\AD... | User MULTICORP\DC... | 17-05-2023 08:3... | Locked NJA N/A N/A NA Locked NIA High
ActiveDirectory | multicorplocal | MULTICORP\AD... | User MULTICORP\DC... | 17-05-2023 08:3... | Locked N/A N/A N/A NA Locked NIA High

10/Page v
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6 Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team
using the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit http://www.lepide.com/contactus.html to chat live with our team. You can also email your

queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit http://www.lepide.com/data-security-platform/.

7 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data
Security Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security Platform
Logon/Logoff Audit Module, Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for
Group Policy Object, Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL
Server, Lepide Data Security Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner,
Lepide User Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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