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Lepide Active Directory Self Service Generate P12 Key

How to generate P12 key

Lepide Active Directory Self Service allows Password Synchronization of Google Apps and IBM accounts. In order to
enable Google Apps Password synchronization, you need to generate a P12 key by making certain settings in your

Google service account.

Follow the below mentioned steps to generate the P12 key for Google App Service Account.

1. Open Google Developer Console Project for Google Cloud Platform -
https://console.developers.google.com/project in Web browser, preferably Google Chrome.

G Google Cloud Platform X

&« - C https://accounts.google.com/SewiceLogin?sacu:1&continue:https%BA%ZF%EFconsole‘developers‘goog?ﬂ? =

Google

One account. All of Google.

Sign in to continue to Google Cloud Platform

Enter your email

Need help?

2. Enter the email address of your Google Service Account and click "Next".
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G Google Cloud Platform X

&« - C https:/faccounts.google.com/ServiceLogin?sacu:1&continue:https%BA%ZF%ZFconsole.developers.goog?'ﬂ? =

Google

One account. All of Google.

Sign in to continue to Google Cloud Platform

&

sudesh kumar
sudesh@exportnotes.co.uk

3. Enter the password of your Google Service Account and click "Sign In". It takes you to the Google Service
Projects page.

) Projects

€ - C [ httpsy//console.developers.google.com/project?pli=1

= Google Developers Console Select a project ~

Projects

Create project Filter by name, ID, or label Columns - @ Labels

Project Name Project ID Requests Errors Charges

Projects shut down and pending deletion

4. Click "Create Project" to access "New Project" pop-up.
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Mew Project

Project name

Your project ID will be based on your project name Edit

Show advanced options...

5. The Project ID is assigned as per the project name. If you want to provide a manual project ID, click "Edit"
link. You can also click "Show advanced options..." to access the advanced options.

Mew Project

Project name

Project ID
Hide advanced options...
App Engine location
us-central -

6. Enter the Project Name, Project ID, and select the advanced option. Click "Create" to create the project.
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Mew Project

Project name

Testing123

Project ID
testing123-1231 &

Hide advanced options...
App Engine location

us-central

7. Once created, the dashboard comes up. Click "Enable and Manage APIs" in "Use Google APIs" section. It
displays the popular APIs.

7 Home - Testing123

€ - C | & httpsy//console.developers.google.com/home/dashboard?project=testing123-1231

Google Developers Console Q  Testing123 ~

ﬁ Home Dashboard

Ij!  Dashboard
Project: Testing123
= Activity

ID: testing123-1231 (#400803473663) v

Use Google APIs

Enable APls, create credentials, and track
your usage

Enable and manage APls

Try Compute Engine

‘E| Spin up virtual machines using Google
Compute Engine, Node js, and MongoDB

8. Click'Admin SDK' APl link to access its settings.
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x \+

/G AP Library - LADSS

| € :' > f () @ | hitps://console.developers.google.com/apis/library?project=crypto-monc c Q Search
= GoogleAPls
API Overview

-

i Google APls  Enabled APIs (7)

O

[ @ search all 100+ APIs |
Popular APls
Google Cloud APls Google Maps APls
Compute Engine API Google Maps Android AP
BigQuery API A Google Maps SDK for i0S
Cloud Storage Service Google Maps JavaScript API
Cloud Datastore API Google Places AP for Android
Cloud Deployment Manager APl Google Places AP for i08
Cloud DNS API Google Maps Roads API
More More
A5 Mobile APIs Social APls
I'I Geogle Cloud Messaging Googlet API

Google Play Game Services Blogger API
Google Play Developer API Googlet Pages API
Google Places APl for Android Googlet Domains APl

= M Advertising APls M. Other popular APIs

https://console.developers.google.com/apis/api/admin/overview?project=crypto-maonolith- 102409

Q LADSS ~

0

Google Apps APls
Drive API

Calendar API

Gmail API

Google Apps Marketplace SDK
A K

Contacts API

CalDAV AP

YouTube APls
YouTube Data API
YouTube Analytics API
YouTube Reporting API

9. C(lick the Enable button to enable Admin SDK API for the service account.

£ Admin SDK - Testing123 %

«=>0C

Google Developers Con:

API Manager

“or Overview

©x  Credentials

sole Q

Overview

-

Admin SDK

Admin SDK lets administrators of enterprise domains to view and manage
resources like user, groups etc. It also provides audit and usage reports of
domain.

Learn more

Try this AP1in APls Explorer

Using credentials with this AP

Accessing user data with OAuth 2.0

You can access user data with this API. On the Credentials page, create an
OAuth 2.0 client ID. A client ID requests user consent so that your app can
sccess user data. Include that clisnt 1D when making your API call to Google
Learn more

Server-to-server interaction

You can use this APl to perform server-ta-server interaction, for example
between a web application and a Google s You'll need a service
sccount, which enables app-level authentication You'l also need a service
account key, which is used to autherize your API call to Google. Learn more

& https://console.developers.google.com/apis/api/admin/overview?project=testing123-1231

Testing123 ~

Your app

Your service

User consent User data

Authorization Google service
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10. Now from the left pane of APl Manager select credential.

]5 Credentials - LADSS w4

| € ﬁ (i) @ | https://console.developers

= Google APls

API APIManager

- i AF| AT
L Overview

O Credentials

11. The following page will open up. Cick on the "OAuth consent screen” tab.

_ : - @
j & Credentials - LADSS X \+
[ ’ (i) @ | https://console.developers.google.com/apis/credentials?project=crypto-mono c Q, Search ﬁ B 9 3+ A& O =
= GoogleAPIs Q wss- OO O A -
API Credentials
A
-
“w Credentials OAuth consent screen Domain verification
O
redentials ~ Delete
Create credentials to access your enabled APls. Refer to the APl documentation for details
Remember to configure the OAuth consent screen with information about your application Configure consent screen
0Auth 2.0 client IDs
Name Creation date ~ Type Client ID
Service Sep 30,2015 Service account client 549708580358- *
account badcngl hisn876ijgp20vqlh 053tj69k. apps.googleusercontent.com
client 1
Service account keys Manage service accounts
ID Creation date v Service account
019b0dc3b7df2368ada75b28393c8781bb3212a Sep 30, 2015 Service account 1
53a06367617acb5603d441e2d0d2792c56b5d0b4  Sep 30, 2015 Servic
Er e
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12. In the "OAuth consent screen" page, fill the form to complete the project registration. Click "Save".

/S Consent screen - LADSS x \+
| 4 ) @ @ | https//console.developers.google.com/apis/credentials/cansent project=cryp e || Q Search B 9 3 A 0 =
= Google APls Q ass~ £ M O A ;
API Credentials
Email address -
<>
- sudesh@exportnotes co.uk - —
. —
Product name shown to users —
| Harny|
Homepage URL (Op )
en will be shown to
you request access
e data using your
Product logo URL (Dptionzl) ID. It will be shown for all
http:/fwww.example.com/loge.png i eredinthis
This is how your logo will look to end users
M size: 120120 pic You must provide an email address
and product name for DAuth to
work.
Privacy policy URL (Cotional)
Terms of service URL |
Save [ENeELES]
Er
v

13. You will be redirected back to the Credentials tab. Now, click on "Create credential" and select service
account key from the dropdown menu.
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fs Credentials - LADSS X \+

(-f @@  htps

console.developers.google.com/apis/credentia

oject=crypto-mona C || Q Search ﬁ B O 3+ & O =

= Google APls Q ss- # OO O A

API Credentials

v Credentials OAuth consent screen Domain verification

AP key for details.
Identifies your project using a simple APl key to check quota and access
For APls like Google Translate.

OAuth client ID

Requests user consent so your app can access the user's data.

For APls like Google Calendar. )

Service account key 1580338-

Enables server-to-server, app-level authentication using robot accounts 1hisn876ijqp20vqlh 033469k apps.googleusercontent.com
For use with Google Cloud APls.

|«

Help me choose

Service account keys Manage service accounts

o Creation date Service account
019b0dc3b7df2368ada75b28393fc8781bb3212a Sep 30, 2015 Service account 1
a3al6367617ach5803d441e2d0d2792c56b5d00b4 Sep 30,2015 Service account 1

Er

14. Select P12 as the key type and create a new service account by selecting it from the 'service account'
dropdown menu.

-] |

/S Create service account ke.., X\l‘l Admin console 2 License b3 | =+
| € ) ) @ | hitps://console.developers.google.com/apis/ credentials/serviceaccountkey ?projec c Q Search ﬁ B @ ¥+ & © =
= Google APls Q@ s @ OO 0 & (G
API Credentials
>
v “
Or
Create service account key
Service account
Select... -

App Engine default service account

Key type Compute Engine default service account
Downloads a file that contains the public/private key pair. Store the file securely

because this key can't be recovered if lost Harryl
JSON Service account 1
Recommended

* P12 New service account

For backward compatibility with code using the P12 format

Create EEeELLE]
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15. Enter the service account name and service account ID. Click "Create".

j (5 Create service account ke... X \+

| 4= ) @ @ | https//console.developers.google.com/apis/ credentials/serviceaccauntkeypn e || Q Search B 9 3 A 0 =

= Google APIs Q@ wess- # O 0 & : (g

API Credentials

Create service account key

Service account

New service account -

Service account name

Harry1 |

Service account 1D

harry1 @crypto-monolith-108409.iam.gserviceaccount.com

Key type
Downleads a file that contains the public/private key pair. Store the file securely
because this key can't be recovered if lost.
JSON
Recommended
® P12
For backward compatibility with code using the P12 format

Er

16. As soon as the service account is created, a P12 key file is generated. Save the generated p12 file to a safe
location.

Note:  This is the P12 key file which you need to browse while adding Google Apps for password
synchronization.
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Opening LADSS-f3701eea9d33.p12 El

You have chosen to open:

E LADSS-f3701eea%9d33.p12

which is: p12 File (2.4 KB)
from: data:

What should Firefox do with this file?

() Open with EBrowse...

(®): Save File

Do this automatically for files like this from now on.

] Cancel

17. You will be redirected back to the Credentials tab. Now, click on "Manage service accounts".

J G Credentials - LADSS X \+
(4 ) @ @ &  https://consale.developers.google.com/apis/credentials?project=crypto-mona C || Q Search Y E @ 3 & 0 =
= Google APIs Q@ woss- # O 0 a (@
API Credentials
A
< Credentials OAuth consent screen Domain verification
2 +
Create credentials to access your enabled APls. Refer to the APl documentation for details.
OAuth 2.0 client IDs
Name Creation date v Type Client ID
Service Sep 30, 2015 Service account client 549708580358 *
account badenglhisnB76ijqp20vqglh 053tj69k apps.googleusercontent.com
client 1
D Creation date ™ Service account
3701 eea9d33fadB4e3dcfal 588a51 622a63878a Apr8,2016 Harryl
019b0dc3b7df2368ada75b28393fcB781bb3212a Sep 30, 2015 Service account 1
a3a06367617acb5803d441e2d0d2792c56b5d0b4  Sep 30, 2015 Service account 1
https://console.developers.,google.com/permissions/serviceaccounts?project= crypto-monclith- 108409 ~
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18. Select the service account created and click edit from options (three vertical dots at the end of account

record).
/ & Permissions - LADSS b4 \+
(€ ) P & @ | https://console. developers google.com/permissions/serviceaccounts?project=crypto-menclith-10¢ & | Q Search e 9 ¥ & O =
= Google APls Q woss~ i M @ & i (8
® .
- Permissions
Service accounts for project "LADSS" ~
Ase ccount represents a Google Cloud service identity, such as cede running en Compute Engine VMs, App Engine apps, or systems running outside Google.
Delste Find & service account +2 Permissions
= Service account name ~  Senvice account ID Key 1D Key creationdate  Options
ofl App Enginedefault  crypto-monolith-108409@appsp ot gserviceaccount com No keys
service account
3 Compute Engine 5497085803 58-compute@developer.gserviceaccount.com No keys
default service
account
e Harryl harryl @erypto-menolith-102409.iam.gserviceaccount.com 13701eeadd33fad24eldofal 588a5162ea63878a & Aprg,2016
*3 Service account 1 549708580358 019b0dc3 b7df2368ada75b28393fc8781bb3212a Sep 30,2015 C Edit
badcnglhisn876ijqp2DvqlhD53tj69k@developer gserviceaccountcom  a3a06367617ach5803d441e2d0d2792656b5d0b4 Sep 30,2015
\ Delete
€ Create key
[
v

19. Select "Enable-Google Apps Domain-wide Delegation" to grant domain wide access without logging to the
service account. See this link for more details: https://developers.google.com/admin-
sdk/directory/v1/guides/delegation#delegate domain-wide authority to your service account

J & Permissions - LADSS x \+

6’ () @ | hitps://console.developers.google.com/permissions/ serviceaccounts?pr c Q Search ﬁ B YO 4+ A& @ =

Edit service account
Service account name

Harryl

[¥ Enable Google Apps Domain-wide Delegation
Grants a client access to all users” data on a Geogle Apps domain without manual
guthorization on their part. Learn more

Save Cancel

20. Now click on View Client ID.
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. _ - @
j & Permissions - LADSS x \+
(€ ) P O @ | hitps://console developers. google.com/permissions/senviceaccountstproject=crypto-monolith-102409 C || Q Search B 9 4 & © =
= Google APls Q Labss~ B OO @ A ‘
o o
am Permissions
Service accounts for project "LADSS" ~
A service account represents a Boogle Cloud service identity, such as cede running on Compute Engine VMs, App Engine apps, or systems running outside Google.
Delete Find & service account 42 Permissions
=| Service account name ~ Service account ID Key D Key creation date Options
+3 App Engine default crypt lith-108 409@appspot.gservicesccount.com No keys
‘service account
+3 Compute Engine 549708568035 8-compute@developer gserviceacsount com No keys
default service account
~ *3 Harryl harryl@crypto-monolith-108409.iam.gserviceaccount.com 3701eea%d33fadB4e3dcfal588a5162ea63878a - Apr 8,2016 DwD
View
Client ID
#3 Service account 1 549708580358 019b0dc3b7df2368ada75b2839 3fc8781bb3212a Sep 30,2015 DwD
badcnq hisnB76ijqp2 Dvqlh053tj69k@developer gserviceaccountcom  a3a063676 17ach5803d441e2d0d2792656 h5d0bd Sep 30,2015 View
Client ID
https://console.developers.google.com/apis/credentials/oauthelient/101052773354351252590 project=crypto-monolith- 108409 v
21. Copy the Client ID and Service account email in a safe location for further use.
j & OAuth client - LADSS * \x'x Admin console b | License * | +
\ (' NOX- https://console.developers.google.com/apis/credential c Q, Search ﬁ’ E U & w 9 =

= Google APIs Q |mss~ & OO © A

API Credentials

* - Download JSON Delete

Client ID for Service account client

@ Service account clients are created when domain-wide delegation is

Manage service accounts
enabled on a service account.

Client ID 101052779354351252590
Service account Harry1
harry 1@crypto-monolith-108409.iam.gserviceaccount.com
Creation date Apr&,2016, 1:03:06 PM
Name

| [Client for harryl

Cancel

22. Now go to Google Admin Console (https://admin.google.com) and login using your Google Apps
Administrator account.
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23. Click on security tile.

% OAuth client - LADSS x/x'x Admin console X \+
(@ @ | https://admin google.com/AdminHomelpli=1&fral=1 @ || Q Search e @ +F &4 6 =
GO g|e Search for users, groups, and settings (e.g. cannot login) “ sudesh 531 o
= Admin console 28 (7] H
<
Users Company profile Billing Reports
Add, rename, and Update information View charges and Track usage of services
manage users about your company manage licenses
l | E i 0
Apps Device Security Support
Manage apps and their management Manage security Talk with our support
settings Settings and security features team
for devices
v
MORE CONTROLS
24. Click show more and go to Advanced Setting.
25. Click on Manage APl Access.
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5 OAuth client - LADSS x/ﬂ Admin console * \_+
€ 9| O @ nhttps://admin. google.com/AdminHomepli=18dral= 125ecuritySettings:fly ¢ || Q Search 1} B 9 3+ A O =
GQ gle Search for users, groups, and settings (e.g. verify your domain) n sudesh  &5% °
= Security (7] H
Ll
~ Advanced settings
Authentication Manage OAuth domain key
Allows admins to access all user data without needing login credentials. @
Federated Login using OpenlD
Allows users to sign-in to 3rd party websites using their exportnotes.co.uk account, without giving away
their credentials.
Manage AP client access
Allows admins to control access to user data by applications that use OAuth protocol
SSL for App Engine Apps
Confinuen OC1 far austom domains to serve your App Engine application vis HTTPS
https://admin.geogle.com/ManageOauthClients i AR PP ! SEND FEEDBACK |,

26. Enter the Client ID generated earlier from developer console in client name and enter the following scopes
in the scope field (use comma to separate them).

https.//www.googleapis.com/auth/admin.directory.user, https.//www.googleapis.com/auth/admin.directory.group

27. Click 'Authorize’.
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P
@ Mozilla Firefox Start Page > | Generate P12 Key XJ ™ Admin console

€ | ) @ | hitps://admin.google.com/AdminHome?chromeless= 120 c Q Search
GO gle Search for users, groups, and seftings (e.g. add domain) n sudes

= Security

Manage API client access
Developers can register their web applications and other API clients with Google to enable access to data in Google semnvices like Calendar. You car
these registered clients to access your user data without your users having to individually give consent or their passwords. Learn more

Authorized API clients The following API client domains are registered with Google and authori
Client Name One or More APl Scopes
101052779354351252590 ww.googleapis.com/auth/admin.directory.user| | Authorize
Example: www.example.com Example: http://www.google.com/calendar/feeds/ (comma-delimited)

< >

28. That'sit. You can start using the details in the Software.

Once the Password Synchronization settings are completed, Google Apps password resets can be successfully
performed by end users.
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