W Lepide

The Lepide Risk

Assessment Report

The Identity and Data Risk Assessment reportis based on data
collected from a sample of your live environment and is
designed to highlight security vulnerabilities and recommend

remediation, whilst demonstrating Lepide capabilities.

The information contained in these documents is confidential, privileged and intended only for the
recipient. It may not be published or redistributed without the prior written consent of both Lepide and

therecipient.




Challenges and Success Criteria

1) Issue

I / i< Directory and identity oversight processes have reached a critical
breaking point. With no centralized auditing toolin place, the IT team lacks visibility into user
activity, logins, privilege changes, and account deactivation events across their hybrid AD + Entra

365 environment.

Recently, a user account was deactivated without explanation, prompting |Jjjto investigate.
But without a monitoring solution, answering who made the change, whenit happened, from
where, and how required extensive manual digging — a problem that repeats across every audit

orincident.

Tasks that should take 5-10 minutes now consume 1-3 days, slowing operations while
simultaneously increasing the risk of missed privilege escalations, dormant accounts, and

compliance gaps.

In addition, |l has rolled out Microsoft Copilot to a select number of users and currently
has no way to tell whether this has accelerated data exposure.

2) Business Challenges

° Lack of Visibility into Identity & Access Activity
° Manual, Inefficient Investigations

° Inactive & Orphaned Accounts

e  Compliance Vulnerability

e  Hybrid Environment Complexity

3) POV Success Criteria

The Proof of Value must be structured to demonstrate clear visibility, immediate time savings,

and measurable risk reduction, enabling [JJJilil to confidently present aninternal business case.

A. Gain Instant Visibility & Audit Control
B. Reduce Investigation Time from Days to Minutes
C. Support Compliance & Security Requirements

D. Prove Simplicity, Reliability,and ROI

W Lepide



Summary

Key Finding

Risk Severity

@ High - Immediate risk requiring urgent action

) Medium - Moderate risk requiring planned remediation

@ Low - Low risk, monitor over time

Component

Affected

Compliance

Sensitive data accessed through Copilot queries exposes

regulated and confidential information to unintended

users.

Copilot usage inefficiencies and increasing sensitive data

alerts.

1,421inactive enabled accounts increase exposure to
credential misuse, privilege escalation, and compliance
failure.

Presence of 2,763 password-never-expire accounts
significantly increases credential compromise risk and

weakens compliance posture.

70+ OU, Group, and Security Group modifications
indicate uncontrolled privilege changes and limited

visibility into access governance.

69 users hold administrative privileges, including standard
accounts with indirect group inheritance, presenting
elevated breach and misuse risk.

4,122,724 failed logons indicate widespread
authenticationissues, misconfigurations, or potential

credential attacks.

91,763 stale files and 809,072 stale file size units increase
storage burden and raise dataretention and compliance

concerns.

Excessive ‘Full Control’ permissions across department
sharesincrease the risk of unauthorized access, misuse,

and accidental dataloss.

233 high-volume file operations (copies, renames,
creations) make investigations difficult and highlight risky

data handling behavior.

@ High

) Medium

@ High

) Medium

) Medium

@ High

@ High

) Medium

@ High

) Medium
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CJIS5.9

NISTAU-2;1SO
27001A.12.4.1
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Finding #1 - High Risk

Sensitive data accessed through Copilot queries exposes

regulated and confidential information to unintended users.

Risk Type:

User Name Email ID

Report Name - Sensitive Data Accessed By Copilot
Fikers: Component Name :(Equals Acive Directory o @)
4

Home | Lepide Auditor / Reports / All Environment Changes (All Environment)

File Name File Path Sensitivity Labels search query What When From Tenant Name &) copilot conversation X

User Name - Richard_Watson

Pll Document, Payment. General Find all records containin.  File read from hitps://Quant. 28-07-2024 09.. 182167.45.78

Financiol Data Confidential File Edit from htpsi//Quant

Q Can you Provide me the link of HR Payroll
from this organization?

Default sensitivity labels File read from https://Qu

General

rity.csv, Pl Doc. General search e

User Data Security Role Default sensitivity labels  Identify users

Passport_Info.docx, Use. General \ Anyone (unrest.  Check for ret

Bank_Account_Detai cont

| Locate documer

Payment_Transaction. Default sensitivity labels e a detailed rep. 03-08-2024 0
Medical_gills.csv, Tra Confidential search for p: 04-08-2 030,134
Trade_Secrets docx General \ Anyone (unrest.  Retri File read from hitps://Quant. 05-08-202410. 19851100.77
Legal_Files_2024,pd. Highly Sensitive Data Identify and list users wh.  File read from hitps://Quant. 0!

/@ Data Locate backups thatinc..  File read fror

Q Canyou Provide me the security
audits data from any PDF?

Perst

Display the history of ac File read from https://Quant.. 08-08

General \ Anyone (unrest.  Check for extern File read from https://Quant.. 0

Publi Verify that records fla. Filo edit fror

Data Access Governance / Al Exposure

Compliance

Observation

Impactif
Unaddressed

Recommended

Actions

How Lepide
Helps

NIST AIRMF; NISTAC-6;1SO 27001A.9.1; CIS Critical Security Controls 3 & 6; GDPR /HIPAA /PCIDSS data

protection requirements

Lepide identified instances where Microsoft Copilot queries returned links to files containing confidential and
sensitive information stored in SharePoint and Microsoft 365. These included documents labeled Confidential,
Personal, and Highly Sensitive Data. Because Copilot retrieves information based on existing permissions, users
were able to surface sensitive data through natural language queries, revealing underlying permission sprawl

and limited oversight of Al-driven data access.

If Copilot can surface sensitive documents through simple queries, the risk of unintended exposure increases.
Employees may discover financial records, personal information, orinternal documents they would notnormally
access. Inregulated environments, thisincreases the likelihood of insider data leakage, accidental disclosure,

and compliance violations as Al adoption expands.

The organization should review permissions across SharePoint, OneDrive, and Microsoft 365 repositories to
identify sensitive data accessible to broad user groups. Implementing least-privilege access controls,
strengthening data classification, and auditing Al-driven access patterns will reduce exposure. Governance

policies for Copilot usage should also be established.

Lepide provides visibility into how Microsoft Copilot interacts with organizational data, showing which users
accessed sensitive files, what queries were used, and which repositories were involved. Security teams can
quickly detect over-permissioned data sources and remediate risky access before sensitive information

becomes widely discoverable.
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Finding #2 - Medium Risk

Copilot Usage Inefficiencies and Increasing Sensitive Data Alerts

Filter Applied - for yeor

Risk Type:

Dashboard - Copilot c
Dashboards / Copiot
Inactive User With Copilot Lost Updated on 210812022 108 PM Most Inactive Department o 2082022 108 o (5 Most Active Department On Lot Updted n 210812022 108 7m [
On Copilot Copilot
o Poscl o Ptz e powez e otz o P2
Sensitive Data Accessed By Copilot Last L] Copilot Alerts Triggered Last Upas 2108om (5
Filter Applied - Top 5 Users, No. of days - 10 Days. )
Andrew James 27 &
— 2l l sl
o iy 1 o i @ e s e PV A GF AP A AV & :
Copilot Usage Comparison . i

November Decer

2024 ® 2025

Al Governance / License Optimization / Sensitive Data Exposure

Compliance

Observation

Impact if

Unaddressed

Recommended
Actions

How Lepide
Helps

NIST AIRMF; NISTAC-6;1SO 27001A.9; CIS Controls 3 & 6; GDPR /HIPAA / PCI DSS data protection

requirements.

Lepide identified a growing number of inactive Copilot users, indicating licenses assigned to accounts that are
not actively using the service. The dashboard also shows increasing Copilot alerts, suggesting sensitive data s

being accessed more frequently through Al queries.

Unused Copilot licenses create unnecessary cost while rising alert activity indicates sensitive data may be
surfaced more frequently through Al interactions. Without monitoring and governance, organizations risk both

wasted Al investment and increased data exposure.

Review Copilot license usage to identify inactive users and reassign or remove unnecessary licenses. Monitor
Copilot alerts and review permissions on sensitive data to ensure Al tools cannot surface confidential

information to overly broad user groups.

Lepide dashboards provide visibility into Copilot usage, inactive licensed users, and alerts triggered by
sensitive data access. Security and IT teams can optimize licensing costs while monitoring and controlling

Al-driven data exposure.
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Finding #3 - High Risk

1,090 inactive enabled accounts significantly increase exposure

to credential misuse, privilege escalation, and compliance failure.

Total Records : 1090

SAM Accou...” +1 Object Path
b b
__VMware_Con
4precinct
aadams
aaddison
sadelana
abanks
abooker
ABS
acaldwel
acampbel
achamberain
aclemons
acooper
across
adale
adiah
adianh
adur
severstt
afair
agary
agray
aharalson
aharvey
shenderson
ahicks
shubbert
ahutchins
alacy

Risk Type:

Compliance

Observation

Impactif
Unaddressed

Recommended

Actions

How Lepide
Helps

B Q-
~  Email Address ~ Last Logon Time ~ When Created v Inactivity Time(ln days) v Accourt Age(ln days)
Lad d L bd b bt
Never 7/6/2023 12:30:38 PM N/A 868 Dayls). 21 Hourls)
1/2/2023 2:30:02 PM 4/19/2012 10:51:14 AM 1053 Day(s). 19 Hour(s) 4963 Days). 22 Hourls)
7/17/2025 10:12:20 AM 6/21/2019 122758 PM 126 Day(s). 23 Hour(s) 2344 Day(s). 21 Hourls)
1/30/2025 10:07:20 AM 8/26/2020 2:17:08 PM 294 Dayls). 23 Hourls) 1912 Dayis). 19 Hourts)
6/9/2025 8:40:53 AM 6/9/20257:37.34 AM 165 Day(s). 00 Hour(s) 165 Dayls). 02 Houris)
7/15/2025 8:18:34 AM 7/3/2013 9:09:04 AM 129 Dayis). 01 Hour(s) 4524 Day(s). 00 Hourfs)
8/1/2025 352:42 PM 4/24/2023 10:22:03 AM 111 Dayls). 17 Hourls) 941 Dayls). 23 Hours)
Never 7/3/2024 10:04:01 AM N/A 505 Dayls). 23 Hour(s)
2/6/2024 2:48:44 PM 6/20/2023 12:55:18 PM 653 Dayls). 18 Houris) 284 Dayls). 20 Hourfs)
9/3/2025 55319 PM 8/27/2020 10:09:35 AM 72 Dayls). 15 Hourls) 1911 Dayis). 23 Hours)
8/11/2025 10:37:22 AM 5/19/2024 5:13:28 PM 101 Dayfs), 23 Hourfs) 550 Dayls). 16 Houris)
10/16/2025 7:55:24 AM 6/24/2019 9:11:28 AM 36 Day(s). 01 Hourls) 2342 Day(s). 00 Hourls)
11/20/20231:20:21 AM 8/24/2006 8:21:13 AM 732 Dayls). 08 Hourfs) 7029 Dayfs). 01 Hourfs)
9/10/2025 258:21 PM 1/7/2021 10:39:37 AM 71 Days). 18 Hourls) 1778 Dayis). 22 Hours)
2/3/2025 4:44:48 PM 12/12/2019 30801 PM 290 Dayls). 16 Hourfs) 2170 Day(s). 18 Hourls)
9/25/20255:25:22 PM 8/28/2020 10:08:32 AM 56 Days). 16 Hourls) 1910 Dayls). 23 Hourfs)
3/18/2025 7:08:05 PM 8/28/20208:42:31 AM 247 Dayls). 14 Hourfs) 1911 Dayis). 00 Hourfs)
8/14/2025 12:16:33 AM 3/14/2018 302:42 PM 99 Dayls). 09 Hourls) 2808 Day(s). 18 Hourls)
10/11/2025 3:37:14 AM 7/10/2017 433:32 PM 41 Day(s). 06 Hourls) 3055 Dayis). 16 Hourts)
7/9/2025 10:41:52 AM 7/28/2021 11:4328 AM 134 Dayls). 22 Hour(s) 1576 Day(s). 21 Hourls)
12/17/2021 2.35:16 PM 12/1/2021 10:35:31 AM 1434 Day(s). 19 Hour(s) 1450 Day(s). 23 Hourls)
6/5/2025 6:06:01 AM 8/28/2020 7:44:45 AM 169 Dayis). 03 Hour(s) 1911 Day(s). 01 Hourls)
4/12/20259.26:12PM 1/6/2021 9:20:00 AM 222 Dayls). 12 Hourls) 1780 Day(s). 00 Hourfs)
1/31/2025 8:46:16 AM 8/30/2006 10:43:05 AM 294 Dayls). 00 Hourls) 7022 Dayls). 22 Hourts)
2/19/2025 5:49:33 PM 8/28/2020 9:14:42 AM 274 Dayls), 15 Hourls) 1911 Dayis). 00 Hour(s)
6/6/2025 9.05:30 AM 2/8/2022 4:58:32 PM 168 Dayis). 00 Hour(s) 1381 Dayis). 16 Hourts)
8/28/20255:10:21 AM 11/26/2019 1:35:03 PM 85 Days). 04 Hourls) 2186 Day(s). 20 Hourls)
8/8/2025 11:14:36 AM 11/8/2022 1:30:23 PM 104 Dayls). 22 Hour(s) 1108 Dayis). 20 Hourts)
10/20/2025 9.07:46 PM 9/23/2025 7:41:25PM 31 Days). 12 Hourfs) 58 Day(s). 13 Hourls) B

Account Hygiene

NISTAC-2;1SO27001A.9.2.6; CJIS 5.5; State/Local Government Audit Requirements

Lepide identified hundreds of enabled accounts with no recent logon activity. Several accounts appear to have
neverlogged in at all since creation. With no automated auditing in place, the city cannot maintain a consistent
identity lifecycle process or validate activity across AD and Entra. This results in blind spots that slow

investigations and increase operational workload.

Dormant accounts remain one of the most common footholds for attackers. In a government environment
managing sensitive employee and citizen data, leaving inactive accounts enabled creates multiple risks:
increased likelihood of credential theft, undetected privilege escalation, lateral movement opportunities, and
failing audit requirements. Additionally, investigations that should take minutes can extend into days due to the

absence of centralized visibility.

I o d review and disable inactive accounts regularly, establish inactivity thresholds,
implement automated deactivation workflows, and ensure alignment with HR onboarding/offboarding

processes. Consistent lifecycle enforcement reduces risk and supports compliance mandates.

Lepide delivers continuous visibility into account activity, automatically highlights inactive identities, triggers
alerts as thresholds are crossed, and supports automated disablement actions. This enables the || NNEzEGIGNGNGz:N
to quickly identify and remediate dormant accounts, reduce manual investigation time, and maintain ongoing
security and compliance readiness across both AD and Entra environments.
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Finding #4 - Medium Risk

2,763 accounts with “Password Never Expires” significantly

increase therisk of credential compromise.

Drag a column header here to group by that column E Q -
User Name -7 User Path +¢ OU Container +7 Object Path o
P P b

| ___VMware_Conv_SA___ h Users

2ndfloorcopier Shared Accounts
311temp Constituent Services
4precinct . | Investigative Operation
aadams Patrol Operations
aadelana . Summer Workers
aalipoe Server Administration
aanderson City Clerk

aatkinson . | Community Affairs
aballard Patrol Operations
abanks Executive Staff
abennett Community Improvement
abolden . | Patrol Operations
abooker .| Recreation Services
aboone Action Line

ABS . Service Accounts
abuck .| Recreation Services
abums | | Auditorium

acaldwell . Patrol Operations
acampbell Users

Risk Type:

Account Hygiene

Compliance

Observation

Impactif
Unaddressed

Recommended
Actions

How Lepide
Helps

NISTIA-5;1SO 27001A.9.4.3; CJIS 5.6; State/Local Government Audit Requirements

Lepide identified 2,763 user accounts where the Password Never Expires setting is enabled. Many belong to
standard human users across departments such as Police, Parks & Recreation, Human Resources, Server
Administration, and Community Affairs. With no centralized auditing solutionin place, the city cannot easily

assess password age orrotation, creating long-term exposure if any of these credentials are compromised.

Never-expiring passwords significantly increase the likelihood of credential theft, brute-force success, and
unauthorized access. Combined with otheridentity hygiene issues, these static credentials expand the city’s
attack surface and heighten the risk of undetected lateral movement. This directly affects compliance with

NIST, CJIS, and state audit requirements, where lack of password rotation and oversight is a serious deficiency.

The [ NISEEEEERN should remove Password Never Expires from all non-service accounts, enforce password
aging policies aligned with NIST/CJIS requirements, and apply strict controls for any exceptional accounts.
Regular password hygiene reviews and automated reporting should be implemented to reduce manual effort

and maintain accountability.

Lepide continuously monitors password settings, highlights non-expiring passwords, and alerts when high-risk
configurations appear. Automated reporting and ongoing visibility allow the || | | |} Q QJRENEEE to quickly identify
andremediate these accounts, strengthen credential hygiene, and maintain compliance without relying on
manual checks.
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Finding #5 - Medium Risk

70+ unmonitored OU, Group, and Security Group changes

increase the risk of unauthorized access and privilege drift.

cityjackson.ms.us\Security Group Modifications

s+ efe]s]+

Drag 3 colunheacderhers 0 roup by tht comn

Group Path 7 Who Modied
» » »

Risk Type:

| When

/1872025 11820 P
T1/19/2025 1:1820 P
11/19/2025 11820 P
11/19/2025 11620 P

cityjackson.ms.us\Group Modifications

B Q

7 What £l &L o What E 4

» » s
Menbers Removed : C=Bemadete .. AD-COU-| oty jackson maus

dette .| ADCO ctyiacksonms us

... ADCOMclyjacksonmase

ADCOJ 1oty acksonms.us

DL ctyjacksonmss

ADCOJ2ctyjacksonmas

Wanber Removed - Cl-Bemdatie
Menbers Removed : Cl-Bemadstie
Menbes Removed - Cli=Bemadetie

T1/19/2025 1:1620 PM
T1/18/2025 1:1820 P Merbers Removed - Ci-E

Members Removed

Menbers Removed : it

madete
511820 P T1/19/2025 111820 PH
T/R/2025 1222530
/1772025 80447 A
T1/6/2025 45857 P

Members Removed - Cli=Bemadete
Merbers Addad - Cl-Jamyn i
Members Removed

Wenbers Renoved : CI
Wenbers Removed - CliFredick Wi

a Wi
Manbers Removed - CI
Wenbers Removed . CI W
ChisFrednck Wi
Wi

ADCOJ2ctyjacksonms s
ADCOS2ctyjacksonms.us
ADCOIZctycksonms s
ADCOJ2ctyjacksonmas
.. ADCOSZctyjacksonsms s
>

D

Menbers Removed - CliFrechck Wi
Wenbers Removed - Cf

a
Wanbers Removed - CI
Menbers Removed - CI
Menbers Removed : Cli=Fredhck Wi

ChisFrednck Wi
Wanber Removed - CI i
Manbers Removed - CleFrechick Wi
Menbers Removed - CliFredhck Wi
Menbers Added - CN=PDQ.OU=Ser.

ADCOI 2oty jacksonms s s
ADLOI2 oty ackson s us s

Members Removed

ADCOSZctyjacksonms s
A<

i.. | ADCO2 iy jacksonmas
ADCOI2cty jacksonms us
ADCOL2 oty ckson s s

Members Removed ADCOS2ety jackson s
ADCOSZctyjacksonms.us

ADCOS2ctycksonms s

ADCOL sty jackson s us v

Total Records : 27 [ o Tpagel) Total Records: 42 1

] of 1pagee)

Privilege & Access Management

Compliance

Observation

Impact if

Unaddressed

Recommended
Actions

How Lepide
Helps

NISTAC-6;1SO 27001A.9.2.3; CJIS 5.3; State/Local Government Audit Requirements

Lepide identified 27 Security Group modifications, 42 Group modifications, and 22 OU-level membership
changes during the evaluation period. These included user creations, member additions, and frequent member
removals across departments such as IT, Police, PureOps, and Kronos. These changes were made by several
administrators (e.g., mscrivner, wchampion, brome, Administrator) with no centralized auditing to confirm

whether the modifications were authorized or expected.

High volumes of unmonitored access changes canresult in privilege drift, misconfigured access, and
undetected escalation—especially when many admins can modify group membership. This reduces the City’s
ability to verify who had access to sensitive systems at any given time and complicates compliance reporting.

Without visibility, investigations into unauthorized access or misassigned privileges may take hours or days.

The I shou/'d establish continuous monitoring of OU and group changes, enforce approvals for
modifications to privileged groups, and maintain detailed auditlogs for every access-related operation.
Privilege reviews should be performed regularly to ensure group membership aligns with roles and
responsibilities.

Lepide provides real-time monitoring for every OU, Group, and Security Group change, correlating each
modification with the responsible user, timestamp, and affected objects. This enables you to detect

unauthorized changes immediately, maintain accurate privilege records, and produce clear audit trails.



W Lepide
Finding #6 - High Risk

4,122,724 failed logon attempts in one month obscure real threats

and increase the likelihood of undetected attacks.

Who +¢ When 17| Where +7 Reason -
r L o P P
| Administrador 11/21/2025 9:50:24 AM | WIN-OF7SNV11JJA user name does not exist
cuvbackup 11/21/2025 9:50:24 AM  GANGA user name does not exist
fellis 11/21/2025 9:50:24 AM | 172.31.229.48 Bad password
fellis 11/21/2025 9:50:24 AM | 130.10.10.138 Bad password
‘ administrator 11/21/2025 9:50:23 AM | GANGA user name is comect but the password i...
ADMINISTRATOR 11/21/2025 9:50:22 AM user name is comect but the password ...
NOHEMIL 11/21/2025 9:50:22 AM user name does not exist Failed Logons B
Administrador 11/21/2025 9:50:22 AM | WIN-OF7SNV11JJA user name does not exist
ptibackup 11/21/2025 95022 AM | GANGA e daes ol e Graph Generated For Last 31 Day(s) Last Updated 21-11-2025 10:05:01 AM
|administrator 11/21/2025 9:50:21 AM | GANGA user name is comect but the passwo 60k
SEAN 11/21/2025 9:50:20 AM user name does not exist
account-aj sheetal 11/21/2025 9:50:20 AM | WIN-MULINJJTHVO user name does not exist 400k
| qgsbackup 11/21/2025 9:50:20 AM | GANGA user name does not exist
Administrador 11/21/2025 9:50:20 AM | WIN-OF7SNV11JJA user name does not exist
administrator 11/21/2025 9:50:19 AM | GANGA user name is comect but the passwo 2008
acorey 11/21/2025 9:50:19 AM | WIN-55M501SVAOC user name does not exist
MPC 11/21/2025 9:50:18 AM user name does not exist 0
pyhbackup 11/21/2025 9:50:18 AM | GANGA user name does not exist & <P
ADMINISTRATOR 11/21/2025 9:50:18 AM user name is comect but the passwo & Y
MSSQLSERVER 11/21/2025 9:50:17 AM user name does not exist R
| NOAHPNNL 11/21/2025 9:50:17 AM user name does not exist ® e
Administrador 11/21/2025 9:50:16 AM | WIN-OF79NV11JJA user name does not exist

P

4474 /A0AC A.EAAR MRS

~aniea

R R TR R e

Risk Type: Identity & Authentication Security

Compliance NISTIA-5;1SO 27001A.12.4.1; CJIS 5.5; State/Local Government Audit Requirements

Observation Lepiderecorded 4,122,724 failed logon events within the current month. These attempts come from awide
range of accounts — including Administrator, MSSQLSERVER, backup accounts, service accounts, and
misspelled or non-existent usernames. Many failures originate from systems such as GANGA, WIN-OF79NV11JA,
WIN-MULNJUTVHO, and public IPs. Without a centralized auditing solution, the City lacks the ability to
distinguish normal account lockouts from automated attacks, brute-force attempts, or misconfigurations.

Impact if This volume of failures creates overwhelming noise, making it nearly impossible to identify real threats. Potential

Unaddressed brute-force attacks, compromised service accounts, password spraying attempts, or lateral movement could
occurunnoticed. Excessive authentication failures also introduce operational issues, increase helpdesk
workload, and pose compliance risks, as auditors require clear explanations and patterns behind authentication
anomalies.

Recommended The City should monitor failed logons inreal time, investigate repeated failures from the same accounts or

Actions hosts, and review service accounts forincorrect configurations. Threshold-based alerting and automated
correlation should be implemented to highlight suspicious behavior and reduce noise.

How Lepide Lepide automatically aggregates failed logon activity, highlights abnormal patterns, and provides real-time

Helps alerts for high-risk events such as repeated failures, non-existent accounts, or attempts from unexpected

hosts. This allows the City to quickly identify attack activity, reduce noise, and support compliance by

maintaining clear and searchable authentication audit trails.
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Finding #7 - High Risk

69 users with admin privileges increase the risk of unauthorized

escalation and excessive access.

User Name User Path Object GUID Display Name pPemission Method =
r3 p F r 3

4 Group Name: CITY JACKSON_MS.US\Administrators

cchampion {1DCEQEB0-90C6-43BC-96B4-A62ADD4TEEFA} Christopher Champion = Direct and Indirect via group(s) [ Domain Admins , Local Admin , System Group ]

proctor (2ABBF246-83D9-4B07-A1CE-057FDDEDICFD} Jetaun Proctor = Indirect via group(s) [ CrimeLabUsers ]

wharper {CA953DEE-B285-42D4-9265-9E 6988 12A3F ) Wilie Harper = Direct and Indirect via group(s) [ Domain Admins , System Group ]

tiddel {128FC3FF-E769-4C52-B201-CBEF397A5D2D} Rosalind Liddell = Indirect via group(s) [ CrimeLabUsers ]

thomas {54A5071D-56E6-4702-9E6C-E47C68A21685) LaTanya Thomas-Bennett = Indirect via group(s) [ CrimeLabUsers ]

aalipoe {AATIB3CE-BD5B-4A98-8F98-C13E3E1B005E} Adote Aipoe = Direct and Indirect via group(s) [ Domain Admins . Local Admin , System Group ]

krobbins {60C05363-070B-4C0A-B4FC-3B5B1CF425AD} Katina Robbins = Indirect via group(s) [ CrimeLabUsers ]

bmitchel {70EE533A-D2B5-4383-8149-39535ABA2CF 3} Bryant Michel = Direct and Indirect via group(s) [ Domain Admins , System Group |

emccoy {250D7124-DEES-4A02-83EA CEF9397B61C4} Evelyn McCoy = Indirect via group(s) [ CrimeLabUsers ]

igardner {42814E1A-87CE4854-84C2-44DCF4D35305} Jacquelyn Gardner = Indirect via group(s) [ CrimeLablUsers ]

thushelim {450F 31B4-69E5-4DI5-AFAA-4344CI5ET40E} Rhushell Moore = Direct and Indirect via group(s) [ Domain Admins , Local Admin ]

kstevenson {81D8BD42-7E02-446F-BEES C1959049A09A} Katherlene Stevenson = Indirect via group(s) [ CrimeLabUsers ]

jilcaldwell {949B1747-09BE-4A40-836E-4A7F 7BCCOBAE} Jilian Caldwell = Direct and Indirect via group(s) [ Domain Admins ]

0365 Hybrid {6C3CD508-2BCS-4CCI-AT78-6D0D2F82AB68) 0365 Hybrid = Indirect via group(s) [ Domain Admins ]

hpatton {55A75954-6214-4144-8514-73B676F 74432} Harold Patton = Direct

tbroome {6358C5BF-15E1-46D4-831B-7AD38DBE26B1) Taherrah Broome = Direct and Indirect via group(s) [ Domain Admins ]

pbames {6EB59D74C470-4368-8F10-DD2D 1CBAB146) Paticia Bames = Indirect via group(s) [ CrimeLabUsers ]

crimelab {FD2C564C-E568-4E76-B748- 0DBFBS330C84} crimelab = Indirect via group(s) [ CrimeLabUsers ]

lepide {33C7811C-0729-40A2-8CD2-CEABO1FDE5EF) Lepide = Indirect via group(s) [ Domain Admins ]

bmatlock {2DBED145-2358-4C37-BEAT-63AE4F 709B31) Bryan C. Matlock = Indirect via group(s) [ Domain Admins ]

camstrong {5565A84D-060B4145-984F-5A2F6C7355AF) Corey Amstrong = Indirect via group(s) [ Domain Admins , Local Admin ]

tmonson {7D5D4581-68F5-4336-A066-DAFI030E 71BA} Thomas Monson = Indirect via group(s) [ CrimeLablUsers . Enterprise Admins ]

Igoodioe {74C18142-7569-4237-8224-174FOFOFFC26) Lioyd Goodioe = Direct and Indirect via group(s) [ Domain Admins ]

pdq {3EADEFCB-D481-4E6C-8926-653DEAB50CEB} PDQ = Indirect via group(s) [ Domain Admins ]

arichard {63440346-D1D6-4041-A583.C5FCEES521F 7} Andrew Richard = Direct and Indirect via group(s) [ Domain Admins ]

mmatory {17A4616F-E22C-4019-B3C3-5D36C984DBAT) Maurice Matory = Indirect via group(s) [ Domain Admins ]

kemyw -

{3CDB6856-29DC-446B-8BDA-96B707FA35F2} Kemy West Direct and Indirect via group(s) [ Domain Admins ]

Risk Type: Privilege & Access Management

Compliance NISTAC-2 &AC-6;1SO 27001A.9.2.3; CJIS5.3

Observation Lepide identified 69 users with administrative privileges, many assigned through indirect nested groups such as

Domain Admins, Local Admin, Enterprise Admins, and departmental groups like CrimelLabUsers. These include
standard staff and service accounts. Without centralized auditing, the City cannot easily confirm why these

users hold elevated access or whether privileges remain appropriate.

Impact if Excessive administrative access increases the likelihood of misuse, escalation, and unauthorized control over
Unaddressed critical systems. Indirect group nesting can unintentionally grant broad privileges, undermining least-privilege
controls. If any privileged account is compromised, attackers could access sensitive systems and data. Lack of

visibility also complicates compliance efforts and delays investigations requiring privilege verification.

Recommended Review all privileged users, remove unnecessary admin rights, eliminate risky nested groups, implement
Actions approval workflows for elevated access, and perform routine recertification to ensure privileges align with job

roles and operational requirements.

How Lepide Lepide provides full visibility into privileged accounts, showing whether rights are assigned directly or inherited
Helps through nested groups. Real-time alerts, automated reporting, and detailed privilege mapping help identify
unnecessary access, enforce least-privilege, and streamline compliance reviews. This ensures the City

maintains accurate oversight of all administrative permissions.



\\
\\\

Lepide
Finding #8 - Moderate Risk

Unmonitored file activity across departmental shares increases

exposure to data mishandling and unauthorized data movement.

When 17 Server Name
» »
11/21/202592619AM | depishares
11/20/202550244PM | deptshares
11/19/2025813:48AM | deptshares
11/19/202581348AM | deptshares
1/17/202584641AM | deptshares
1/11/202595058 AM | deptshares
11/10/2025 112707PM | deptshares
11/10/2025 1037:19PM | deptshares
11/10/202564508PM | depishares
11/7/2025 41350 PM deptshares
11/7/2025 40208 PM deptshares
When 7 Server Name
deptehores
deptshares
destehires
destahares
destshores
deptshares
120258583 A ceptaharss
118202595114 A deptshares
118202590844 A deptshares
118/202585602A  ceptshares
12025840430 deptshares
/1772058452280 deptshares
deptshares
deptshares
destshires
deptshares
deptshares
deptshares
deptshares
deptshares
deptehares
deptshares
deptehores
deptshares
destehires
deptshares
destehores
destahores

Risk Type:

¥ Who <7 Object Name Ed ¥ Operation = -7 From [ o]
» £ » K »

October 2025 Raw Data (P. Fie Copy System 1723123818

October 2025 Raw Data (P. File Copy System 1723123818

Paratranst Approval Letter- Fle Copy System 1723123818

Peratranst Approval Letter- Fie Copy System 1723123818

Nissed Trps 11-152025.xsx Fie Copy System 1723123818

October 2025 Raw Data An File Copy System 1723123884

October 2025 Raw Data An Fie Copy System 1723123884

October 2025 Raw Data An Fie Copy System 1723123884

Oeicber2005 R Ok i o Cony When 7 Server Name & Who 7 Object Name £ ¥ Renamed Path 7| Operation El
FY2026 Fuel Report xisc Fie Copy ) 5 » 5 ) ) )

FY2026 Fuel Report xdsx File Copy 11/21/2025 9.03.08 AM deptshares November Miss Trips Log xisx File Rename Alowed
W2/205 540460 dethares isod Trps 11202025 e Forae Howcd
AR detares October 2025 st . FieFarane Howed
120205 64572PM depthares Octber 2125 Fow Dt i Fera Aowed
W2/ 515T AN deptores Visod Trps 11192025 s Howed
7w 7 Ot ame 7]
1W/19/02520050PM deptares DVIR COMPREHENSIVE R FieFeramo Howcd
Y 2 = 11/19/2025 1:59:30 PM deptshares DVIR COMPREHENSIVE R. File Rename Alowed
o L New ol o Fenane Mowed
[ o 1119 205 S | Wremsaaor dmtes iod Trps 11162025 FieFarame Hod
R o WivassssaA  dians ReducedFre Aprova Lot Fie Ferane Howed
BT Fortonst foproal o Fie Faram Howed
owe|T/IBZESSTIAAN  deptres Paraenst froval et Fie Farane Howsd
o |T/1025 50044 AN deptres Foratonst fproal o FioFeram Howed
o« Cose o [T/IBZBEEOA  depthares Pt oproval et FieFarane Howed
ieGese S [T/I025 50 deptres issod Trps 111720250 e Howed
eGese S (TSR g s T 115 2025 Fie enams Howed
Fie Crezte. Syste 11/17/2025 8:39:.04 AM deptshares. Missed Trips 11-14-2025 xisx File Rename Allowed
s Spae} 11/14/2025 9:33:14 AM deptshares Missed Trips 11-13-2025xlsx File Rename: Alowed
e Crese S s 253 AN  detars isod Trps T11220250c FieFerane Howd
e Cste S 11/12/2025 11:34:34 AM deptshares October 2025 Raw Data xsx File Rename Allowed
S s e n s New ol T Howed
v s an et sod Trps 11112025 FieHarame Ao
oz sesi A depne issd Trps 111020250 Fie Ferane Howed
e TIPS 0123 deptres Octber 2125 Fow Dt . FioFaram Ao
TR 0T AN s October 225 Faw st . Fie Farane owed 5
eceae el 3
s flder Folder Gedte 9 Total Records : 73 T | oftpagel)
[New folder Folder Create: Syste. —
o Fopova Wi . eGeas Sriom T
recet ol P . e Srion
e Sptom
Spten
Sy iz
;
Total Records : 150 .

o 1pagels)

File System Activity & Data Handling

Compliance

Observation

Impactif
Unaddressed

Recommended
Actions

How Lepide
Helps

NIST AU-2;ISO 27001A.12.4.1; CJIS 5.8; State/Local Government Data Handling Requirements

Lepide identified 10 file copies, 73 file or folder renames, and 150 file or folder creations this month on the
deptshares server, mainly by users ngrissle and ngjuice. Without visibility into file activity, the City cannot easily
determine whether these changes were expected, properly authorized, or indicative of risky data movement or

accidental data handlingissues.

Untracked file operations can hide inappropriate access, accidental overwrites, or the quiet movement of
sensitive documents. High volumes of renames and creations may obscure exfiltration attempts or make critical
records harder to locate. For a government environment, this increases operational risk, reduces data integrity,

and complicates compliance reporting, investigations, and audit preparation.

Enable continuous monitoring of all file activity, investigate unusual patterns, enforce least-privilege access,
and alert on excessive renames or unexpected file movements. Review high-activity users regularly to confirm

proper data handling.

Lepide captures every file copy, rename, and creationinreal time, linking each event to the responsible user,
machine, and file path. Automated alerts highlight suspicious patterns, while detailed audit trails simplify
investigations and compliance reporting. This ensures sensitive files are handled appropriately and provides the

City with continuous visibility across all departmental file shares.



Finding #9 - High Risk
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Full Control permissions across departmental shares increase the

risk of unauthorized access and accidental data modification.

> Forms

> FTA-DOJ-Consent Decree

> Hail Damage

> JAMF

> Jeremy Thompson

> JTRAN-Ecolane
MINUTES

> MV Footage Requests

> MV Transportation Mont
Natasha Jones

Natasha Jones-Old
> Policy & Procedures
> PTASP
Ride Jatran Reports
> Route Detours
> Safety Plan 2023
Shelley Devry
Software
> Title Vi
Triennial Review 2020
Triennial Review 2024
4 Union Station
Vehicle for Hire

Virginia

Risk Type:

Compliance

Observation

Impactif
Unaddressed

Recommended

Actions

How Lepide
Helps

Object Name

2025 Fleet Inspections
426-4305-14-24 =
Accident & Incidents

ADA Coordinator

Alexis Jones

Bus Sign Inventory Photos

Call Recordings

Cameras

[Nl permissions By User

[ Path :\DEPTSHARES\Jatran

Account Effective Permission

(Principal)

Full Control

Full Control

Full Control

Full Control

Full Control

Full Control

Full Control

Full Control

)

8 RO

Object Type Owner

FOLDER
FOLDER
FOLDER DEPTSHARES\Adm...
FOLDER
FOLDER jacksomalexisjones
FOLDER
FOLDER DEPTSHARES\Ad...

FOLDER

Effective Permission :

LE

DEPTSHARES\ADM..

DEPTSHARES\AA...

DEPTSHARES\A..

DEPTSHARES\A..

DEPTSHARES\AM...

Content Type

N/A

Permissions Management & Data Access Governance

Compliance

Monetary Value

Risk Level

Last Scan

2025-11-18 10:09:27

2025-11-18 10:09:27

2025-11-18 10:09:27

2025-11-18 10:09:27

2025-11-18 10:09:27

2025-11-18 10:09:27

2025-11-18 10:09:27

2025-11-18 10:09:27

NISTAC-3;1SO 27001A.9.1.2; CJIS 5.9; State/Local Government Data Access Requirements

Lepide found numerous users with Full Control permissions across the deptshares\jtran directory, including

standard departmental accounts such as alexisjones, cweems, cwelch, ngrissle, ngjuice, and others. These

broad permissions allow unrestricted access to create, modify, delete, or move files, significantly exceeding

typical least-privilege requirements for operational file shares.

Full Control permissions increase the likelihood of accidental deletion, unauthorized data alteration, and hidden

data movement. If any account with broad access is compromised, attackers gain the ability to manipulate

sensitive transportation documents without detection. Excessive access complicates audits, reduces

accountability, and undermines the City’s ability to maintain secure and compliant data handling practices.

Review all Full Control permissions, restrict access to necessary roles, enforce least-privilege, and implement

approval workflows for high-risk permissions. Conduct periodic access reviews to validate ongoing business

need.

Lepide provides a clear view of effective permissions across every folder, highlighting excessive rights and

showing who has Full Control, how it was granted, and when it changes. Automated alerts, detailed access

reports, and visual permission mapping help the City reduce unnecessary access, prevent accidental data

misuse, and maintain strong governance across departmental file shares.



W Lepide
Finding #10 - Moderate Risk

Over 91,000 stale files create unnecessary storage use and

increase compliance and data lifecycle management risks.

Stale Data By Volume & Count B
Last Updated 21-11-2025 10:05:03 AM

/— StaleFileCount : 91,763

—— ‘ ,—— TotalFileCount : 92,021

TotalFileSize : 809,615 — |

"S- staleFileSize : 809,072

@ StaleFileCount TotalFileCount @ StaleFileSize @ TotalFileSize
Risk Type: Data Hygiene & Storage Governance
Compliance NIST SI-12;1SO 27001A.8.3; State/Local Government Records Retention Requirements

Observation Lepide identified 91,763 stale files out of 92,021 total files, representing nearly all stored content. These files

account for 809,072 units of stale file size compared to 809,615 total, indicating that most data on
departmental shares has not been accessed or modified for extended periods. This suggests outdated,

unused, or forgotten content consuming valuable storage.

Impact if Large volumes of stale files increase storage costs, complicate data searches, and make it harder to locate
Unaddressed current, accurate information. Retaining outdated data also creates compliance challenges forregulated
record-keeping and may expose sensitive information longer than necessary. Stale content increases risk

duringincidents, asirrelevant orlegacy files complicate investigations and recovery workfilows.

Recommended Review stale dataregularly, classify files based onretention requirements, archive or delete unused content,
Actions and enforce data lifecycle policies to reduce clutter and maintain accurate, compliant storage environments.
How Lepide Lepide automatically identifies stale files, visualizes storage usage, and highlights content no longer accessed
Helps orrequired. Administrators can quickly evaluate what should be archived, deleted, orretained. Automated

reporting streamlines cleanup efforts, reduces storage overhead, and supports compliance with data retention

mandates across departmental file shares.



The cost of inaction.

If the | \v<re to take no

action, the operational, financial, and
compliance impact of these findings
would be significant. The assessment
uncovered1,421inactive enabled
accounts, 91,763 stale files, 4,122,724
failed logons, 69 administrative -privilege
users, and unmonitored activity across
OU, Group, and file systems. Combined
with excessive Full Control permissions,
high-volume file activity, and widespread
password-never-expire configurations,
these weaknesses create multiple attack
paths and elevate bothinsider-risk and

external-threat exposure.

Routine investigation tasks — tracking
privilege changes, validating file activity,
locating the source of failed logons, or
determining who copied sensitive
documents — currently depend on
manual searches, eventlogreview, and
scripting. This creates substantial
operational drag, consuming valuable
time across IT, security, and departmental
teams. Without reliable auditing across
AD, Entra, and file shares, legal and
compliance inquiries risk taking days
rather than minutes, increasing the

likelihood of missed deadlines,

W Lepide

incomplete evidence, and

non-compliance.

Regulatory exposure underI1SO 27001,
NIST, CJIS, and state retention laws could
resultinfines orlegal consequences. A
singleincident — such as misuse of a
privileged account, unauthorized
changes to security groups, or
undetected high-volume file copying —
could cost $250,000-$500,000in
investigation, remediation, and business
disruption. AccordingtoIBM’s Costof a
DataBreach Report 2025, the average
breach now exceeds $4.88 million, rising
to $5.72 million when compromised
credentials or sensitive data are involved

— both of which are present in || | | | N
environment today.

Lepide helps prevent these costs through
continuous monitoring, automated
investigation workflows, andreal-time
alerting on abnormalidentity or file
activity. With Lepide, ||l reduces
manual investigation workload, closes
dangerous visibility gaps, and significantly
lowers therisk that a privileged or
externally shared account could be

exploited without detection.



W Lepide

Next steps - reducing your

risk for good.

The assessment shows that while the has strong foundational controls, the
absence of reliable auditing, continuous monitoring, and automated privilege governance
leaves significant blind spots across Active Directory, Entra, and departmental file shares.
Manual reviews and reactive checks cannot keep pace with the scale of changes and activity
observed —including 1,421 inactive users, 4.1M failed logons, 69 admin-privileged accounts,
91,763 stale files, and widespread Full Control permissions across critical folders. With no
consistent audit trailin place, remains exposed to credential misuse, insider-risk, and
compliance challenges. By enabling Lepide’s continuous monitoring, threat models, and
automated workflows, the can shift fromreactive investigations to proactive
protection — reducing the likelihood of a breach, strengthening compliance posture, and

reclaiming valuable operational time across IT and security teams.

Become a Lepide Customer Partner: Move beyond assessment mode
with full deployment, dedicated success support, and tailored reporting to

continually demonstrate risk reduction and ROl across your organization.

Activate Lepide’s Threat Models and Automated Workflows: Use pre-built
intelligence to spot risky behaviors — from privilege escalation to insider

threats — and trigger automated responses that prevent escalation.
Implement Continuous Monitoring with Lepide: Gain real-time visibility

into permission changes, failed logons, and data movement across AD and

Microsoft 365 to detect threats as they happen.

W Lepide




