
The Lepide Risk 
Assessment Report

The Identity and Data Risk Assessment  report is based on data 

collected from a sample of your live environment and is 

designed to highlight security vulnerabilities and recommend 

remediation, whilst demonstrating Lepide capabilities.

The information contained in these documents is confidential, privileged and intended only for the 

recipient. It may not be published or redistributed without the prior written consent of both Lepide and 

the recipient.



Challenges and Success Criteria

1) Issue
The City of Jackson’s Active Directory and identity oversight processes have reached a critical 

breaking point. With no centralized auditing tool in place, the IT team lacks visibility into user 

activity, logins, privilege changes, and account deactivation events across their hybrid AD + Entra 

365 environment.

Recently, a user account was deactivated without explanation, prompting Chris to investigate. 

But without a monitoring solution, answering who made the change, when it happened, from 

where, and how required extensive manual digging — a problem that repeats across every audit 

or incident.

Tasks that should take 5–10 minutes now consume 1–3 days, slowing operations while 

simultaneously increasing the risk of missed privilege escalations, dormant accounts, and 

compliance gaps.

In addition, company  has rolled out Microsoft Copilot to a select number of users and currently 

has no way to tell whether this has accelerated data exposure.

2) Business Challenges

● Lack of Visibility into Identity & Access Activity

● Manual, Inefficient Investigations

● Inactive & Orphaned Accounts

● Compliance Vulnerability

● Hybrid Environment Complexity

3) POV Success Criteria
The Proof of Value must be structured to demonstrate clear visibility, immediate time savings, 
and measurable risk reduction, enabling Chris to confidently present an internal business case.

A. Gain Instant Visibility & Audit Control

B. Reduce Investigation Time from Days to Minutes

C. Support Compliance & Security Requirements

D. Prove Simplicity, Reliability, and ROI



Summary
🔴 High – Immediate risk requiring urgent action

🟠 Medium – Moderate risk requiring planned remediation

🟢 Low – Low risk, monitor over time

Key Finding Risk Severity Component 
Affected

Compliance

Sensitive data accessed through Copilot queries exposes 
regulated and confidential information to unintended 
users.

🔴 High Copilot NIST AI RMF; NIST 
AC-6; ISO 27001 
A.9.1

Copilot usage inefficiencies and increasing sensitive data 
alerts.

🟠 Medium Copilot NIST AI RMF; NIST 
AC-6; ISO 27001 A.9

1,421 inactive enabled accounts increase exposure to 
credential misuse, privilege escalation, and compliance 
failure.

🔴 High Active 
Directory

NIST AC-2; ISO 
27001 A.9.2.6; CJIS 
5.5

Presence of 2,763 password-never-expire accounts 
significantly increases credential compromise risk and 
weakens compliance posture.

🟠 Medium Active 
Directory

NIST IA-5; ISO 
27001 A.9.4.3; CJIS 
5.6

70+ OU, Group, and Security Group modifications 
indicate uncontrolled privilege changes and limited 
visibility into access governance.

🟠 Medium Active 
Directory

NIST AC-5; ISO 
27001 A.9.2.5

69 users hold administrative privileges, including standard 
accounts with indirect group inheritance, presenting 
elevated breach and misuse risk.

🔴 High Active 
Directory

NIST AC-6; ISO 
27001 A.9.2.3

4,122,724 failed logons indicate widespread 
authentication issues, misconfigurations, or potential 
credential attacks.

🔴 High Active 
Directory / 
Entra

NIST IA-4; ISO 
27001 A.12.4.1

91,763 stale files and 809,072 stale file size units increase 
storage burden and raise data retention and compliance 
concerns.

🟠 Medium File Servers ISO 27001 A.8.3; 
NIST SI-12

Excessive ‘Full Control’ permissions across department 
shares increase the risk of unauthorized access, misuse, 
and accidental data loss.

🔴 High File Servers ISO 27001 A.9.1.2; 
CJIS 5.9

233 high-volume file operations (copies, renames, 
creations) make investigations difficult and highlight risky 
data handling behavior.

🟠 Medium File Servers NIST AU-2; ISO 
27001 A.12.4.1



Risk Type: Data Access Governance / AI Exposure

Compliance NIST AI RMF; NIST AC-6; ISO 27001 A.9.1; CIS Critical Security Controls 3 & 6; GDPR / HIPAA / PCI DSS data 
protection requirements

Observation Lepide identified instances where Microsoft Copilot queries returned links to files containing confidential and 
sensitive information stored in SharePoint and Microsoft 365. These included documents labeled Confidential, 
Personal, and Highly Sensitive Data. Because Copilot retrieves information based on existing permissions, users 
were able to surface sensitive data through natural language queries, revealing underlying permission sprawl 
and limited oversight of AI-driven data access.

Impact if 
Unaddressed

If Copilot can surface sensitive documents through simple queries, the risk of unintended exposure increases. 
Employees may discover financial records, personal information, or internal documents they would not normally 
access. In regulated environments, this increases the likelihood of insider data leakage, accidental disclosure, 
and compliance violations as AI adoption expands.

Recommended 
Actions

The organization should review permissions across SharePoint, OneDrive, and Microsoft 365 repositories to 
identify sensitive data accessible to broad user groups. Implementing least-privilege access controls, 
strengthening data classification, and auditing AI-driven access patterns will reduce exposure. Governance 
policies for Copilot usage should also be established.

How Lepide 
Helps

Lepide provides visibility into how Microsoft Copilot interacts with organizational data, showing which users 
accessed sensitive files, what queries were used, and which repositories were involved. Security teams can 
quickly detect over-permissioned data sources and remediate risky access before sensitive information 
becomes widely discoverable.

Finding #1 - High Risk

Sensitive data accessed through Copilot queries exposes 
regulated and confidential information to unintended users.



Risk Type: AI Governance / License Optimization / Sensitive Data Exposure

Compliance NIST AI RMF; NIST AC-6; ISO 27001 A.9; CIS Controls 3 & 6; GDPR / HIPAA / PCI DSS data protection 
requirements.

Observation Lepide identified a growing number of inactive Copilot users, indicating licenses assigned to accounts that are 
not actively using the service. The dashboard also shows increasing Copilot alerts, suggesting sensitive data is 
being accessed more frequently through AI queries.

Impact if 
Unaddressed

Unused Copilot licenses create unnecessary cost while rising alert activity indicates sensitive data may be 
surfaced more frequently through AI interactions. Without monitoring and governance, organizations risk both 
wasted AI investment and increased data exposure.

Recommended 
Actions

Review Copilot license usage to identify inactive users and reassign or remove unnecessary licenses. Monitor 
Copilot alerts and review permissions on sensitive data to ensure AI tools cannot surface confidential 
information to overly broad user groups.

How Lepide 
Helps

Lepide dashboards provide visibility into Copilot usage, inactive licensed users, and alerts triggered by 
sensitive data access. Security and IT teams can optimize licensing costs while monitoring and controlling 
AI-driven data exposure.

Finding #2 - Medium Risk

Copilot Usage Inefficiencies and Increasing Sensitive Data Alerts



Risk Type: Account Hygiene

Compliance NIST AC-2; ISO 27001 A.9.2.6; CJIS 5.5; State/Local Government Audit Requirements

Observation Lepide identified hundreds of enabled accounts with no recent logon activity. Several accounts appear to have 
never logged in at all since creation. With no automated auditing in place, the city cannot maintain a consistent 
identity lifecycle process or validate activity across AD and Entra. This results in blind spots that slow 
investigations and increase operational workload.

Impact if 
Unaddressed

Dormant accounts remain one of the most common footholds for attackers. In a government environment 
managing sensitive employee and citizen data, leaving inactive accounts enabled creates multiple risks: 
increased likelihood of credential theft, undetected privilege escalation, lateral movement opportunities, and 
failing audit requirements. Additionally, investigations that should take minutes can extend into days due to the 
absence of centralized visibility.

Recommended 
Actions

The City of Jackson should review and disable inactive accounts regularly, establish inactivity thresholds, 
implement automated deactivation workflows, and ensure alignment with HR onboarding/offboarding 
processes. Consistent lifecycle enforcement reduces risk and supports compliance mandates.

How Lepide 
Helps

Lepide delivers continuous visibility into account activity, automatically highlights inactive identities, triggers 
alerts as thresholds are crossed, and supports automated disablement actions. This enables the City of Jackson 
to quickly identify and remediate dormant accounts, reduce manual investigation time, and maintain ongoing 
security and compliance readiness across both AD and Entra environments.

Finding #3 - High Risk

1,090 inactive enabled accounts significantly increase exposure 
to credential misuse, privilege escalation, and compliance failure.



Finding #4 - Medium Risk

2,763 accounts with “Password Never Expires” significantly 
increase the risk of credential compromise.

Risk Type: Account Hygiene

Compliance NIST IA-5; ISO 27001 A.9.4.3; CJIS 5.6; State/Local Government Audit Requirements

Observation Lepide identified 2,763 user accounts where the Password Never Expires setting is enabled. Many belong to 
standard human users across departments such as Police, Parks & Recreation, Human Resources, Server 
Administration, and Community Affairs. With no centralized auditing solution in place, the city cannot easily 
assess password age or rotation, creating long-term exposure if any of these credentials are compromised.

Impact if 
Unaddressed

Never-expiring passwords significantly increase the likelihood of credential theft, brute-force success, and 
unauthorized access. Combined with other identity hygiene issues, these static credentials expand the city’s 
attack surface and heighten the risk of undetected lateral movement. This directly affects compliance with 
NIST, CJIS, and state audit requirements, where lack of password rotation and oversight is a serious deficiency.

Recommended 
Actions

The City of Jackson should remove Password Never Expires from all non-service accounts, enforce password 
aging policies aligned with NIST/CJIS requirements, and apply strict controls for any exceptional accounts. 
Regular password hygiene reviews and automated reporting should be implemented to reduce manual effort 
and maintain accountability.

How Lepide 
Helps

Lepide continuously monitors password settings, highlights non-expiring passwords, and alerts when high-risk 
configurations appear. Automated reporting and ongoing visibility allow the City of Jackson to quickly identify 
and remediate these accounts, strengthen credential hygiene, and maintain compliance without relying on 
manual checks.



Finding #5 - Medium Risk

70+ unmonitored OU, Group, and Security Group changes 
increase the risk of unauthorized access and privilege drift.

Risk Type: Privilege & Access Management

Compliance NIST AC-6; ISO 27001 A.9.2.3; CJIS 5.3; State/Local Government Audit Requirements

Observation Lepide identified 27 Security Group modifications, 42 Group modifications, and 22 OU-level membership 
changes during the evaluation period. These included user creations, member additions, and frequent member 
removals across departments such as IT, Police, PureOps, and Kronos. These changes were made by several 
administrators (e.g., mscrivner, wchampion, brome, Administrator) with no centralized auditing to confirm 
whether the modifications were authorized or expected.

Impact if 
Unaddressed

High volumes of unmonitored access changes can result in privilege drift, misconfigured access, and 
undetected escalation—especially when many admins can modify group membership. This reduces the City’s 
ability to verify who had access to sensitive systems at any given time and complicates compliance reporting. 
Without visibility, investigations into unauthorized access or misassigned privileges may take hours or days.

Recommended 
Actions

The City of Jackson should establish continuous monitoring of OU and group changes, enforce approvals for 
modifications to privileged groups, and maintain detailed audit logs for every access-related operation. 
Privilege reviews should be performed regularly to ensure group membership aligns with roles and 
responsibilities.

How Lepide 
Helps

Lepide provides real-time monitoring for every OU, Group, and Security Group change, correlating each 
modification with the responsible user, timestamp, and affected objects. This enables you to detect 
unauthorized changes immediately, maintain accurate privilege records, and produce clear audit trails.



Finding #6 - High Risk

4,122,724 failed logon attempts in one month obscure real threats 
and increase the likelihood of undetected attacks.

Risk Type: Identity & Authentication Security

Compliance NIST IA-5; ISO 27001 A.12.4.1; CJIS 5.5; State/Local Government Audit Requirements

Observation Lepide recorded 4,122,724 failed logon events within the current month. These attempts come from a wide 
range of accounts — including Administrator, MSSQLSERVER, backup accounts, service accounts, and 
misspelled or non-existent usernames. Many failures originate from systems such as GANGA, WIN-OF79NV11JA, 
WIN-MULNJUTVH0, and public IPs. Without a centralized auditing solution, the City lacks the ability to 
distinguish normal account lockouts from automated attacks, brute-force attempts, or misconfigurations.

Impact if 
Unaddressed

This volume of failures creates overwhelming noise, making it nearly impossible to identify real threats. Potential 
brute-force attacks, compromised service accounts, password spraying attempts, or lateral movement could 
occur unnoticed. Excessive authentication failures also introduce operational issues, increase helpdesk 
workload, and pose compliance risks, as auditors require clear explanations and patterns behind authentication 
anomalies.

Recommended 
Actions

The City should monitor failed logons in real time, investigate repeated failures from the same accounts or 
hosts, and review service accounts for incorrect configurations. Threshold-based alerting and automated 
correlation should be implemented to highlight suspicious behavior and reduce noise.

How Lepide 
Helps

Lepide automatically aggregates failed logon activity, highlights abnormal patterns, and provides real-time 
alerts for high-risk events such as repeated failures, non-existent accounts, or attempts from unexpected 
hosts. This allows the City to quickly identify attack activity, reduce noise, and support compliance by 
maintaining clear and searchable authentication audit trails.



Finding #7 - High Risk

69 users with admin privileges increase the risk of unauthorized 
escalation and excessive access.

Risk Type: Privilege & Access Management

Compliance NIST AC-2 & AC-6; ISO 27001 A.9.2.3; CJIS 5.3

Observation Lepide identified 69 users with administrative privileges, many assigned through indirect nested groups such as 
Domain Admins, Local Admin, Enterprise Admins, and departmental groups like CrimeLabUsers. These include 
standard staff and service accounts. Without centralized auditing, the City cannot easily confirm why these 
users hold elevated access or whether privileges remain appropriate.

Impact if 
Unaddressed

Excessive administrative access increases the likelihood of misuse, escalation, and unauthorized control over 
critical systems. Indirect group nesting can unintentionally grant broad privileges, undermining least-privilege 
controls. If any privileged account is compromised, attackers could access sensitive systems and data. Lack of 
visibility also complicates compliance efforts and delays investigations requiring privilege verification.

Recommended 
Actions

Review all privileged users, remove unnecessary admin rights, eliminate risky nested groups, implement 
approval workflows for elevated access, and perform routine recertification to ensure privileges align with job 
roles and operational requirements.

How Lepide 
Helps

Lepide provides full visibility into privileged accounts, showing whether rights are assigned directly or inherited 
through nested groups. Real-time alerts, automated reporting, and detailed privilege mapping help identify 
unnecessary access, enforce least-privilege, and streamline compliance reviews. This ensures the City 
maintains accurate oversight of all administrative permissions.



Finding #8 - Moderate Risk

Unmonitored file activity across departmental shares increases 
exposure to data mishandling and unauthorized data movement.

Risk Type: File System Activity & Data Handling

Compliance NIST AU-2; ISO 27001 A.12.4.1; CJIS 5.8; State/Local Government Data Handling Requirements

Observation Lepide identified 10 file copies, 73 file or folder renames, and 150 file or folder creations this month on the 
deptshares server, mainly by users ngrissle and ngjuice. Without visibility into file activity, the City cannot easily 
determine whether these changes were expected, properly authorized, or indicative of risky data movement or 
accidental data handling issues.

Impact if 
Unaddressed

Untracked file operations can hide inappropriate access, accidental overwrites, or the quiet movement of 
sensitive documents. High volumes of renames and creations may obscure exfiltration attempts or make critical 
records harder to locate. For a government environment, this increases operational risk, reduces data integrity, 
and complicates compliance reporting, investigations, and audit preparation.

Recommended 
Actions

Enable continuous monitoring of all file activity, investigate unusual patterns, enforce least-privilege access, 
and alert on excessive renames or unexpected file movements. Review high-activity users regularly to confirm 
proper data handling.

How Lepide 
Helps

Lepide captures every file copy, rename, and creation in real time, linking each event to the responsible user, 
machine, and file path. Automated alerts highlight suspicious patterns, while detailed audit trails simplify 
investigations and compliance reporting. This ensures sensitive files are handled appropriately and provides the 
City with continuous visibility across all departmental file shares.



Finding #9 - High Risk

Full Control permissions across departmental shares increase the 
risk of unauthorized access and accidental data modification.

Risk Type: Permissions Management & Data Access Governance

Compliance NIST AC-3; ISO 27001 A.9.1.2; CJIS 5.9; State/Local Government Data Access Requirements

Observation Lepide found numerous users with Full Control permissions across the deptshares\jtran directory, including 
standard departmental accounts such as alexisjones, cweems, cwelch, ngrissle, ngjuice, and others. These 
broad permissions allow unrestricted access to create, modify, delete, or move files, significantly exceeding 
typical least-privilege requirements for operational file shares.

Impact if 
Unaddressed

Full Control permissions increase the likelihood of accidental deletion, unauthorized data alteration, and hidden 
data movement. If any account with broad access is compromised, attackers gain the ability to manipulate 
sensitive transportation documents without detection. Excessive access complicates audits, reduces 
accountability, and undermines the City’s ability to maintain secure and compliant data handling practices.

Recommended 
Actions

Review all Full Control permissions, restrict access to necessary roles, enforce least-privilege, and implement 
approval workflows for high-risk permissions. Conduct periodic access reviews to validate ongoing business 
need.

How Lepide 
Helps

Lepide provides a clear view of effective permissions across every folder, highlighting excessive rights and 
showing who has Full Control, how it was granted, and when it changes. Automated alerts, detailed access 
reports, and visual permission mapping help the City reduce unnecessary access, prevent accidental data 
misuse, and maintain strong governance across departmental file shares.



Finding #10 - Moderate Risk

Over 91,000 stale files create unnecessary storage use and 
increase compliance and data lifecycle management risks.

Risk Type: Data Hygiene & Storage Governance

Compliance NIST SI-12; ISO 27001 A.8.3; State/Local Government Records Retention Requirements

Observation Lepide identified 91,763 stale files out of 92,021 total files, representing nearly all stored content. These files 
account for 809,072 units of stale file size compared to 809,615 total, indicating that most data on 
departmental shares has not been accessed or modified for extended periods. This suggests outdated, 
unused, or forgotten content consuming valuable storage.

Impact if 
Unaddressed

Large volumes of stale files increase storage costs, complicate data searches, and make it harder to locate 
current, accurate information. Retaining outdated data also creates compliance challenges for regulated 
record-keeping and may expose sensitive information longer than necessary. Stale content increases risk 
during incidents, as irrelevant or legacy files complicate investigations and recovery workflows.

Recommended 
Actions

Review stale data regularly, classify files based on retention requirements, archive or delete unused content, 
and enforce data lifecycle policies to reduce clutter and maintain accurate, compliant storage environments.

How Lepide 
Helps

Lepide automatically identifies stale files, visualizes storage usage, and highlights content no longer accessed 
or required. Administrators can quickly evaluate what should be archived, deleted, or retained. Automated 
reporting streamlines cleanup efforts, reduces storage overhead, and supports compliance with data retention 
mandates across departmental file shares.



The cost of inaction.

incomplete evidence, and 

non-compliance.

Regulatory exposure under ISO 27001, 

NIST, CJIS, and state retention laws could 

result in fines or legal consequences. A 

single incident — such as misuse of a 

privileged account, unauthorized 

changes to security groups, or 

undetected high-volume file copying — 

could cost $250,000–$500,000 in 

investigation, remediation, and business 

disruption. According to IBM’s Cost of a 

Data Breach Report 2025, the average 

breach now exceeds $4.88 million, rising 

to $5.72 million when compromised 

credentials or sensitive data are involved 

— both of which are present in the City’s 

environment today.

Lepide helps prevent these costs through 

continuous monitoring, automated 

investigation workflows, and real-time 

alerting on abnormal identity or file 

activity. With Lepide, the City reduces 

manual investigation workload, closes 

dangerous visibility gaps, and significantly 

lowers the risk that a privileged or 

externally shared account could be 

exploited without detection.

If the City of Jackson were to take no 

action, the operational, financial, and 

compliance impact of these findings 

would be significant. The assessment 

uncovered 1,421 inactive enabled 

accounts, 91,763 stale files, 4,122,724 

failed logons, 69 administrative -privilege 

users, and unmonitored activity across 

OU, Group, and file systems. Combined 

with excessive Full Control permissions, 

high-volume file activity, and widespread 

password-never-expire configurations, 

these weaknesses create multiple attack 

paths and elevate both insider-risk and 

external-threat exposure.

Routine investigation tasks — tracking 

privilege changes, validating file activity, 

locating the source of failed logons, or 

determining who copied sensitive 

documents — currently depend on 

manual searches, event log review, and 

scripting. This creates substantial 

operational drag, consuming valuable 

time across IT, security, and departmental 

teams. Without reliable auditing across 

AD, Entra, and file shares, legal and 

compliance inquiries risk taking days 

rather than minutes, increasing the 

likelihood of missed deadlines, 



Next steps - reducing your 
risk for good.

The assessment shows that while the City of Jackson has strong foundational controls, the 

absence of reliable auditing, continuous monitoring, and automated privilege governance 

leaves significant blind spots across Active Directory, Entra, and departmental file shares. 

Manual reviews and reactive checks cannot keep pace with the scale of changes and activity 

observed — including 1,421 inactive users, 4.1M failed logons, 69 admin-privileged accounts, 

91,763 stale files, and widespread Full Control permissions across critical folders. With no 

consistent audit trail in place, the City remains exposed to credential misuse, insider-risk, and 

compliance challenges. By enabling Lepide’s continuous monitoring, threat models, and 

automated workflows, the City of Jackson can shift from reactive investigations to proactive 

protection — reducing the likelihood of a breach, strengthening compliance posture, and 

reclaiming valuable operational time across IT and security teams.

Become a Lepide Customer Partner: Move beyond assessment mode 

with full deployment, dedicated success support, and tailored reporting to 

continually demonstrate risk reduction and ROI across your organization.

Activate Lepide’s Threat Models and Automated Workflows: Use pre-built 

intelligence to spot risky behaviors — from privilege escalation to insider 

threats — and trigger automated responses that prevent escalation.

Implement Continuous Monitoring with Lepide: Gain real-time visibility 

into permission changes, failed logons, and data movement across AD and 

Microsoft 365 to detect threats as they happen.


