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How to Configure a Real Time Alert

1.Introduction

Real time alerts for all significant security changes are an essential tool to enable organizations to quickly detect and
respond to potential attacks. Alerts provide timely information about current security issues, vulnerabilities, and
activities. Once an alert has been triggered, immediate action can be taken to reduce risk and mitigate damage.

The focus at Lepide is to provide visibility over what's happening with your network and through visibility you can take
the necessary steps to reduce risk and stay compliant. Once an alert has been generated within the Lepide Data
Security Platform, the administrator will be aware that there is a problem, and necessary action can be taken to resolve
the issue.

2.What is an Alert?

Using the Lepide Data Security Platform, you can select the specific events for which you want to create alerts instead
of being notified of every change in the system. The administrators, or selected recipients, can receive these alerts as
email notifications, LiveFeed updates and as push-notifications on our mobile-based application.

Alerts can be generated based on several factors. These could be:
e asingle event
e pre-defined criteria (such as time and date)

e threshold-based criteria

2.1. Threshold Alerting

Typical security breaches display characteristics which can be picked up by the Lepide threshold alerting capability.
This ability to detect and alert on file activity which may be suspicious means that potential data breaches can be
identified in motion and immediate action taken.

For example, if a large number of files are being copied within a short time this is a trend that could indicate the
start of a ransomware attack. This suspicious activity would trigger an alert, the activity would then be investigated,
and the appropriate action taken. For critical alerts, responses can be automated to provide immediate action which
could be to shut down a server or revoke user access rights.

Three different criteria are used to define threshold alerts:

1. Number of events
2. Type of event
3. Time period

So, for example, if 100 files were copied within 20 seconds, an alert would be activated as this indicates the start of a
ransomware attack. These different criteria options can be set by the User to suit their requirements.
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All alerts are real time and are delivered either to the Lepide Dashboard, via email or directly to any iOS or Android
mobile device.

Below is an example of a Threshold Alert on the Lepide Dashboard:

Access Governance insights | [JETSURAES FileServer || SQLSever | SharePoint Sever | Domain

(I 3 B o 6 ﬁ 415773 @ 0 ﬁ 366705

File/Foider interactions todsy Fies copied today Files modified today Fies cassfed Group moifications today Stae fles

o =

LiveFeed

+Threshold Alert for File Server (Idpcl179)«

11/03/2021 3:09:11 PM

Alert Name: FS Alerts

Report Name: Idpcl179(File Server)\File Server Modification Alerts\All Modifications in File Server\
Start Time: 11/03/2021 3:08:11 PM End Time: 11/03/2021 3:09:11 PM

Total Records: 4982

sThreshold Alert for File Server (Idpci179)«

11/03/2021 3:06:30 PM

Alert Name: FS Alerts

Report Name: Idpcl179(File Server)\File Server Modification Alerts\All Modifications in File Server\
Start Time: 11/03/2021 3:05:30 PM End Time: 11/03/2021 3:06:30 PM

Total Records: 9981

= +Threshold Alert for File Server (ws16-sonut)s

T T 1 T T T T I I

oo /\

Figure 1: Threshold Alert

2.2. Automated Response
The Lepide Data Security Platform can be configured to execute a customized script whenever a selected change is
detected. Scripts can be of the following types:

e VB Script

e PowerShell Script

e Batch File

Using custom script execution, you can shut down users, servers and take other actions to mitigate the effects of a
security breach.
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3.To Create an Alert

An alert can be created from any of the reports within the Lepide Data Security Platform. For this example, we will
look at creating an alert from the File Copied Report.

As described previously, if there is a situation where many files are being copied within a short space of time, this
could indicate the start of a ransomware attack so creating an alert on file copying is essential to mitigate this risk.

To see the file copied data, the first step is to run the File Copied Report:

3.1. Run the File Copied Report

e  Click the User and Entity Behaviour Analytics icon
e  Expand File Server Reports (from the tree structure to the left side of the screen)
e  Expand File Server Modification Reports

e  C(lick on File Copied to display the File Copied Report

[ EXrryre—r— |

= [P 9, File Server Raports\File Copled T =
T Alrcars Ehags i sorver Harme + - -
LI TS BhareP Y W *
mancepical T Dbt M +
Fi Sarver Rageoms - -
[ Fie Sarvar Moification Rapaty :
[ 8 Moddestion im Fie Serem T Opesticn -
I st s e e P ry—— .
(5 a8 Maodations i Loo Fie P
I s oo
e ===
13 Rund Faded
(5] ke aeed Febder Consmed [ v ErEE
15 e an Foldr Conation Fided .
5 o et o s v 8 ok i P 1 s by o ke B a
5t Pkt enmad When ¥ Server Nama 2 whe S Dbt M | Otpoct P 7 Operators F Process Hame o From & What
[ —
s — F s ] s ] ] F P I

m [ ——r—
[ tepsdmcttwars- admin.sharepoint comiSharePont Cnkr
[ teesdescmmare oomrmertnhcomiOtice 15
Expos

i

No Data Found

Figure 2: File Copied Report
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Specify a Date Range

From the top of the screen, under When click Today to choose a date range for the report

The following dialog box is displayed:

Filter Criteria: Today

Today
Yesterday

This Week
Previous Week
This Month

Custom Date Range

Figure 3: Date Range Filter

e Select a date range from the list

e Click OK and you will return to the File Copied screen

Specify a File Server

From the top of the screen under File Server, click to select the required file server:

Server Name Filter X

M |

Select Server:  (192.168.20.193

[ ] Include this server :

Figure 4: Server Name Filter

o Click OK

o Click Generate Report
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Figure 5: The Generated File Copy Report

The report runs and shows information including who copied the file, what was copied and the location of the file.

The report can be scheduled, saved, and exported.

3.2. To Create an Alert on the File Copied Report

An alert is created in the same way for all the Lepide Data Security Platform reports. Here, the File Copied report is
used as an example.

From the States & Behavior screen:
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Figure 6. States & Behavior Screen

e Right click on the File Copied report.

A menu is displayed:

------ @ COELOTTT I'\EPUTL
; -- Exchange Modification Reports
Favorites

10/11/2021 6:00:24 AM DM-LEPIDE

&-{, File Server Reports 10/11,/2021 6:00:33 AM DM-LEPIDE
-7 File Server Modification Reports 10/11/2021 6:00:32 AM DM-LEPIDE

lull| All Madifications in File Server 10/11/2021 6:00:31 AM DM-LEPIDE
m All Modifications in Shared File and Folder 10/11/2021 6:00:30 AM DM-LEPIDE
m All Modifications in Long File Path 10/11/2021 6:00:30 AM DM-LEPIDE
104112021 6:00:23 AM DM-LEPIDE
104112021 6:00:23 AM DM-LEPIDE

] Read ! Schedule Report

..... m Read | Add to Favorites

; 10/11/2021 6:0023AM | DM-LEPIDE
----- lal| File ar Set Alert

_____ = File ar 10/11/2021 60028 AM | DM-LEPIDE
_____ B ey s Custom Report 10/11/2021 60028 AM | DM-LEPIDE
..... (3 File ar Restore Wizard 10/11/2021 6:00:26 AM DM-LEFIDE
..... (3] File and Folder Moved 10/11/2021 60026 AM  DM-LEPIDE
@[] Permission Reports 10/11/2021 6:00:11AM | DM-LEPIDE
----- m S_hared Folder Created and Deleted 10/11/2021 6:00:11 AM DM-LEPIDE
""" lul] File and Folder Property Change 10/11/2021 6:00:10AM | DM-LEPIDE
""" Custom Report 10/11/2021 6:00-10AM | DMLEPIDE

]-- leppsoft.onmicrosoft.com(Exchange Onling)
) ) 10/11/2021 6:00:10 AM DM-LEPIDE
]-- lepsp.onmicrosoft.com(Exchange Onling)

b
b
[]-- lepsp-admin.cnmicrosoft.com(SharePoint Onling) 10/11/2021 £:00:10 AM DM-LEPIDE
[]__ leppsoft.onmicrosoft.com(Office 365) 1041142021 6:00:10 AM DM-LEPIDE
[].. lepsp.onmicrosoft.com(Office 365) 10/11/2021 6:00:09 AM DM-LEPIDE

Figure 7: Report Menu

e Choose Set Alert
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A Wizard will start, and the Select Reports dialog box is displayed:

Please select the report(s)

Please select the report(s) for setting alert.

|_:_| File Server Reports &
21|l File Server Madification Alerts

..... ]| Al Modffications in File Server

..... O m All Modifications in Shared File and Folder
..... O m All Modifications in Long File Path

..... m File Copied

..... [].1| Read Successful

..... O m Read Failed

..... .| File and Folder Created

..... [J].1| File and Folder Creation Failed

..... O m File and Folder Deleted

..... ]| File and Felder Renamed

..... O m File and Folder Moved

&[] Permission Alerts

— TR T T | [N

< Back MNext = | | Cancel

Figure 8: Select Report(s)

Ensure that the report on which you want to set an alert is checked. In this case, it is the File Copied report.
o  Click Next

The Set Filter(s) dialog box is displayed:

“{ Lepide USA Inc. Page 9
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x
Set Filter(s)
Please select operations to set the filter(s). (Optional)
E|--- File Server Reports Who | Ohbject Mame | Ohject Path | Operation Frk
EI File Server Modification Alerts
File Copied Include |SE|ECtEd onl}' - | 0 x
Server Mame
DM-LEPIDE
< >
"] Threshold Alert
[] send alett when all changes made by same user
Send alert only f event occurs 2 timesin 1 Minute(s) (J
£ >
< Back || Mext = | | Cancel

Figure 9: Set Filter(s)

On the left of the dialog box, you can see the report you are working on which in this case is File Copied.

There are options to change the settings for Server, User, Object Name, Object Path, Operation, Process and From
using the tabs at the top of this dialog box. The default setting for all these options is All.

The threshold alert options can be customized as follows:

Threshold Alert:

Send alert when all changes made by same
user:

Send alert only if event occurs:

e  Click Next

Check this box to switch threshold alerting on

Check this if you want an alert to be sent when all changes have
been made by a single user

Change the number of times the event occurs, the time value and
time-period here

W Lepide USA Inc.
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The Alert Settings dialog box is displayed:

=
Alert Settings
Click 'Add' to select action for alert. Remave
Action Details
Email Sender's Email ; LEPIDE; Recipient’s Email ; paul@lpde 1 local;<SendEmail Tolser=NO<\ SendEmail Tollser>
Execute Script Sender's Email : N/A; Recipient’s Email : N/A; Script Path : C:\disableuser bat; Profile Name : SYSTEM; Paramet. ..
LiveFeed Generate LiveFeed Alert
Alert Type Critical -
| < Back || Neat > | | Cancel

Figure 10: Alert Settings

This dialog box allows you to set up responses to occur when an alert has been triggered and displays any existing
responses which have been set up. You can also change the Alert Type.

e To create a new response to an alert, click the Add button.
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The Add Alert Action dialog box will be displayed:

Add Alert Action

Select Action : |Send Email Alert -

Please select or add new sender's email account, add recipient(s).

Sender/Recipient
Sender’s Email Account:  |LEPIDEALERTS v | | Add New Email Account

Recipient Email(s):

Separate multiple emails by "
L] send Email touser 1 o0 iceonams, "

you have received this notification because you
have violated the user palicy.

Use %USERNAME? for user name .
Mote : Send Email to User option is applicable for File Server alertz only.

Figure 11: Add Alert Action

e  C(lick the Select Action drop down arrow to see a list of actions available:
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Add Alert Action

Select Action : | 5end Email Alert -
Send Email Alert
Please select {Sow in LiveFeed Bnt(s).

Send Alert to ﬁ
Sender/Recipi

Sender’s Email Account: | LEPIDEALERTS | | Add New Email fccourt

Recipient Email(s);

Separate multiple emails by ",”

(] Send Email to user Hello Y:SERNAME e,

you have received this notification because you
have violated the user paolicy.

Use %USERNAME® for user name .
Mote : Send Email to User option is applicable for File Server alerts only.

| OK || Cancel |

Figure 12: Add Alert Action Options

The Alert Actions are as follows:

Send Email Alert

Show in LiveFeed
Send Alert to App
Execute Script

ALY
A VAN

Lepide USA Inc.
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The configuration of each of these actions is explained below:

1. Send Email Alert

Add Alert Action

M |

Please select or add new sender's email account, add recipient(s).
Sender/Recipient

Sender's Email Account: |LEPIDEALERTS - | | Add New Email Accournt

Recipient Email(s):

Separate multiple emails by ~,”
(] Send Email to user Hello “eUSERNAME S, ~

you have received this notification because you
have violated the user policy.

Uze %USERNAMEY for user name .
MNote : Send Email to User option is applicable for File Server alerts anly.

[] send Actions for past Days

Report Format

[Jesw CIMHT JeDF

| 0K | | Cancel |

Figure 13: Add Alert Action - Send Email Alert

This option allows you to send an email once an alert has been triggered. The elements of the dialog box are as

follows:

Sender’s Email Account: The Sender’'s email account will be displayed here if it has been selected. Click Add
New Email Account to enter a new Sender's Email Account

Recipient Email(s): Add recipient emails by typing the email addresses into the box. If there are multiple
email addresses. separate them with a '/

Send Email to user: Check this box to send an email to the user. The content of the email can be typed
into the text box. To include the username within the content, use the variable
%USERNAME%. Note that this option is only applicable to File Server alerts.

ALY
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Send Actions for past xx days:  This option allows you to see everything that this user has done over the last
number of specified days. For example, if an alert is triggered because they have
been copying files, then you may want to see what else they have been doing.
Check this box and specify the number of days and an email will be sent with an
attachment listing everything that the user has done over the specified number of
days.

The attachment will contain a report and the format(s) can be specified by
checking the relevant box. The formats are CSV, MHT and PDF.

e (lick OK to save the alert action.

2. Show in LiveFeed

Add Alert Action

Click OK button to set LiveFeed Alert

| OK || Cancel |

Figure 14: Add Alert Action - Show in LiveFeed

Show in LiveFeed means that the alert will be sent to the Lepide dashboard.

e  C(lick OK to switch the LiveFeed alert on.

™ Lepide USA Inc. Page 15
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3. Send Alert to App

Add Alert Action
Select Action : | EEITETEeyY -
Select sender's app account, add new account.
Add App Accournt
Sender / Recipient

| OK || Cancsl |

Figure 15: Add Alert Action - Send Alert to App

The Send Alert to App option sends the alert to a mobile device.

Click Add App Account to add a new mobile account. The following dialog box is displayed:

W Lepide USA Inc.
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Add App Account

Please enter login credentials for using both Windows and Mabile App

User D : | |

Password : |

Maobile App ID @ | 93723BE5-AES1-4295-3313-FE4771138768 |

MNOTE : Use this App ID to configure App on Android, i05 and Windows.

Figure 16: Add App Account

e Enter the User ID and Password

e Enter the Mobile App ID which is generated by using the mobile device to scan the QR code displayed at the
bottom of the dialog box.

e C(lick OK

™ Lepide USA Inc. Page 17
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4. Execute Script

Add Alert Action

File Path : ||:|

(®) Run with SYSTEM account

O Run with selected account Add Account
[ Notify me when script is executed Tt

|:| Parameterized input file contains Who Information

Note: This option is applicable for file server reports. Test Script

| OK || Cancel |

Figure 17: Add Alert Action - Execute Script

The last action from the drop-down menu is Execute Script

This sets up the option to execute one of the predefined PowerShell scripts when an alert is triggered.

The elements of the dialog box are as follows:

File Path: Browse to choose the file path of the PowerShell script by clicking I:l
Choose either  Run with SYSTEM account or
Run with selected account.

If you choose Run with selected account, you can use the drop-down to select the account or click
Add Account to specify the account to be used.

Choose Notify me when a script is executed to send an email on script execution.

™ Lepide USA Inc. Page 18
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When this option is checked, the Configure button becomes available. Choose Configure to set up the sender’s
account and recipient's email address.

Choose Parameterized input file contains to specify a variable to include in the script. When this option is checked, a
drop-down menu becomes available to choose a variable:

Who -

Who

Where
FileServer
WhowWhere
WhoFileServer
WhereFileServer
All

Figure 18: List of Variables

e  Click Test Script to test that the specified script runs with no errors.

e Click OK to return to the Alert Settings dialog box.

=
Alert Settings
Click 'Add' to select action for alert. Remove
Action Details
Email Sender's Email : LEPIDE; Recipient’s Email : paul@lpde1 local;<SendEmail ToUser=NO<\SendEmail To User>
Execute Script Sender's Email : N/A; Recipient’s Email : N/A; Script Path : C:\disableuser bat; Profile Name : SYSTEM; Paramet...
LiveFeed Generate LiveFeed Alert
Alert Type Critical ~
Waming
Momal
| < Back ” Next = | | Cancel

Figure 19: Alert Settings - Alert Type Options

o Now choose the Alert Type which can be Critical, Warning or Normal

e  Click Next to continue

™ Lepide USA Inc. Page 19
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e The Confirmation dialog box is displayed with the alert details.

e  Click Finish to return to the States & Behavior screen.

4 Threat Models

Another way to configure an alert is to enable one of the many threat models which are included with the Lepide Data
Security Platform. A threat model is a predefined alert for a particular scenario, for example a potential ransomware
attack, or files copied. Real time alerts are generated whenever a potential threat is detected by enabling one of these
pre-defined threat models.

To see all the threat models available within the Lepide Data Security Platform, click the Alerts icon u and the
following screen will be displayed:

B Legice Data Secusty Platteem - B x

Threat Models

& Potential brute force attack & Mass delete behaviars (OU) & Mass delete behaviors (User) & Patential business disruption

/ @D / @D / @D a
/\_!\ Increased threat surface area & Mass delete behaviors (Computer) & Potential password compromises & Mass delete behaviors (Group)

a / @D 7/ @D 7/ @&

& Group modifications & Madifications to eritical groups A Permissions escalation (Groups) & Mass data copy (FS)

/ @D 7/ @D / @D a
& Potential ransomware attack & Increased threat surface area (FS) A Mass delete behaviors (FS) & Critical files moved

/ @D / @D / @ /s &
& Permissions escalation (File) & Permissions escalation (Folder) & Ownership modifications & Potential data leakage

/ @ 7/ @D 7/ @D 7/ @

Figure 20: Threat Models

The Threat Models can be enabled as needed. They can then be configured to generate an alert and respond to a
threat. The example below explains how to enable the Potential Ransomware Attack Threat Model.
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4.1. How to Enable and Configure a Threat Model

e Click the Alerts icon n from the left-hand toolbar to display all the Threat Models available.

e To enable the Potential Ransomware Attack Threat Model, move the slide toggle to the right.

& Potential ransomware attack

/s @D

Figure 21:Enable the Potential Ransomware Attack Threat Model

e Clickthe # icon to configure the alerts and responses you require.

This will start the Alerts Wizard which is the same wizard used for setting up alerts earlier in this document.

Please select the report(s)

Click next to apply further filters around your alert...

Figure 22: Wizard to Configure Threat Models

e  Click Next to display the Set Filter(s) dialog box:
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Set Filter(s)

Please select operations to set the filter(s). (Optional)

E|--- File Server m Who Object Mame Object Path | Operation | Process P

Potential ransomware attack

Include [al - @

Server

£ >

[=] Threshold Alert

["] Send alert when all changes made by same user

Send alert only if event occurs I:I times in _ Minute(s) -
. - B @

| < Back " Next = || Cancel |

Figure 23: Set Filters for the Threat Model

The Set Filter(s) dialog box enables you to set up an alert.
On the left of the dialog box, you can see the Threat Model you are working on which is Potential ransomware attack.

There are options to change the settings for Server, User, Object Name, Object Path, Operation, Process and From
using the tabs at the top of this dialog box. The default setting for all these options is All.

The threshold alert options can be customized as follows:

Threshold Alert: Check this box to switch threshold alerting on

Send alert when all changes made by same  Check this if you want an alert to be sent when all changes have
user: been made by a single user

Send alert only if event occurs: Change the number of times the event occurs, the time value and
time-period here

e  Click Next
The Alert Settings dialog box is displayed.

e Follow the instructions given previously on page 11 to continue working through the Wizard and complete
the configuration of the Threat Model.
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5.To Modify an Alert

e C(lickthe n icon to display the Threat Models screen
e (lick on the Tab at the top of the screen called Change Alerts.

e The center left of this screen has a section called Manage Alerts. Here the Alerts which have been set up are
displayed in a list:

T ety Stn e ®y i

R':
X
8

W0

mﬂmaa:‘*sa?;m-ul
i

-

Figure 24: Manage Alerts

e  Select the Alert you want to modify

e C(lickthe q\ icon

The Alerts Wizard will start and display the Select Reports dialog box:
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Please select the report(s)

Please select the report(s) for setting alert.

SRR OC.LEP DEi= Server “
[l File Server Modification Alerts

- []all] Al Modffications in File Server

—[]all] Al Modffications in Shared File and Folder

D All Modifications in Long File Path

|| File Copied

[]ll| Read Successful

- [#][,l| Read Failed

- [J[l| File and Felder Created

-[.ll| File and Folder Creation Failed

[|all| File and Folder Deleted

[l ll| File and Folder Renamed

[ull] File and Folder Maved

[]. Pemission Alerts

o e e S

< Back Nest = | | Cancel

Figure 25: Select Reports

e  Ensure that the report(s) on which you want to set an alert is checked
e  Click Next
The Set Filter(s) dialog box is displayed.

e Follow the instructions given previously on page 10 to continue working through the Wizard making changes
to the Alert as needed.
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4. Support

If you are facing any issues whilst installing, configuring or using the solution, you can connect with our team using
the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403
Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your queries

to the following addresses:

sales@Lepide.com

support@l epide.com

To read more about the solution, visit https.//www.lepide.com/data-security-platform/.

5. Trademarks

Lepide Data Security Platform, Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security
Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit
Module, Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object,
Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password Expiration
Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and SQL
Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or other
countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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