File Server

Advanced Guide.

Configuration guide.

Updated 6 October 2026




Lepide Data Security Platform File Server Advanced Guide

Contents
T INEEOAUCTION ..ttt 2
2 Requirements and Prer€QUISITES .........ooiiiiiiiii e 2
3 ReQUINEA USEI RIGNTS ..ottt et e e e e e e e e e e 2
4 Installthe Lepide Data Security Platform.........coo i 2
5  Configure Service CraedentialS..........coiiiiiiiiiiic e 2
6  AddWindows File Server with Advanced Configuration ...........cccccceiiiiic 3
6.1 SBIVICE RIGNTS .. 3
7  AddNetApp Filerwith Advanced Configuration............ccccceeviiiiiiiiiiee e 10
7.1 AdANELAPP 7-MOAE ... 10
7.1.1  Prerequisitesto Audit NetApp 7-Mode............ccccci 10
7.1.2  Auditing Flow Of NetAPP 7-MOdE ... 12
7.1.3 AdANetAPpp CIUStErMOAE ..o 18
7.2 Steps after Adding a File Server Component .......ooooiiiiiiiiiiiii e 26
8  AdAINGMUILIPIE FIle SEIVETS ... 30
8.1 Adding Multiple WINAOWS File SEIVEIS .....uuviiiiiii e 30
8.2  AddingMultiple NetApp 7 Mode File SErvVers ... 42
8.3  Adding Multiple NetApp ClusterFile SErvers .......c.cccciviiiii e 48
9 AUdItRUIE MANAGEMENT ... 55
9.1 Create AUAITRUIE ...t 55
911 Commonlssues With Reports.........ccccc 65
9.2  Change the Priority Of AUAITRUIE........ooiiiiii e 66
1O Create AUAIT POIICY . ittt e e ettt e e e e e e aaes 67
L LI Yo [ LU Y= o C o U] o LSOO PSSR PPPPP 87
L2 ] o] o Yo SO P PP RSSPPPPPP 94
13 TrAEMAIKS ....ceee e 94

&‘ Lepide USAInc. Pagel



Lepide Data Security Platform File Server Advanced Guide

1 Introduction

This guide helps you toinstall, configure, and manage the Lepide Data Security Platform for File
Server. The solution provides a comprehensive means of auditing Windows File Servers and
NetApp Filers (both 7-Mode and Cluster Mode).

If youhave any questions atany pointinthe process,youcancontactourSupportTeam.The

contactdetailsarelisted at the end of this document.

2 Requirements and Prerequisites

Before you startinstalling the Lepide Data Security Platform for File Server, make sure that your

computer meets the requirements and prerequisites. Please refer to the Windows File Server

Quick Start Guide orthe NetApp Quick Start Guide forinformation on what these requirements

are.

3 Required UserRights

Toinstalland work with Lepide, you need to have appropriate rights to the system where it will be
installed. Youwillalsoneed tohave appropriaterights toaccess Active Directory, SQL Server,
Windows File System,and NetApp Filer.For more information please refer to the Prerequisites

and Installation Guide.

4 Install the Lepide Data Security Platform

Toinstall the Lepide Data Security Platform, please refer to the Prerequisites and Installation
Guide.

5 Configure Service Credentials

Forinformation on how to configure service credentials, please refer to the Prerequisites and

Installation Guide.
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6 AddWindows File Server with Advanced Configuration

6.1 ServiceRights

AWindows File Server can be audited with minimum permissions given to the Lepide Service

Account. Please referto our Principle of Least Privilege Guide to know the rights required for the

service account.

Afteryouhaveinstalled the software and configured Lepide service torunwith the service

account,you canaddaFile Serverforauditing.

[#] Add Component

| /3 Message Delivery Settings

{5 Default SOL Server Settings File Serv Exchange On
- UEBA — /3
L3 Agent Settings -E Al
L.} LDSP Report Viewer (beta) ont
Session Recording PP universa auait
%Ij L)
</ Q

Added Component

Figure 1: Component Management Window

From the Component Management window, under the Add Component section, click on the File
Servericonto add this component to the solution.

The Settings Console dialog boxis displayed:
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1! LepideDSP for File Server - Settings Consale
FILE VIEW HELP

Add File Server - 'i?,‘ Help

= LepideDSP for File Server
[T File Servers fl:b All File Servers

-39 Audit Rules Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.
% Audit Polices

- 28 User Group

= O~ # X
(& Badkup &Restore

File Server Name/IP Domain/Workaroup Agent Status Auditing Status Tasks
Port Settings
% Refresh
[3 instail agent
[ Uninstall Agent
14 start Auditing
[& stop Auditing
B Update Agent
@ service Rights
@0 Domain Controller(s)
=, Data Classfication Settings

['é Audit Notification: OFF
< m > -

\i’-_’) File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

NUM  SCRL 4

Figure 2: File Server Console

Here, you canclick Add File Servericon v onthetoolbarto add any of the following file servers:

- Windows File Server
- NetApp7-Mode

- NetApp ClusterMode
- EMCServer

- NasuniServer

- Nutanix Server

o Clickthe AddFile Servericon, O~ select Single then select Windows.

O # X

Single b [ ¥E] Windows

Multiple 4 "El Metapp 7-Mode
o —El Metapp Cluster Mode

EMC Server

B Instal =2 Masuni Server

B Unin > Mutanix Server ==

Figure 3: Option to add File Server
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Lepide Data Security Platform

o The AddFile Server wizard starts:

Add File Server(s) you want to audit and click Next.

File Server Name/IP: | CORP-MASDL | | 4+ '—.-:I-:||

Domain/Waorkagroup: | LPDE1 |

[ Cluster Name/IP: Please enter duster name(s) separated by comma.

() Use Adming for Agent
(®) Share path: [ WCORPNASO 1\ epides | ®

Authentication:
OCurrerrt user (LPDE 1 \aina)
(#) The following user:

lUzer Name: | LPDE1\5ve_Lepide |

Password: | sesnsnns |

Mote: Ernter user name in "Domain‘\UserName" format.

Met > | | Cancel | | Help

Figure 4: Add File Server Wizard

Enterthe name or IP Address of the server along with its Domain or Workgroup name.

Instead of typing manually, you can click Add button to scan the domain network and
select the required file server.
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b
Add File Server from Domain.
Select Domain - | - || Find
Name Distinguished-Mame
o o J2
£ m >

Figure 5: Add File Server from Domain

e Youcanselectthe Domain name in the drop-down menu or type itsname.
¢ Clickthe Find buttontolistits computersin the blank area.

o Selectthe computeryouwant to audit and click OK.
It takes you back to the previous wizard, which now displays the selected File Server.

o Cluster Name/IP: If you are using Windows Failover Cluster Configuration, then you will
needto add all the nodes of the cluster separately in the solution as individual file
servers. The reports will be visible under the Section of the active node in the solution.

o Please addthe clusterIP or Name here for scanning the permissions of the sharesona
cluster.

e Youcanuse the default Admin$ location for the agent if the Service Account has
adminrights onthe File Server. If not, you can create any shared folder on the File
Serverand specify its pathin the Share Path Option. The Service account should have
atleast Modify permission on this folder.

o Select the userwithwhichyouwant to add the File Server.

o Ifyouareloggedinasauserthathasthe aboverights, thenyoucanselect Current
User.

o Iftheloggedinuserdoesnothave the requiredrights, thenyou have to select The
following user option and provide the login credentials of a user who has the required
rights.
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=
Add File Server(s) you want to audit and click Next.
File Server Name/1P: | CORP-NASD1 | | ﬂ—:l:||
DomainWarkgroup: | LPDE1 |
[ Cluster Name/1P: Flease enter duster name(s) separated by comma.
()Use Adming for Agent
(®) Share path: | V\CORP-NASO1\Lepides | @
Authentication:
OCurrent user (LFDE1 gina)
(#) The following user:
User Mame: | LPDE1\Svc_Lepide |
Password: | sennsnns |
Mote: Enter user name in "Domaint.UserMame" format.
B Meod = | | Cancel | | Help

Figure 6: Enter File Server Details

o Afterentering the details, click Next.

The next stepis to provide the SQLServer details:

A\
A\ Y

Lepide USAInc.
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Please provide SQL Server information.

Server Name - | 192, 168.40.233 |

Insert audit data directly to database from file senver Yes - ﬂ
() Windows Authertication (%) 50L Server Authertication{Recommended)
lser Name : | sa |
Fassword : | b | | Test Connection | &

MOTE: Windows authertication crederntials only applicable forinsert data from file server directhy.
Database Option :

(®)Create Database | LepideFSA DB |

(_) Select Database «Select Database =
MOTE: Kyou do not have SGL Serverinstalled then click this link to download SQL Express edition.
https:./fwanw microsoft.com/en4n/download /details. aspx fid=56840

< Back " Neat = | | Cancel | | Help

Figure 7: SQL Server Details

o Typethe Server Name or click Browse to select the desired SQL Server.
e There are two authentication options:

- Windows Authentication: In this method, you can use any domain user windows
account which have atleast dbcreatorrole on the SQL server.

- SQL Server Authentication: Select thismode if SQL Serverisinstalled on aremote
machine or the local machine. We recommend that this optionis selected.

Provide the username and password of an SQL User, which has sufficient rights to create a
new database.

A\
A\ Y
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o PleaseselectInsert Audit Data Directly to Database from File Server as YES, only if the
SQL connection from the File Server to the SQL Serveris open. Please select NOif the
connectionis not open and the insertion willhappen from the Application Server then.

« Enteradatabasenameinthe database name field to create anew database. Youcan
also selectan existing database created by Lepide oranotherapplication.

o Click Next to startinstalling the auditing agent for Windows File Server.

Afterthe agentisinstalled, the following dialog box s displayed:

Status...

Status:

Tasks Status
Q/ Instaling Agent for 192.168.40.242 The operation completed successfully.

| < Back || Finish | Help

Figure 8: Auditing Agent is Installed

o ClickFinishto complete the process.
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Adialog boxis displayed asking whetheryou want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?
=

Figure 9: Option to Create a Rule

Audit Rule Management is explainedin Section 9 of this document. Please referto this for
information on creatingarule.

/ AddNetApp Filerwith Advanced Configuration

You can add NetApp 7-Mode and NetApp Cluster Mode for auditing.

7.1 AddNetApp 7-Mode
7.1.1 Prerequisites to Audit NetApp 7-Mode

Pleasereferto Section 3 of the NetApp Quick Start Guide. If you chose to setup the Netapp 7

mode manually, please make sure the following conditions are met:

e Youneedto verify the settings on the NetApp Filer before installing the agent. Ensure
that the httpd.admin.enable optionis on. It is ON by default, but we stillrecommend
you checkit first before installing theagent.

e Ensurethatthe NetApp Filertime is synced with the time on the agent systemto get
precise reporttimings.

e Inthe Agent system GPO Settings, change the required settings as shown:

&‘ Lepide USAInc. Page10
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=] Default Domain Policy [NDRT61-SERVERTGWWW.NE] | policy Policy Setting
v 8 Computer Configuration 11 Microsoft network server: Disconnect clients when logan hours expire Not Defined
h P“"S”Eriw cat [ Microsoft netwosrk server: Server SPN target name validation level Not Defined
~Pipmppaia (U Network access: Allow ananymous SID/Name translation Disabled
" 5 Mo leimn poliey . Network access: Do ot allow snonymous enumeration of SAM accounts Disabled
£ Serpts (Startup/Shutdown) Network access: Do not allow anonymous enumeration of SAM accounts and shares Disabled
2 Deployed Prnters 11 Network access: Do not allow storage of passwords and credentials for network authentication Disabled
© & Secuty Settings L Nebwork access: Let Everyone permissions apply to anonymous users Enabled
=2 Account Policies {2 Network access: Named Pipes that can be accessed anonymously COMNAP, COMNODE SQL\QUE...
v 3§ Loesl Policies . Network access: Remotely accessible registry paths Not Defined
3 Audit Policy 4 Network access: Remotely accessible registry paths and sub-paths Not Defined
3 User Rights Assignment 41 Network access: Restrict anonymous access to Named Pipes and Shares Disabled
3 Security Options L Network access: Restrict clients allowsd to make remote calls to SAM Not Defined
3 Eventlog L Network access: Shares that can be accessed anonymously Not Defined
i Restricted Groups L Network access: Sharing and security model for local accounts Hot Defined
A System Services JJ Network security: Allow Local System to use computer identity for NTLM Not Defined
@ Registry . Network security: Allow LocalSystem NULL session fallback Not Defined
[a File System i Network security: Allow PKU2U authentication requests to this computer to use online identities. Mot Defined
[ Wired Network (EEE mj) Policies | |1 Network security: Configure encryption types allowed for Kerberos Net Defined
z‘”“’:‘:"";'”“’; VT“”“” ) Network security: Do not store LAN Manager hash velue on next pessword change Enabled
- w“;’”’ N‘: a:ag:;!:f“??p | i Network securiey: Force logaft when logon hours expire Disabled
o ’ ‘L‘_e‘: p""" (EEES02.11)Peli| |\ ehwork security: LAN Msnager authentication level Not Defined
| Public Key Policies ! ' )
| Software Restiction Policies L Network security: LDAP client signing requirementz Mot Defined
Application Control Paicics i Network security: Minimum session security for NTLM SS9 based (including secure REC) clients Not Defined
8 7 Security Polices on Active Diect| 4 Network security: Minimum session securiy for NTLM S5 based (ncluding secure RPC) servers Not Defined
"] Advanced Aucit Policy Canfigurati|| L Network security: Restrict NTLM: Add remote server exceptions for NTLM authentication Hot Defined
ol Policy-based QoS L Network security: Restrict NTLM: Add server exceptions in this domain Not Defined
‘Administative Templates: Policy defintion | | Network security: Restrict NTLM: Audit Incoming NTLM Trffic Het Defined
3 Preferences . Nebwork security: Restrict NTLM: Audit NTLM authentication in this domain Not Defined
~ & User Configurstion . Network security: Restrict NTLM: Incoming NTLM traffic Net Defined
] Policies i Network security: Restrict NTLM: NTLM authentication in this domain Not Defined
Preferences 11 Network security: Restrict NTLM: Outgoing NTLM traffc to remote servers Not Defined
L. Recovery console: Allow sutomatic administrative logen Net Defined
.. Recavery console: Allow floppy copy and access to al drives and allfolders Not Defined
L2 Shutdowin: Allow system ta be shut down without heving to log on Hot Defined
i Shutdown: Clear virtual memory pagefile Mot Defined
L System cryptography: Force strong key protection for user keys stored on the computer Not Defined
L1 System cryptography: Use FIPS compliant algorithms for encryption, hashing, and signing Net Defined
1 System objects: Require case insensithity for non-Windows subsystems. Net Defined
< > Gustamn nhiscte Steanathen Mot Nefinad

Follow the steps below to

Figure 10: Highlighting Group Policies for NetApp Filer

perform these settings:

o Typegpmc.mscinRunorsearchinthe Start Menu. Press the ENTER key to open Group
PolicyManagement.

¢ Underthe forest, navigate to Domains, Local Domain, Default Policy.

o Right-click onit and select Edit. The Group Policy Management Editor window opens.

e Underthe default domain policy, navigate to Computer Configuration, Policies,
Windows Settings, Security Settings, Local Policies.

o Click on Security Options. In this section, make the following policy settings:

- Network Access: Do not allow anonymous enumeration of SAM accounts,

Disabled

- Network Access: Do not allow anonymous enumeration of SAM accounts and

shares, Disabled

- Network Access: Do not allow storage of passwords and credentials for

network authentication, Disabled

- Network Access: Let Everyone permissions apply to anonymous users, Enabled

W Lepide USAlnc.
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- Double-click Network Access: Named pipes that can be accessed anonymously

and select the checkbox to define policy settings. Type NTAPVSRQ and click
Apply.

- Network Access: Restrict anonymous access to Named Pipes and Shares,
Disabled

7.1.2 Auditing Flow of NetApp 7-Mode

Pleasereferto Section 3 of the NetApp Quick Start Guide

Follow the steps below to add NetApp 7-Mode for auditing.

e Clickthe AddFile Servericon, O~ select Single then select NetApp 7-Mode.

Q- #F X

Single b #E Windows

Multiple 4 "El Metapp 7-Mode
T EEl Metapp Cluster Mode
% Refre@  Epic server
B Insta| = Masuni Server Lepic
B Unin > Nutanix Server Lom

[ [l offic

Figure 11: Option to Add NetApp 7-Mode File Server

« The AddFile Serverwizard starts:
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Add File Server(s) you want to audit and click Next.

File Server Name/IF: | | | | 0 Add |

User Name: | |

Password: | |

Mote: Enter User Name in "MNetAppFiler\UserMame" format.

| MNext = | | Cancel | | Help

Figure 12: Select File Server Type

o Eitherenterthe name orIP Address of NetApp Filer Name manually or click Add to select
aNetApp Filer from the network.

X
Add File Server from Domain.
Select Domain : | gEHag - || Find
Mame Distinguished-Name
P 2 2
< m >

Figure 13: Select a NetApp Filer

e Here,youcanselectadomain name and click Find to list the available Filersinit.
e SelectaNetApp Filerand click OK.

- Aftertherequired NetApp Fileris selected, enterthe login credentials of aNetApp
Administratorto addit.

W Lepide USAlnc. Page 13
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- Click Next to go to the next step, to provide the details of SQL Servertocreate a
database for storing auditinglogs.

Please provide SQL Server information.

Server Name : | PRSI RG]

Insert audit data directly to database from file server : ‘fes - ﬂ
(D) Windows Authertication (®)5QL Server Authertication{Recommended)
User Name : | 53 |
Password : | sesesnes | | Test Connection | 2

NOTE: Windows authentication credentials only applicable forinsert data from file server directly.
Database Cption :

(®)Create Database | LepideFSA DB |

(O Select Database <Select Database >
MNOTE: ¥ you do not have SQL Server installed then click this link to download SQL Express edition.
https:/Awww microsoft.com/en+n/download /details aspx id=56840

| < Back " MNext = | | Cancel | | Help |

Figure 14: SQL Server Details to add NetApp Filer

e Clickthe Server Name dropdown to select the desired SQL Server.
e There aretwo authentication options underit.

- Windows Authentication: Thismodecanbeselectedif SQLServerisinstalledonthe
same computer where the solutionisinstalled.

- SQLServerAuthentication: Selectthismodeif SQL Serverisinstalledonaremoteor
localcomputer. We recommend that this optionis selected.

Provide the username and password of a SQL user, who has sufficientrights to
create the database.
e Enteradatabasenameinthe database name fieldto create anew database.Youcan

also select an existing database created earlier by Lepide or anotherapplication.
e ClickNext

The NetApp Agent Information dialog box s displayed:

&‘ Lepide USAInc. Page 14
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Enter agent server details and click Next.

This agent server will colect changes from the MetApp filer.

Agent Share: | 11192. 168. 10. 29\LE_Agentfrom112.27
Lser Mame: . LDP90 \Administrator

Password: sesnnnna

Connection Type:  (8) Asynchronous () Synchronous g

Mote: * Use “Domain'Useriame” format for User Name.
* Agent Server system is used to install file server agent

(8] Automatically change required agent server settings (7]

Figure 15: NetApp Agent Information

o Enterthe details of the system where you wish to install the agent to collect the changes
from NetApp Filer.

NOTE: You can install the agent on another system apart from NetApp Filer. However, it is
important to note that the agent can only be installed on any client system or the domain

controller. We recommend that you do not to install it on workgroup computers and the

agentisinstalled only on the connected Windows Computerand not on NetApp.

e Enterthe name orIP Address of the agent system.

e Provide the Username and Password of an administrator of the agent system to allow
accessto the software toinstall the agent.

W Lepide USAlnc. Page 15
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NOTE: The provided user should be amember of any one group out of Administrators, Domain

Admins, Enterprise Admins, and Schema Admins groups, at the agent system, to enable
the auditing of NetApp Filer. If the above rights are not assigned to the user, then follow

the steps below.

e GotoAdministrative Tools.

e OpenActive Directory Users and Computers.
e SelectUserProperties.

¢ GotoMember Of, Add Group.

e Selectany of the following groups as per the above requirements.
- Administrators

- Domain Admins
- Enterprise Admins

- SchemaAdmins

¢ Nowyouneedtochoosethe ConnectionType. Lepide provides the following two types
of connections with the NetApp Filer from the agent:

- Asynchronous: This optionis quick, butit cannot capture security details. It
captures the security events but does not show details.

- Synchronous: This option captures security details, but the process slightly
slows down the performance of the Filer.

NOTE: If youneed the Permission Analysis of NetApp Filer, we recommend using synchronous
mode to connect to NetApp Filer.

¢ Certainchangesarerequiredinthe Local Security Policies to allow the software to audit
Filers. The software provides a checkbox to make such changes automatically fromits
end.

¢ Ifyoudonotwanttogoforautomatic changes orface anerrorin applying these
changes automatically, then uncheck this option and make these manually. To know
more, referto Section7.1.1Prerequisites to Audit NetApp 7-Mode.

e Clickthe checkbox to make the changes automatically. The software displays the list of
required changesin the next screen and reconfirmsit.

Figure 16: List of Changes to be made for Auditing NetApp Filer

W Lepide USAlnc. Page 16
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File Server Unavaiable or Access Denied Auditing Stopped Oct 03 2022 03:05PM

des deuril = Daaad dhre d Oct03 2022 03:05PM

X *{opped Oct 03 2022 03:05PM

ftopped Oct 04 2022 03:00 PM

Enter a server details and click Next. opped Oct 03 2022 03:05PM

opped Oct03 202203:05PM

opped Oct 03 2022 03:05PM

This agent server will coliect changes from the NetApp filer. pped Oct 03 2022 03:05PM

Agent Share \\192.168.112.17\ag ‘ ited Ork04 20220554

pped Oct 03 2022 03:05PM

U N [dsp5s0nu Epoed Oct 04 2022 03:01PM

pped Oct03 2022 03:06 PM

Password: ssecesceece | opped Oct 03 2022 03:06 PM
Connection Type:  (8) Asynchronous () Synchronous @)

Note: * Use “Domain\UserName ™ format for User Name
* Agent Server system is used to insial file server agent

[®] Automatically change required agent server settings 17}

Following settings need to be changed on agent system to connect with the NetApp filer:

1. Network access: Do not allow anonymous enumeration of SAM accounts and shares:- Disable
2. Network access: Let Everyone permissions apply to anonymous users:- Enable

3. Network access: Restrict anonymous access to Named Pipes and Shares:- Disable

4, Network access: Shares that can be accessed anonymously:- add NTAPVSRQ.

Back Next | [ Cancel ‘

e Click Yestomake these changes andtoinstall the agent.

If you click No, then the changes will not be made, but still, the agent will be installed. Because of
no agentinstallation, the audit reports will not be generated in this case.

To generate the audit reports after clicking No, you have to make these changes manually. For
furtherinformation, referto Section 7.1.1 Prerequisites to Audit NetApp 7-Mode.
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Status...

Status:

Tasks Status
Q/ Installing Agent for 192. 168.40.242 The operation completed successfully.

| < Back " Finish |

Figure 17: Installing the Agent for NetApp Filer

e ClickFinish to complete the process.
7.1.3 AddNetApp Cluster Mode

Follow the steps below to add NetApp Cluster Mode for auditing.

e Clickthe Add File Server button on the toolbar and click NetApp Cluster Mode.

Q- # X

Single v [#E] Windows

Multiple 4 "El Metapp 7-Mode
T EEl Metapp Cluster Mode
% Refre@  Epic server
B Insta| = Masuni Server Lepic
B Unin > Mutanix Server t.com

[ Tl offic

Figure 18: Option to Add File Server

You canalso click the + R iconinthe Right Panel, go to NetApp Filer sub-menu and click the
NetApp Cluster-Mode.

&{ Lepide USAInc. Page18
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The Wizard to add NetApp Cluster Mode is displayed:

Please provide NetApp filer information.

e T

NetApp Fier Name/1P = || |

Uzer Name : | MetBios NamelUserMame, |

Pazsword | |

[] Enable remote agert auditing

[ I have Management Access.

Mirimum rights needed to audit NetApp filer. ﬂ

| Next » | | Cancel | | Help

Figure 19: Wizard to Add NetApp Cluster Mode

o Addthe following details:

- DomainName: Enterthename orlP Address of the domain, where the NetApp
ClusterModeislocated, in the Domain text field.

- UserName: Enterthe name of auser, who is amember of Domain Admins
group or anormal domain user account with at least Change Permissions to the
C$ of the SVM whichis to be audited.

- Password: Enterthe password of the selected user.
o ClickNext
The Add File Server dialog boxis displayed:

W Lepide USAlnc. Page19
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Audit log configuration settings.

|ser Mame : | wsadmin |

Enter user name assigned with vsadmin role

Password : | [ITITTITITIL] |
Audit Corfiguration :
(%) Manual 7]
Yolume Mame : |auu:|it_|u:ugs| | | Detect |
() Automatic
Yolume Mame : Enter volume name (case sensitive).

Aggregate Mame :  Enter agaregate name (case sensitive).

Back " Mext : | | Cancel | | Help

Figure 20: Audit Log Configuration Settings

e Addthe following details:
- File Server Name/IP: Enter the name or IP Address of NetAppFiler.
- UserName: Enterthe name of a user, who has vsadminrole.
- Password: Enter the password of the selected user.

- Audit Configuration: Select either Manual Auditing or Automatic Auditing.
Pleasereferto the following points to understand these two options further to
make yourselection:

7.1.3.1  Which Audit Configuration should be selected?
You can select the Automatic Auditing option to enable the auditing settings automatically
without giving any userinput. However, you should select Manual Auditing when you are doing

any of the following:

e receivingerrorsin enabling Automatic Auditing

e wantingtoallocate2 GBto3GB (notlessthan2 GBandnotmore than 3 GB)spacetoavolumefor
auditing

e wantingtoallocate more than 3 GB space to a volume forauditing
7.1.3.2  Prerequisites of Manual Auditing

Make sure that any existing manual auditing meets the following prerequisites:
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e Auditing should be enabled.

e  Theminimum Log File Size (rotate-size) should be TMB.
e Theformat of auditing should be XML.

e Thesize of the selected volume should be atleast 3 GB.

e Therotatelimit shouldbesetto2000.

7.1.3.3 Stepsto Create Manual Auditing on NetApp Cluster Mode
If manual auditing does not exist already or does not meet the above prerequisites, youneed to
add and enable an Audit Setting manually on the selected Storage Virtual Machine (SVM).

To do this, perform the following steps:

e Execute the following commands to configure auditing manually at NetApp Cluster
Mode.

vserver audit create -vserver <Name_SVM> -destination "/<Name_Volume>"
-format XML -rotate-size <XX><XB>
o Change thefollowingvalues.
= <Name_SVM>:Name of SVM
= <Name_Volume> :Name of Volume
=  WARNING: The minimum size of the selected volume should be 3 GB.
= <XX>:Valueinnumbers. Itis the size of LogFile.

= <XB>:Measurement of the file size. It can bein KB, MB, GB, TB, or PB.

NOTE: The minimum Log File Size (rotate-size) must be IMB.

o Aftercreating the auditing setting, you can execute the following command to view
the auditing setting created foran SVM.
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vserver audit show

ClusterBBl::> vserver audit create -vserver SUMB32_B2May -destination "/Log” -fo
rMat xmMl -rotate-size 1MB

ClusterBB1::> vserver audit show
State Event Types Log Format Target Directory

SUMB32_BZMay
file-ops,
cifs-logon-logoff
SUMB32_B4May
true file-ops,
cifs-logon-logoff
2 entries were displayed.

Figure 21: Commands to Set Auditing and Show its Status
o Executethe following command to enable the auditing:

setting. vserver audit enable -vserver <Name_SVM>
Replace <Name_SVM> with the name of SVM.

o Afterenabling the auditing setting, execute the following command to view the
status of added auditing.

vserver audit show

ClusterBBl::> vserver audit enable -vserver SUM832_B82Z2May

ClusterBB1::> vserver audit show
State Ewvent Types Log Format Target Directory

SUMB32_B2May
file-ops,
cifs-logon-logoff

SUMB32_H4May
true file-ops,
cifs-logon-logoff
2 entries were displayed.

Figure 22: Commands to Set Auditing and Show its Status

o Manual Auditing: Inthe Audit Configuration Section, click the Manual
optionto enableits options. If the manual auditing is already configured on
the selected Storage Virtual Machine (SVM) and if it meets the above-listed
prerequisites, you can click the Detect button to find and add it here.

NOTE: Oldlogfiles existinginthe logvolume generated before adding the file
serverin the solution willbe moved to the Back Up folderin the log
volume.

The following message boxappears on the screergiggthis case:

Old audit log files found in the specified volume. These files will be
moved to "Log\Backup”

Figure 23: Audit Log Message
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Audit log configuration settings.

User Mame : | wsadmin |

Enter user name assigned with wsadmin role

Password : | P — |
Audit Corfiguration :
(®) Manual 7]
Vaolume Name : |auu:|it_|u:ugs| | | Detect |
() Automatic
Volume Name : Enter volume name (case sensitive).

Aggregate Name :  Enter aggregate name (case sensitive).

< Back ” Mext = | | Cancel | | Help

Figure 24: Manual Auditing Selected

o Automatic Auditing: Select this optionif you have not already
configured auditing. You need to provide the following inputs:

e VolumeName
e Aggregate Name
o Click Next to proceed. The Solution enables auditing with the following settings:
e LogVolume Size:3 GB
e Logformat: XML
e LogFileSize:TMB

NOTE: The Lepide Data Security Platform needs at least 3 GB of free space at the selected
aggregate to enable the auditing automatically.
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Audit log configuration settings.

|ser Mame : | wsadmin |

Enter user name assigned with vsadmin role

Password | [ITITIT1IL] |
Audit Corfiguration :
() Manual 7]
Volume Name : Enter volume name (case sensitive), Detect
() Automatic
Volume MName ; | audit_logs |

Aggregate Mame : | agar1| |

| < Back || MNext = | | Cancel | | Help |

Figure 25: Selected Automatic Auditing for NetApp

W Lepide USAlnc. Page 24



Lepide Data Security Platform File Server Advanced Guide

NOTE: The following error message may appear when you try to apply the Automatic Auditing option.

Add File Server X

Unable to create volume. ‘aggrl’ aggregate is not in aggregate list of
Vserver SVM332_04May.

oK

Figure 26: Error Message while Enabling Automatic Auditing

To solve thisissue, add the aggregate in the Vserver's list by the following command:
vserver modify -vserver <server name> -aggr-list <aggregate_value>
To see whetherthe aggregate has been added to the list, use the following command:

vserver show -fields aggr-list

o ClickNext

o TheSQLServerInformation dialog boxis displayed. Here, you need to provide the
details of SQL Server to create a database for storing auditing logs.

Please provide SQL Server information.

Server Name : | pleiplaiGiniek::] |
Ingert audit data directty to database from file server : ﬂ

OWindows Authentication @ SQL Server Authentication(Recommended)
User Name : | sa |
Fassword : | sessssee | | Test Connection | Fe

MOTE: Windows authentication credentials only applicable for insert data from file server directhy.
Database Cption :

(®)Create Database | LepideF5A DB |

() Select Database <Select Database >
NOTE: K you do not have 5QL Server installed then click this link to download SQL Express edition.
hitps.//www microsoft.com./en-n/download/details aspx %id=56840

| < Back ” Mext = | | Cancel | | Help |

Figure 27: SQL Server Details to Add NetApp Cluster Mode
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e Clickthe Server Name dropdown to select the desired SQL Server.

There are two authentication options underit:

- Windows Authentication: Thismodecanbeselectedif SQLServerisinstalledon
the same computer where the solutionisinstalled.

- SQLServerAuthentication: Selectthismodeif SQLServerisinstalledona
remoteorlocalcomputer. We recommend that this optionis selected.

e Provide the username and password of a SQL user, who has sufficient rights to
create the database.

o Enteradatabase nameinthe database name field to create anew database. You
can also select an existing database created earlier by Lepide oranother
application.

e Click Next

Theinstallation of the agentstarts:

Agent Status X

|3 Status...

Status:

Tasks Status
-); Instaling Agent for 192,168, 10,253

< Back Finish | Cancel || Help

Figure 28: Install Agent on NetApp Cluster Mode
o ClickFinishto complete the process.

/.2 Stepsafter Adding a File Server Component

Afteryouhave added aWindows File System or NetApp Filer component, the application asks

youif youwantto create anewrule for File Server.

&‘ Lepide USAInc. Page 26



Lepide Data Security Platform File Server Advanced Guide

Do you want to apply a rule
to newly added file server?

Yes Mo

Figure 29: Starting Add Rule to the File Server Wizard

e ClickYestoaddanewrule.

NOTE: You need an Audit Rule to start monitoring of the newly added File Server. If you want to
skip the step of creating a rule, then click No. However, the audit reports will not be
generated until you create an Audit Rule and update the agent. It is necessary to Update

a c T PR N

e Afterthe Audit Rule has been created, oryou clicked No in above step, a dialog box
appears onthe screen:

Please restart the LepideD5P conscle
to view the file server reports,

Figure 30: Message to Restart the Software

e Click OK.thenclose the File Server Auditor console andrestart the software.

e Aftertherestart, the software displays the File Serverin the Radar Tab and anode under
Component Managementin the Settings Tab.

¢ Youcanclick File Server node under Component Management to manage the added
File Server.
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Settings
53 Component Management
&) LPDE N jocal
B> 152.168.20.70(sharePoint]
£ om-10nsaL)
F bpvtonmicrosoft.com{Eschange Griine)
¥ tepidesaftware. onmicrosaft.com{Exchange Online]
> kpvt-ademin sharepoint.comiSharePaint Online)
> lepidesoftware-admin sharegoint.com(SharePont Online)
5 B, FieSeners

Wi Amazon S3 Auckiting(AWS 53]
G Lepide Suppon(GSute)
C coba
o Lepide B Server
1] kpwt.onmicrosoft com{Offica 365)
1] Iepidescitware.onmicrosoft.com(Office 3651
1] teppsaftonmicrosoft.com(Office 363)
1] lepsp-onmicrosoft.com(Office 365)
1] lewih.onmicrosoft.com{Office 365)
1) siyasattonmicrosoft.com(Office 365)
£} Genersl Settings
£} Delegation Cantrol
£} Cument Pemmission Scan Settings
[# Message Delrvery Sekiings
5B Defoult SOL Server Settings

B veea To configure File Server click here

T3 Agent Setings
5F LDSP Repart Viewer (bets)

File
B imgart trom Archive
R arenive How

B schedute archive

Figure 31: File Server Management
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e Clickthe Click Here link to access the File Server Auditor console

") LepideAuditor for File Server - Settings Console - O X
File Wiew Help

Add File Server ~

=@l LepideAuditor for File Server
7 File Servers £ All File Servers

Audit Rules Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.
I Audit Policies
.:"‘ User Group O« # X
--Lgg Backup & Restore
File Server Name/IP Domain/Workgroup  ~  Agent Status Auditing Status LastUpdate | | raes
D 192,168, 10,253 LEFORG2 Installed Auditing Started (Mo rule applied)  Aug 04 2017
D 5DC148 LEPORG2 Installed Auditing Started Aug 04 2017 %, Port Settings
W% Refresh
D Install Agent
D Uninstall Agent
[ start Auditing
a Stop Auditing
9 Update Agent
Q Service Rights
< > -
I\f?\\ File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to
. audit all the changes performed on file servers,

Wisit hitp:(fwww. lepide.com/file-server-audit/ CaF NUM SCRL

Figure 32: Displaying the Added File Servers
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8 AddingMultiple File Servers

You can now add multiple file servers to the solutionin one step. Please follow the instructions

below:

8.1 Adding Multiple Windows File Servers

Afteryouhaveinstalled the software and configured the Lepide service torunwith administrative

credentials, you can add multiple File Servers for auditingin one step.

Add Component

15 Default SQL Server Settings

5B UEBA A

: - Al
{3 Agent Settings
A} LDSP Report Viewer (bets) Online

P/ |\ Sl Universal Audit
Y

Added Component

Figure 33: Component Management Window

From the Component Management window, under the Add Component section, click on the File
Servericon to add this component to the solution.

The Settings Console dialog boxis displayed:
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1! LepideDSP for File Server - Settings Consale

. = Y
FILE VIEW HELP

Add File Server - 'i?,‘ Help

=+ (y LepideDSP for File Server
[T File Servers fl:b All File Servers
-5 Audit Rules

% Audit Polices

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.

- 28 User Group O F X
(& Badkup &Restore
File Server Name/IP Domain/Workgroup Agent Status Auditing Status Tasks
Port Settings
% Refresh

[3 instail agent

[ Uninstall Agent

14 start Auditing

[& stop Auditing

B Update Agent

@ service Rights

@0 Domain Controller(s)

=, Data Classfication Settings

['é Audit Notification: OFF
< B

[ >

\i’-_’) File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

NUM  SCRL 4

Figure 34: File Server Console

Here, you can click Add File Servericon O~ onthe toolbarto add either of the following file servers:

¢ Windows File Server

e NetAppFiler

e Clickthe AddFile Servericon, v select Multiple then select Windows.

Add File Server ~ {7 ) Help

Single k

| Muttiple  *|%E] Windows
1] File Servers
7= Audit Rules

"EI Metapp 7-Mode

EI Metapp Cluster Mode

Figure 35: Option to add Multiple File Servers

« The AddFile Servers wizard starts:
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Add File Server(s) you want to audit and click Next.

| File Server Name/IP ~ Domain/Workgroup User name Password Installation Share Path Share Logical Path
R P P —

[192.168.10.61 LDsP5 = LDSP5\D'spuza ™ W192,168 1061 ADMINS

152.168.112.17 ID5PS = LDSP5WD'souza @ ™% W152.168. 112 1TMADMINS

Remove
<

() Cument user (LDSP5\Soruv)

(®) The folowing user [[] Comman Share and Logical Path
ser Name LOSPS\D' souza Share Name - ADMING
Password [sesssssssnns

Share Logical Path :

Mete: * Use “Domain’UserName ™ format for Lzer Name.

Figure 36: Add File Server Wizard

¢ AddFromAD: Click on Add from AD button to scan the domain network and select the
required file servers.

Add File Server from Domain.

Select Domain © | SRR - || Find

MName Distinguished-Name
L p o

Figure 37: Add File Server from Domain
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- Youcanselect the Domain name in the drop-down menu or typeitin the box
provided.

- Clickthe Find buttontolistits computersinthe blank area.

- Selectthe computers youwant to audit and click OK.
It takes you back to the previous wizard, which now displays the selected File
Servers.

e Addfrom OU: Click onthe Add from OU button if you want to select the file servers
from specific OUs.

X
Add File Server(s) from Containers/OUs.
Select Domain : |LPDE1 - | ,T‘
Select File Server(s)-
- fay LPDEL ~
| Admin Users
- America
-0 APAC
=
- Computers
(-1 [ Domain Controllers
-]+ Enterprise Groups
(-7 [ Europe
- ForeignSecurityPrindpals
- Inactive Accounts
w0 India
= Managed Service Accounts
= Microsoft Exchange Security Groups
-1 Program Data
- System
- Users W
| oK | | Cancel ‘

Figure 38: Add File Server from OU

- SelecttheFile Servers to be added and click OK. The following dialog box is
displayed:
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®
Add File Server(s) you want to audit and click Next.
File Server Mame/IP ~ Domain/Workgroup Uzer name Passward Installation Share Path Share Logical Path ~ Add from AD
2 Pl e
Ben-PC LPDET \\Ben-PCUADMINS paifemel
ddd LPDE1 ddd ADMINS .
Add Manually
FS101 LPDE1 WWFS10T\ADMING
Lepide1 LPDE1 ““Lepide WADMING Add IP Range
LEPIDEAFPPLIANCE LPDET “WLEPIDEAPPLIANCEVADMING
Lukas-Laptop LPDE1 “WLukas-Laptop \ADMING Add from CSV
Paul-PC LPDE1 WPaul-PCVADMING Ep———
SPIM LFDET WSPI0TVADMING el
wS14 LPDET WS T4ADMINS v
< >
(®) Current user (DM-101\Administrator) ] Cemmon Share and Logical Path
() The fallowing user :
User Name © Share Name : ADMING
Password : Share Logical Path :
Note: * Use "Domain’\UserName™ format for User Name

Mexd > | ‘ Cancel | | Help |

Figure 39: Selected File Servers

Here you can specify the following:

Current user or The following user

- If you select The following user, you will need to specify the User Name in the

format Domain\UserName and the Password
- Check the Common Share and Logical Path boxif you want to use this

- Specify the share name - for example Admin$ and the Share Logical Path which

willbe C:\Windows foradmin$
- Click Next to continue

- It takes you back to the previous wizard, which now displays the selected File

Servers.

- Add Manually: Click on the Add Manually button to add the file server manually

into the solution by specifying its name and domain name.
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Enter file server name, select domain and click add.

File Server Name or IP : | pCiod|

Domain/Workgroup | LPDE1

| “ DOMAIN NETBIOS NAME

Select File Server:

| 0 Add || x F!am-:r-,'a|

¥ File Server Domain/Workgroup
DC101 LPDEL
| QK | | Cancel |

Figure 40: Add File Server Manually

e SelecttheFile Servers to be added and click OK. The following dialog box s
displayed:

Add File Server(s) you want to audit and click Next.

File Server Mame/IP ~ Domain/Workgroup User name
P I3 Je)

DC101 LPDE1

Lepide-NAS LPDE1

Paul-PC LPDE1

<

(®) Cument user (DM-1071\Administrator)

OThe following user :

User Name :

Password :

Note: * Use “Domain'UserName” format for User Name

Password

Installation Share Path Share Logical Path

“WDC10TVADMINS
“\Lepide-NASWADMINS
“WPaul-PCVADMING

[ Common Share and Logical Path

Share Name : ADMINS

Share Logical Path :

>

Add from AD

Add from OU
Add Manually

Add IP Range

Add from C5V

Get Logical Path

Apply to Al

Figure 41: File Servers added Manually

e Specify the options yourequire.

A\
A\ Y

Lepide USAInc.
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It takes you back to the previous wizard, which now displays the selected File

Servers.

o AddIPRange: Click on Add IP Range button to scan the domain network and select

the required file servers.

=
Provide domain and set start and end IP. All file servers in that IP range
will be added.
DomainWorkagroup : | LPCE1 |
* DOMAIN NETBIOS NAME

Set Range

Start IP - | 192 . 168 20 50 |

EndIP - | 192 . 168 . 20 55| |

| 0K | ‘ Cancel |

Figure 42: Add File Server using IP Range

o Typethe Domain/Workgroup name and the IP Start and Stop Addresses.

o Click OK. The following dialog box is displayed:

Add File Server(s) you want to audit and click Next.

<

@Cument user (DM-101\Administrator) [1Common Share and Logical Path

OThE following user :
Share Name :

User Name : ADMINS

Password : Share Logical Path :

Note: * Use “Domain’\UserName™ format for User Name.

File Server Name/IP ~ Domain/Workgroup User name Password Installation Share Path Share Logical Path
» » p

| 192.168.20 50 LPDE1 \1192.168.20 50\ADMING
192.168.20.51 LPDE1 \1192.168.20 51\ADMINS
192.168.20.52 LPDEY 'W192.168.20.52\ADMINS
192.168.20.53 LPDE1 “W1192.168.20. 53\ADMINS
192.168.20.54 LPDE1 \1192.168.20 549\ ADMINS
192.168.20.55 LPDE1 \1192.168.20 55\ADMINS
192.168.20.56 LPDEY “1192.168.20.56\ADMINS
192.168.20.57 LPDE1 “W192.168.20. 5TVADMINS
192.168.20.58 LPDE1 1192.168.20 53\ADMINS

~ [ |

Add from CSV

Get Logical Path

Apply to Al

| Mext

H Cancel H Help |

Figure 43: File Servers added using IP Range
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e Specify the options yourequire.
o Click Nextto continue
o Ittakesyoubackto the previous wizard, which now displays the selected File Servers.

¢ AddFromCSV: Click on Add from CSV button to scan the domain network and select
the required file servers.

g
=
Add file serven(s) from CSV file.
| C:\Users\Administrator\Documents\Server List.csv| | | Browse
[T File Server Domain/Morkgroup
< >
QK | | Cancel

Figure 44: Add File Server using CSV File

. Click Browse to select the CSV file required
. Click OK. The following dialog box s displayed:
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Add File Server(s) you want to audit and click Next.

File Server Mame/IP -~ Domain/Workgroup User name Password Installation Share Path Share Logical Path Add from AD
Pl »p » A |
DC101 LPDET WDCI0TADMINS Aad from OU
Lepide-NAS LPDE1 “Lepide-NASVADMINS Add Manually
Paul-PC LPDE1 “WPaul-PCAADMING
Add IP Range
Add from CSV
Get Logical Path
< >
(®) Curent user (DM-101\Administrator) [] Common Share and Logical Path
OThe following user :
User Name Share Name : ADMINS
Password Share Logical Path :
Note: * Use “DomaintUserfName™ format for User Name.
[ N> || ol | [ b ]

Figure 45: Add File Server using CSV File

. Specify the options you require.
. Click Next to continue

- Ittakesyoubackto the previous wizard, which now displays the selected File
Servers.

- Select the userwith whichyou want to add the File ServerIf you areloggedinas a
user that has the above rights, thenyou can select CurrentUser.

- Iftheloggedinuserdoes not have the requiredrights, then you have to select The
following user option and provide the login credentials of a userwho has the
requiredrights

- Youcanuse the default Admin$ location for the agent if the Service Account has
adminrights onthe File Server. If not, you can create any shared folder on the File
Serverand specifyits pathin the Share Path Option.

- Click Apply to All to apply these settings to all selected file servers.
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X
Add File Server(s) you want to audit and click Next.
| File Server Name/IP ~ Domain/Workgroup User name Password Installation Share Path Share Logical Path
£ 5 »
|192.168.10.61 LDSPS  LDSPS\Dsouza e W\192.168.10.61\ADMINS
192.168.11217 IDSP§ = LDSP5\Dsouza ™™ 152,168 112.1MADMINS
< > S
() Cument user (LDSP5\Sonuv)
(@) The folowing user [[]Common Share and Logical Path
User Name : LDSPS5\D'souza Share Name ADMINS
Pasword: | eewesweveses Share Logical Path :
Note: * Use “Domain'UserName™ format for User Mame:
! | [ el | [ e
Figure 46: Enter User Name Details
o Afterentering the details, click Next.
The next stepis to provide the SQLServer details:
x
Please provide SQL Server information.

Server Name

[ 92.168.10.251
Inse audit data directly to database from file server
(C)Windows Authertication
(#)50L Server Authentication{Recommended)

User Name

[s2 |

Password

Fe
MNOTE: Windows authentication credentials only applicable for insert data from file server directly.
Database Option

(®)Create Database Lepidersa Dg|

* Provided name wsed as a prefix wih file server name for new database
[:]Sded Database

<Select Database >

NOTE: K you do not have SGL Server installed then click this link to download SGL Express edition hitps:/ Awww microsoft com/endn/download /details aspx %id =56240

Figure 47: SQL Server Details

Type the Server Name or click Browse to select the desired SQL Server.
There are two authentication options:
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- Windows Authentication: In this method, you can use any domain user
windows account which have at least dbcreator role on the SQL server.

- SQL Server Authentication: Select thismode if SQL Serverisinstalledona
remote machine or the local machine. We recommend that this optionis
selected.

Provide the username and password of an SQL User, which has sufficient rights to

create anew database.
o PleaseselectInsert Audit Data Directly to Database from File Server as YES, only if the
SQL connection fromthe File Serverto the SQL Serveris open. Please select NO if the
connectionis not open and the insertion willhappen from the Application Server then.

e Enteradatabasenameinthe database namefieldto create anewdatabase. Youcan
also selectan existing database created by Lepide oranotherapplication.

o Click Next to startinstalling the auditing agent for Windows File Servers.

The following dialog box s displayed showing the progress of agentinstallation.

Status:

Tasks Status
e 4 Instaling Agenton192.068.061 | |

|52 Instaling Agent on 192.168.112.17

Figure 49: Auditing Agent is Installed

¢ Click Finish once the agents are installed to complete the process.

Adialogboxis displayed asking whetheryou want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Figure 50: Option to Create a Rule

&‘ Lepide USAInc. Page 41



Lepide Data Security Platform File Server Advanced Guide

Audit Rule Management is explainedin Section 9 of this document. Please referto this for
information on creatingarule.

8.2 Adding Multiple NetApp 7 Mode File Servers

Afteryouhaveinstalled the software and configured Lepide service torunwith administrative

credentials,you can add multiple File Servers for auditing in one step.

Settings

Message Delivery Settings
+ 55 Default SQL Server Settings
5 ueBa

43 Agent Settings

~.4% LDSP Report Viewer (beta)

Add Component

P\ Universal Audit
F TR

Added Component

Figure 51: Component Management Window

From the Component Management window, under the Add Component section, click on the File
Servericonto add this component to the solution.

The Settings Console dialog box s displayed:
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! LepideDSP for File Server - Settings Cansole
FILE VIEW HELP

Add File Server - 'i?,‘ Help

=0 LepideDSP for File Server

-5 Audit Rules
% Audit Polices
- 28 User Group
(& Badwp &Restore

[T File Servers fl:b All File Servers

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.

O~ # X

File Server Name/IP Domain/Workgroup Agent Status Auditing Status

< [ >

\i’-_’) File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

Tasks

Port Settings

% Refresh

[3 instail agent

[ Uninstall Agent

14 start Auditing

[& stop Auditing

B Update Agent

@ service Rights

@0 Domain Controller(s)

=, Data Classfication Settings

['é Audit Notification: OFF

Figure 52: File Server Console

NUM

e Clickthe AddFile Servericon, O~ select Multiple then select NetApp 7-Mode.

Add File Server = () Help

single k

[ Multiple  * “| Windows

"El Metapp 7-Mode
5| Audit Rules

e Audit Policie

EEl Metapp Cluster Mode

Figure 53: Option to add Multiple File Servers
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« The AddFile Servers wizard starts:

Add File Server(s) you want to audit and click Next.
NetApp Filer Name/IP #  Domain/Workgroup User name Password [ Add from AD
bl R R Y
FILERS3 N/A e
FILERG4 N/A ) :
Nanually
d IP Range
fr 5
emove
User Name | |
Password : I |

Mote: User Name is Not Applicable for "NetAppFiler IP"

Nea> | [ Cancel He's

Figure 54: Add File Server Wizard

o Fromthis screen,youcanadd the file servers. Click the button to select where the file
server should be added from. The options are: Add from AD, Add from OU, Add
Manually, Add IP Range, Add from CSV..
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Add File Server(s) you want to audit and click Next.

X
NetApp Filer Name/IP Enter file server name and click add.
p '
} |FILERG3
FILERB4 File Server Name or IP : ‘
Domain/Workgroup NfA
Select File Server: | X Remove
¥ Fie Server Domain/Workgroup
[A FiLERss NJA

User Name

Password : I

MNote: User Name is Not Applicable for “Net4 [ K || Cance

Figure 55: Enter File Server Name

o EntertheFile Server Name orIP

o ClickAdd

e Repeatthetwo steps forall File Servers youwant to add
o Click OKwhen finished adding file servers

o Click Next
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The next stepis to provide the SQLServer details:

Please provide SQL Server information. ;

Server Name : | 192.168.40. 238

Insert audit data directly to database from file server : fes - ﬂ
(_)Windows Authentication (®)50L Server Authentication{Recommended)
User Name : | sa |
Password : | it | | Test Connection | e

MNOTE: Windows authentication credentials anly applicable forinsert data from file server directly.
Database Option :

(8)Create Database | LepideFSA DB |

(_) Select Database <5elect Database >

MNOTE: I you do not have SQL Server installed then click this link to download SGL Express edition.
hittps:/Awww microsoft.com/en-in/download/details aspx %d=H6840

| « Back || Mext > || Cancel || Help

Figure 56: SQL Server Details

o Typethe Server Name or click Browse to select the desired SQL Server.
e There are two authentication options:

- Windows Authentication: In this method, you can use any domain user windows
accountwhich have at least dbcreator role on the SQL server.

- SQL Server Authentication: Select thismode if SQL Serverisinstalled on aremote
machine or the local machine. We recommend that this optionis selected.

Provide the username and password of an SQL User, which has sufficient rights to
create anew database.
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o PleaseselectInsert Audit Data Directly to Database from File Server as YES, only if the
SQL connection from the File Server to the SQL Serveris open. Please select NOif the
connectionis not open and the insertion willhappen from the Application Server then.

« Enteradatabasenameinthe database name field to create anew database. Youcan
also selectan existing database created by Lepide oranotherapplication.

o Click Next
—ii lotiaied O S acied -
NetApp Fler Name/IP Agent Share Path User name Pasyword Shave Logical Path
P »

FILERE3 WISZ 165 10 29LB_Agertirom 11227  LOPS\Administrtr ™™™ CB_Agertfrom 112 27
FILERGS 152168 10 29\LB_Agertirom 11227 LDPO0\Administrator ~ **** CALB_Agentfrom 11227

Agert Share \\192. 168, 10,2948 _Agentfrom112.27 Connection Type o) Amrteonous () Smcheocous (7]

Shave Logical Path: | C:¥8_Agentfrom112.27 3] Adomancaly change equred agert server settngs [2)

User Name LDPSY\Admerst abor

Password sennenes

Note: " Use "Doosan ' \UserNarme ™ format for User Narme m

Figure 58: Enter Agent Server Details
o Enterthe Agent Server Details and click Next

o The status dialog boxwill be displayed showing the status of the installation of each

agent:
e  — it at o —
®
Stab
Taks Stabus
g/l [ratilng Ageeit for FILERES Thae sgner st v bed g cesiflly.
Y .

&{ Lepide USAInc. Page 47



Lepide Data Security Platform File Server Advanced Guide

e Click Finish to complete the process.

Adialogboxis displayed asking whether you want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Figure 60: Option to Create a Rule

Audit Rule Management is explained in Section 9 of this document. Please referto this for
information on creatingarule.

8.3 Adding Multiple NetApp Cluster File Servers

Afteryouhaveinstalled the software and configured Lepide service to runwith administrative

credentials, you can add multiple File Servers for auditingin one step.

Add Component

® m
L]
R ,
- DefaultsQL File Serv Exchange Onii
L3 5 UEBA — %)
.43 Agent Settings - Al
P ©.43 LDSP Report Viewer (beta) Onl
=
Session Recording PN Universal Audit
B > F TR
-/ 1
<

Added Component

a4
&
2
R

Figure 61: Component Management Window

From the Component Management window, under the Add Component section, click on the File
Servericonto add this component to the solution.

The Settings Console dialog box s displayed:
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1! LepideDSP for File Server - Settings Consale

. = Y
FILE VIEW HELP

Add File Server - 'i?,‘ Help

=+ (y LepideDSP for File Server
[T File Servers fl:b All File Servers
-5 Audit Rules

% Audit Polices

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.

- .:‘ User Group O F X
(& Badkup &Restore

File Server Name/IP Domain/Workgroup Agent Status Auditing Status Tasks

Port Settings

% Refresh

[3 instail agent

[ Uninstall Agent

14 start Auditing

[& stop Auditing

B Update Agent

@ service Rights

@0 Domain Controller(s)

=, Data Classfication Settings

['é Audit Notification: OFF
< m > -

\i’-_’) File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

NUM  SCRL 4

Figure 62: File Server Console

Here, you canclick Add File Servericon v onthetoolbarto add either of the following file servers:
e Windows File Server
e NetAppFiler
o Clickthe AddFile Servericon, v select Multiple then select NetApp Cluster

Add File Server - [:?;] Help

single k

[ Multiple  * “| Windows
F1 T FilE Servers

"El Metapp 7-Mode
q' Audit Rules

EEl Metapp Cluster Mode

Mode.

« The AddFile Servers wizard starts:

Figure 63: Option to add Multiple File Servers
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STy sp—

— T —— L
.4
Metipp Fler Mam... = User hams Fassword Management Access 'S Admin Liser W5 Admin Password Auto Manual
L £ £ &= B
TERIEE 2049 L] e =] kit LT
192 1ER 112 183 Idsp Sisonu e O vasdran e Manusl
TS2 BN 089 e Fsonu 0] vesden Marnusl
TR B 112180 dapliga 0T = vaMden 000 T el
192 16211270 Idsp Shsonu e 0 vasdman e Manusl
< >
User Haens : [ MspSigany Mansgement accses codentid Aud Configuraion
. User Mame : | wsadmn &) Manusl
Password sEERREEmEaEs | g Vol Mame: Oifs_Audit_Logs
ber L M AEigried with
Agert I O e S
B ket AR

u | Msnagemant Accees m

Figure 64: Add NetApp File Server Wizard

o Fromthis screen, youcanadd the file servers. Click the button to select where the file
server should be added from. The options are;: Add from AD, Add from OU, Add
Manually, Add IP Range, Add from CSV.

Netiop Fler Nam.. ~ LUser Name Password Management Access S Admin Liser VS5 Adrin Password Auto/Manual
o » £ »p »p
152168112149 KpSeom 00T O Viadean Manual
152168112183 IdspS'scnu RS J vsadmin Manual
152.168.112.189 idepS'sonu B O veaden Manusl
152168112190 deSeony T 0 ! Manul
152 16811270 idsp5'sonu Manusl
(i/’ NetApp filer listed below will be audited locally
3 192,768.112.940,192,168,112.183,192. 168.112.199,192,168.112,190,192. 168.112.70
< >
User Name - | vsadmn & Manud
Password Erter ‘..swr.r¢ asgred wih Volure Name Ofs_Audt Logs
Agert =] Veadean e Automatic
Figure 65: NetApp Filer to be Added
o EntertheFile Server Name or IP
o Click Add
e Repeatthe two stepsforall File Servers youwant to add
o ClickOKwhen finished adding file servers
A\
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o« Thedialogboxabove will be displayed listing the file servers to be added
e« ClickOK
e Click Next

Alternatively, you can check the Agent IP box and you will need to then add the Agent IP address:

L sl abie o ey S P T —
M
Mt Ao Fber Mam = Ligasr Maes Fagdwmed Management Accesa 'S Admin Lser ‘'S ke P Audo Manusl
F 2 £ 2 Fe
TR 148 ki By = - Pr—
MRIEETZIB)  ispfeenw < - e, =
152 162112189 TR, = e wl*a-mlm
TR R 11219 b @—0-77 - vaadmn @000 "
182 16E 11270 idpSeo 0= O vesdmn =00 === Hanusl
b ¥
User Karms © | spSiasnu Mansgement access cedentidl Auct Corfiguration
User Mame : | wsadmin &1 Manusl
Fassword EEEREREEEEEE N - -
Erter unsr rura acsgresd vt Mty Moy Cifs_Audt_Logs
w] Agent P - | 192,168,102 - | R Sutomatic

| Fe—— semsmsnn

8 | Managemant Aoees

Figure 66: Add NetApp Filer with Agent IP Selected
Add the NetApp file information as follows:

Username: This should be a domain useraccount with at least CHANGE permission onthe
C$ of the SVM.

Agent IP: Thisis the IP address where the auditing agent will be installed. By default, it is
installed on the local application server. Select this option only if you want to install the

agentonadifferent machine.

Management Access: Check this boxif the Management Access to the Network Interface
is allowed. In this mode, the solution will do the configuration on the NetApp automatically.

Keep the boxunchecked if you are using the Least Privilege Model.
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Management Access Credentials: Add the username and password with vsadminrole on

the Netapp.
Audit Configuration:

Manual: Enter the name of the Audit Log Volume which has been created manually if the

Least Privilege Modelis used.

Automatic: Select this option if the Full Privilege Model is being used and Management

Access is enabled. Enter the Volume Name and the Aggregate Name in the boxes.

Apply to All: Click this option to apply the same settings to all the NetApp Cluster Mode

filers.

The next stepisto provide the SQLServer details:

Please provide SQL Server information.

Server Name | 192.158.40. 238

Insert audit data directly to detabase from file server fes - B
(_)Windows Authentication (#)50L Server Authertication(Recommended)
User Name : | =3 |
Password : | seanseae | | Test Connection | &

MNOTE: Windows authentication credentials only applicable forinsert data from file server directhy.
Databasze Option :
(®)Create Database | LepideFSA DB |

(_) Select Database <Select Database:»
NOTE: K you dao not have SQL Server installed then click this link to download SGL Express edition.
https:/ A microsoft.com/en+n/download/details aspx %id=56840

| < Back || Mext = | | Cancel | | Help

Figure 67: SQL Server Details

o Typethe Server Name orclick Browse to select the desired SQL Server.
e There are two authentication options:

a)  Windows Authentication: In this method, you can use any domain user
windows account which have at least dbcreatorrole onthe SQL server.
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b) SQL Server Authentication: Select thismode if SQL Serverisinstalledona
remote machine or the local machine. We recommend that this optionis
selected.

Provide the username and password of an SQL User, which has sufficientrights to create a
new database.

o PleaseselectInsert Audit Data Directly to Database from File Server as YES, only if the
SQL connection from the File Serverto the SQL Serveris open. Please select NO if the
connectionis not open and the insertion willhappen from the Application Server then.

o Enteradatabasenameinthe database name fieldto create anew database.Youcan
also selectan existing database created by Lepide oranotherapplication.

o Click Next
o The status dialog boxwill be displayed showing the status of the installation of each
agent:
M
Ctabia
Taches Simbs

v/ [rataling Ager! for 102, 168. 1121490 That cxmtr e Cormgatted fucieidfaly,

v Instaling Agent for 192, 168, 112 183 The coeration completed successfly,

U’r [retaling Agert for 192, 168, 112 189 Thee opeeration compieted successfly,

gf I:r\ﬂalngﬁqtmforﬂ!.:ﬁﬂ.tl?. 150 The eparation compisted successiially.

\f’ Inetaling Agent for 192, 168, 11270 Thee operastion complefed successfly,

Figure 69: Status of Agent Installation

e Click Finishto complete the process.
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Adialog boxis displayed asking whetheryou want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Yes No

Figure 70: Option to Create a Rule

Audit Rule Management is explainedin Section 9 of this document. Please referto this for
information on creatingarule.

9 Audit Rule Management

Afteryou have added the File Serverto the application, you must create an audit rule for that File

Server. Inthe audit rule, you can base your auditing on:
o ObjectssuchasDirectories, Drives, Events, Files, Monitoring Time, and Processes that
youwant toaudit.

o Users/User Groups actions which you want to audit.
9.1 Create Audit Rule

Follow the steps below to create a new Audit Rule. If you have selected Yes in the last step of the

AddFile Server Wizard, the Add Rule to the File Server wizard starts automatically.

Do you want to apply a rule
to newly added file server?
e

Figure 71: Option to Add Rule
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Alternatively,youcannavigate to the AuditRules sectionintheleft pane andclick & iconinthe

SelectRule section of the right pane to start this wizard:

}‘} LepideDSP for File Server - Settings Console

FILE VIEW HELP

Add File Server - {2) Help

=i LepideDSP for File Server

: EJ File Servers Select Rule |new rule - | O P X
Audit Rules
% Audit Policies Rule Summary

F8 User Group

- & Backup & Restore File Servers -
E Paolicy Name : Audit All

Rule Status : Disabled

Figure 72: Settings Console

Enter audit rule name and select file server to apply this rule and
click Next.
Create new nile or select existing rule to apply on selected file server(s)
(®)Create new le

("yUse existing rule

Rule Name : |Test Rulg|

File Servers : 192.168.40.242

| Meaxt = | | Cancel | | Help

Figure 73: Create New Rule

Enterarule name and select the File Serverforwhichyou wantto create theruleifitis not
already selectedin the File Servers drop-down menu.

You can select multiple file servers to apply the auditrule.

e Click Next. The audit policies dialog boxis displayed:
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X

Select the policy type that will be applied in this rule. You can create
new policy using option in drop down.

Select Policy Type
(®) Selected Policy |Audit Al
(Oindividual User Palicy

(O)Group Policy

| « Back ” Next = | | Cancel | | Help

Figure 74: Audit Policies

e Selectthe policy type from the following options:

Lepide allows you to link an Audit policy to both a Userand a User Group.

- Individual User Policy: Data willbe collected as per the specified users
only. Datawillnot be collectedif the changes are made by otherusers, who are
notlisted.

- Group Policy: Data will be collected as perthe Group's policy no matter
which User of the Group haslogged in. This means that the policy associated
with the user will be overridden by the group's policy.

Afew possible scenarios are listed below:

Fourusers have been added. Each of them belongs to the same group
and they have the same or different audit policy. In this example, if you
select Individual User Policy, the audit data will be collected as pereach
user'spolicy.

Fourusers have been added. Each of thembelongs to different groups,
andtheyhave the same or different audit policy. In this example, if you
select Individual User Policy, the audit data will be collected as pereach
user'spolicy.

Fourusers have been added. Each of them belongs to same group, and
they have the same or different audit policy. In this example, if you select
Group Policy, the audit data will be collected as per that group's policy.

Fourusers have been added. Each of them belongs to different groups,
and they have same or different audit policy. In this example if you select
Group Policy, the audit data will be collected as per the policy applied on
the group of each user.

Selecting Individual User policy and Group Policy will not generate a
report here as we have not yet created any User Group in the
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application. These policies canbe selected onlyif youhave pre-defined
groupsinthe application.

- Selected Policy: This has four options available. The first three are pre-defined
policies while the fourth one can be configured:

= Audit All: Audit all File and Folder accesses to the File Server
* Audit Shares Only: Audit only shared files and folders.

= Audit allbut Shares: Audit all File and Folder accesses except shared
files and folders.

= Create New Policy: Create new policy where you can define what
Objects you want to audit.

NOTE: In this example, we are creating an audit rule with predefined policy. To create an auditing
rule with a user- configured policy referto Section 10 Create Audit Policy.

For this example, we will select the Audit All policy:

et

elect the policy type that will be applied in this rule. You can create
new policy using option in drop down.

Select Policy Type
(®)Selected Policy | Audit Al -
(_)Individual User Policy

OGmup Palicy

| < Back || Mext = || Cancel | | Help

Figure 75: Select Policy Type

e Click Next

W Lepide USAlnc. Page 58



Lepide Data Security Platform File Server Advanced Guide

=
Add users to audit in this rule and click Next. :
Select user or group to audit
Audit User All users -
Mame Type
£ [[[] >
< Back || Mead = | | Cancel | | Help

Figure 76: Add Users to Audit

e Selectany of the following options to define the users:
- Allusers: The selected rule willbe applicable to all users.

- Include Selected Users: The rule will be applicable to the selected users only.
Otherusers will be excluded from the rule.

- Exclude Selected Users: The rule willnot be applicable to the selected users,
but it will be applied to all otherusers.

Selecting Include Selected Users or Exclude Selected Users enables the next section. Follow
the steps below to add the selected users.

- Toaddtheselectedorallusers.

= Clickthe Add User button.
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=
Add users to audit in this rule and click Next. :
Select user or group to audit
Audit User: | Indude Selected Users -
Mame Type Add User
y m >
< Back || Mest = | | Cancel | | Help

Figure 77: Add Users to Rule

» Ifnouserislisted here, thenit means that nousergroup hasbeen
createdinthe Solution. Referto Section 11 Add User Group to follow
the stepsto create ausergroup.

» Youcanalsoclickthe Add User button here to create anew user group
and add theusertoit.

= Afteraddingandlisting the users you can check the boxes of the users
toinclude them and uncheck others to exclude them.

= Click OKto gobackto the previous wizard which now shows the list of
selected users.

- Clickthe Add Group button to add the group.
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Select user group from the list.
Add new user group list
v Group Mame Group Policy
|
testl audit shares only
QK | | Cancel |

Figure 78: Select User Group from the List

If no groupislisted here, thenit means that you have notadded a group. Refer
to Section 11 Add User Group to know more. You can also click Add new user
group list buttonto add anew group.

- Selectthe group and click OK. It takes you to the Add Rule wizard, which now
shows the list of users added from the selected group.
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=
Add users to audit in this rule and click Next.
Select user or group to audit
Audit User | Indude Selected Users -
< >
< Back || Meat = | | Cancel | | Hel

Figure 79: Added Users

- Youcanselectany userhere and click the Remove button to remove a user

fromthe list.
Theruleis applied to all usersin this testcase.
e Click Next

The Summary boxis displayed:

WY Lepide USAlnc,

Page 62



Lepide Data Security Platform File Server Advanced Guide

Summary

Fule Mame: Test Rule -
File Servers; 192, 168.40.242
Policy Type: Selected Policy -= Audit All

Audit User: All Users

< Back || Finish | | Cancel | | Help

Figure 80: Summary

Rule Summary “

Sumrmary

Rule Mame: Test123

File Servers: WETESTINGG4-PC ,SF 13-EX10

Policy Type: Selected Policy - Audit All

Audit User: All Users

| < Back | Finish | | Cancel | | Help

Figure 81: Audit Rule Summary

e Click Finishto complete the process. The newly added audit rule is displayed in the list.
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¢ ClickUpdate AgentonallFile Serversto apply new Settings notificationandfollowthe
on-screeninstructions toupdate the agent.

NOTE: Itis necessary to update the agent each time you change the applied Audit Rule. If this is
not done, the auditing will not be updated, and the reports will not include the new

Afteryou have created the auditing rules, go to the Audit Reports tab in the main panel to view
thereports.
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9.1.1 Commonlssues with Reports

If you cannot view the reports after doing the configuration, try the following:

o Navigatetherootnode of File Server Console, whichdisplaysthelistof alladdedFile
Servers. Here, youmust checkif the agent on File Serveris properly installed and working.
Forthe selected File Server, Agent Status should be Installed and Auditing Status should
be started.

o [ftheagentstatusisnotinstalled, theninstall the agent and start the auditing. If the
auditing statusis stopped, but agent status is installed, then you should start the auditing.

e Iftheagentisproperlyinstalled, check whetherthe Rule and Policy have been properly
applied. Check the Rule Name (box should be filled), Rule Status (it should be enabled) and
Assigned Policies (policy name should be displayed) under File Serverin the left pane.

e Itisadvisedtouse SQL authenticationevenif SQL Serverisinstalled on the local system. If
you cannot use SQL authentication forany reason and you are using Windows
authentication, try the following:

- Typeservices.mscinRUNand press Enterto access the Windows Services, onthe
systemwhere the software isinstalled.

- Double click Lepide FSA Service, go to Logon tab and select This Account.

- Browse the username by which you have logged into the system.

- Provide the passwordin the givenfield.

- Incasetheusernameis already selectedre-enter the password in the givenfield.
- Click Apply and OK.

- Againright-click on Lepide FSA Service and select Restart in the pop-upmenu.
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9.2 Change the Priority of Audit Rule

Follow the steps below to change the priority of Audit Rule:

Navigate to File Servers section from the left panel and go to Rules Management.

@Rule Management

- Rule Mame : audit all W 0 .*‘ $
w{cjy} Users : All users
Assigned Policies 2

Figure 82: Rules Management

In Rules Management, click Ricon. It displays the following dialogbox.

Set rule priorty

Rule Mame

¥ M TestRule
¥ A audital

At Increase Priority
$ Decrease Priorty

Figure 83: Set Priority

Select anaudit rule and click ¥ icon to decrease itspriority.

Select an audit rule and click & icon to increase itspriority.

Click OK.

NOTE: Afteryou have created an audit rule, you can click the Modify icon £ to modify it.
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10 Create Audit Policy

By creating a new audit policy, you can ensure that you audit only the objects you require such as

specified Files, Folders, Directories, Events, and Processes.
There are three default policies:

e Audit All: Select this policy to audit all objects on the File Server.
e Audit Shares Only: Select this policy to audit the shared folders only.
e Audit Allbut Shares: Select this policy to audit all except sharedfolders.

For customized auditing, you need to create an audit policy with the desired object monitoring
list. While creating a policy, an administrator can set the priority of policy rules to streamline the

audit report further.

The following steps explain how to create new audit policy. Once thisis done, you can associate

it with an audit rule to audit only selected objects.

o Navigate to the Audit Policies in the left pane.

r Audit Polidies

Get an overview of all applied audit policies, Use options to Add, Modify and Remove audit policies according to need,

Policy Name @ #° ¥ Policy Details
Policy Name Description
» ';.T}Audit All All Crives, Files, Directories, Events, Processes| -] Included Directories
'i._-)',»'-\udit Shares Only All the Shared folders will be audited. i~ All Directories
'ﬁ_}Audit all but Shares All drives, Directories, Files, Processes and Use| | Included Events
{5/l Events
-] Included File Masks
[Z) Al Files

-] Included Processes
g All Processes

-] Monitoring Time
| ::;':. Always

< > < >

—
[\?} Audit Policy is a combination of objects and defines what exactly will be audited on a File Server. An Audit Policy is used to define Audit Rule for a File Server,

Figure 84: Audit Policies section

o Atthetop of the Policy Name sectionclick the @ icontoadd anew Policy
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=
Enter policy name, description and add object(s).
Enter policy name and click Add button to add objects.
Palicy Name : | | |
Description : | |
Objects : |Direcb3r3.r - | ﬂ Add
MName -

FII type of access to "All drives, directores and files” by all processes will be
udited.

Cancel

Figure 85: Add New Policy Wizard

o Enterthe Policy Name and description.
« Now, select the type of objectlist from the drop-down menu.
- Directory
- FileMask
- Process
- Event
- Monitoring Time
o There are differentways to add each object list which are explained as follows:
- AddDirectory: Follow the steps below to add adirectory.

= SelectDirectory and click Add to open the following dialog box:
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=
Add directory to policy. By default all directories will be
audited.
Select directory to add to directory list:
Directory Name 0 Add +
] Al Directories
| 0K | | Cancel |

Figure 86: Add Directory

» Ifyouwishtoadd alldirectories, check the All Directories box.
Uncheck this option to add a customized list of directories.

= Clickthe Add buttonto access the following options to add the
directories:
o Manually: Select this optionto add a directory manually withits name. It displays the
following dialog box.

Enter Directony Name : | |

| QK | | Cancel

Figure 87: Add Directory Manually

Enterthename of the directoryandclick OK. Ittakesyoubackto
Add Directory dialog box, which now displays the name of the

addeddirectory.
o Scan: Selectthisoptiontoscanthe File Serverand select the directories fromthe list.

&{ Lepide USAInc. Page 69



Lepide Data Security Platform File Server Advanced Guide

Fle Servers : | 192.168.40,242 - |

+ 7 CR_1A86D.tmp ~ ¥ Directory
; -5 V211 [#] C:\Users\administrator\Documents
=+ Ci\Users
-/ Administrator

-1 AppData
{_ Application Data
- Contacts
{_ Cookies
o Desktop
=
7 Downloads
{1 Favorites
7 Links
{_ Local Settings
 Music
i 7 My Documents
#-4_ MetHood
+-{ Pictures
i
s

[

o|le]

SO0 s OO e IO IO e OO e OO e IO s IO s IO

¢ PrintHood
i Recent

QK | | Cancel

Figure 88: Scan and Add Directory

Inthe Scan and Add dialog box, select the name of File Server from the drop-down
menu. It lists all directories in a tree structure on the File Serverin the Left Panel. Expand

the nodes to access the directories. Select a directory and cIickthe| | iconto addit.

Inthe Right Panel, you can uncheck the directories which you do not want to add. To

remove a directory from the added list, selectitand cIickthe| ‘ icontoremoveit.

Afteryouhaveselectedthedirectories, click OK. Ittakesyouback to Add

Directory wizard.

e Default: You can select this option to add the selected default directories on the
File Server. It displays the following dialog box.
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Select from default directory:

r System Commaon Directories
[] system3z
[ ] winpows
[ ] Program Files
[ ] commonFiles
[] Application Data
[] Temp

[] all users

0]4

Figure 89: Add the Default User Directories

Select the desired default directories and click OK. It takes you back to Add Directory
wizard.

*» Youcanaddthedirectories using any of the above methods. The
added directories are listed in the dialog box.

X

Add directory to policy. By default all directories will be
audited.

Select directory to add to directony list:

Directory Mame ﬂ Add -

C:Wsers\Administrator\Documents

] All Directories

QK | | Cancel

Figure 90: Displaying the Added Directories
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= Todeleteadirectory, youcan selectitand click the Remove button.

» ClickOKafteryou have added the required directories. It takes you
backto the Add New Policy wizard, where all added directories are
listedinthe section as a separate category named Directories.

Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Policy Mame : new palicy

Description : | | |

CObjects : | Directory

Mame -

Directories (®Indude  ( JExdude
. & Remove
C:\WUsershadministrator\Documents

4 Events (®Indude (CExdude
All Events
File Masks (®Indude  (_JExdude
All Files
4 Monitoring Time
Always

F]I type of access to "All Files, Drives and selected directores” by all Process wil

[

[

L'

e audited.

‘ OK | | Cancel

Figure 91: List of Added Directories

= Youcanexpandorcollapse the Directories categories.

* Youcanclick theIncluderadio buttontoinclude thelist of added
directoriesin the auditing, which means that only the listed directories
willbe audited.

= Clickthe Exclude radio button to exclude the list of added directories
fromauditing.

After adding the directories, if you click Add button again for adding further
directories, then the Modify Directory dialog box appears on the screen.
Follow the same steps as listed above to add orremove the directories.

- AddFile Mask: You can specify the name or extension of the files to be
monitored in File Masks. Follow the steps below to add the File Masks:
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= SelectFile Maskin the Objects drop-down menu and click OK. It
displays the Add File Mask dialog box:

==

x
Enter policy name, description and add object(s).
Ert b4
paiy Add files to policy. By default all files will be audited.
Des
Select file maski(s) to add to file name list:
Obi |
File Masks [+
=TT 1
| X Remove j
] 4 Fles
&
& o[ coee
[ox ][ c

Figure 92: Add Files to Policy

If youhave checkedtheAllFiles option, thenallfilesontheFile Serverwillbe
added. Uncheck this option to add a customized list of files.

» The processtoadd File Maskis same as when adding directories
except for the Default option.

Clickthe Add buttonto access the following options:

o Manually: Click this option to add a file mask manually by providing

Enter File Mame : | |

| DK | | Cancel

Figure 93: Add File Mask Manually

itsname.
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Provide the name or extension of the file and click OK. It adds the file

mask and takes you back to Add File Mask dialog box.

o Scan: Select this option to scan the File Serverand add the selectedfiles.

Fie Servers : | 192.168.10.191 * |

EI@E File Server ~ [# Directory
=-[m™ 152, 163.10,191

e a: E:\Data‘\Aadhar (India)
Dg C

DQ D:

=-m3 E:

&[] $RECYCLE.BIN
-] Arpit_kt

EIE  Data
[ Aadhar (India)
&[] Data Set o
|:| © DSAR - Performan

[ ] Lepide DDC Agent
w1 New folder

-] New folder (2)
|:| 7 Mew folder - Copy
|:| 7 Mew folder - Copy
|:| 7 Mew folder - Copy
|:| ¢ Mew folder - Copy
€ >

QK | | Cancel

Figure 94: Scan and Add

- Selectthefilesintheleft panelandclick the | © | iconto addthe file mask.

- Inthe Right Panel, you canuncheck the files which you do not want to add.

- Toremove afile fromthe added list, selectit and cIickthe| 9 | iconto
removeit.

- Afteryouhave selectedthefile masks, click OK. It takesyouback to Add File
Mask dialog box, which displays the list of alladded FileMasks.
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Add files to policy. By default all files will be audited.

Select file mask(s) to add to fie name list:

File Masks O Add -
=TAT ]
| X Remave
[ Al Fles

-

{ 1K || Cance

Figure 95: Add File Masks

» Todelete aFile Mask, you can selectitand click the Remove button.

» Click OK afteryou have added the required file masks. It takes you
back to Add New Policy wizard, where all added File Masks are listed in
the section as a separate category named File Masks.
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Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Policy Mame : | Policy_193 |
Description | Policy for Section 3A |
Objects - |Directory
Mame ~ i Wodify
4 Directories (®)Indude  ()Exdude
D:\1.65_TB Data'combined Mew folder\Mew folder - Copy ... S

| type of access to "All Files, Drives and selected directories” by all Process will
e audited.

oK | | Cancel

Figure 96: Enter Policy Name

You can expand or collapse File Masks categories.

= YoucanclickIncluderadio buttontoinclude the list of added file
masks in the auditing, which means that only the listed file masks will
be audited.

» Click Exclude radio button to exclude the list of added file masks from
auditing.
After adding the file masks, if you click Add button again for adding further file masks
then Modify File Mask dialog box appears onscreen. Follow the same steps as listed
above to add orremove the file masks.
- AddProcess: Follow the steps below to add the processes.

= SelectProcessinthe drop-down menu of Objects and click OK. It
displays the Add Process dialog box:
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»

Add process to policy. By default all processes will be
audited.

Select process to add to process list:

Process o Add -

[] Al Processes

oK | | Cancel

Figure 97: Add Processes

If you have checked the All Processes option, then all processes running on
the File Server will be added. Uncheck this option to add a customized list of
processes.

» Clickthe Add buttonto access the following options to add the
processes:

o Manually: Click this option to add a process manually by providing
itsname:

Enter Process | |

| oK || Cancel |

Figure 98: Add Process Manually

Provide the name of the processandclick OK.
Itaddsthe processandtakesyouback to Add Process dialog box.

o Default: Select this optionto choose the processes froma
predefinedlist.
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Default Process List:

1 r System Common Process ~
[ ] LepideFSASettings.exe

|:| LDSPCommunicator.exe

|:| SEMVICES.eXe

[ ] lasrv.exe

[ ] LepideDatasecurityPlatform.exe
[ ] LepideTHAPro_allEny.exe

[ ] LepideTHAProBSMSHRS, exe

[] ExchBGCS.exe

[ ] LepideDDCChedExe exe

|:| LepDsRS. exe

|:| LepideDDCAQentService. exe e

Figure 99: Add Processes

= Checkthe boxes of those processes whichyouwant to add. Click OK
afteryou have made your selection. It takes you back to Add Process
dialog box that now shows the list of added processes.

®

B Add process to policy. By default all processes will be

{ audited.

i Select processto add to process list: i
Process (n] 0 Add = [
LepideDataSecurityPlatform.exe
HealthMonitorReportManager. exe : B

TAS_AllErv.exe
LepideEnumADUSrGrp. exe
LDSPCommunicator . exe
LepideTHAPro_AlEmv . exe

1 | Lepiderredefinedalerts. exe
ClandNlll nader L iniversalddit. pve

[] Al Processes

Figure 100: Add Process to Policy
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To delete aprocess, you can select it and click the Remove button.

Click OK afteryou have added the required processes. It takes you
backto Add New Policy wizard, where alladded Processes are listed
inthe section as a separate category named Processes.

Entel

Enter policy name and click Add bution to add objects.

Policy Mame : . policy1 |
Description - |
Objects Process
Name -
4 Directories (®indude  ()Exdude
M:\700 of 2100 Shares_M\DLepide
4 File Masks (®Indude  (OExdude
abc.docx
4 Processes ®Indude  (OExdude
ChedExes. exe

policy name, description and add object(s).

ChedRemoteRun exe
CloudDiLoader, exe

All type of access to All drive, selected directories, Selected files, by selected
roCesses

Figure 101: List of added processes

You can expand or collapse the Processes categories.

You can click the Include radio button toinclude the list of added
processes in the auditing, which means that only the listed processes
will be audited.

Click the Exclude radio button to exclude the list of added processes
fromauditing.

Click the Modify button to modify a process. Follow the same steps as
listed above to Modify the processes.

Click the Remove button toremove a process

- AddEvent; Follow the steps below to add events.

Click the Add buttonto access the following dialog box, which has
two tabs, File Events and Folder Events:
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X

Add events to policy. By default all events will
be audited.

Select Event List

i=| File Events (= Folder Events
Content View
" Open/Modify (Fail)
JRead
Copy
% Create
% Delete
:Q|Move
ERename

|55{Security Change (Permissions)
|3:E15&turity Change (Auditing)
|%Security Change (Owner)
|3=3Property Change

Un-gelect All

| 0K | | Cancel |

File Server Advanced Guide

x
Add events to policy. By default all events will
be audited.
Select Event List

:_ File Events =/ Folder Events
¥ Cpen (Fail)
3 Create
@ Delete
= Move
1. Rename
& Security Change (Permissions)
8 Security Change (Auditing)
4 Security Change (Owner)
&pshare Create
&Share Remaove
& Property Change

Figure 103: Add File Event

Un-select Al

Figure 102: Add Folder Event

= Inbothtabs, youcancheckthe boxes of the events to be added.

= Youcanuncheckthe events, which you do notwant to add.

= ClickOKafteryouhaveselectedtherequiredevents. lttakesyouback
toAddNew Policy wizard, where all added events are listed in the
section as aseparate category named Events.
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W x
Enter policy name, description and add object(s).
Enter policy name and click Add button to add objects.
Policy Mame . policy 1 |
Description : |
Objects : Event - | O Add
Mame ~ AL A Modify
4 0 a % F |
File - Content View
File - Copy
File - Create
File - Delete
File - Modify
File - Mowve
File - OpenfModify (Fail) ©
Selected type of accessto "All Files, Drives, Directories” by all Process ones wil
& audited.

Figure 104: List of Added Events
» Youcanexpandorcollapse Events categories.

=  YoucanclickIincluderadiobuttontoincludethelistof addedeventsin
the auditing, which means that only the listed events will be audited.

= Click Exclude radio button to exclude thelist of added events from
auditing.

Afteradding the events, if you click Add button again for events, then Modify
Event dialogbox appears onscreen. Follow the same steps aslisted above to
add orremove the events.

- Add Monitoring Time: Follow the steps below to add monitoring time.

= SelectMonitoring Time in the Objects drop-down menu and click Add
buttonto access the following dialog box:
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| Audit Duration : | Abways -

Figure 105: Add Monitoring Time

= Selectany of the following optionsin the drop-downmenu.
o Always: Select this option to audit always.

o Daily: Selectthis optionto audit daily. You need to provide the
startand end time for the auditing.

Audit Duration : |Dail!‘|I - |

Start Time © |12;12:48PM  =-| End Time : [1Z:1Z:48FPM =

| oK || Cancel |

Figure 106: Add Daily Monitoring Time

o Weekly: Select this option to audit on a weekly basis.
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Audit Duration : |Weeldy - |

Start Time : [12:12:48PM 24| End Time : [12:12:48PM 2

Select week daylz)
[ Monday [ Thursday [ Sunday

[ Tuesday [] Friday
[JWednesday [ Saturday

| 0K || Cancel |

Figure 107: Add Weekly Monitoring Time

o Definethe startand date time. Select the days onwhich the
auditing will be performed.
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e Monthly: Select this option to audit monthly.

Audit Duration : |Mom_h|y - |

Start Time © [12:12:43PM | End Time : [12:12:48PM =

Select monthis)

[1dan [IFeb ] Mar [ Apr
IMay un [Jul [ Aug
[Isep oet [ Mo [Dec
@Set Day : IZ =
() The

| oK | | Cancel |

Figure 108: Add Monthly Monitoring Time

¢ Define the start and end time for auditing. Select the months and
define the day on which the auditing will be performed.

¢ OneTime Only: Select this option to run the auditing only once at
the selected date and time.

1 Audit Duration : | One Time Only M |

Start Time: :  [02:40:32PM 5| End Time: [[E:40:32PM 5
SetDate: |10f gf2022

ok ][ Concd |

Figure 109: Add One-Time Monitoring
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= Select therequired option and provide the necessary input forit as
explainedabove.

= ClickOKtoaddtheselectedmonitoringtime.Ittakesyoubackto Add New
Policy wizard, which now shows the added monitoring time.

o Afteryouhave added the required objects of the different categories such as
directories, file masks, processes, and events, you can now select whethertoinclude
the entire category in the auditing.

y x
Enter policy name, description and add object(s).
Enter policy name and click Add button to add objects.
Policy Name : . policy 1 |
Description : |
Objects : Ewent
Name s
P (o) ]
File = Content View
File - Copy
File - Create
File - Delete
File - Modify
File - Mowve
File - OpenMadify (Fail) -
Selected type of access to "All Files, Drives, Directories” by all Process ones wil
e audied.

Figure 110: Added Objects in Different Categories

o The defined monitoring time specifies when the auditing will be done.
e Youcanselectacategory and click Remove button to remove it from the auditinglist.
o Click OKto create the new audit policy.

o Ifthe notification appears, then you must update the agent as well.

NOTE: You can follow the above similar steps to modify an existing user-created audit policy. The
software also allows you deleting an audit policy.

W Lepide USAlnc. Page 86



Lepide Data Security Platform File Server Advanced Guide

11 Add User Group

You can create Users Groups of the selected usersin an organization to apply similar policies
overthe groups. With the User Groups Section, you can create a group of individual users. The
users of the user group are assigned a common policy and the users added to the User Group
List are by default added to the UserList.

Click User Group option on the Left Panel to add, modify, or delete the user group. Follow the

steps belowto add anew usergroup.

o Click® icon, Add New User Group dialog appears.

e Enterthe name and description of the new user group.

Enter group name and add users to the group.

Add MNew User Group.

Group Name : | | |

Description : | |

Select user to add to user group:

Lser Mame Domain/File Server IUser Type & Add -

Apply Policy : | Audit All - |

Cancel

Figure 111: Add User

e Clickthe Add button and select any of the following options to add the users.
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& Add ~ “

From AD k Users
Fanually Group
Local User Containers/CQUs

Figure 112: Options to add the user accounts

- From AD: Select this option to obtain the users from Active Directory to forma
user group. It contains the following options.

= Users: You can select this option to add the users of Active Directory.

X
Add users from Domain.

Select Domain : |Id5p5 - | Find
Mame Object-Class Distinguished-Mame 6
; SDUPLICATE... user CMN=Dasari Mahanth,0U =Lepi
a $031000-TO... user CMN=Exchange Online-Applicat
; 09.Febl user CMN=08 Feb1,CN=Users,DC=lt
; 09Feb user CN=03 Feb,CN=Users,DC=Id:
; 12_#S user CN=12@\#%,0l=Arpit OU,DC
& 1234 user CN=1234,0U=1212,DC =Idsp!
; 258/ug user CMN=25Aug,CN=Users,DC=lds
a 25thuser user CMN=25thuser,OU=Abhishek C
; 268ug user CN=25Aug,CN=Users,DC=lds
; 295ep user CN=295ep,0OU=Test131,0U=
; 2095ept user CN=295ept, OlU=Test131,0U-
; 3Tier user CN=3Tier, OU=3Tier SP16,D:C:
; 3TierFarm user CN=3TierFarm, OL=3Tier 5P 1t
; 3ITerSQL1S user CN=3Tier5QL19,0U=3Tier 5P
< >

Figure 113: Add users from Active Directory
A\ Y .
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Follow the steps below to add the users:

o Selectthe domainfromthe drop-down menu ortype a domain
namemanually.

o ClickFindtolist all available users.

You cantap and hold CTRL button to select multiple users.

¢ Click OKtoaddtheusers.

It takes you back to Add User wizard, which now shows the list of added users.

» Groups: You can select this option to add the users from a group.

=
]
Add users from Group.
Select Domain : | LDSPS - | Find
Mama Object<Class  Distinguished-Name C:)
<P ogpp group CN=ggpp,OL=0U1,DC =k
P EHRL group CM=GHKL,OU =GPOL, 0L
Al GlobatSer_G1 group CH=GlobalSec_51,0U=GF
CH=GP004,0U=GPOLU Ol |
CN=GPODS5,0U=GPOU,0 '
« P GPO0G group CM=GP006,OU=GPOU 0L
S8 croo7 group EM=GPOOT7,0U=GPOU,OL
< P eRO0B group CM=GPO08,0U=GPOU,0L
CM=GPODY,0U=GPOL,0L
CN=gp01,0U=GPOLU,0U
CM=GP1,0U=GPOL, QU=
CH=GP 11,0U =GP0, 0U
CN=GP12,0U=GPOU,0U
cPeP13 group CN=GF 13,00 =GPOL,0U:
< >

OK Cance

Figure 114: Select the Groups
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Follow the steps below to select the group. All users in the selected group will
be added.

e Select the domainfrom the drop-down menu or type a domain
namemanually.

o ClickFindtolist all available groups.

¢ Youcantapandhold CTRL key to select the multiple groups.

o Click OKto addthe groups.

It takes you back to the Add User wizard, which now shows the list of
users added from the selected group.

= Containers/OUs: You can select this optionto add the users froma
container or organizational unit.

Add users from Containers/QUs.

Select Domain : | ldsp5 - | Find

Select Containers/Ols:

=01 [ LDSPS ~
= 1212

----- O = 3Tier 5P16

-1 [ Abhishek oU

----- O Arpitou

----- [ Arpit_Test_aD
----- O ArpitRI

- [ Ashish Tyagi
----- [ Builtin

----- [/ Bulk Users

----- O Client escalation
----- O Clients Computers
----- O Computers

----- O/ - Domain Controllers

----- [ ForeignSecurityPrincipals

..... |:| i Keys

----- O ldsp200 v

Figure 115: Add Users from the Container or Organizational Unit

Follow the steps below to select the container of which all users will be added.

o Selectthe domain from the drop-down menu or type a domain
namemanually.
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o ClickFindtolist all available containers or Organizational Units.

o Checkthe boxes of containers or organizational units, from
which youwant to add the users.

« Click OK.

It takes you back to Add User wizard, which now shows the list of users added
from the selected container.

- Manually: Select this optionto add the user manually by providing its username
and name of its domain or computer.

Enter user name.

Add user manually.

Erter User Name : | Admin|

| Add | | Cancel

Figure 116: Add User Manually

Follow the steps below to add a user manually.

= Entertheusername.
= Enterthe name of the domain orcomputer.
= Selectwhetheritisalocaluseroradomainuser.

= ClickOKtoaddtheuser. It takes you back to Add User wizard that
shows the added user.

- LocalUser: Select this optionto add the local users.
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Add user from local computer.

Select Domain/Workgroup |dmopc v| | Search |

Select user(s) from the following file server(s) list.

| QK | | Cancel

Figure 117: Add Local User

Follow the steps below to add the local user.

e Select the domainfrom the drop-down menu or type a domain name
manually.

e ClickFindtolist all available computers and theirlocal users.
e Checktheboxes of the users, whichyouwant to add.

e Click OK.lIttakesyoubackto Add Userwizard, which now shows the list
of addedusers.
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Enter group name and add users to the group.

Add New User Group.

Group Mame : | Diavid |

Description : | Just for Demo |

Select userto add to user group:

User Mame Domain/File Server User Type Q Add ~
|dsp5Y09Feb |dsp5 Domain User
|dsp5y1234 |dsp5 Domain User
Admin
Apply Policy ;| policy_193 - |
QK | | Cancel |

Figure 118: List of Added Users

e Toremove theuser(s), you can select the user(s) and click Remove button.

e Youcanuse the drop-down menu of Apply Policy to select the audit policy applicable
forthe added users. It lists three default audit policies (Audit all, audit shares only, and
audit all but shares) and all customized audit policies created in the software.

e Click OK.lItcreatestheusergroup forthe selected policy.

e Thenotification appears on screento update the agent. You have to update the agent
to make the modifications in the auditing of the File server.

NOTE: Perform the same steps, mentioned above, to modify an existing user group. The software
also allows you deleting a user group.
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12 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect

with ourteam using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44(0) -208-099-5403 UK/Europe: +44(0) -208-099-5403
Rest of the World: +91(0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with ourteam. You can

also email your queries to the following addresses:

sales@Lepide.com

support@Lepide.com

Toread more about the solution, visit https://www.lepide.com/data-security-platform/.

13 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security
Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security
Platform Logon/Logoff Audit Module, Lepide Data Security Platform for Active Directory,
Lepide Data Security Platform for Group Policy Object, Lepide Data Security Platform for
Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security Platform
SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User
Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt
Ltd.

All otherbrand names, product names, logos, registered marks, service marks and trademarks
(except above of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of

theirrespective owners. These are purely used forinformational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®,
SharePoint®, and SQL Server® are eitherregistered trademarks or trademarks of Microsoft

Corporationin the United States and/or other countries.

NetApp@®is atrademark of NetApp, Inc., registeredin the U.S. and/or other countries.
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