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1 Introduction

This guide helps you to install, configure, and manage the Lepide Data Security Platform for File Server. The
solution provides a comprehensive means of auditing Windows File Servers and NetApp Filers (both 7-Mode and
Cluster Mode).

If you have any questions at any point in the process, you can contact our Support Team. The contact details are
listed at the end of this document.

A list of supporting documentation is provided at the end of this guide.

2 Requirements and Prerequisites

Before you start installing the Lepide Data Security Platform for File Server, make sure that your computer
meets the requirements and prerequisites. Please refer to the Windows File Server Quick Start Guide or the

NetApp Quick Start Guide for information on what these requirements are.

3 Required User Rights

To install and work with Lepide, you need to have appropriate rights to the system where it will be installed. You
will also need to have appropriate rights to access Active Directory, SQL Server, Windows File System, and NetApp
Filer. For more information please refer to the Prerequisites and Installation Guide.

4 Install the Lepide Data Security Platform

To install the Lepide Data Security Platform, please refer to the Prerequisites and Installation Guide.

5 Configure Service Credentials

For information on how to configure service credentials, please refer to the Prerequisites and Installation Guide.

Y
FH

Lepide USA Inc. Page 3


https://www.lepide.com/installationguide/file-server-quick-start-guide.pdf
https://www.lepide.com/installationguide/netapp-auditing-quick-start-guide.pdf
https://www.lepide.com/installationguide/lepide-dsp-installation-and-prerequisites-guide.pdf
https://www.lepide.com/installationguide/lepide-dsp-installation-and-prerequisites-guide.pdf
https://www.lepide.com/installationguide/lepide-dsp-installation-and-prerequisites-guide.pdf

Lepide Data Security Platform File Server Advanced Guide

6 Add Windows File Server with Advanced
Configuration

6.1 Service Rights
A Windows File Server can be audited with minimum permissions given to the Lepide Service Account. Please
refer to our Principle of Least Privilege Guide to know the rights required for the service account.

After you have installed the software and configured Lepide service to run with the service account, you can add a
File Server for auditing.

Settings
€3 Companent Management

[¥] Add Component

: on Control
i ssion Scan ings|

[ Message ery Settings

H Active Directory, Group SharePoint Server SQL Server File Server Exchange Online
{53 Default SOL Server Settings Policy, Exchanoe Server

- uesa User Password Expiration —J g

1.3 Agent Settings Reminder and Active

A3 Ag g e —

2% LDSP Report Viewer (bets) Directory Cleaner Ehilliz

. o n o m | B

Added Component
p

Figure 1: Component Management Window

From the Component Management window, under the Add Component section, click on the File Server icon to
add this component to the solution.

The Settings Console dialog box is displayed:
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T LepideDSP for File Server - Settings Console

FILE VIEW HELP

Add File Server - @ Help

=0y LepideDSP for File Server "
-7 Fie Servers , All File Servers
-9 Audit Rules
~% Audit Policies
-8 User Group o 5 x
(& Backup &Restore

File Server Name /TP Domain/Workgroup Agent Status Auditing Status

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.

Tasks

4 Port Settings

% Refresh

[3 instail agent

[ Uninstall Agent

14 startauaiting

[& stop Auditing

B Update Agent

@ service Rights

0 Domain Controller(s)

. Data Classification Settings

['é Audit Notification: OFF

< 0 >

® File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

Figure 2: File Server Console

Here, you can click Add File Server icon O~ on the toolbar to add either of the following file servers:
e Windows File Server

e NetApp Filer

1. Click the Add File Server icon, 0 ¥ select Single then select Windows.

O # X

Single 4 "E Windows

Multiple  »|Th| Metapp 7-Mode
S Ea Metapp Cluster Mode
W% pefrech —

Figure 3: Option to add File Server

2. The Add File Server wizard starts:
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x
Add File Server(s) you want to audit and click Next.
File Server Name/IP: | CORP-NASO1 | | @add]
Domain/Workgroup: | LPDE1 |
[ Cluster Name/IP:  Please enter duster name(s) separated by comma.
() Use Admin$ for Agent
(%) Share path: | WCORP-NASD1\Lepides | 6)
Authentication:
OCurrerrt user (LPDE 1 \gina)
@The following user:
User Name: | LPDE1\5ve_Lepide |
Password: | sesnsnns |
Mote: Enter user name in "Domain‘\.UserName" format.
< Back Ment = | | Cancel | | Help

Figure 4: Add File Server Wizard

3. Enter the name or IP Address of the server along with its Domain or Workgroup name.

4. Instead of typing manually, you can click Add button to scan the domain network and select the

required file server.

Page 6
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11.
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b
Add File Server from Domain.
Select Domain - - || Find
Name Distinguished-Mame
P p o
£ m >
o

Figure 5: Add File Server from Domain

You can select the Domain name in the drop-down menu or type its name.
Click the Find button to list its computers in the blank area.

Select the computer you want to audit and click OK.
It takes you back to the previous wizard, which now displays the selected File Server.

Cluster Name/IP: If you are using Windows Failover Cluster Configuration, then you will need to add
all the nodes of the cluster separately in the solution as individual file servers. The reports will be
visible under the Section of the active node in the solution.

Please add the cluster IP or Name here for scanning the permissions of the shares on a cluster.

You can use the default Admin$ location for the agent if the Service Account has admin rights on the
File Server. If not, you can create any shared folder on the File Server and specify its path in the
Share Path Option. The Service account should have at least Modify permission on this folder.

Select the user with which you want to add the File Server.

If you are logged in as a user that has the above rights, then you can select Current User.
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12. If the logged in user does not have the required rights, then you have to select The following user
option and provide the login credentials of a user who has the required rights.

=
Add File Server(s) you want to audit and click Next.
File Server Name/|P: | CORP-MNASD1 | | 0Add|
DomainWorkgroup: | LFDE1 |
[ Cluster Name/1P: Flease enter duster name(s) separated by comma.
(C)Use Adming for Agent
{®) Share path: | V\CORP-NASO1\ epides | @
Authentication:
(_)Cument user (LPDET\gina)
@The following user:
User Mame: | LPDE1\Svc_Lepide |
Password: | sennnnes |
Mote: Enter user name in "Domain’\UserName" format.
< Back Mead = | | Cancel | | Help

Figure 6: Enter File Server Details

13. After entering the details, click Next.

The next step is to provide the SQL Server details:

Page 8
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Please provide SQL Server information.

Server Name : | jERBGERCIReC:] | Browse
Insert audit data directhy to database from file server £ 7]
() Windows Authertication (%) 50L Server Authertication{Recommended)
Uger Mame : | sa |
Password : | LLLL LI | | Test Connection | Eé

MOTE: Windows authertication credentials only applicable for insert data from file server directhy.
Database Option :

(®)Create Database | LepideFSA DB |

(_) Select Database <Select Database »
MOTE: Kyou da not have SQAL Server installed then click this link to download SGL Express edition.
https:./fwanw microsoft.com/en4n/download /details. aspx fid=56840

< Back " Neat = | | Cancel | | Help

Figure 7: SQL Server Details

14. Type the Server Name or click Browse to select the desired SQL Server.
15. There are two authentication options:

a) Windows Authentication: In this method, you can use any domain user windows account
which have at least dbcreator role on the SQL server.

b) SQL Server Authentication: Select this mode if SQL Server is installed on a remote machine
or the local machine. We recommend that this option is selected.

Provide the username and password of an SQL User, which has sufficient rights to create a
new database.
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16. Please select Insert Audit Data Directly to Database from File Server as YES, only if the SQL
connection from the File Server to the SQL Server is open. Please select NO if the connection is not
open and the insertion will happen from the Application Server then.

17. Enter a database name in the database name field to create a new database. You can also select an
existing database created by Lepide or another application.

18. Click Next to start installing the auditing agent for Windows File Server.

After the agent is installed, the following dialog box is displayed:

Status...

Status:

Tasks Status
Q/ Instaling Agent for 192.168.40.242 The operation completed successfully.

| < Back || Finish | Cancel -

Figure 8: Auditing Agent is Installed

19. Click Finish to complete the process.
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A dialog box is displayed asking whether you want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Yes Na

Figure 9: Option to Create a Rule

Audit Rule Management is explained in Section 9 of this document. Please refer to this for information on
creating a rule.

7 Add NetApp Filer with Advanced Configuration

You can add NetApp 7-Mode and NetApp Cluster Mode for auditing.

7.1 Add NetApp 7-Mode

7.1.1 Prerequisites to Audit NetApp 7-Mode

Please refer to Section 3 of the NetApp Quick Start Guide. If you chose to setup the NetApp 7 mode manually,
please make sure the following conditions are met:

e You need to verify the settings on the NetApp Filer before installing the agent. Ensure that the
httpd.admin.enable option is on. It is ON by default, but we still recommend you check it first before
installing the agent.

e Ensure that the NetApp Filer time is synced with the time on the agent system to get precise report
timings.

e Inthe Agent system GPO Settings, change the required settings as shown:
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2] Group Pelicy Management Editor - a x
File Acion View Help
s nm = Hm
L5/ Defautt Domain Palicy Policy . Policy Setting ~
i Computer Configuration 0 Mi k Disconnect clients when logon hours expi Hot Defined
M )J ;";;;mm“gs G o level Nt Defined
v ] Windows Settings B Disablecd
+ (2] Neme Resolution Policy {12 Network access: Do net allow anonymous enumeration of SAM accounts Disabled
2 Scripts (Startup/Shutdown) [ Network access: Do not allow anonymous enumerstion of SAM accounts and shares Disabled
> 7 Deployed Printers 142 Network access: Do not allow storage of ds and network Disabled
B Secuity Seftings 1L Network access: Let Everyone permissions apply to anonymous users Enabled
> 5 Account Policies [ Network access: Mamed Pipes that can be accessed anonymously COMMNAP, COMNODE SQU\QUE...
v @ Local Policies & Remotely P Not Defined
> & AuditPolicy 4 Network access: Remotely accessible registry paths and sub-paths Not Defined
5 4 UserRights Assignment 144 Network access: Restrict anonymous access to Named Pipes and Shares Disabled
3 ity Ofptior & : Restrict clients allowed to make remote calls to SAM Not Defined
5 3 Eventlog 112 Network access: Shares that can be accessed anonymously Not Defined
» [ Restricted Groups 1L Network access: Sharing and security model for local accounts Mot Defined
> [@ System Services {1 Network security: Allow Local System to use computer identity for NTLM Not Defined
> [ Registry 144 Network security: Allow LocalSystem NULL session fallback Not Defined
» L4 File System 2 Network security: o requests to th sterto Not Defined
> i Wired 802.3) Policies(| o ity: Confi i llowed for Kerberos Hot Defined
» [ Windows Firewal with Advanced S| |/ netyvork security: Do not store LAN Manager hash valus on next password change Enabled
5 Network List Manager Policies Network security: Farce logoff when logon hours expire Disabled
» i Wieless Network (EEE902.11) Poli |~ | § 9 9° P
© T e Key Polces L Network security:LAN Manager suthentication levl Not Defined
+ 1 Software Restriction Policies L Network security: LDAP client signing requirements Mot Defined
+ 1 Application Control Policies 42 Network security: Minimum session security for NTLM SSP based (including secure RPC) clients Not Defined
J 8 1P secuiity on Active Direct| K1 ini i y for NTLM S5P based (including secure RPC) servers Not Defined
» [ Advanced Audit Policy Configurti|| 4 Network security: Restrict NTLM: NTLM Not Defined
+ ol Policy-based QoS L Network security: Restrict NTLM: Add server exceptions in this domain Not Defined
5 1] Administrative Templates: Policy definitios| L Network security Restrict NTLM: Audit Incorming NTLM Traffic Not Defined
5 [ Preferences 1] Network security: Restrict NTLM: Audit NTLM authentication in this domain Not Defined
v @ User Configuration 14 Network security: Restrict NTLM: Incoming NTLM traffic Not Defined
» (] Policies 4 Network security: Restrict NTLM: NTLM authentication in this domain Not Defined
» [ Preferences [ Network security; Restrict NTLM: Outgoing NTLM traffic to remote servers Not Defined
(1 Recovery console: Allow autematic administrative logon Not Defined
|1 Recovery console: Allow floppy copy and access to all drives and all folders. Not Defined
32 Shutdown: Allow system to be shut down without having to log on Not Defined
4 Shutdown: Clear virtual memory pagefile Not Defined
.1 System cryptography: Force strong key protection for user keys stored on the computer Not Defined
12 System cryptography: Use FIPS compliant algorithms for eneryption, hashing, and signing Not Defined
[ System objects: Require case insensitivity for non-Windows subsystems Not Defined
G ) | Suetam nhiscte Steanathan imme nf nhinrte (s n Susmbalic 1inkel Mot Dsfinad _

Figure 10: Highlighting Group Policies for NetApp Filer

Follow the steps below to perform these settings:

1. Type gpmc.msc in Run or search in the Start Menu. Press the ENTER key to open Group Policy

Management.

2. Under the forest, navigate to Domains, Local Domain, Default Policy.

3. Right-click on it and select Edit. The Group Policy Management Editor window opens.

Under the default domain policy, navigate to Computer Configuration, Policies, Windows
Settings, Security Settings, Local Policies.

4. Click on Security Options. In this section, make the following policy settings:

a) Network Access: Do not allow anonymous enumeration of SAM accounts, Disabled

b) Network Access: Do not allow anonymous enumeration of SAM accounts and shares,
Disabled

c) Network Access: Do not allow storage of passwords and credentials for
network authentication, Disabled

d) Network Access: Let Everyone permissions apply to anonymous users, Enabled
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Double-click Network Access: Named pipes that can be accessed anonymously and select

e)
the checkbox to define policy settings. Type NTAPVSRQ and click Apply.

f)  Network Access: Restrict anonymous access to Named Pipes and Shares, Disabled

7.1.2  Auditing Flow of NetApp 7-Mode
Please refer to Section 3 of the NetApp Quick Start Guide

Follow the steps below to add NetApp 7-Mode for auditing.

1. Click the Add File Server icon, O~ select Single then select NetApp 7-Mode.

0- » x il

Single 4 '.E Windows

Muttiple  *|TE| Metapp 7-Mode
Figure 11: Option to Add NetApp 7-Mode File Server

N EE| Metapp Cluster Mode
W% Refresh

D Install Agent

2. The Add File Server wizard starts:

Page 13
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X
Add File Server(s) you want to audit and click Next.
Fie Server Name/IP: || | [@4ad]
User Name: | |
Password: | |
Mote: Enter User Name in "NetAppFilertUserMName” format.
< Back | MNext = | | Cancel | | Help

Figure 12: Select File Server Type

3. Either enter the name or IP Address of NetApp Filer Name manually or click Add to select a NetApp
Filer from the network.

Add File Server from Domain.

Select Domain : - || Find |

’_| Name

Distinguished-Name

[ 2]

»

< m

0K

Cancel

»

Figure 13: Select a NetApp Filer

4. Here, you can select a domain name and click Find to list the available Filers in it.

Cal
SCTCU

L 4 Mot A il P | Lele OV
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6. After the required NetApp Filer is selected, enter the login credentials of a NetApp Administrator to
add it.

7. Click Next to go to the next step, to provide the details of SQL Server to create a database for storing
auditing logs.

x
Please provide SQL Server information. i
Server Name - | RTINS |
Insert sudit data directly to database from file server : (7]
() Windows Authertication (#) 5QL Server Authentication(Recommended)
User Name | sa |
Password : | LI T | | Test Connection | Eé

NOTE: Windows authentication credentials only applicable for ingert data from file server directly.
Database Option :

(®)Create Database | LepideFSA DB |

(O) Select Database <Select Database >
NOTE: Kyou do not have SOL Server installed then click this link to download SQL Express edition.
https:/ Awww microsoft com./en-in/download. details aspcfid=56840

| < Back ” MNent = || Cancel | | Help

Figure 14: SQL Server Details to add NetApp Filer

18. Click the Server Name dropdown to select the desired SQL Server.
19. There are two authentication options under it.

a)  Windows Authentication: This mode can be selected if SQL Server is installed on the same
computer where the solution is installed.

b) SQL Server Authentication: Select this mode if SQL Server is installed on a remote or local
computer. We recommend that this option is selected.

Provide the username and password of a SQL user, who has sufficient rights to create the
database.

20. Enter a database name in the database name field to create a new database. You can also select an
existing database created earlier by Lepide or another application.

21. Click Next
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The NetApp Agent Information dialog box is displayed:

Enter agent server details and click Next.

Thiz agent server will colect changes from the NetApp filer.

Agent Share: I \\192. 168. 10, 29\LB_Agentfrom112.27 I
User Name: | LOP90\Administrator |
Passward: | -liiillil |

Connection Type:  (®)Asynchronous () Synchronous 1)

Mote: * Use “Domain' Lseriame” format for User Name.
* Agent Server system is used to instal file server agent.

[®] Automatically change required agent server settings [

| < Back I Mext > ] | Cancel | I Help

Figure 15: NetApp Agent Information

22. Enter the details of the system where you wish to install the agent to collect the changes from
NetApp Filer.

NOTE: You can install the agent on another system apart from NetApp Filer. However, it is important to note
that the agent can only be installed on any client system or the domain controller. We recommend that
you do not to install it on workgroup computers and the agent is installed only on the connected
Windows Computer and not on NetApp

23. Enter the name or IP Address of the agent system.

™ Lepide UsA Inc. Page 16



Lepide Data Security Platform File Server Advanced Guide

24. Provide the Username and Password of an administrator of the agent system to allow access to the

software to install the agent.

NOTE: The provided user should be a member of any one group out of Administrators, Domain Admins,
Enterprise Admins, and Schema Admins groups, at the agent system, to enable the auditing of NetApp
Filer. If the above rights are not assigned to the user, then follow the steps below.

a.  Go to Administrative Tools.
b. Open Active Directory Users and Computers.
C.  Select User Properties.
d. Go to Member Of, Add Group.
e. Select any of the following groups as per the above requirements.
i.  Administrators
i. Domain Admins
ii. Enterprise Admins
iv. Schema Admins
f. Click Apply and OK
25. Now you need to choose the Connection Type. Lepide provides the following two types of
connections with the NetApp Filer from the agent:
a. Asynchronous: This option is quick, but it cannot capture security details. It captures the
security events but does not show details.
b. Synchronous: This option captures security details, but the process slightly slows down the
performance of the Filer.

NOTE: If you need the Permission Analysis of NetApp Filer, we recommend using synchronous mode to
connect to NetApp Filer.

26. Certain changes are required in the Local Security Policies to allow the software to audit Filers. The
software provides a checkbox to make such changes automatically from its end.
27. If you do not want to go for automatic changes or face an error in applying these changes

automatically, then uncheck this option and make these manually. To know more, refer to Section
7.1.1 Prerequisites to Audit NetApp 7-Mode.
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28. Click the checkbox to make the changes automatically. The software displays the list of required
changes in the next screen and reconfirms it.

File Server Unavailable or Access Denled Auditing Stopped Oct 03 2022 03:05PM
B sy e deddieaditopped Oct 03 2022 03:05PM
X fopped Oct 03 2022 03:05PM

topped Oct 04 2022 03:00 PM

Enter agent server details and click Next. topped 0Oct 03 2022 03:05 PM
topped 0Oct03 2022 03:05 PM

topped Oct 03 2022 03:05PM

This agent server will coliect changes from the NetApp filer. topped Oct 03 2022 03:05PM
tarted Oct 04 2022 03:54PM

Agent Share: [ 11192.168.112.17\ag ] kopped SR

U s [(dep5ipons | topped Oct 04 2022 03:01 PM
topped Oct 03 202203:06 PM

Password: [ouo-o'o'-u l topped Oct 03 2022 03:06 PM

Connection Type:  (8) Asynchronous (D) Synchronous @)

Note: * Use "Domain'\UserName™ format for User Name.
* Agent Server system is used to instal file server agent

[®] Automatically change required agent server settings o

Following settings need to be changed on agent system to connect with the NetApp filer:-

1. Network access: Do not allow anonymous enumeration of SAM accounts and shares:- Disable
2. Network access: Let Everyone permissions apply to anonymous users:- Enable

3. Network access: Restrict anonymous access to Named Pipes and Shares:- Disable

4. Network access: Shares that can be accessed anonymously:- add NTAPVSRQ.

[ cBock | New> ][ ol | [ Heo ]

Figure 16: List of Changes to be made for Auditing NetApp Filer

29. Click Yes to make these changes and to install the agent.

If you click No, then the changes will not be made, but still, the agent will be installed. Because of no
agent installation, the audit reports will not be generated in this case.

To generate the audit reports after clicking No, you have to make these changes manually. For
further information, refer to Section 7.1.1 Prerequisites to Audit NetApp 7-Mode.
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Status...

Status:

Tasks
&/ Instaling Agent for 192.168.40,242

Status
The operation complated successfully.

L} >

| < Back " Finish | Cancel -

Figure 17: Installing the Agent for NetApp Filer

30. Click Finish to complete the process.

7.1.3 Add NetApp Cluster Mode

Follow the steps below to add NetApp Cluster Mode for auditing.

1. Click the Add File Server button on the toolbar and click NetApp Filer.

O~ # X
single L4 "E Windows
Multiple  » || Netapp 7-Mode
N EEl Metapp Cluster Mode
&% Refresh
-

Figure 18: Option to Add File Server

You can also click the & ¥ icon in the Right Panel, go to NetApp Filer sub-menu and click the
NetApp Cluster-Mode.
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The Wizard to add NetApp Cluster Mode is displayed:

Please provide NetApp filer information.

e T

NetApp Fier Name/1P = || |

User Mame : | MetBios NameUseriame., |

Password | |

[] Enable remote agert auditing

] I have Management Access.

Mirimum rights needed to audit NetApp filer. 0

< Back | Next = | | Cancel | | Help

Figure 19: Wizard to Add NetApp Cluster Mode

2. Add the following details:

a. Domain Name: Enter the name or IP Address of the domain, where the NetApp Cluster
Mode is located, in the Domain text field.

b. User Name: Enter the name of a user, who is a member of Domain Admins group or a
normal domain user account with at least Change Permissions to the C$ of the SVM
which is to be audited.

c. Password: Enter the password of the selected user.
3. Click Next

The Add File Server dialog box is displayed:

Y
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Audit log configuration settings.

|ser Mame : | wsadmin |

Enter user name assigned with vsadmin role

Password | [ITITTTITIL] |
Audit Corfiguration :
(®Manual @
Yolume Mame : |audit_|ogs| | | Detect |
() Automatic
Yolume Mame : Enter volume name (case sensitive).

Aggregate Mame :  Enter aggregate name (case sensitive).

< Back " Nenxt = | | Cancel | | Help

Figure 20: Audit Log Configuration Settings

4. Add the following details:
a. File Server Name/IP: Enter the name or IP Address of NetApp Filer.
b. User Name: Enter the name of a user, who has vsadmin role.
c. Password: Enter the password of the selected user.

d. Audit Configuration: Select either Manual Auditing or Automatic Auditing. Please refer to
the following points to understand these two options further to make your selection:

7.1.3.1  Which Audit Configuration should be selected?

You can select the Automatic Auditing option to enable the auditing settings automatically without giving any
user input. However, you should select Manual Auditing when you are doing any of the following:

e receiving errors in enabling Automatic Auditing
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e wantingto allocate 2 GB to 3 GB (not less than 2 GB and not more than 3 GB) space to a volume for
auditing

e wanting to allocate more than 3 GB space to a volume for auditing

7.1.3.2

Prerequisites of Manual Auditing

Make sure that any existing manual auditing meets the following prerequisites:

a.

b.

7.1.3.3

Auditing should be enabled.

The minimum Log File Size (rotate-size) should be 1 MB.
The format of auditing should be XML.

The size of the selected volume should be at least 3 GB.

The rotate limit should be set to 2000.

Steps to Create Manual Auditing on NetApp Cluster

Mode

If manual auditing does not exist already or does not meet the above prerequisites, you need to add and
enable an Audit Setting manually on the selected Storage Virtual Machine (SVM).

To do this, perform the following steps:

1.

3.

Execute the following commands to configure auditing manually at NetApp Cluster Mode.

vserver audit create -vserver <Name_SVM> -destination "/<Name_Volume>"
-format XML -rotate-size <XX><XB>
Change the following values.

e <Name_SVM>: Name of SVM

e <Name_Volume>: Name of Volume

e WARNING: The minimum size of the selected volume should be 3 GB.
e <XX>:Valuein numbers. Itis the size of Log File.

e <XB>:Measurement of the file size. It can be in KB, MB, GB, TB, or PB.
NOTE: The minimum Log File Size (rotate-size) must be 1MB.

After creating the auditing setting, you can execute the following command to view the auditing
setting created for an SVM.
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vserver audit show

ClusterBB1::> vserver audit create -vszerver 3SUMB32_#2May -destination
rmat xml -rotate-size 1MB

ClusterBB1::> vserver audit show
State Event Types Log Format Target Directory

SUMB32_BZ2May
file-ops,
cifs-logon-logoff
SUMB32_B4May
true file-ops,
cifs-logon-logoff
2 entries were displayed.

Figure 21: Commands to Set Auditing and Show its Status

a. Execute the following command to enable the auditing:
setting. vserver audit enable -vserver <Name_SVM>
Replace <Name_SVM> with the name of SVM.

4. After enabling the auditing setting, execute the following command to view the status of added
auditing.

vserver audit show

ClusterBB1::> vserver audit enable -vserver SUM832_BZMay

ClusterdfBil::> vserver audit showu
Userver State Ewvent Types
SUMB32_8B2May
file-ops,
cifs-logon-logoff

SUMB32_B4HMay
true file-ops,
cifs-logon-logoff
2 entries were displayed.

Figure 22: Commands to Set Auditing and Show its Status

- Manual Auditing: In the Audit Configuration Section, click the Manual option to enable its
options. If the manual auditing is already configured on the selected Storage Virtual Machine (SVM)
and if it meets the above-listed prerequisites, you can click the Detect button to find and add it here.
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NOTE: Old log files existing in the log volume generated before adding the file server in the
solution will be moved to the Back Up folder in the log volume.

The following message box appears on the screen in this case:

Add File Server |

Old audit log files found in the specified volume. These files will be
moved to "Log\Backup"

Figure 24: Audit Log Message

b4
Audit log configuration settings.
User Name | veadmin |
Enter user name assigned with vsadmin role
Fassword | [ ITTITTIT] |
Audit Corfiguration :
(®Marual @
Volume Mame : |audit_|ogs| | | Detect |
() Automatic
Yolume Mame : Enter volume name (case sensitive),
Aggregate Mame :  Enter agoregate name (case sensitive).
< Back " Meat = | | Cancel | | Help
Figure 23: Manual Auditing Selected
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b. Automatic Auditing: Select this option if you have not already configured auditing. You
need to provide the following inputs:

e Volume Name
e Aggregate Name
5. Click Next to proceed. The Solution enables auditing with the following settings:
e LogVolume Size :3 GB
e Log format: XML
e Log File Size: 1 MB

NOTE: The Lepide Data Security Platform needs at least 3 GB of free space at the selected aggregate to
enable the auditing automatically.

b4
Audit log configuration settings.
User Name : | vsadmin |
Enter user name assigned with vsadmin role
Password | [ ITTTTTT] |
Audit Configuration :
(OManual @
Yolume Mame : Enter volume name (case sensitive). Detect
(@) Automiatic
Volume Mame : | audit_logs |
Aggregate Mame : | agar1] |
| < Back || Mext = | | Cancel | | Help |
Figure 25: Selected Automatic Audliting for NetApp
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NOTE: The following error message may appear when you try to apply the Automatic Auditing option.

Add File Server »

Unable to create volume. 'aggrl’ aggregate is not in aggregate list of
Vserver SYME32_0dMay.

Figure 26: Error Message while Enabling Automatic Auditing

To solve this issue, add the aggregate in the Vserver's list by the following command:
vserver modify -vserver <server name> -aggr-list <aggregate_value>
To see whether the aggregate has been added to the list, use the following command:

vserver show -fields aggr-list

6. Click Next

7. TheSQL Server Information dialog box is displayed. Here, you need to provide the details of SQL
Server to create a database for storing auditing logs.
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Please provide SQL Server information.

Server Name : | [EERSTIENIRED, |
Insert audit data directhy to database from file server a

(IWindows Authertication (#) 50L Server Authertication{Recommended)
User Name : | sa |
Fassword | LTI LT L] | | Test Connection ‘ E%

MOTE: Windows authertication credentials only applicable for insert data from file server directhy.
Databasze Option :

(®)Create Database | LepideF5A DB |

(_) Select Database <Select Database >
MOTE: I you do not have SGL Server installed then click this link to download SGL Bxpress edition.
https:#fwww microsaft.comsen-n/download/details aspx fid=56840

| < Back || Meat = || Cancel || Help

Figure 27: SQL Server Details to Add NetApp Cluster Mode

8. Click the Server Name dropdown to select the desired SQL Server.
There are two authentication options under it:

a.  Windows Authentication: This mode can be selected if SQL Server is installed on the same
computer where the solution is installed.

b. SQL Server Authentication: Select this mode if SQL Server is installed on a remote or local
computer. We recommend that this option is selected.

9. Provide the username and password of a SQL user, who has sufficient rights to create the
database.

10. Enter a database name in the database name field to create a new database. You can also select
an existing database created earlier by Lepide or another application.

11. Click Next

The installation of the agentstarts:
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Agent Status X

@ Status...

Status:

Tasks Status
-)I Instaling Agent for 192, 168, 10,253

< Back Fiish | Cancel | [ Help

Figure 28: Install Agent on NetApp Cluster Mode

12. Click Finish to complete the process.

7.2Steps after Adding a File Server Component

After you have added a Windows File System or NetApp Filer component, the application asks you if you want to
create a new rule for File Server.

*
Do you want to apply a rule
to newly added file server?
Yes Na

Figure 29: Starting Add Rule to the File Server Wizard

e (lick Yes to add a new rule.

NOTE: You need an Audit Rule to start monitoring of the newly added File Server. If you want to skip the step of
creating a rule, then click No. However, the audit reports will not be generated until you create an Audit
Rule and update the agent. It is necessary to Update Agent if you are creating or modifying an Audit Rule.
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e After the Audit Rule has been created, or you clicked No in above step, a dialog box appears on the
screen:

@ Please restart the LepideD5P conscle

to view the file server reports,

Figure 30: Message to Restart the Software

e Click OK. then close the File Server Auditor console and restart the software.

e After the restart, the software displays the File Server in the Radar Tab and a node under Component
Management in the Settings Tab.

e You can click File Server node under Component Management to manage the added File Server.

Settings.
£ Component Managemant pp— o
3 LEDE Jocal )C101(File Server) [
B> 152.168.20.70(sharePoint] | cconpiesenven ]
o @ import trom Archive:
B arcnive tows

7 kpvt.onmicrosoft com(Exchange Online)

¥ lepidescéware.onmicrosoét.com(Exchange Online)

> kpvt-admin sharepoint. comiSharePgint Online)

> lepidescftware-sdmin.sharepoint.com(SharePomt Onling)
5B File Servers

R schedute aschive

bl
Wi Amazon S3 Auckiting(AWS 53]
G Lepide Suppon(GSuite)
IC coba
o Lepide Bo Server
1) kpvt.onmicrosoft com{Office 365)
1 lepideseftware.onmicrosoft.com{Office 365)
1 leppsoft.enmicresaft.com(Office 365)
] tepsp.onmicresoft.com(Office 265)
] lewth.onmicrosoft.com{Office 365)
1) siyasattonmicrosoft.com(Office 365)
£} General Settings
£} Delegation Cantrol
£} Cumrent Pemnission Scan Settings
[ Message Detrvery Settings
B Defeun S0 Server Setting: To configure File Server  click here

£ LDSP Repart Viewer brts)

Figure 31: File Server Management
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e Click the Click Here link to access the File Server Auditor console

File Server Advanced Guide

m
File Wiew Help

Add File Server | ® Help

111 LepideAuditor for File Server - Settings Console

[=-- (@l LepideAuditor for File Server
[ﬁ File Servers
Audit Rules
@ Audit Policies
B8 User Group
l-% Backup & Restore

r All File Servers

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.

O~ # X

File Server Name/IP Domain/Workgroup  ~  Agent Status Auditing Status LastUpdate | | raes

@ 192,168, 10.253 LEFORG2 Installed Auditing Started (No rule applied)  Aug 042017~

@ 5DC148 LEPORGZ Installed Auditing Started Aug 042017 %, Port Settings

&% Refresh
[§ Install Agent
3 Uninstall Agent
[7] start Auditing
E Stop Auditing
Q Update Agent
2

Service Rights

O —

® File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to

audit all the changes performed on file servers,

Wisit hit .lepide.col

ile-server-audi

Figure 32: Displaying the Added File Servers
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8 Adding Multiple File Servers

You can now add multiple file servers to the solution in one step. Please follow the instructions below:

8.1 Adding Multiple Windows File Servers

After you have installed the software and configured Lepide service to run with administrative credentials, you can
add multiple File Servers for auditing in one step.

n
4% LDSP Report Viewer (beta)

Active Directory, Group SharePoint Server sal server
Policy, Exchange Server,

User Password Expiration

Reminder and Active >

Directory Cleaner

. o n o m

[©] Added Component

Figure 33: Component Management Window

From the Component Management window, under the Add Component section, click on the File Server icon to
add this component to the solution.

The Settings Console dialog box is displayed:

Y
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T LepideDSP for File Server - Settings Console

FILE VIEW HELP

Add File Server - @ Help

=0y LepideDSP for File Server

-7 Fie Servers , All File Servers

-9 Audit Rules Overview of file server configuration. Use options to add, modify file servers and optians in tasks pane for other settings.
~% Audit Policies

.

8 User Group ©v P X
- Backup &Restore
File Server Name /TP Domain/Workgroup Agent Status Auditing Status

Tasks

4 Port Settings

% Refresh

[3 instail agent

[ Uninstall Agent

14 startauaiting

[& stop Auditing

B Update Agent

@ service Rights

0 Domain Controller(s)

. Data Classification Settings

['é Audit Notification: OFF

< 0 >

® File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

Figure 34: File Server Console

Here, you can click Add File Server icon O~ on the toolbar to add either of the following file servers:

e Windows File Server

e  NetApp Filer

20. Click the Add File Server icon, o~ select Multiple then select Windows.

® Help

'.E Windows

Single

Multiple

H ; "El Metapp 7V-Mode
-£1E Audit RU|ESJ

T, Audit Polic

EEl Metapp Cluster Mode

Figure 35: Option to add Multiple File Servers

21. The Add File Servers wizard starts:
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Add File Server(s) you want to audit and click Next.

File Server Name/IP ~ Domain/Waorkgroup User name Passwond Installation Share Path Share Logical Path Add fram AD
(2] F3 p . .
[192.168.1061 LDSPS  LDSP5\Dsoura < \W\182.168.10 5T\ADMINS Fadfrom OU
1 192.168.11217 LDSPS = LDSPS\Dsouza W152.168.112. 17 ADMINS Add Manualy
Add IF Range
Add from CSV
__Gef Lagical Path
< >
() Cument wser (LDSP5\Sanuv)
(®) The folowing user - [[] Comman Share and Logical Path
User Name : | LDSPS\D'souza | Share Name ADMING
Pasaword : I sesssssssRes I Share Logical Path :
Note: * Use "Domain‘UserName™ format for User Name.
< Back Mext = | | Cancel | | Help |

IIII x

Figure 36: Add File Server Wizard

22. Add From AD: Click on Add from AD button to scan the domain network and select the required file

servers.
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b
Add File Server from Domain.
Select Domain - - || Find
Name Distinguished-Mame
P p o
£ m >
o

Figure 37: Add File Server from Domain

a) You can select the Domain name in the drop-down menu or type it in the box provided.
b) Click the Find button to list its computers in the blank area.

c) Selectthe computers you want to audit and click OK.
It takes you back to the previous wizard, which now displays the selected File Servers.
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23. Add from OU: Click on the Add from OU button if you want to select the file servers from specific
OUs.

Add File Server(s) from Containers/OUs.

Select Domain : [ LPDEL -] Find

Select File Server(s)-

- fess LPDEL o
-0 Admin Users
-0 America
O APAC
-
-1 Computers
-1 Domain Controllers
[ Enterprise Groups
#-bA [ Europe
-]+ ForeignSecurityPrindpals
- [ Inactive Accounts
-1 India
-1+ Managed Service Accounts
[0+ Microsoft Exchange Security Groups
-0 Program Data
-0 System
[0+ Users W

| 0K || Cancel ‘

Figure 38: Add File Server from OU

a) Select the File Servers to be added and click OK. The following dialog box is displayed:

Y
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=

Add File Server(s) you want to audit and click Next.

File Server Mame/IP ~ Domain/Workgroup Uzer name Passward Installation Share Path Share Logical Path ~ Add from AD
p 5 »

Ben FC LPDE1 rent Us \\Ben-PC\ADMINS Wil

ddd LPDE1 urrert Lse \\ddd \ADMINS id Moy

FS101 LPDE1 et Use WFST101\ADMING

Lepide LPDE1 \\Lepide T\ADMINS

LEPIDEAPPLIANCE  LPDE1 WLEPIDEAPPLIANCEMADMING

Lukas-Laptop LPCE1 “Wlukas-Laptop ADMING

Paul-FC LFDET WPaul-PCAADMING

SPID1 LPDET WSPT0TVADMINS Get Logical Path

ws14 LPDE1 VWS TSADMING v
< >

(®) Cumert user (DM-107"Administrator) [C]Common Share and Logical Path

(O) The fallowing user :

User Name : Share Name : ADMING
Password : Share Logical Path :
Note: * Use “Domain‘\UserName™ format for User Name.
Apply to All
< Back Next > | ‘ Cancel | | Help |

Figure 39: Selected File Servers
b) Here you can specify the following:
Current user or The following user

If you select The following user, you will need to specify the User Name in the format
Domain\UserName and the Password

Check the Common Share and Logical Path box if you want to use this

Specify the share name - for example Admin$ and the Share Logical Path which will be
C:\Windows for admin$

c¢) Click Next to continue

It takes you back to the previous wizard, which now displays the selected File Servers.

24. Add Manually: Click on the Add Manually button to add the file server manually into the solution by
specifying its name and domain name.
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oo

Enter file server name, select domain and click add.
File Server Mame or IP : | DCiod| |
Domain/Warkgroup : | LPDE1 | * DOMAIN NETBIOS NAME
Select File Server: | @ dd || X Remove]

¥ File Server Diomain/Workgroup

[ pcio1 LPDE1

| [o]:4 || Cancel |

Figure 41: Add File Server Manually
a) Select the File Servers to be added and click OK. The following dialog box is displayed:

Add File Server(s) you want to audit and click Next.

x
File Server Name/IP -~ Domain/Warkgroup User name Password Installztion Share Path Share Logical Path Add from AD
» » .
DC1oT LFDET \WDCTOT\ADMING #ddfrom OU
Lepide-NAS LPDE1 \iLepide-NAS\ADMINS Add Manually
Paul-PC LPDE1 “\Paul-PCADMINS
Add IP Rangs
Add from C5V
(Get Logical Path
< >

(®)Curment user (DM-101\Administrator) ["]Commen Share and Logical Path

OThe following user :
User Name : Share Name : ADMING
Password : Share Logical Path :

Mote: * Use “Domain‘\UserName™ format for User Name

Apply to Al

< Back Net> || Cancel

| Help

Figure 40: File Servers added Manually
b) Specify the options you require.

c¢) Click Next to continue
It takes you back to the previous wizard, which now displays the selected File Servers.
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25. Add IP Range: Click on Add IP Range button to scan the domain network and select the required file

servers.
x
Provide domain and set start and end IP. All file servers in that IP range
will be added.
DomainAWorkgroup | LFDE1 |
* DOMAIN NETBIOS NAME
Set Range
SatlP: | 192 . 168 . 2 . 0 |
End IP - | 192 . 168 20 59 |
| OK | ‘ Cancel |
Figure 42: Add File Server using IP Range
a) Type the Domain/Workgroup name and the IP Start and Stop Addresses.

Click OK. The following dialog box is displayed:

File Server Advanced Guide

Add File Server(s) you want to audit and click Next.

Share Logical Path ~

File Server Name/IF » Domain/Workgroup User name Password Installation Share Path
» » o

192.168.20.50 LFDE1 %\152.168.20.50°ADMINS
192.168.20.51 LFDE1 %\152.168.20.51\ADMINS
192.168.20.52 LPDE1 “\192.168 20 52ZADMINS
192.168.20.53 LFDE1 “\1592 168 20 53WADMINS
192.168.20.54 LFDE1 %\152.168.20. 58\ ADMINS
192.168.20.55 LFDE1 %\152.168.20.55\ADMINS
192.168.20.56 LPDE1 “\152.168 20 56\ADMINS
192.168.20.57 LFDE1 “\1592 168 20 5T ADMINS
192.168.20.58 LFDE1 %\192.168.20.58\ADMINS

<

(®)Current user (DM-107\Administrator) "] Common Share and Logical Path

OThe following user :
Share Name

User Name ADMINS

Password Share Logical Path :

Note: * Use "Domain‘\UserName " format for User Name

< Back

Add from AD
Add from OU
Add Manually
Add IP Range
Add from C5V
Get Logical Path

Remave

Apply to All

| Next > || Cancel

| Help

Figure 43: File Servers added using IP Range
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b) Specify the options you require.
c¢) Click Next to continue

It takes you back to the previous wizard, which now displays the selected File Servers.

26. Add From CSV: Click on Add from CSV button to scan the domain network and select the required

file servers.
il il
=
Add file server(s) from CSV file.
| C:\Users\Administrator\Documents\Server List.csy| | | Browse
[T File Server Domain/MWorkaroup
£ >
QK || Cancel
Figure 44: Add File Server using CSV File
a) Click Browse to select the CSV file required
Click OK. The following dialog box is displayed:
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Add File Server(s) you want to audit and click Next.

X
File Server Mame/IP ~ Domain/Workgroup User name Password Installation Share Path Share Logical Path Add from AD
[P » » ,
ocion LPDET WDCT0TADMING #adfrom O
Lepide-NAS LPDET \\Lepide-NAS\ADMING ‘Add Marualy
Paul-PC LPDE1 “WPaul-PCAADMING
Add IP Range
Add from CSV
Get Logical Path
< >

(®) Cument user (DM-101\Administrator) ["]Common Share and Logical Path

OThe following user :
User Name Share Name : ADMING
Password Share Logical Path :

MNote: * Use “Domain’UserName™ format for Liser Name

Apply to Al

< Back | Mext > H Cancsl

| Help

Figure 45: Add File Server using CSV File

b) Specify the options you require.
c¢) Click Next to continue
It takes you back to the previous wizard, which now displays the selected File Servers.

27. Select the user with which you want to add the File Server If you are logged in as a user that has the
above rights, then you can select Current User.

28. If the logged in user does not have the required rights, then you have to select The following user
option and provide the login credentials of a user who has the required rights

29. You can use the default Admin$ location for the agent if the Service Account has admin rights on the
File Server. If not, you can create any shared folder on the File Server and specify its path in the
Share Path Option.

30. Click Apply to All to apply these settings to all selected file servers.
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X
Add File Server(s) you want to audit and click Next.
[ ] Fie Server Name/IP ~ DomainWorkgroup | Username Password Installation Share Path Share Logical Path
2] F ]
|182.168.10.61 LDSPS za | W\192,163.10.61\ADMINS
192.168.11217 IDSPS  LDSPS\Dsouza " \\192.168 112.1PADMINS
< >
(O)Cumrent user (LDSPS\Sonuv)
(@) The folowing user - [[]Common Share and Logical Path
User Name : ‘ LDSPS\D'souza | Share Name : ADMING
Pasaword : { [ — ] Share Logical Path :
Note: * Use "Domain’\LiserMame ™ fomat for Liser Name:
< Back ‘ Next > | | Cancel | | Help |
Figure 46: Enter User Name Details
31. After entering the details, click Next.
The next step is to provide the SQL Server details:
X
Please provide SQL Server information.
Server Name - [ 192.168.10.251 | | Browse
Insert audit data directly to database from file server : Yes - o
(Z)Windows Authentication
(#)5GL Server Authentication({Recommended)
User Name : | sa |
Password : [eneeenes | fe
NOTE: Windows authentication credentials only applicable for insert data from file server directly.
Database Option ;
(®)Create Database | Lepidersa De| | * Provided name used a3 a prefix wih file server name for new datsbase.
(D) Select Database <Select Database >
NOTE: Kyou do not have SQL Server installed then click this link to download SQL Express edition hitps://www microsoft com/endin/download /details aspx %id =56340
[ <Bsck Nea> || Canced || Hep

Figure 47: SQL Server Details
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32. Type the Server Name or click Browse to select the desired SQL Server.
33. There are two authentication options:

a) Windows Authentication: In this method, you can use any domain user windows account
which have at least dbcreator role on the SQL server.

b) SQL Server Authentication: Select this mode if SQL Server is installed on a remote machine
or the local machine. We recommend that this option is selected.

Provide the username and password of an SQL User, which has sufficient rights to create a
new database.
34. Please select Insert Audit Data Directly to Database from File Server as YES, only if the SQL
connection from the File Server to the SQL Server is open. Please select NO if the connection is not
open and the insertion will happen from the Application Server then.

35. Enter a database name in the database name field to create a new database. You can also select an
existing database created by Lepide or another application.

36. Click Next to start installing the auditing agent for Windows File Servers.

The following dialog box is displayed showing the progress of agent installation.

Status...

Status:

Tasks Status

Instaling Agent on 192. 168. 10.6

[52 nstaling Agent on 192.

Figure 49: Auditing Agent is Installed

37. Click Finish once the agents are installed to complete the process.
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A dialog box is displayed asking whether you want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Figure 50: Option to Create a Rule

Audit Rule Management is explained in Section 9 of this document. Please refer to this for information on
creating a rule.

8.2 Adding Multiple NetApp 7 Mode File Servers

After you have installed the software and configured Lepide service to run with administrative credentials, you can
add multiple File Servers for auditing in one step.

8 X

=] Settings

R Somponent Management Add Component
[OF | - 1 General settings B

£ Delegation Control
v I A Current Permission Scan Settings|

[ Message Delivery Settings . ~
G 5 Default SQL Server Settings. :(olrx Iz:;z?‘l;:(;:::; SharePoint Server 5QL Server File Server Exchange Online

[N @ User Password Expiration E> — E

; . i and Ackve
» i g :;:;(Rij:;gvlwer bet) 00 Directory Cleaner -E Gnline
&

‘SharePoint Online Cloud Components ‘Office 365 Session Recording “ .\ Universal Audit
& E > >~ T
<J W
A o -/ (o}
® 5
Added Component

o
L]
®

e 2

Figure 51: Component Management Window
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From the Component Management window, under the Add Component section, click on the File Server icon to
add this component to the solution.

The Settings Console dialog box is displayed:

W LepideDSP for File Server - Settings Console

FILE VIEW HELP

Add File Server - @ Help

(=g LepideDSP for File Server 5
- ) Fie Servers ’ All File Servers
4 Audit Rules
% Audit Policies
% User Group 0 7 X
(& Badkup &Restore
File Server Name fIP Domain/Workgroup Agent Status Auditing Status

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for sther settings

Tasks

”‘Qs Port Settings

4% Refresh

[3 instan agent

[3 Uninstall Agent

[& start Auditing

[® stop auditing

@ Update Agent

@ service Rignts

@U Domain Controller(s)

2, Data lassification Settings

['& audit notification: OFF
< [ > =

® File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

NUM

Figure 52: File Server Console

1. Click the Add File Server icon, O~ select Multiple then select NetApp 7-Mode.

® Help

Multiple  * “] Windows

Single

"E| Metapp 7-Maode
Audit RU|ESJ -

-, Audit Polici

—E| Metapp Cluster Mode

Figure 53: Option to add Multiple File Servers
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2. The Add File Servers wizard starts:

X
Add File Server(s) you want to audit and click Next.
] NetApp Filer Name/|P #  Domain/Work group User name Password
» | » 3 ‘
- =
Auses
User Name : | |
Password : | |
Mote: User Name is Not Applicable for "NetAppFiler IP"
Back Nesd > | | Cancel ‘ | Help

Figure 54: Add File Server Wizard

3. From this screen, you can add the file servers. Click the button to select where the file server should

be added from. The options are: Add from AD, Add from OU, Add Manually, Add IP Range, Add from
CSV..
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x
Add File Server(s) you want to audit and click Next.
x
| Netiop Filer Name/IP Enter file server name and click add.
_ ‘? |FILERS3
FILERG4 Fie Server Name or IP - | \
Domain/Workgroup : NfA
St S
¥ File Server Domain/Workgroup
[ FlLERS4 N/A
User Name
Password :
MNote: User Name is Not Applicable for "Net4 oK | | Cancel
Back Next > | | Cancel ‘ | Help
Figure 55: Enter File Server Name
4. Enter the File Server Name or IP
5. Click Add
6. Repeat the two steps for all File Servers you want to add
7. Click OK when finished adding file servers
8. Click Next
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The next step is to provide the SQL Server details:

Please provide SQL Server information. g

Server Name : | [EERIEREIES |
Insert audit data directly to database from file server : a

() Windows Authentication (®)50L Server Authentication{Recommended)
User Name : | sa |
Password : | sasssses | | Test Connection | Eé

NOTE: Windows authentication credertials only applicable for insert data from file server directhy.
Database Cption

(®)Creste Database | LepideF5A DB |

(_) Select Database <5elect Database >

NOTE: Kyou do not have SQL Server installed then click this link to download SGL Express edition.
hittps ./ /wwew microsoft.com/en-n/download /details aspx 7id =H6840

| < Back " Neot > || Cancel || Help

Figure 56: SQL Server Details

9. Type the Server Name or click Browse to select the desired SQL Server.
10. There are two authentication options:

a) Windows Authentication: In this method, you can use any domain user windows account
which have at least dbcreator role on the SQL server.

b) SQL Server Authentication: Select this mode if SQL Server is installed on a remote machine
or the local machine. We recommend that this option is selected.

Provide the username and password of an SQL User, which has sufficient rights to create a
new database.
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11. Please select Insert Audit Data Directly to Database from File Server as YES, only if the SQL
connection from the File Server to the SQL Server is open. Please select NO if the connection is not
open and the insertion will happen from the Application Server then.

12. Enter a database name in the database name field to create a new database. You can also select an
existing database created by Lepide or another application.

13. Click Next

P rap—

———ae el

Enter agent server detalls and click Next

| | NetApp Fier Name/IP Agent Share Path User name Pasyword Shave Logical Paeh : ot Loges Path |
» P
TF'LER& 152168 10 29°LB_Agertirom 11227 LDPSO\ASmristeator vy CUB_Agertfrom 112 27
FILERGS WIS2. 168 10 29\LB_Agentfrom 11227  LDPO0\Adminestrator Agac CLB_Agentfrom 11227
Agert Share \\192. 168, 10.294.8_Agentfrom112.27 | ComectinType  (Q)Agnehwoncus (OSmcharos @
Shave Logical Path | C:¥8_Apentfrom112.27 5] A . st atings )
Liser Name LDPOY\Admewst atix |
Password Sennnnns |

A oo

Figure 58: Enter Agent Server Details
14. Enter the Agent Server Details and click Next

15. The status dialog box will be displayed showing the status of the installation of each agent:
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Status...
Qo
Taskes Stahs
&' Irstaling Agert for FLERS3 The ser st cormpleted egesstly,

40

Figure 59: Status of Agent Installation

16. Click Finish to complete the process.

A dialog box is displayed asking whether you want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Yes Na

Figure 60: Option to Create a Rule

Audit Rule Management is explained in Section 9 of this document. Please refer to this for information on
creating a rule.
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8.3 Adding Multiple NetApp Cluster File Servers

After you have installed the software and configured Lepide service to run with administrative credentials, you can
add multiple File Servers for auditing in one step.

Add Component

anagemen
: 5
H ﬁ can
| e ings
i aul er Settings Active Directory. Group SharePoint Server
H Policy, Exchange Server,
B User Password Expiration
L.{§ Agent Settings Reminder and Active
©.43 LDSP Report Viewer (beta) Directory Cleaner Inline
SharePoint Online Cloud Components ‘Office 365 Session Recording “ .\ Universal Audit
gx > 3
(e Q < Q

Added Component

# »w 0 € ©

o

a4
&
=
R

Figure 61: Component Management Window

From the Component Management window, under the Add Component section, click on the File Server icon to
add this component to the solution.

The Settings Console dialog box is displayed:
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T LepideDSP for File Server - Settings Console

FILE VIEW HELP

Add File Server - @ Help

=0y LepideDSP for File Server

-7 Fie Servers , All File Servers

-9 Audit Rules Overview of file server configuration. Use options to add, modify file servers and optians in tasks pane for other settings.
~% Audit Policies

.

8 User Group ©v P X
- Backup &Restore
File Server Name /TP Domain/Workgroup Agent Status Auditing Status

Tasks

4 Port Settings

% Refresh

[3 instail agent

[ Uninstall Agent

14 startauaiting

[& stop Auditing

B Update Agent

@ service Rights

0 Domain Controller(s)

. Data Classification Settings

['é Audit Notification: OFF

< 0 >

® File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

Figure 62: File Server Console

Here, you can click Add File Server icon O~ on the toolbar to add either of the following file servers:
e Windows File Server
e NetApp Filer

1. Click the Add File Server icon, O~ select Multiple then select NetApp Cluster Mode.

® Help

"E Windows

Single

Multiple

: "E| Metapp 7-Maode
-39 Audit RuIESJ -
L Audit Polici

—El Metapp Cluster Mode

Figure 63: Option to add Multiple File Servers

2. The Add File Servers wizard starts:
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T Fp—— FPRpT— F—
o
Please provide NetApp filer information.
|| Methgp Fler Mam... = Liser N Pasgwiord Management Access W5 Admin Liser W5 Admin Passwerd  Aute/Manual
A fe P fe = =
ERIGENZIEE kS e o reee) - Maral [ rsatmou |
152 168 112183 idspShmany e = vasimin e Manual
152 1R 1288 g Sgonu e O viaden e Manusl
EEIEENZIN idwSeeny - E vaagen e Marnsal
152 168 11270 idsp sy e = vaaimn e Manual
Add from C5V
Femove
« I—— E]
| Liser Hame |v=ad'm | (=) Marual
Fasswoed CLEET T T
Erter issaw Py gt welh Vel oz | G Aokt o |
] Agert IF - Teiedain it (ChAusomatic
[ P— l--ua - |
R o |
Back [ hew Cacel | [ Hee

Figure 64: Add NetApp File Server Wizard

3. From this screen, you can add the file servers. Click the button to select where the file server should
be added from. The options are: Add from AD, Add from OU, Add Manually, Add IP Range, Add from
Csv.

et Jiasecuc) alabia cc o Dacaad Aucition Stoonad

Please provide NetApp filer information.

| _N-.MpFl-Nn ~  User Name Password Management Access 'S Admin Liser VS Admin Password  Auto/Manual
2 3 » p ==
152168 112149 idsp5\sony bowee 0 veodwin - o [ Addtrom ol
[192168112183  dwSeonu e O] vsadmin o Mansal [t ooy |
152168112189 Idp5\sonu o 0} veaden e Manusl
192168112190 idsoSasny L fa] aadese. m Manual | 204 % Parge |
1952.168.11270 idspS'scnu x Manusl [ i
| Addtom CSV
NetApp files listed befow will be audited locally. [ Ramove

192,168.112.749,192,168,112.183,192.168.112.189,192.168.112.130, 192.168.112.70
< >

User Narre i&oi‘wm

R —— - -BP. User Name - | vsadmn ] &) Manudl
Password I ssesnsssenee l ——— Volure Name Cfe_Audt_Loge
[Agert 1 & veaden rle (O Atomatic
Password | wesenses
ey | [(roen ]
. ™ e | [ ek
Figure 65: NetApp Filer to be Added
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4. Enter the File Server Name or IP

5. Click Add

6. Repeat the two steps for all File Servers you want to add

7. Click OK when finished adding file servers

8. The dialog box above will be displayed listing the file servers to be added
9. Click OK

10. Click Next

Alternatively, you can check the Agent IP box and you will need to then add the Agent IP address:

—_—r— e Aoy

Please provide NetApp filer information.

|| Nethpp Fler Mam.. = Liser ams Password Managerment Accsss W5 Admin Liser W5 Adin Password Autio/Manual [ raatem AD |
= R R £ Foa
TE21BE 112 149 ek S e = vaadsn e Marnisl :
152 168 112183 ks Shamonus e = sy e Manual
TEEVEE 1283 b S e (=] vaadmn I Hanusl
TR R 11219 Ik e ] = yeacdmin — Marnas
152 16811270 isp Stsonu e = waadimin e Manual
< ¥
U o | T — Managemen access crechantial St Corfiguraton
. |- . Liser Mame : | wsadmn | (&) Marual
asgwoed | P— ah ‘olme Mame Cifs_sud®_Logs
# Agert - |92 B 10 B+ e Chhusomate
TSI P —— |
(8] Management Access )

Figure 66: Add NetApp Filer with Agent IP Selected
Add the NetApp file information as follows:
Username: This should be a domain user account with at least CHANGE permission on the C$ of the SVM.

Agent IP: This is the IP address where the auditing agent will be installed. By default, it is installed on the
local application server. Select this option only if you want to install the agent on a different machine.

Management Access: Check this box if the Management Access to the Network Interface is allowed. In
this mode, the solution will do the configuration on the NetApp automatically. Keep the box unchecked if
you are using the Least Privilege Model.

Y
FH

Lepide USA Inc. Page 53



Lepide Data Security Platform File Server Advanced Guide

Management Access Credentials: Add the username and password with vsadmin role on the Netapp.
Audit Configuration:

Manual: Enter the name of the Audit Log Volume which has been created manually if the Least Privilege
Model is used.

Automatic: Select this option if the Full Privilege Model is being used and Management Access is enabled.
Enter the Volume Name and the Aggregate Name in the boxes.

Apply to All: Click this option to apply the same settings to all the NetApp Cluster Mode filers.

The next step is to provide the SQL Server details:

TT

Please provide SQL Server information.

Server Name : | [EEREIEAIEET |
Ingert audit data directly to database from file server : a

() Windows Authentication (#)50L Server Authertication{Recommended)
User Name | =] |
Password : | LLLTT T | | Test Connection | Eé

NOTE: Windows authentication credertials only applicable for insert data from file server directhy.
Database Option
(#)Create Database | LepideFSA DB |

(C) Select Database <Select Database
NOTE: K you do not have SQL Server installed then click this link to download SCGL Express edition.
hittps ./ wwew microsaoft.com/en-n/download /details aspx id=56840

Figure 67: SQL Server Details

11. Type the Server Name or click Browse to select the desired SQL Server.
12. There are two authentication options:

a) Windows Authentication: In this method, you can use any domain user windows account
which have at least dbcreator role on the SQL server.
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b) SQL Server Authentication: Select this mode if SQL Server is installed on a remote machine
or the local machine. We recommend that this option is selected.

Provide the username and password of an SQL User, which has sufficient rights to create a
new database.
13. Please select Insert Audit Data Directly to Database from File Server as YES, only if the SQL
connection from the File Server to the SQL Server is open. Please select NO if the connection is not
open and the insertion will happen from the Application Server then.

14. Enter a database name in the database name field to create a new database. You can also select an
existing database created by Lepide or another application.

15. Click Next

16. The status dialog box will be displayed showing the status of the installation of each agent:

Status...
St
Tacks Stahs

& Trataling Ageed for 102, 168,112 140 Thae cpmration compheted succesafly,
w' [notaling Agert for 192, 168, 112. 183 The coeraton completes successfdy,
‘/ [retaling Agenit for 192, 168, 112 18% The opesrabon completed successfaly,
& Irataling Agenit for 192, 358, 112.190 Thes opsration compilated successily,
' [nstaling Agert for 192, 368.112.70 The operaton completed successfy.

Figure 69: Status of Agent Installation

17. Click Finish to complete the process.
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A dialog box is displayed asking whether you want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Yes Na

Figure 70: Option to Create a Rule

Audit Rule Management is explained in Section 9 of this document. Please refer to this for information on
creating a rule.

9 Audit Rule Management

After you have added the File Server to the application, you must create an audit rule for that File Server. In the
audit rule, you can base your auditing on:

e Objects such as Directories, Drives, Events, Files, Monitoring Time, and Processes that you want to
audit.

e Users/ User Groups actions which you want to audit.

9.1Create Audit Rule

Follow the steps below to create a new Audit Rule. If you had selected Yes in the last step of the Add File Server
Wizard, the Add Rule to the File Server wizard starts automatically.

Do you want to apply a rule
to newly added file server?

Yes No

Figure 71: Option to Add Rule
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Alternatively, you can navigate to the Audit Rules section in the left pane and click & icon in the Select Rule
section of the right pane to start this wizard:

FILE VIEW HELP

Add File Server - ® Help

}‘{ LepideDSP for File Server - Settings Console

[El-@ LepideDSP for File Server
[b File Servers

Audit Rules

L Audit Policies

7 User Group

& Backup & Restore

Select Rule : |new rule

4 Rule Summary

E‘f—l—_ File Servers :
g a Palicy Name : Audit All
Rule Status : Disabled

1@ £ X

Figure 72: Settings Console

Enter audit rule name and select file server to apply this rule and
click Next.

Create new rule or select existing rule to apply on selected file serven(s).

(#)Create new ule
(O Use existing nule

Rule Name - |Test Rule|

File Servers : 192.168.40.242

< Back | Next = || Cancel || Help

Figure 73: Create New Rule

Enter a rule name and select the File Server for which you want to create the rule if it is not already

selected in the File Servers drop-down menu.
You can select multiple file servers to apply the auditrule.

Click Next. The audit policies dialog box is displayed:
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X

Select the policy type that will be applied in this rule. You can create
new policy using option in drop down.

Select Policy Type
(®)Selected Policy [ audit Al -
(Oindividual User Palicy

(O)Group Policy

| « Back ” Nexd = || Cancel | | Help

Figure 74: Audit Policies

e Select the policy type from the following options:

Lepide allows you to link an Audit policy to both a User and a User Group.

a.

Individual User Policy: Data will be collected as per the specified users only. Data
will not be collected if the changes are made by other users, who are not listed.

Group Policy: Data will be collected as per the Group's policy no matter which User of the
Group has logged in. This means that the policy associated with the user will be overridden
by the group's policy.

A few possible scenarios are listed below:

Four users have been added. Each of them belongs to the same group and they have the
same or different audit policy. In this example, if you select Individual User Policy, the audit
data will be collected as per each user's policy.

Four users have been added. Each of them belongs to different groups, and they have the
same or different audit policy. In this example, if you select Individual User Policy, the audit
data will be collected as per each user's policy.

Four users have been added. Each of them belongs to same group, and they have the same
or different audit policy. In this example, if you select Group Policy, the audit data will be
collected as per that group's policy.
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iv. Four users have been added. Each of them belongs to different groups, and they have
same or different audit policy. In this example if you select Group Policy, the audit data will
be collected as per the policy applied on the group of each user.

Selecting Individual User policy and Group Policy will not generate a report here as we have
not yet created any User Group in the application. These policies can be selected only if you
have pre-defined groups in the application.

c. Selected Policy: This has four options available. The first three are pre-defined policies while
the fourth one can be configured:

e Audit All: Audit all File and Folder accesses to the File Server
e Audit Shares Only: Audit only shared files and folders.

e Audit all but Shares: Audit all File and Folder accesses except shared files and
folders.

e Create New Policy: Create new policy where you can define what Objects you want
to audit.

NOTE: In this example, we are creating an audit rule with predefined policy. To create an auditing rule with a user-
configured policy refer to Section 10 Create Audit Policy.
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For this example, we will select the Audit All policy:

X

Select the policy type that will be applied in this rule. You can create
new policy using option in drop down.
Select Policy Type

(®)Selected Policy [ Aucit Al -

(_)Individual User Policy

(_)Group Policy

| < Back || Mext = | | Cancel | | Help

Figure 75: Select Policy Type

e Click Next
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_____________________________________________________________________________________________ IE—— |
=
Add users to audit in this rule and click Next. :
Select user or group to audit
Audit User . | all users -

L= Type Add User

Add Group

Remove

< m >
< Back || Mest = | | Cancel | | Help

Figure 76: Add Users to Audit

e Select any of the following options to define the users:
a. All users: The selected rule will be applicable to all users.

b. Include Selected Users: The rule will be applicable to the selected users only. Other users
will be excluded from the rule.

C.  Exclude Selected Users: The rule will not be applicable to the selected users, but it will be
applied to all other users.

Selecting Include Selected Users or Exclude Selected Users enables the next section. Follow the
steps below to add the selected users.

a. To add the selected or all users.

i. Click the Add User button.
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Add users to audit in this rule and click Next.

Select user or group to audi
Audit User: | Indude Selected Users M
Mame Type Add User
< m >

< Back || MNeat | | Cancel | | Help

Figure 77: Add Users to Rule

i. If nouseris listed here, then it means that no user group has been created in the
Solution. Refer to Section 11 Add User Group to follow the steps to create a user

group.
i. 'You can also click the Add User button here to create a new user group and add the

user to it.

iv. After adding and listing the users you can check the boxes of the users to include
them and uncheck others to exclude them.
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v. Click OK to go back to the previous wizard which now shows the list of selected
users.

b. Click the Add Group button to add the group.

! =
Select user group from the list.
Add new user group list
¥ Group Mame Group Paolicy
|
[+] test1l audit shares only
Ok | | Cancel |

Figure 78: Select User Group from the List

If no group is listed here, then it means that you have not added a group. Refer to Section
11 Add User Group to know more. You can also click Add new user group list button to
add a new group.

c.  Select the group and click OK. It takes you to the Add Rule wizard, which now shows the list
of users added from the selected group.
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—
=
Add users to audit in this rule and click Next.
Select user or group to audit
Audit User - | Indude Selected Users -
-
£ >
| < Back || Mext = | | Cancel | | Help

Figure 79: Added Users

d. You can select any user here and click the Remove button to remove a user from the list.
The rule is applied to all users in this test case.
e Click Next

The Summary box is displayed:
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=
Summary 1
Fule Mame: Test Rule -
File Servers: 192, 165.40,242
Policy Type: Selected Policy -= Audit All
Audit User: All Users
|
b
£ >
< Back || Finish | | Cancel | | Help

Figure 80: Summary

e  Click Finish to complete the process. The newly added audit rule is displayed in the list.

e C(lick Update Agent on all File Servers to apply new Settings notification and follow the on-screen
instructions to update the agent.

NOTE! Itis necessary to update the agent each time you change the applied Audit Rule. If this is not done, the
auditing will not be updated, and the reports will not include the new modifications when generated.

After you have created the auditing rules, go to the Audit Reports tab in the main panel to view the reports.
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9.1.1 Common Issues with Reports

If you cannot view the reports after doing the configuration, try the following:
1. Navigate the root node of File Server Console, which displays the list of all added File Servers. Here,

you must check if the agent on File Server is properly installed and working. For the selected File
Server, Agent Status should be Installed and Auditing Status should be started.

2. If the agent status is not installed, then install the agent and start the auditing. If the auditing status
is stopped, but agent status is installed, then you should start the auditing.

3. Ifthe agentis properly installed, check whether the Rule and Policy have been properly applied.
Check the Rule Name (box should be filled), Rule Status (it should be enabled) and Assigned Policies
(policy name should be displayed) under File Server in the left pane.

4. Itis advised to use SQL authentication even if SQL Server is installed on the local system. If you
cannot use SQL authentication for any reason and you are using Windows authentication, try the
following:

i Type services.msc in RUN and press Enter to access the Windows Services, on the system
where the software is installed.

ii. Double click Lepide FSA Service, go to Logon tab and select This Account.

iii.  Browse the username by which you have logged into the system.

iv.  Provide the password in the given field.

v.  In case the username is already selected re-enter the password in the given field.
vi.  Click Apply and OK.

vii.  Again right-click on Lepide FSA Service and select Restart in the pop-up menu.
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9.2Change the Priority of Audit Rule

Follow the steps below to change the priority of Audit Rule:

File Server Advanced Guide

1. Navigate to File Servers section from the left panel and go to Rules Management.

@Rule Management

v @ 2 A

Ef—l—_ Rule Name : audit all
Ef@ Users : All users
Assigned Policies 7

Figure 82: Rules Management

2. In Rules Management, click ﬁ icon. It displays the following dialog box.

Set rule priority

Rule Mame

¥ M TestRule
W A audital

ﬁ Increase Prionty
3 Decrease Priority

Figure 83: Set Priority

3. Select an audit rule and click ¥ icon to decrease its priority.

4. Select an audit rule and click A icon to increase itspriority.
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5. Click OK.

NOTE: After you have created an audit rule, you can click the Modify icon k4 to modify it.

10 Create Audit Policy

By creating a new audit policy, you can ensure that you audit only the objects you require such as specified Files,
Folders, Directories, Events, and Processes.

There are three default policies:

e Audit All: Select this policy to audit all objects on the File Server.

e Audit Shares Only: Select this policy to audit the shared folders only.

Audit All but Shares: Select this policy to audit all except shared folders.

For customized auditing, you need to create an audit policy with the desired object monitoring list. While creating
a policy, an administrator can set the priority of policy rules to streamline the audit report further.

The following steps explain how to create new audit policy. Once this is done, you can associate it with an audit
rule to audit only selected objects.

1. Navigate to the Audit Policies in the left pane.

Page 68

Y
FH

Lepide USA Inc.



Lepide Data Security Platform File Server Advanced Guide

~“C) Audit Policies
Get an overview of all applied audit policies, Use options to Add, Modify and Remove audit policies according to need.
Policy Name Description
» L Audit Al All Drives, Files, Directories, Events, F 5 Included Di ies
@Audlt Shares Only All the Shared folders wil be audited. [ All Directories
@Audit all but Shares All drives, Directories, Files, Processes and Use| ] Included Events
{5l Events
-] Included File Masks
[ All Files
-] Included Processes
i All Processes
-] Monitoring Time
@Always
£ > £ >
® Audit Policy is a combination of objects and defines what exactly will be audited on a File Server, An Audit Policy is used to define Audit Rule for a File Server,
Figure 84: Audit Policies section
2. Atthe top of the Policy Name section click the @ icon to add a new Policy
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Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Palicy Name : | | |

Description : | |

Objects : [Directory || @ Add

Mame - _?7 Madify

FJI type of access to "All dives, directores and files” by all processes will be
udited.

o [ ]

Figure 85: Add New Policy Wizard

3. Enter the Policy Name and description.
4. Now, select the type of object list from the drop-down menu.

a. Directory

b. File Mask
C. Process
d. Event

e. Monitoring Time
5. There are different ways to add each object list which are explained as follows:
a. Add Directory: Follow the steps below to add a directory.

i. Select Directory and click Add to open the following dialog box:
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X

Add directory to policy. By default all directories will be
audited.

Select directory to add to directory list:
Directory Name e Add +

] Al Directories

| oK | | Cancel |

Figure 86: Add Directory

If you wish to add all directories, check the All Directories box. Uncheck this
option to add a customized list of directories.
ii. Click the Add button to access the following options to add the directories:
e Manually: Select this option to add a directory manually with its name. It
displays the following dialog box.

Enter Directony Name : | |

| QK | | Cancel

Figure 87: Add Directory Manually

Enter the name of the directory and click OK. It takes you back to Add
Directory dialog box, which now displays the name of the added directory.
e Scan: Select this option to scan the File Server and select the directories

from the list.
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File Servers : | 192.168.40.242 - |

-0 CR_1AS6D.tmp ~ ¥ Directory
Ao vl [#] C:\Users\administrator\Documents
= C\Users

E1{ Administrator
- AppData
t-{  Application Data
/i Contacts
b+ Cookies
t-{  Desktop

[4
[4
[4
[4
-
[4
[4
[4
[4
[4

t-{_ Downloads

+-{  Favorites

f 7 Links -
f-0  Local Settings |
H-{+ Music

~{_¢ My Documents
[#-{ = NetHood

[#-{ 7 Pictures

#-{ = PrintHood

-{ 7 Recent hd
< m HE

o|le]

| QK | | Cancel |

Figure 88: Scan and Add Directory

In the Scan and Add dialog box, select the name of File Server from the drop-down menu. It
lists all directories in a tree structure on the File Server in the Left Panel. Expand the nodes to

access the directories. Select a directory and click the icon to add it.

In the Right Panel, you can uncheck the directories which you do not want to add. To remove
a directory from the added list, select it and click the @ jcon to remove it.

After you have selected the directories, click OK. It takes you back to Add Directory wizard.

e Default: You can select this option to add the selected default directories on the File Server. It
displays the following dialog box.
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Select from default directory:

r System Commaon Directories
[] system3z
[ ] winpows
[ ] Program Files
[ ] commonFiles
[] Application Data
[] Temp
[] all users

Figure 89: Add the Default User Directories

Select the desired default directories and click OK. It takes you back to Add Directory wizard.
il. 'You can add the directories using any of the above methods. The added directories
are listed in the dialog box.
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b

Add directory to policy. By default all directories will be
audited.

Select directory to add to directory list:

Directory Mame o Add -
C:\sers\Administrator \Documents

[ ] All Directories

QK | | Cancel

Figure 90: Displaying the Added Directories

iv. To delete a directory, you can select it and click the Remove button.

v. Click OK after you have added the required directories. It takes you back to the Add
New Policy wizard, where all added directories are listed in the section as a
separate category named Directories.
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Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Policy Mame : new palicy

Description | | |

Objects : |oirectory || @ Add
T

4 Directories - (®Indude  (C)Exdude
Ci\Jsers\Administrator\Documents
4 Events (®Indude  (_JExdude -
All Events -
4 File Masks (®indude  (C)Exdude
All Files
4 Monitoring Time
Always -
. s T B | i T B |
| type of access to "All Files, Drives and selected directores” by all Process wil
e gudited.
oK | | Cancel

Figure 91: List of Added Directories

You can expand or collapse the Directories categories.
vi. You can click the Include radio button to include the list of added directories in the

auditing, which means that only the listed directories will be audited.

vil. Click the Exclude radio button to exclude the list of added directories from auditing.

After adding the directories, if you click Add button again for adding further directories,
then the Modify Directory dialog box appears on the screen. Follow the same steps as
listed above to add or remove the directories.

b. Add File Mask: You can specify the name or extension of the files to be monitored in File
Masks. Follow the steps below to add the File Masks:

i. Select File Mask in the Objects drop-down menu and click OK. It displays the Add
File Mask dialog box:
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Lepide Data Security Platform

Enter policy name, description and add object(s).

Enty

ra{ Add files to policy. By default all files will be audited.

Des

Obid Select file mask(s) to add to file name list: :|
O Ad v

File Masks

"o

K|l

[ Al Fies

QK || Cancel |

[ ok [ caca |

Figure 92: Add Files to Policy

If you have checked the All Files option, then all files on the File Server will be added.

Uncheck this option to add a customized list of files.

ii. The process to add File Mask is same as when adding directories except for the
Default option.

Click the Add button to access the following options:
Manually: Click this option to add a file mask manually by providing its

name.

Enter File Mame : | |

| DK | | Cancel

Figure 93: Add File Mask Manually
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Provide the name or extension of the file and click OK. It adds the file mask and takes
you back to Add File Mask dialog box.

e Scan: Select this option to scan the File Server and add the selected files.

Fie Servers : | 192.168.10.191 * |

Ellik‘I File Server S ¥ Directory
- @%32:6810 e [+] E:\Data‘\Aadhar (India)
w3 ¢
w13 o
H@Q E:
m-[ ] $RECYCLE.BIN
) Arpit_kt
=Wl Data
L Aadhar (india)
-] Data Set o
I:t: DSAR - Performan
-] Lepide DDC Agent
I:t: Mew folder
-5 New folder (2)
&[] New folder - Copy
&-1 Mew folder - Copy
-] New folder - Capy
D:: Mew folder - Copy w

< >

DK | | Cancel

Figure 94: Scan and Add

- Select the files in the left panel and click the icon to add the file mask.

- Inthe Right Panel, you can uncheck the files which you do not want to add.

- Toremove a file from the added list, select it and click the @ icon to removeit.

- Afteryou have selected the file masks, click OK. It takes you back to Add File Mask dialog
box, which displays the list of all added File Masks.
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Add files to policy. By default all files will be audited.

[

Select fie maskis) to add to file name list:
File Masks O A -

=TAT L
1

[] A0 Fles

OK || Cancel

Figure 95: Add File Masks

ii. To delete a File Mask, you can select it and click the Remove button.

iv. Click OK after you have added the required file masks. It takes you back to Add
New Policy wizard, where all added File Masks are listed in the section as a
separate category named File Masks.
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Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Policy Mame : | Policy_193 |

Description : | Policy for Section 34 |

Objects - [Directory - || @ Add

4 Directories (®)Indude  ( JExdude -
R
D:\1.65_TB Data'combined Mew folder\Mew folder - Copy ...

| type of access to "All Files, Drives and selected directories” by all Process will
e audited.

QK | | Cancel

Figure 96: Enter Policy Name

You can expand or collapse File Masks categories.
v. You can click Include radio button to include the list of added file masks in the

auditing, which means that only the listed file masks will be audited.

vi. Click Exclude radio button to exclude the list of added file masks from auditing.

After adding the file masks, if you click Add button again for adding further file masks then
Modify File Mask dialog box appears onscreen. Follow the same steps as listed above to
add or remove the file masks.

c. Add Process: Follow the steps below to add the processes.

i. Select Process in the drop-down menu of Objects and click OK. It displays the Add
Process dialog box:
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x

Add process to policy. By default all processes will be
audited.

Select process to add to process list:

Process o Add

[C] 41 Processes

| 0K | | Cancel

Figure 97: Add Processes

If you have checked the All Processes option, then all processes running on the
File Server will be added. Uncheck this option to add a customized list of processes.
i. Click the Add button to access the following options to add the processes:

e Manually: Click this option to add a process manually by providing its
name:

Enter Process : | |

| 0K | | Cancsl |

Figure 98: Add Process Manually

Provide the name of the process and click OK.
It adds the process and takes you back to Add Process dialog box.
o Default: Select this option to choose the processes from a predefined list.
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Default Process List:

1 r System Common Process -~ I
[ ] LepideFsASettings.exe

[ ] LDSPCommunicator.exe

[] zervices.exe

[] lasrv.exe

[] LepideDataSecurityPlatform.exe
[ ] LepideTHAPro_AlEny.exe

[ | LepideTHAProBSNSHRS, exe

[ ] ExchBGCS. exe

[ ] LepideDDCCheckExe exe

[ ] LepDsRS.exe
[] LepideDDCAgentService exe "

Figure 99: Add Processes

Check the boxes of those processes, which want to add. Click OK after you have made
your selection. It takes you back to Add Process dialog box that now shows the list of
added processes.
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¥ Add process to policy. By default all processes will be
4 audited.

i Select process to add to process list:

Process = & Add -

mLeﬁdﬂDﬂta.EmﬁtfPhlfDﬂn.z.x:m

TAS_AlEnv.exe

LepideEnumADUSrGrp. exe

LDSPCommunicator . exe

LepideTHAPro_AllEny . exe

1 | LepiderredefinedAlerts. exe

Cloudnll nader | iniversaldadit. sxe o
[] Al Processes

T Ao T

g 0K || Cance

Figure 100: Add Process to Policy

iii. To delete a process, you can select it and click the Remove button.

V. Click OK after you have added the required processes. It takes you back to Add
New Policy wizard, where all added Processes are listed in the section as a
separate category named Processes.
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Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Policy Name : |puliqr1 |
Description : | |

Objects : |me:ess

Name ~ A # Modify
4 Directories (®)Indude  (C)Exdude
M:\700 of 2100 Shares_M\OLepide

4 File Masks (®)Indude  (Exdude
abc.docx

4 Processes (®)Indude  (Exdude
ChecdkExes.exe

CheckRemaoteRun, exe
CloudDiLoader . exe

| type of accessto Al drive, selected directories, Selected files, by selected
BS5E5.

oK | | Cancel |

Figure 101: List of added processes

V. You can expand or collapse the Processes categories.

Vi, You can click the Include radio button to include the list of added processes in the
auditing, which means that only the listed processes will be audited.

Vil. Click the Exclude radio button to exclude the list of added processes from
auditing.
vii.  Click the Modify button to modify a process. Follow the same steps as listed above

to Modify the processes.
iX. Click the Remove button to remove a process
d. Add Event: Follow the steps below to add events.

i. Click the Add button to access the following dialog box, which has two tabs, File
Events and Folder Events:
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x

Add events to policy. By default all events will
be audited.

Select Event List

=] File Events {5 Folder Events
[ [5] content View
31 OpenMadify (Fail)
] @Read
M b copy
3] iCreate
] SDelete
] il‘l’love
| aRename
1 = Madify
3] @Security Change (Permissions)
1 @Semrity Change (Auditing)
%} @Semriw Change (Owner)
| @Pmperty Change

Un-gelect All

| 0K || Cancel |

Figure 103: Add File Event

x

Add events to policy. By default all events will
be audited.

Select Event List

= File Events (2| Folder Events
[1 E!Open (Fail)
[ ‘g create
| ";aDeIete
%] 'ﬂMove
A @Rename
[1 fﬂ'Semrity Change (Permissions)
(1 %Security Change (Auditing)
[ f-;ﬂ'Security Change (Owner)
[ By share Creats
[ B share Remove
[ %Property Change

Un-select Al

| 0K || Cancel |

Figure 102: Add Folder Event

ii. In both tabs, you can check the boxes of the events to be added.

ii. You can uncheck the events, which you do not want to add.

iv. Click OK after you have selected the required events. It takes you back to Add New
Policy wizard, where all added events are listed in the section as a separate

category named Events.
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Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Policy Name : |puliqr1 |
Descripion : | |

Objects : |E'.-er|t -

Q add

| Hame N Al P Modiy
T e
File - Content View

File - Copy

File - Create

File - Delete

File - Modify

File - Move

File - OpenModify (Fail) y

F:hded type of accessto "All Files, Drives, Directories” by all Process ones wil

audited.

QK | | Cancel |

Figure 104: List of Added Events

V. You can expand or collapse Events categories.

vi. You can click Include radio button to include the list of added events in the auditing,
which means that only the listed events will be audited.

Vi

Click Exclude radio button to exclude the list of added events from auditing.

After adding the events, if you click Add button again for events, then Modify Event dialog
box appears onscreen. Follow the same steps as listed above to add or remove the events.

e. Add Monitoring Time: Follow the steps below to add monitoring time.

i. Select Monitoring Time in the Objects drop-down menu and click Add button to
access the following dialog box:
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Audt Duration © | ahways - |

L o i g = =

Figure 105: Add Monitoring Time

ii. Select any of the following options in the drop-down menu.
e Always: Select this option to audit always.

e Daily: Select this option to audit daily. You need to provide the start and
end time for the auditing.
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Audit Duration : |Dai\|r A |

| oK | | Cancel |

Figure 106: Add Daily Monitoring Time

o  Weekly: Select this option to audit on a weekly basis.

Audit Duration : [ Weekly - |
Select week dayls)

[ Monday [ Thursday [ Sunday
[ Tuesday [ Friday
[JWednesday [ Saturday

| oK || Cancel |

Figure 107: Add Weekly Monitoring Time

Define the start and date time. Select the days on which the auditing will be
performed.

Y
FH

Lepide USA Inc. Page 87



Lepide Data Security Platform File Server Advanced Guide

e  Monthly: Select this option to audit monthly.

Audit Duration : |MonLHy e |
Select monthis)
[1Jan [IFeb ] Mar [ Apr
IMay Mdun dul g
[15ep [Joet [T MNow [1Dec
(®)5etDay: |1 %
OThe  First Monday

| oK | | Cancel |

Figure 108: Add Monthly Monitoring Time

Define the start and end time for auditing. Select the months and define
the day on which the auditing will be performed.

e One Time Only: Select this option to run the auditing only once at the
selected date and time.

X

Audit Duration : |0ne'l'rne Only - |
t

SetDate: |10f 6/2022

!
i
| ok || cancel ]
Figure 109: Add One-Time Monitoring
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ii. Select the required option and provide the necessary input for it as explained
above.

iv. Click OKto add the selected monitoring time. It takes you back to Add New Policy
wizard, which now shows the added monitoring time.

6. After you have added the required objects of the different categories such as directories, file masks,
processes, and events, you can now select whether or not to include the entire category in the
auditing.

L M

Enter policy name, description and add object(s).

Enter policy name and click Add button to add objects.

Polcy Name : ||:|ulic5r1 |
Description - | |

Objects : |Evcr|t -

O 4dd

. Name Al AP Moy
e S
File - Content View

File - Copy

File - Create

File - Delete

File - Modify

File - Move

File - OpenMadify (Fail) y

F:hded type of access to "All Files, Drives, Directories” by all Process ones wil
audited.

QK | | Canced |

Figure 110: Added Objects in Different Categories

7. The defined monitoring time specifies when the auditing will be done.
8. You can select a category and click Remove button to remove it from the auditing list.
9. Click OK to create the new audit policy.

10. If the notification appears, then you must update the agent as well.
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NOTE: You can follow the above similar steps to modify an existing user-created audit policy. The software also

allows you deleting an audit policy.

11 Add User Group

You can create Users Groups of the selected users in an organization to apply similar policies over the groups.
With the User Groups Section, you can create a group of individual users. The users of the user group are assigned
a common policy and the users added to the User Group List are by default added to the User List.

Click User Group option on the Left Panel to add, modify, or delete the user group. Follow the steps below to

add a new user group.
1. Click 0 icon, Add New User Group dialog appears.

2. Enter the name and description of the new user group.

Enter group name and add users to the group.

Add MNew User Group.

Group Name : | | |

Description : | |

Select user to add to user group:
User Mame Domain File Server User Type o Add -

Apply Policy : | Audiit Al - |

o [ ]

Figure 111: Add User
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3. Click Add button and select any of the following options to add the users.

QMdv ‘ ‘

From AD k Users
Fanually Group
Local User Containers/ Qs

Figure 112: Options to add the user accounts

a. From AD: Select this option to obtain the users from Active Directory to form a user group.
It contains the following options.

i.  Users: You can select this option to add the users of Active Directory.

Add users from Domain.

Select Domain : |IdspE - |

Mame Object-Class Distinguished-Mame >
; SDUPLICATE... user CMN=Diasari Mahanth, DU =Lepi
; $031000-TO... user CN=Exchange Online-Applicat
; 09,Feb1 user CM=08 Feb1,CN=Users,DC=l
4o 09Feb user CN=09 Feb,CN=Users,DC=Ids
& 12 %5 user CN=12@\#$,0U=Arpit OU,DC
& 1234 user CN=1234,0U=1212,DC=ldsp"
; 258/ug user CMN=25Aug,CN=Users,DC=lds
; 25thuser user CN=25thuser,OU=Abhishek C
; 268ug user CMN=25Aug,CN=Users,DC=lds
; 295ep user CN=295ep,0U=Test131,0U=
5 295ept user CMN=295ept,OU=Test131,0U-
& 3Tier user CN=3Tier,OU=3Tier 5P16,DC:
; 3TierFarm user CN=3TierFarm OU=3Tier 5P 1¢
; 3TersQL19 user CN=3TierSQL19,0U=3Tier 5P w
£ >

o o ]

Figure 113: Add users from Active Directory
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Follow the steps below to add the users:

e Select the domain from the drop-down menu or type a domain name
manually.

e Click Find to list all available users.
You can tap and hold CTRL button to select multiple users.

e C(lick OK to add the users.

It takes you back to Add User wizard, which now shows the list of added users.

ii.  Groups: You can select this option to add the users from a group.

=
Add users from Group.

Select Domain : [ LDSPS - || Find
Mame Object<Class  Distinguished MName "
<P ogpp group EN=ggpp,0L=0U1,0C =k
&7 GHIKL group CM=GHKL, 0L =GPOU, 0L

P GlobalSec_G1 group CM=GlobalSec_G1,0U=GF
4 group
Qroup

group

group
group

ok || Cancel

Figure 114: Select the Groups
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Follow the steps below to select the group. All users in the selected group will be
added.
e Select the domain from the drop-down menu or type a domain name

manually.
e Click Find to list all available groups.
e You can tap and hold CTRL key to select the multiple groups.
e Click OK to add the groups.

It takes you back to Add User wizard, which now shows the list of users added from
the selected group.

ii. Containers/OUs: You can select this option to add the users from a container or
organizational unit.

Add users from Containers/OUs.

Select Domain : | Idsp5 - | Find

Select Cortainers/Qls:

=[] fgg LDSPS ~
B-O00 1212

----- O - 3Tier sP15

-0 [ Abhishek OU

..... O E; Arpit OU

----- O - Arpit_Test_AD

..... O E; ArpitRI

-] [ Ashish Tyagi

----- O Builtin

----- O - Bulk Users

----- 11 - client escalation

----- O clients Computers

----- O Computers

----- [ Domain Contrallers

----- [ ForeignSecurityPrincpals

Figure 115: Add Users from the Container or Organizational Unit
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Follow the steps below to select the container of which all users will be added.

Select the domain from the drop-down menu or type a domain name
manually.

Click Find to list all available containers or Organizational Units.

Check the boxes of containers or organizational units, from which you want
to add the users.

Click OK.

It takes you back to Add User wizard, which now shows the list of users added from

the selected container.
b.  Manually: Select this option to add the user manually by providing its username and name
of its domain or computer.

Enter user name.

Add user manually.

Enter User Name | Admin]|

| Add | | Cancel

Figure 116: Add User Manually

Follow the steps below to add a user manually.

i.  Enter the username.

ii. Enter the name of the domain or computer.

iii. Select whether it is alocal user or a domain user.

iv. Click OK to add the user. It takes you back to Add User wizard that shows the
added user.

¢ Local User: Select this option to add the local users.
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Add user from local computer.

Select Domain/Workagroup |dn‘|opc v| | Search |

Select user(s) from the following file serveris) list.

| QK | | Cancel |

Figure 117: Add Local User

Follow the steps below to add the local user.

Select the domain from the drop-down menu or type a domain name manually.
Click Find to list all available computers and their local users.
Check the boxes of the users, which you want to add.

Click OK. It takes you back to Add User wizard, which now shows the list of added
users.
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4
[ n
Enter group name and add users to the group.
f
Add New User Group.
Group Mame : | David |
Description : | Just for Demao |
Select userto add to user group:
Iser Mame Domain/File Server User Type Q@ Add +
ldsp5Y09Feb ldsp5 Domain User m
|dsp5y1234 |dsp5 Domain User _
Admin
Apply Policy |po|ic5-'_1'93 - |
| QK | | Cancel |

Figure 118: List of Added Users

4. To remove the user(s), you can select the user(s) and click Remove button.

5. You can use the drop-down menu of Apply Policy to select the audit policy applicable for the added
users. It lists three default audit policies (Audit all, audit shares only, and audit all but shares) and all
customized audit policies created in the software.

6. Click OK. It creates the user group for the selected policy.

7. The notification appears on screen to update the agent. You have to update the agent to make the
modifications in the auditing of the File server.

NOTE: Perform the same steps, mentioned above, to modify an existing user group. The software also allows
you deleting a user group.
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12 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.
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