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Lepide Active Directory Self Service Configuration Guide

1 Introduction

Welcome to the Installation and Configuration Guide for Lepide Active Directory Self Service. In this guide, we
have covered the steps required for successful installation, uninstallation, license activation, and using Lepide
Active Directory Self Service for the first time. A brief overview of policy configuration has also been included
in this document.

2 System Requirements

Before you install Lepide Active Directory Self Service, make sure that your computer meets the following
requirements:

2.1 Minimum System Requirements

° Intel Processors
° 8 GB RAM
. Disk Space: 500 MB

2.2 Supported Platforms

One of the following Windows operating systems (Recommended):

° Windows Server 2016
° Windows Server 2019
° Windows Server 2022

2.3 Supported Browsers for Software Access

. Firefox 126.0 and above
o Google Chrome 119.0 and above
. Edge 126.0 and above

3 Installing Lepide Active Directory Self Service

To start the installation, download the setup file of Lepide Active Directory Self Service from
https://www.lepide.com/active-directory-self-service/download.html and save it on the disk. Make sure that
the host computer meets the entire system requirements as discussed in Section System Requirements of this
guide and has sufficient memory available.
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After you have downloaded the installer file, execute the following steps to install the software:

1. Double-click the Lepide Active Directory Self Service installer file. Click on Run & then Yes, to
run the File & The following LADSS Setup wizard will start:

‘{‘: Setup - Lepide Active Directory Self Service — >

m 1 Welcome to the Lepide Active
W Le p | d e Directory Self Service Setup
Wizard

This will install Lepide Active Directory Self Service 22,1 on
your computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

[ next> ] | cancel

Figure 1: Setup Wizard

2. Click Next to continue. The following dialog box is displayed:

‘{‘{ Setup - Lepide Active Directory Self Service — b4

Lcense Agreement \\\

Please read the following important information before continuing. \ \

Please read the following License Agreement. You must accept the terms of this
agreement befare continuing with the installation.

License Agreement A

Lepide Software Pvt. Ltd. Copyright © 2022, All rights
reserved.

Please read the license agreement carefully before
installing or using this product. You acknowledge that
you have read this license agreement, have

understood it and anree to he hound bv its terms_ T ~

(®) I accept the agreement
()1 do not accept the agreement

| <Back | Next> | | cancel

Figure 2: Setup Wizard License Agreement

§§§ Lepide USA Inc. Page>
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3.

Accept the license agreement and click Next

Configuration Guide

4. The user needs to enter the Web Server Port Number that can vary from 1 to 65535. Here,

5.
6.

7777 is the default port number

t‘t Setup - Lepide Active Directory Self Service —

Web Server Port \

x

Web Server Information ‘\\

\

Please enter web server port 80,443 or between 1024 to 65536 and then dick next.

Port:

| <Back | MNext> |  Cancel

Figure 3: Setup Wizard Port Information

After specifying the Port Number, click Next to continue

Here, the user can change the destination location for installing Lepide Active Directory Self

Service software. Click Next to proceed

W\
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}_‘{ Setup - Lepide Active Directory Self Service — *

Select Destination Location ‘\\

Where should Lepide Active Directory Self Service be installed? \ \

Setup will install Lepide Active Directory Self Service into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.,

C:\Program Files J\Lepide Active Directory Self Service | | Browse...

At least 563.3 ME of free disk space is required.

| <Back [ Mext> | | cancel

Figure 5: Setup Wizard Destination Location

{‘t Setup - Lepide Active Directory Self Service — >

Select Start Menu Folder ‘\\

Where should Setup place the program's shertouts? \ ‘

o
Setup will create the program's shotcuts in the following Start Menu flder.
-

To contirue, dick Next. If you would like to select a different folder, dick Brow:ze.

| epide Active Directory Self Servi | | Browse...

| <Back || Next> | = Cancel

Figure 4: Setup Wizard Start Menu Folder

7. Click Browse if you want to change the location of the shortcuts folder in the Start Menu and
then click Next

§§§ Lepide USA Inc. Page 7
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"

1 oetup - Lepide Active Directory Self Service - b4
Select Additional Tasks ‘\\
Which additional tasks should be performed? \ \
Select the additional tasks you would like Setup to perform while installing Lepide
Active Directory Self Service, then dick Next.
Additional icons:
[] Create a desktop icon
| <Back | Next> | | cancel
Figure 6: Setup Wizard Additional Tasks
{‘{ Setup - Lepide Active Directory Self Service — X
Ready to Install “\
Setup is now ready to begin installing Lepide Active Directory Self Service on
your computer., ‘ \

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)Lepide Active Directory Self Service

Start Menu folder:
Lepide Active Directory Self Service

| <Back [ mstal | | cancel

Figure 7: Setup Wizard Ready to Install
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8. Selectthe additional task if required and click Next. Setup is now ready to start the installation

process
9. Click Install to start the installation process

}‘: Setup - Lepide Active Directory Self Service — X
Installing A\\ ¥
Please wait while Setup installs Lepide Active Directory Self Service on your
computer, \ ‘
Extracting files...

C:'¥Program Files (x86)\Lepide Active Directory Self Service\tomcatibin\dr.exe

Figure 8: Setup Wizard Installing

10. When the installation process is complete, the following message box will appear on the

installation wizard:

‘{‘{ Setup - Lepide Active Directory Self Service -

{\t Le p | d e Completing the Lepide Active

Directory Self Service Setup
Wizard

Setup has finished installing Lepide Active Directory Self
Service on your computer, The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

[~ Run application after installation.

Figure 9: Setup Wizard Install Finished

§§§ Lepide USA Inc.
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11. Click the Finish button to complete the installation process and to run the application

4 Launching the Solution

Show Admin Login

Start Server
Stop Server

Exit Tray

Figure 10: System Tray Menu

Once the Solution is installed, it will be added to the system tray. Right-click on the icon and it displays four
options to choose from:

Show Admin Login: This option lets you directly go to the Admin Login section in case you have
closed the browser tab where LADSS was running previously

o Start Server: Choosing this option will start the application server
o Stop Server: Choosing this option will stop the application server
. Exit Tray: Choosing this option will remove the application from the system tray

5 Admin Login

Getting started with Lepide Active Directory Self Service is a straightforward process. As soon as you launch
the Solution, you will be prompted to login. Use admin as the default username and password for first time

use.

§§§ Lepide USA Inc. Page 10
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Wlepide &

Active Directory
Self Service

Admin Login  / User Login

admin

Figure 11: Admin Login

6 Add Domain

When you log into the Solution, you need to add the domain for which the self-service actions are to be
configured.

§§§ Lepide USA Inc. Page 11
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W™ Ep'df—,‘ Active Directory Self Service Qe o 8 I

EE Cashboard {:c:)} Canfiguraton Regorts %@’é Sugport

Manage Domain

ConyrghL 2022 Ligid Sullais Fruate Lissad

Figure 12: Manage Domain

To add a domain, follow the steps below:

1.
2.

vl

Type the domain name in the Domain text field

Type the name of the primary domain controller in the Domain Controller text field. You can also
provide the IP Address instead of the system name

Type the domain administrator name in the Username text field of the user who has the privilege
to reset a password and unlock an account in the particular domain

Provide the domain admin password in the Password field

Click the Save button

The new domain details will be verified and if correct, the domain will be successfully added. Now,
Lepide Active Directory Self Service is ready to be configured as required for self-service activities

NOTE:

The User can also restore the environment and added domain (if added earlier), after choosing a
valid backup file created earlier and then selecting Restore Database Option

6.1 User Account Privileges

The user account provided here should be a member of the following groups: Administrators, Domain Admins,
Enterprise Admins, Schema Admins, Group Policy Creator and Owner.

Follow the steps below to provide the rights mentioned above:

W\
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1.
2.
3.
4.
5.
6.

Go to Administrative Tools

Open Active Directory Users and Computers

Select User Properties

Click Member Of

Click Add Group

Select the following Groups: Administrators, Domain Admins, Enterprise Admins, Schema Admins,
Group Policy Creator and Owner

7. Click Apply and then click OK

Administrator Properties EE2

Terminal Services Profile I COM+ I Exchange General I
E-mail Addrezzes | Exchange Features | Exchange Advanced I
General | Address I Accalnt I Prafile I Telephones I Organization I
tdember OF | Dialin I Ervvironment I Sessions I Remote control
tember of:
Diomain Admins winy, rpd o] 86 comy gers
Dormain zers vy rpdc 1 86 cannd sers
Enterprize Adming w1 86, comd gers
Group Palicy Creatar Dwners wany rpdc 1 86 o zers
Schema ddming vy, pd ] 86, comy gers
< | i
Add.. | Bemove |
Frirnary graup: Damain Users
e e There iz no need ta change Primary group unless
_—HI you have Macintozh clients or POSE<-compliant
applications.

Ok I Cancel Lpmly Help

Figure 13: Administrator Properties
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6.2 Manage Domain

Multiple domains can be added and managed with Lepide Active Directory Self Service. Go to the manage domain
section and enter the details for the domain that is to be added. Existing domain details can also be edited, and
a particular domain can be set as the default domain.

R +
& © D tocihosts i Mansgebomain s 2 om ot h ot & % - O
RLepide Active Directory Self Service RO L& |+
B0 comers o T = [ g
Manage Domain
o
EISTE——

Snow 15+ enmes e

i * Defautt ey Domain Confroller R Detmte Lowre

o 1085200 oom socan Rz s Delegeion

Shouing 1107 o1 s prevows [

Copnud 202 Lepde S Piie s
@

Figure 14: Manage Domain

7 User Enrollment

This section allows you to enroll users with the software. You can send invites to users through email and ask
them to enroll with the Solution or bulk enroll them using CSV files.

7.1 Invite Users to Enroll

You can notify domain users via email to enroll themselves to use features like Self Reset Password, Unlock
Account, Update Active Directory Attributes, and Automatic Password Reset. You can schedule notifications to
be sent at prescribed times to all unenrolled users, for existing policies.

§§§ Lepide USA Inc. Page 14
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o EE x4 = O,
€ O O lownesriustmwinenastgp p2H e Dt B % - B

Wlepide Active Directory Self Service @B O A i e

LEFIDE ACTIVE DIRECTORY SELF SERVICES

Figure 15: Enrollment Notifications

7.1.1 Enroll Users through Notifications

You can send enrollment Notifications directly to all the OU Members that come under the selected policy. To
use this feature follow the steps below:

Click the enrollment notification tab

Select Policy from the drop-down list displayed

Enter the Policy Title in the displayed Title text field

Enter the policy text to be displayed in the text field

Select Notification Interval at Logon if you want the notification to be delivered immediately after
the user login

Select schedule on daily, weekly and monthly basis from the schedule drop down list

Select the time to display a notification

8. Click Save to finish

L e

N o

7.1.2 Schedule New Notification

You can create new notifications for sending notifications to users at scheduled times. Click the Add
Notification tab to get started:

1. Provide a name for the schedule.
2. Provide a Description.
3. Select the policy which is to be applied to the users who enroll themselves.

§§§ Lepide USA Inc. Page 15
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4. Select the time interval when the notification is to be sent. Choose from daily, weekly or monthly
options.
In the mail setting section, provide the sender's email address.

6. Provide a mail subject for the notification email.
Provide mail content that is to be delivered to users. The current URL
(http://localhost:7777/LADSS/UserLoginAction.do?method=populate) is for demonstration
purposes only and so will need to be edited.

8. Click Save to finish.

SR 1 oss x + - a8 x
€ O @ lochstT e menNotiiaLon sy P e 0o @m0
‘\“%Lep'de Active Directory Self Service 9B O A i +

Invite Users

Schadule Name:

Deserpzon:

Salest Bolcy

SUS @ pay () weeny ) Momhy

et [ (T

Mo Scttegs

Send Mal Flom Select emval v

Yo hive nol enrofied voursell wilh Leoide: Achve Dacelory Sefl Service. To

‘Conyrght 2023 Lecid Sufwsre Frvals Lintas

Figure 16: Enrollment Notification

7.2 Bulk Enrollment

This section allows you to enroll multiple users at once using a CSV file. You can also send notifications to users
who have been newly enrolled. The notification mail generally contains Question and Answer details for the
user to authenticate enrollment from their behalf.

To enroll users, follow the steps below:

1. Select the policy for which the preselected users are to be enrolled.
Click Browse and select the CSV file which contains user data.
Select the checkbox 'If already enrolled then skip enrollment’ to avoid enroliment of already
enrolled users.

§§§ Lepide USA Inc. Page 16
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4. Select the checkbox Automatically disenroll users deleted from AD to remove enrollment of
those users who have been deleted from AD.

5. Select Send enrollment status notification to Users to let respective users know about their
enrollment status. If selected:

- Provide the admin mail address from whom the notification email will be sent
- Provide a suitable email subject

- Provide email content for the body section of the email

6. Click Enroll to successfully enroll users in bulk

20 n uos « it =
€ C @ lowinost 17iBuEnomentsp E-R e
8

Wlepide Active Directory Self Service eu® A

EE oasmsard {@} comgurzton g Repons %’@ support Search by (lame | Emall, [Fecooman 4

Enroliment Through CSV

Seloct Poicy. LOSP200_ com poicy v
Import GSV file with Usemame, Question(sAnswer(s) and/or ane time password.

seectosv e [ChooseFie | No fie chosen

1 ehesty smabed, tan skip anralbnent

Automatoaly disenrol users detstan fiom AD

Enroll. Cancel

Figure 17: Enrollment through CSV

7.2.1 Download CSV

Click Download CSV to download a blank CSV file with the correct format to enter data. Provide a username,
a question and then an answer. For multiple questions, provide a question and then an answer and then the
next question and next answer. Check the sample CSV image below:
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2 muias
o = = B
o s ibri oA N S Wiap Test General ﬂ Bad Good Neutral Calculation o= el ;"“‘“‘“’” ﬂ =5
Ga copy E Fi -
Past -A- = - @ w o 5 . T insert Delete Format Sot& Findé
S romatraner | B4 UL b A EMerge aicenter » BB~ o, 5 | %2 % Input Linked cell Note 2l ueitcleomat] 77 rstay sort i o4
Clipboard | Font | Alignment. Al Humber n| Styles | Cells | Editing |
H9-c- -
[ AL - £ | SAM Account Name
A B I c D E 3 G H 1 ) K L ™ N o P a R s T u v w

[sam Account Name | Answer2

Questionl Answerl Question2

Il R NG N

Figure 18: Sample CSV File

8 Policy Configuration

Policies help to preconfigure self-service actions that can be performed by domain users. Once a domain is
added, a default policy gets automatically created for that particular domain. By default, self-password reset,
unlock account, and on behalf actions are included. More settings such as expiry notification schedule, self-
update attributes and automatic account unlock actions can be configured. This default policy can be edited or
new policies can be created as per requirements.

In order to manage a policy, follow the steps below:

1. Provide a policy name
2. Choose the domain for which policy is to be configures from the Select Domain drop-down menu
3. Select required OU's
4. The next step is to set permissions for the policy
a) Check self-password reset option if you want domain users to reset their AD account password
on their own
b) Check Self Unlock Account option if you want domain users to unlock their account on their own
c) Check Self Update Attributes option if you want domain users to self-update their AD attributes.
You can choose which attributes can be edited
d) Check Reset Password on behalf of User option if you want domain users to reset password on
behalf of their coworkers
e) Check Unlock Account on behalf of User option if you want domain users to unlock account on
behalf of their coworkers
f)  Check Set Password Expiry Notification option to preset password expiry reminder
A\\Y

A\\V

Lepide USA Inc.
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g) Check Automatic User Account Unlock option to allow software to automatically unlock expired
AD accounts after a specified time interval

5. Click Save to finish policy configuration.

W Lep'de Active Directory Self Service

28 @ g [T —
omtions criproion (5] rerors - ~FTT Soitor -
og . - B somn Sercn by e Emat i oran

@
i}
Q
>
==

Policy Configuration

Sel Permissions

[7] setpussmard st 7] seruosh Azt Sl Upesis Aotns
7] Uik saunton sl atUese 7] et Pavsvcdan el of sse St Passmond Expy Nebcston

Automstic Use Acoount Unlock st User Envalineat (Thraugh el Changs 'ssseard st rat logon

Figure 19: Policy Configuration

9 Multifactor Authentication

Lepide Active Directory Self Service allows users to authenticate using multiple options and validate their
account for unlock and reset activities. Users can validate through:

1. Security Question and Answer
2. One Time Password

Before performing any configuration, select the policy for which these authentication settings will be applicable.
Select the appropriate policy from the list of configured policies provided in the Select Policy drop-down menu.

9.1 Security Question and Answer Configuration

§§§ Lepide USA Inc. Page 19



Lepide Active Directory Self Service

Configuration Guide

Wlepide Active Directory Self Service @ e oA -
EE Dasheomd 5% cotmrton B resone Sigpot Seaioh by (e | Em) [seke Daman v
Multifactor Authentication Configuration bwn Tab

[7] Enable Qusston & Answer Connguralion

2 | Mumberof Sreteined Questions ess than 10 ablwes)

o | Mumteraf user Detea uestions (ess an 10 alwed)

5 | Mumteror

5 | Mumberef Craraciers i an Answer min $ and max 225

Mane Predcine Qlsstions

Question & Answer Policies

show (T2 <] entres

Policy name

LDSP200_com oy

Showng 1101 af 1 salres

Numbsrotwronn stempts 3 henussrbiockedter | 6wl ne

+  Predefined questions

Sesreh:

User defined questions Min Characters in question Min Characters in answer
] 5

Provous | 4| next

Figure 20: Select Policy

Manage Predefined Queslions

Predefined Questions List
* What was your childhood nickname?
Who was your childhood hero?
What is the name of the first undergraduate college you attended?

What is the name of the first school you attended?

* * *

What school did you attend for sixth grade?

# Denotes mandatory questions.

oW

13

Copyright 2022 Lepide Software Private Limited

Figure 21: Manage Predefined Questions

Question and Answer Settings

Enter the details as given in the table below to perform Q&A settings.

Number of Predefined Questions

Mention the number of predefined questions that you want the
domain users to select while enrolling. (Less than 10 allowed)

Number of User Defined Questions

Mention the number of user-defined questions that you want
the domain users to create. (Less than 10 allowed)

W\
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Number of Characters in User Defined
Question

Mention the number of characters that a user defined question
can contain. (Minimum 5 characters and maximum 225
characters allowed)

Number of Characters in an Answer

Mention the number of characters that an answer can contain.
(Minimum 5 characters and maximum 225 characters allowed)

9.2 One Time Password Configuration

This section allows you to configure OTP settings for self-service actions.

You can either enable sending OTP through both SMS and email or either one of them. If needed, the OTP

notification text can be edited.

You can also use the SMS and email settings link to perform required settings (if this has not been done

previously).

Multifactor Authentication Configuration

S Conguratior

<%0TP% OTP for <3aciy’s» Tom Lepie

[BSHS Sellngs

Enabs Emall Configuration

D “Heaseniamene.

act
=

Number ofwiong aempls | 5 tnen userbisckzater | &

D £ sees

SenamalFrom: Sekect ema

Campran 2002 Legide St Pivate Liriss

Figure 22: Enable SMS Configuration
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9.3 Authentication Mode

This option appears when both security questions and OTP have been enabled. You can choose whether users
authenticate themselves with both Q&A and OTP or just with either one of them.

Select Authentication Mode
® Any One (Select this option to allow users authenticate either through OTP or Q8A)
OBoth (Sekect this option to make users authenticate with both OTP and Q&A)

Figure 23: Select Authentication Mode

9.4 Disenrollment

Check this to dis-enroll all currently enrolled users with previous policies. If you have made some changes in the
authentication modes or created new policies and you wish users to register as per the new settings, you can
select this option to automatically dis-enroll them.

Dis-Enroll Users (All previously enrolled users will be dis-enrolled & a nofification will be sent fo re-enroll)

Send Mail From Select email.. A

Mail Subject: Active Directory Self Service Disenroliment.

Mail Content. Dear <%userNameo=,

NEE L

There are some chanaes in the authentication policv so vou have to enroll

Save Cancel

Figure 24: Disenrollment

Users will receive a notification email informing them that they need to re-enroll with LADSS. You can select the
mail sender and edit the email subject and content.

§§§ Lepide USA Inc. Page 22
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10 E-mail Server Settings

You need to configure the Mail server for sending Scheduled Reports from the Solution. You can edit the
settings later if you want to use another Server as per your mail server. Multiple exchange servers can also be
configured for using specific mail servers for different domains.

e To perform mail server settings, click the E-mail Server Settings option under the Configuration tab.

Wlepide Active Directory Self Service @ e 08 "
B oastacss G corguson [B) meons W sen Search by iame | Emih [3ea Dorain
E-Mail Server Settings

Exchaage Server

Bort

Use ssL

st SWTP Authenieatin

From Adtress:

‘szt Palley

Saved Settings

Show [T0 <] entries Search;
Actions 4 Exchange Mall Server Sender Address Port Configured SSL Applied On Folicy
L | 192368112150 Ran2@Iesp0c.com = Ha LOSP208_curn paicy

Showing 1l 1 of 1 enlies Previos | 1 [ mem

Figure 25: Email Server Settings

To configure email server settings, follow the steps below:

Exchange Mail Server: Type the Exchange Mail Server Name or IP Address.

Port: Enter mail server port number.

Use SSL: Enable secure socket layer connection if applicable.

SMTP Authentication: Provide SMTP Username and SMTP Password in the given fields.

A A

From Address: Provide sender's Email address in the given field. This email address will be used for
sending all the scheduled reports.

6. Click Save to complete adding email server. It is recommended that you use the Send Test Email
button to test the mail server configuration.
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11 SMS Server Settings

To send OTP via SMS, you need a GSM modem and a SIM card for communication. Install the modem on the
system where the software is installed. SMS data charges will apply as per your service provider.

Alternatively, you can configure SMS Server Settings through SMS Gateway via get & Post Method by providing
the HTTP/(s) Url and Parameters along with a mobile Number as shown in the image below:

5]
*
+

i

Wl epide Active Directory Self Service o
B0 cuows  {OY commeen  [B] meen  GH s Semen oy e | Eman EEE—

SMS Server Settings

vvvvvvvv

nnnnnnnnn

ol 2022 Lopide Setsrs Pivale Linisd

Figure 26: SMS Server Settings

To configure SMS server settings through GSM Gateway, follow the steps below:

The SMS Provider is by default selected as GSM Modem

Enter the COM Port number as 3

Enter the Number of Attempts to be made for sending the OTP

Enter the Time-out value until which the software will attempt sending the SMS

LA A

Enter the Baud Rate value. It is the rate at which information is transferred into your
communication channel

Enter a valid Recipient Mobile Number from which the SMS will be sent

Click Save to complete the SMS settings. It is recommended that you use the Send Test SMS
button to test the SMS server configuration.

N oo
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Figure 27: SMS Server Settings

12 Connection Settings

Web Server settings can be updated to change the port number. By default, the preconfigured HTTP port
number is 7777. The given port number is used to connect with the software from anywhere in the domain.
1. Configure HTTP Port: You can change and enter another port number as per your priorities
2. Set User Session Expiry duration: Select the time interval after which user session will
automatically expire if no activity has been performed in the selected time
3. SSL Port [HTTP]: Select the Use SSL Port [HTTPS] check box if Secure Socket Layer (SSL) is used in
your network. LADSS automatically uses a default certificate to populate the HTTPS port field
4. To import your own SSL trusted certificate, click on the SSL Certification Tool tab. Enter the
required company details and generate a CSR file. Follow the onscreen process to successfully
incorporate SSL security.
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Figure 28: Connection Settings

13 Password Synchronization

Password Synchronization enables the synchronization of third party applications and allows you to reset those
particular passwords from the solution itself. Currently, password sync is supported for Office 365, IBM AS400
and Google Apps.

Follow the steps below to enable password synchronization:

Enter profile name of your choice

Provide a description

Select the policy on which the settings will be applicable
Now select the Application type

A wnh e
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Figure 29: Password Synchronization
Application type details for IBM:

1. Enter IP Address of your IBM Server.
2. Enter Username of the server account.
3. Enter Password

Select Policy: LDSP200_com policy

Application Type: | IBM AS400

Application Type Details

|P Address:

User Name: admin

Password:

Figure 30: Application Type Details
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Application type details for Google Apps:

1. Browse and select the P12 Key File. To generate a P12 key file, refer to this link:.
https://www.lepide.com/guide/ladss-generate-P12-key.pdf

Enter the service account email address.
Enter Domain name

4. Enter Username

Select Policy: LDSP200_com policy W

Application Type: | Google Apps v

Application Type Details
P12 Key File Choose File | No file chosen
Help

Service Account
Email:

Domain Name:

User Name: admin

Test Connection

Figure 31: Application Type Details for Google Apps
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Application type details for Office 365:

1. Enter the domain name of your Office 365 account.
2. Enter avalid username
3. Enter password

Select Policy: LDSP200_com policy %

Application Type: | Office 365 v

Application Type Details

Domain Name:

Prerequisites

User Name admin

Password:

Test Connection

Figure 32: Application Type Details for Office 365

You can test the connection in every case after entering the respective details.

Account Link methods

1. Link AD users automatically: Use this method to link all users within the selected policy automatically.
2. Link as per user's request: Use this method to link accounts when a particular user requests for
synchronization.

3. Click Save to finish the password sync settings.
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Aceount Link Methods
(®) Link AD Users Automatically

() Link As Per User's Request

Save Cancel

Figure 33: Account Link Methods

14 Backup/Restore Database

The Backup/Restore Database settings section comprises of three sub-sections:

1. Create New Backup
2. SetSchedule Time
3. Restore Backup

14.1 Create New Backup

In this section you can create a backup of the application's existing database. Running a database backup will
create a database export file and store it in your system.

To create a backup you need to click on the Backup button.

Lepide Active Directory Self Service stores the backup in a zipped file format in its system files where the solution
was installed. For example: C:\Program Files\Lepide Active Directory Self Service\tomcat\bin\backup

Account Link Methods.
(®) Link AD Users Automatically

() Link As Per User's Request

Save Cancel

Figure 34: Create Backup
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14.2 Set Backup Schedule

To schedule running a database backup you need to execute the following steps:
1. Select the Daily, Weekly or Monthly option.
2. Select the backup process start time from the dropdown.

3. Click on the Set button to complete the process.

You can enable or disable the automatic backup schedule option by using the given checkbox.

L
[> Password Synchronization

o . Enable/Disable automatic backup schedule.
¥ Application Configuration

Configure Admin Account Set schedule time:
Connection Settings

(®) Daily () Weekly () Monthly

Backup / Restore Database

GUI Rebranding Generate at: ‘ 10 v‘ Hrs ‘ 0 v‘ Min

Capicha Seitings
Backup path : Installation folder\Lepide Active Directory Self Servicettomcatibin\backup

General Setfings

Figure 35: Set Schedule Time

14.3Restore Backup

This section explains how to use an existing backup to restore the application's database.

Use the Browse button to select a backup file. Click the Restore button to restore the application's database

using backup.

Restore

Import Database Backup File to restore previous settings

Select Backup File: Choose File | No file chosen

Figure 36: Restore Backup
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15 GUI Rebranding

You can customize the application's GUI by using your company's logo and banner image. To rebrand the GUI
of the application you need to execute the following steps:

1. Click on the Browse button in the Select Banner Image field and browse a Banner Image file as per
your choice. Click on the Set button to upload the image.

2. Click on the Browse button in the Select Login Image field to browse a Login Image file as per your
choice. Click on the Set button to upload the image.

Wlepide Active Directory Self Service e e @8 ¥
EE Dastiooand {c:)} Confauraten g Revorts %gi’g Support Seareh by ihame | Ema [SoeciDoman

GUI Rebranding

e

Seiect Login Image Choose Fie | No file chesen

ian 72 72 pinels)

Somtmee e [T o techosn

(Image 5122 SneuId N @Acesd 60050 NG DIMENN ShoUld NE: b7 More Man 1098 X 1030 pixels)
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Figure 37: GUI Rebranding

16 Captcha Settings

You can enable captcha on the login pages and other self-service activity pages to ensure more authenticity
and an added layer of security.

Select the first checkbox to enable captcha on the Admin Login page.
For enabling captcha on rest of the options, first select the respective domain.

1. Select the second checkbox to enable captcha on the User Login page.
2. Select the third checkbox to enable captcha on the Unlock Account operation page.
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3. Select the fourth checkbox to enable captcha on the Reset Password operation page.

RLepide Active Directory Self Service ez @A |
HE ot £Oh conniurian Repats & suwon Scarcn oy ame | Ema [Sereoman
Captcha Settings

Enatie capicha on admin izgi page

Enanie captehs on user login page
Enadie capteha 50 Uniock aceount Speratan page
Enanie capicha on reset passworo operaton page

7] Enanie Uniock Accour ang Reset Passiord G o1 Loge page

Copyng 2022 Lacs Semsre Prvte Limtsa

Figure 38: Captcha Settings

17 Uninstalling the Solution

To remove Lepide Active Directory Self Service, follow the instructions below:
1. Click Start, go to Control Panel/Settings. The Control Panel window appears.

2. Double click the Add or Remove Programs icon or the Program and Features option (Windows 8
and above). A list of the programs installed on your computer appears.

3. Select Lepide Active Directory Self Service and click the Uninstall button. A backup instruction
message appears onscreen before un-installing the software.

Uninstall

Uninstallation is under process. Do you want to take a
backup before uninstallation?

Figure 39: Uninstall

§§§ Lepide USA Inc. Page 33



Lepide Active Directory Self Service Configuration Guide

4. Click the Yes button to take a backup at your preferred location and click Ok.

Browse For Folder *

Select the location for database backup

v Program Files (x38) -
Common Files

Google

Internet Explorer

Lepide Active Directory Self Service
Microsoft

Microsoft. MET

M5Build

Reference Assemblies

Windows Defender

Windows Mail

> Windows Media Player

> Windows NT

> Windows Photo Viewer v

VW W W Y W W Y Y

| Make New Folder | [ ]| canm |

Figure 40: Browse for Folder

Lepide Active Directory Self Service Uninstall

Are you sure you want to completely remove Lepide Active
Directory Self Service and all of its components?

| Yas | | Mo

Figure 41: Confirm Uninstallation

5. Click Yes to start the un-installation process.
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6. The uninstallation process is in progress.

Lepide Active Directory Self Service Uninstall

Uninstall Status \‘\

Flease wait while Lepide Active Directory Self Service is removed from your
cormputer.

Uninstalling Lepide Active Directory Self Service...

Cancel

Figure 42: Uninstall Status

7. The solution confirms whether you wish to keep the current settings or delete them. Click Yes/No as
required.

Uninstall | x |

Do you want ko keep the current settings? Selecting Mo wall delete the
saved settings and fior upgradation you will have to restore old settings
uging Backup ereated during uninstallation or reéenoll all the Users and
do the settings again,

fes . Mo

Figure 43: Choose Whether to Keep the Current Settings

§§§ Lepide USA Inc. Page 35



Lepide Active Directory Self Service Configuration Guide

8. Lepide Active Directory Self Service will be successfully uninstalled from your computer system.

Lepide Active Directory Self Service Uninstall H

Lepide Active Directory Self Service was successfully removed from
your computer,

Figure 44: Uninstall Confirmation

e Toremove the remaining elements, delete its program installation folder manually and then empty
the Recycle Bin as well.

o Afterfollowing the steps above, Lepide Active Directory Self Service will be uninstalled successfully
from your computer system.

18 License Activation

The free version of Lepide Active Directory Self Service offers a license for 50 Users only. When enrolling more
than 50 Users, you will need to purchase additional licenses.

To purchase licenses, contact our sales team at sales@lepide.com.

If you are using the free version of the product, follow these steps to purchase a license and activate it following
these steps:

1. Open the web interface of software and login with administrator credentials
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Figure 45: Login
2. The Dashboard is the default screen that opens up.
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Figure 46: Dashboard
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3. Go to the Support tab and click on License in the left pane.

"l ep\de Active Directory Self Service (=3 =RN N} 3
BB & E] & -
s it Report ) supon Scarth by (Nare | Ema) elect Darman
B cuoeas Gontan s 8 by e | v [
License Request License
Product name Lapide Active Diveciory Self Sarvica
Edilion: Fie
Licanse puchased 50 Users.
Auvallable license 50 Users.
Number of days left o
Licanse expiry date
Support expiry date Not Appicaie
| Grcoae ik | o e caoser Apply

Copyright 2022 Lapida Sorvara Piste Lk

Figure 47: License Details

4. Click on the Request License link on the right-top corner. License request file is saved by default on
this location: C:\Documents and Settings\User\My Documents\Downloads by the name of
adss(alphanumeric code).request.

5. Send this file to the Lepide Software sales team at sales@lepide.com.

6. Lepide will send you a license activation file as per the license purchased.

7. Save that file to the local disk.
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Figure 48: Select License File

8.

Open software web-interface and Go to the Support, License page. And click on Browse button
against the Select License File field.

9. Locate and add the license activation file to the path provided.

10. Click on the Apply button to activate the license. The following message appears.

License (%)

License successfuly apphed.

Figure 49: License Successfully Applied

11. Click on OK and the license details will be displayed on the screen:
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b Produc!l name: L epacte Active Directory Sell Semvic e
Edition: Ertesonse
License purchased: 100 Lses=
Availlable license: 92 Users
MNumber of days left: 55
Liconse oxprry diule: S, New 21, 2015
Support expay date Sot, Nov 21, 2015

Figure 50: License Details
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19 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/active-directory-self-service/

20 Trademarks

Lepide Active Directory Self Service, Lepide Data Security Platform, Lepide Data Security Platform App, Lepide
Data Security Platform App Server, Lepide Data Security Platform (Web Console), Lepide Data Security Platform
Logon/Logoff Audit Module, Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for
Group Policy Object, Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL
Server, Lepide Data Security Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner,
Lepide User Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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