W Lepide

CONFIGURATION GUIDE

NETAPP FILE
SERVER QUICK
START GUIDE



Lepide Data Security Platform NetApp File Server Quick Start Guide

Table of Contents

1 INEFOTUCTION .ttt 3

2 RequiremMents and Prer@QUISITES ..o 3

2.1 BasSiC SYSTEM REGUITEIMIEINTS ...ttt 3

2.2 SUPPOrted Servers fOr AUGITING ... ..o 4

3 NELAPP 7 = IMIOT @ .. 4

3.1 Prerequisites to AUt NELAPP 7-MOGE .. ... 4

3.2 ReQUIFE USEI RIGNTS ... 4

3.2.1 SEIVICE RIGNTS ..ot 4

3.2.2 LOCAl SYSTEM RIGNES ... 5

3.3 A NETAPP 7-MOT@ ... 5

4 NELAPP CHUSTEI MOTE ...t 12

4.1 Prerequisites to audit NetAPP ClUSLEr MOGE ..o 12

4.2 Recommendations for NetAPP CIUSTEr MOTE .........o.iiiiiiieieeiee e 13

4.3 Add NetAPP CIUSTEN MO ... 13

4.4 Steps after Adding a File Server COMPONENT ........oociiiiiiie e 18

DU PO L £t E ettt 23

B TFAUEMIAIKS ... 23
ALY

A\ Y

Lepide USA Inc. Page 2



Lepide Data Security Platform NetApp File Server Quick Start Guide

1 Introduction

The Lepide Data Security Platform provides a comprehensive way to provide visibility across Active Directory,
Group Policy, Exchange on-premises, M365, SharePoint, SQL Server, Windows File Server, NetApp Filer, and every
platform which can provide an integration with Syslogs and RestAPI.

This guide takes you through the process of standard configuration of the Lepide Data Security Platform for
NetApp File Servers.

If you have any questions at any point in the process, you can contact our Support Team. The contact details are
listed at the end of this document.

2 Requirements and Prerequisites

Before you start installing the Lepide Data Security Platform for File Server, make sure that your computer meets
the following requirements.

2.1 Basic System Requirements

e Required Processor
- Minimum dual-core processor
- Recommended quad-core processor
e Required RAM
- Minimum 4 GB RAM
- Recommended 8 GB RAM
e Required free disk space
- Minimum 1 GB
- Recommended 2 GB
e Any of the following 32-bit or 64-bit Windows Operating Systems.
- Windows Server OS: Any Server above and including 2008 R2
e Any of the following SQL Servers (local or network hosted) for storing auditing logs:
- Any SQL Server above and including SQL Server 2005 (standard or enterprise)

e .NET Framework 4.6 or later
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2.2 Supported Servers for Auditing

Audited Servers Supported Versions

NetApp Filer e NetApp 7-Mode Configuration

o Lepide Data Security Platform for File
Server successfully audits and report
events from NetApp Filer with Data
ONTAP™ 7.2 or later.

o The recommended version for the
availability of all features is ONTAP 7.3.4
or later.

e NetApp Cluster Mode Configuration (CIFS
Protocol only)

o 8.2.3 Clustered Data ONTAP or later.

3 Netapp 7 - Mode

3.1 Prerequisites to Audit NetApp 7-Mode

e The agent to audit NetApp Filer can be installed on any client system or domain controller, but it
requires GPMC.MSC (Group Policy Management Console) for installation.

e If you need the Permission Analysis of NetApp Filer, then we recommend you use synchronous
mode to connect to NetApp Filer.

3.2 Required User Rights

To install and work with Lepide, you need to have appropriate rights to the system where it will be installed. You
will also need to have appropriate rights to access Active Directory, SQL Server, Windows File System, and NetApp
Filer.

3.2.1 Service Rights

To run the service of Lepide after installation, you can select any of the following:
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e Alocal system administrator
e A member of Domain Admins Group

e Manage Service Account object

3.2.2  Local System Rights

The user should have the following permissions on the local computer where the software is installed:
e  Full access permission to the drive on which Operating System is installed

e Read/Write permissions in the registry

3.3 Add NetApp 7-Mode

After you have installed the Solution and configured the Lepide service to run with administrative credentials, you
can add a NetApp File Server for auditing.

Settings

=€ Component Management
U Fe seners Add Component

4% General Settings -
£ Delegation Control

4% Current Permissien Scan Settings|
[ Message Delivery Settings

+ 5B Default SOL Server Settings

L UEBA.

L.{3 Agent Settings

L. 48 LDSP Report Viewer (betz)

File Server Exchange Online

¥ —
et =)
SharePoint Online Cloud Components ‘Offfice 365 Session Recording “ .\ Universal Audit
> LA
</ L
(%] <

Added Component

Figure 1: Component Management Window

From the Component Management window, under the Add Component section, click on the File Server icon to
add this component to the solution.
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The File Server Settings Console dialog box is displayed:

W1 LepideDSP for File Server - Settings Consale

- O x
FILE VIEW HELP

- | (T
Add File Server I\DHe\p

=[] LepideDSP for File Server

{7 File Servers ' All File Servers

5 Audit Rules
L Audit Policies

Overview of file server configuration. Use options to add, modify file servers and options in tasks pane for other settings.
28 User Group
(& Backup &Restore

LEAGE S

Tasks

File Server Name/IP Domain/Workgroup Agent Status Auditing Status

"% Port Settings

W% Refresh

8 Install Agent

[ Uninstall agent
[# start Auditing

[® stop Auditing

@ Update Agent

3 Service Rights

@0 Domain Controller(s)

2, Data Classification Settings

<]

['@ audit Notification: OFF
m > =

@ File servers are the machines that are being audited for changes. Agent must be installed and auditing should be started to audit all the changes performed on file servers,

NUM

Figure 2: File Server Console

Here, you can click Add File Server icon O~ on the toolbar to add either of the following file servers:

e  Windows File Server

e  NetApp Filer

1. Click the Add File Server icon, O~ select Single then select NetApp 7-Mode.

O~ #f X
single 4 "E Windows
Multiple  »| %] Metapp 7-Mode

-

Ea Metapp Cluster Mode
W% pefresh H

B Install Agent

Figure 3: Option to Add Netapp 7-Mode File Server
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2. The Add File Server wizard starts:

Add File Server(s) you want to audit and click Next.

File Server Name/IF: | | | | 0 Add |

User Name: | |

Password: | |

Mote: Enter User Name in "MNetAppFiler\UserMame" format.

< Back | MNext = | | Cancel | | Help

Figure 4: Select File Server Type

3. Either enter the name or IP Address of NetApp Filer Name manually or click Add to select a NetApp
Filer from the network.

X
Add File Server from Domain.
Select Domain - || Find |
’_| Mame Distinguished-Name
(2] » o
< m >

Figure 5: Select a NetApp Filer
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4. Here, you can select a domain name and click Find to list the available Filers in it.
5. Select a NetApp Filer and click OK.
6. After the required NetApp Filer is selected, enter the login credentials of a NetApp Administrator to
add it.

7. Click Next to go to the next step, to provide the details of SQL Server to create a database for storing
auditing logs.

Please provide SQL Server information. i

Server Name ;| JERBEEREIIRES] |

Insert audit data directly to database from file server : es - e
(") Windows Authentication (®) SOL Server Authentication(Recommended)
User Name : | sa |
Password : | ssnssene | | Test Connection | Eé

NOTE: Windows authentication credentials only applicable for insert data from file server directly.
Database Option

(#)Create Database | LepideFSA DB |

() Select Database <Select Database>
NOTE: K you do not have SQL Server installed then click this link to download SQL Express edition.
https ./ Awww microsoft com/enin/download/details aspx%id=56840

| < Back ” Nead = | | Cancel | | Help

Figure 6: SQL Server Details to add NetApp Filer

8. Click the Server Name dropdown to select the desired SQL Server.

9. There are two authentication options available:

Windows Authentication: This mode can be selected if SQL Server is installed on the same computer
where the solution is installed.

SQL Server Authentication: Select this mode if SQL Server is installed on a remote or local computer.
We recommend that this option is selected.

Provide the username and password of a SQL user, who has sufficient rights to create the database.

10. Enter a database name in the database name field to create a new database. You can also select an
existing database created earlier by Lepide or another application.

11. Click Next

ALY
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The NetApp Agent Information dialog box is displayed:

@ Enter agent server details and click Mext.

This agent server will collect changes from the NetApp filer.

Server Name/IF: | 127.0.0.1

User Name: | COD‘\Administrator

Password: | T

Connection Type: () Asynchronous (@ Eynchronous, @

Mote: *Use "DomainiJserMame” format for User Mame,
* Agent Server system is used to install file server agent.

| Automatically change required agent server settings e

<Back | Nei> || Canced || Hep

Figure 7: NetApp Agent Information

12. Enter the details of the system where you wish to install the agent to collect the changes from NetApp
Filer.

NOTE: You can install the agent on another system apart from NetApp Filer. However, it is important to note
that the agent can only be installed on any one client system or the domain controller. We recommend
that you do not to install it on workgroup computers and the agent is installed only on the domain
connected Windows Computer and not on NetApp Filer.

13. Enter the name or IP Address of the agent system.

14. Provide the Username and Password of an administrator of the agent system to allow access to the
software to install the agent.
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NOTE: The provided user should be a member of Administrators, Domain Admins, Group Policy Creator
Owners, Enterprise Admins, and Schema Admins groups, at the agent system, to enable the auditing of
NetApp Filer. If the above rights are not assigned to the user, then follow the steps below.

a.  Go to Administrative Tools.

b. Open Active Directory Users and Computers.
C.  Select User Properties.

d. Go to Member Of > Add Group.

e. Select any of the following groups as per the above requirements.
i.  Administrators

ii. ~ Domain Admins
iii. Group Policy Creator Owners
iv. Enterprise Admins

v. Schema Admins

f. Click Apply and OK

15. Now you need to choose the Connection Type. Lepide provides the following two types of
connections with the NetApp Filer from the agent:

a. Asynchronous: This option is quick, but it cannot capture security details. It captures the
security events but does not show details.

b. Synchronous: This option captures security details, but the process slightly slows down the
performance of the Filer.

NOTE: If you need the Permission Analysis of NetApp Filer, we recommend using synchronous mode to
connect to NetApp Filer.

16. Certain changes are required in the Local Security Policies to allow the software to audit Filers. The
software provides a checkbox to make such changes automatically from its end.

17. If you do not want to go for automatic changes or face an error in applying these changes
automatically, then uncheck this option and make these manually.

18. Click the checkbox to make the changes automatically. The software displays the list of required
changes in the next screen and reconfirms it.
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Fellowing settings need to be changed on agent system to connect
9 with the MetApp filer.-
Metwork access: Let Everyone permissions apply to anonymous users:-
Enable
Metwork access: Restrict anonymous access to Named Pipes and
Shares:- Disable
Metwork access: Shares that can be accessed anonymously:- add
MNTAPYSRO.
Please reboot the agent system if reports are not being generated after
change settings.
Do you want to change these settings now?

Figure 8: List of Changes to be made for Audliting NetApp Filer

19. Click Yes to make these changes and to install the agent.

If you click No, then the changes will not be made, but still, the agent will be installed. Because of no
agent installation, the audit reports will not be generated in this case.

To generate the audit reports after clicking No, you must make these changes manually.
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Status...

Status:

Tasks Status
w( Instaling Agent for 192. 163.40.242 The operation complated successfully.

| < Back " Finish | Cance -

Figure 9: Installing the Agent for NetApp Filer

20. Click Finish to complete the process.

4 Netapp Cluster Mode

4.1 Prerequisites to audit NetApp Cluster Mode

e Please verify the settings on the NetApp Cluster Mode before installing the agent.

e Ensure that the time on NetApp Cluster Mode is synchronized with the time on the computer where
the solution is installed to get precise report timings.

e When you install the agent for NetApp Cluster Mode, use only the NetApp domain user.
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4.2 Recommendations for NetApp Cluster Mode

In NetApp, the auditing framework is provided by Data ONTAP. It is similar to the auditing performed on
Windows® Servers. This feature was available from the early versions of Data ONTAP, but NetApp itself
recommends using Data ONTAP version 8.2.3 or higher, which is the same as we recommend.

Auditing can be enabled on either CIFS shares or NFS exports.

e CIFS Auditing: It refers to auditing access events from NetApp filers through Windows clients/Mac
OS, which allows data access on the storage system using the CIFS protocol.

e NFSAuditing: It refers to auditing access events from NetApp filers through UNIX/Linux® clients,
which allows data access on the storage system using the NFS protocol. We currently do not support
the auditing of the NFS Shares.

4.3 Add NetApp Cluster Mode
Follow the steps below to add NetApp Cluster Mode for auditing.

1. Click the Add File Server button on the toolbar and click NetApp Filer.

-+ hl
Single L4 '.E Windows
Multiple k "El Metapp 7-Mode
r =] Metapp Cluster Mode I
&% Refrech
- Hil

Figure 10: Option to Add File Server

You can also click the o~ icon in the Right Panel, go to NetApp Filer sub-menu and click NetApp
Cluster-Mode.
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The Wizard to add NetApp Cluster Mode is displayed:

Please provide NetApp filer information.

MetApp Filer Name/IP : | Netapp-Corp20 |

User Mame : | Corp\administrator |

Password : sssssene |

[] Enable remote agent auditing

[=] Ihave Management Access.

Minimum rights needed to audit MetApp filer. ﬂ'

Back | Ment = || Cancel || Help

Figure 11: Wizard to Add NetApp Cluster Mode

2. Add the following details:

a. Domain Name: Enter the name or IP Address of the domain, where the NetApp Cluster
Mode is located, in the Domain text field.

b. User Name: Enter the name of a user, who is a member of Domain Admins group.
c. Password: Enter the password of the selected user.
d. Check the Box which says, | have Management Access.

3. Click Next

The Add File Server dialog box is displayed:
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Audit log configuration settings.

User Mame : | wsadmin |

Enter user name assigned with vsadmin role

Password : | [ —— |
Audit Corfiguration :
(1 Manual 1]
Volume Name : Enter volume name (case sensitive). Detect
(®) Automatic
Wolume Name : | dfs_logs |

Aggregate Mame : | agarl |

| < Back ” Mext = |‘ Cancel | | Help |

Figure 12: Audit Log Configuration Settings

4. Add the following details:
a. User Name: Enter the name of a user, who has vsadmin role. You can use the default

vsadmin user as well.
b. Password: Enter the password of the selected user.

c. Audit Configuration: Select Automatic Auditing. Select this option if you have not already
configured auditing. You need to provide the following inputs:

e Volume Name
e Aggregate Name
5. Click Next to proceed. The Solution enables auditing with the following settings:
e Log Volume Size :3 GB
e Logformat: XML
e Log File Size: 1 MB

NOTE: The Lepide Data Security Platform needs at least 3 GB of free space at the selected aggregate to

enable the auditing automatically.
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NOTE: The following error message may appear when you try to apply the Automatic Auditing option.

Add File Server x

Unable to create velume. 'aggrl’ aggregate is not in aggregate list of
Weerver SWMB32_04May.

Figure 13: Error Message while Enabling Automatic Auditing

To solve this issue, add the aggregate in the Vserver's list by the following command:
vserver modify -vserver <server_name> -aggr-list <aggregate_value>
To see whether the aggregate has been added to the list, use the following command:

vserver show -fields aggr-list

6. Click Next

7. TheSQL Server Information dialog box is displayed. Here, you need to provide the details of SQL
Server to create a database for storing auditing logs.
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Please provide SQL Server information.

Server Name : | 192, 168.40.242 |

Insert audit data directly to database from file server : Mo -
(O)Windows Authentication (®) SQL Server Authentication{Recommended)
User Name : | sa |
Password : | eeenene | | Test Connection | Eé

NOTE: Windows authertication credentials anly applicable for insert data from file server directhy.
Database Option :
(®)Create Datsbase | LepideFSA DB |

() Select Database <Select Database =
MNOTE: Kyou do not have SQL Server installed then click this link to download SGL Express edition.
hittps:/ A microsoft com/en-in/download/details aspx %d=56840

| < Back || Nexd = | | Cancel | | Help

Figure 14: SQL Server Details to Add NetApp Cluster Mode

8. Click the Server Name dropdown to select the desired SQL Server.
There are two authentication options under it:

a.  Windows Authentication: This mode can be selected if SQL Server is installed on the same
computer where the solution is installed.

b. SQL Server Authentication: Select this mode if SQL Server is installed on a remote or local
computer. We recommend that this option is selected.

9. Provide the username and password of a SQL user, who has sufficient rights to create the
database.

10. Enter a database name in the database name field to create a new database. You can also select
an existing database created earlier by Lepide or another application.

11. Click Next

The installation of the agent starts:
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=
Status... [
Status:
Tasks Status
Q/ Instaling Agent for 152, 168.40.242 The operation completed successfully.
€ m >
| < Back " Finish | Cance

Figure 15: Install Agent on NetApp Cluster Mode

12. Click Finish to complete the process.

4.4 Steps after Adding a File Server Component

A dialog box is displayed asking whether you want to apply a rule to the newly added file server:

Do you want to apply a rule
to newly added file server?

Yes No

Figure 16: Add Rule to the File Server Wizard
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13. Click Yes and create a new rule from the next window.

NOTE: You need an Audit Rule to start monitoring of the newly added File Server. If you want to skip the step of

creating a rule, then click No. However, the audit reports will not be generated until you create an Audit
Rule and update the agent. It is necessary to Update Agent if you are creating or modifying an Audit Rule.

Enter audit rule name and select file server to apply this rule and
click Next.

Create new rule or select existing rule to apply on selected file serveris).
(®) Creste new rule
() Use exdisting rule

Rule Name ‘ Test Rulg|

File Servers : 192,168.40,242

< Back | Neat > | | Cancel ‘ | Help |

Figure 17: Enter Rule Name and Select File Server

14. Enter a rule name and select the File Server for which you want to create the rule if it is not already
selected in the File Servers drop-down menu.

15. Click Next. The audit policies dialog box is displayed:

x

Select the policy type that will be applied in this rule. You can create
new policy using option in drop down.

Select Policy Type
(®)Selected Policy [ Audit Al -
(OIndividual User Policy
(O)Group Policy

[ <Back [ Med> |[ canced | [ Hep

Figure 18: Audit Policies
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NOTE: In this example, we are creating an audit rule with predefined policy. To create an auditing rule with a
user- configured policy refer to the Advanced File Server Configuration Guide.

For this example, we will select the Audit All policy:

X

Select the policy type that will be applied in this rule. You can create
new policy using option in drop down.

Select Policy Type
(®) Selected Policy |Audit Al M
(Oindividual User Palicy

(O)Group Policy

| « Back ” Next = || Cancel | | Help

Figure 19: Select Policy Type

16. Click Next
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4
Add users to audit in this rule and click Next. :
Select user or group to audit
Audit User All users -
Mame Type Add User
£ m >
< Back " Nead = | | Cancel | | Help

Figure 20: Add Users to Rule

17. Select All Users in the Audit User tab and click Next. The rule is applied to all users in this case.
18. Click Next

The Summary box is displayed:

™ Lepide UsA Inc.
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=
Summary ’
Fule Mame: Test Rule -
File Servers; 192, 165,490,242
Policy Type: Selected Policy -= Audit All
Audit User: All Users
|
W
£ >
< Back " Finish | | Cancel | | Help

Figure 21: Summary

19. Click Finish to complete the process. The newly added audit rule is displayed in the list.

20. Click Update Agent on all File Servers to apply new Settings notification and follow the on-screen
instructions to update the agent.

NOTE! Itis necessary to update the agent each time you change the applied Audit Rule. If this is not done, the

auditing will not be updated, and the reports will not include the new modifications when generated.

21. After you have created the auditing rules, Restart the main console, and go to the Audit Reports
tab in the main panel to view the reports.
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5 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the contact information below.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@Lepide.com

support@Lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.
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