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1 Introduction

The Lepide Data Security Platform provides a comprehensive way to provide visibility across Active Directory,
Group Policy, Exchange on-premises, M365, SharePoint, SQL Server, Windows File Server, NetApp Filer and

every platform which can provide an integration with Syslogs and RestAPI.

This guide takes you through the process of standard configuration of the Lepide Data Security Platform for

the Amazon S3 component. For information on installation, please see our Installation and Prerequisites

Guide.

If you have any questions at any point in the process, you can contact our Support Team. The contact details are

listed at the end of this document.

2 Prerequisites

The following are prerequisites to add an Amazon S3 component to the Lepide Data Security Platform:

e AnS3 bucket needs to be created and the steps to do this can be found here:

https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html

3 Access Keys

Access keys are long-term credentials for an AWS Identity and Access Management (IAM) user or the AWS
account root user. Access keys consist of two parts: an access key ID (for example, AKIAIOSFODNN7EXAMPLE)
and a secret access key (for example, wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY). You must use both

the access key ID and secret access key together to authenticate your requests.

3.1 How to Manage Access Keys for your AWS Account

Follow these steps to manage access keys for your AWS account. For information about managing access keys

for IAM users, see Managing Access Keys for IAM Users in the IAM User Guide.

3.1.1 Tocreate, disable, or delete an access key for your AWS account root user

Use your AWS account email address and password to sign in to the AWS Management Console as the AWS

account root user.
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NOTE: If you previously signed in to the console with IAM user credentials, your browser might remember
this preference and open your account-specific sign-in page. You cannot use the IAM user sign-in
page to sign in with your AWS account root user credentials. If you see the IAM user sign-in page,
choose Sign-in using root user credentials near the bottom of the page to return to the main

sign-in page. From there, you can type your AWS account email address and password.

1. Onthe IAM Dashboard page, choose your account name in the navigation bar, and then

choose My Security Credentials.

2. If you see a warning about accessing the security credentials for your AWS account, choose

Continue to Security Credentials.

3. Expand the Access keys (access key ID and secret access key) section.
4. Choose your preferred action:

To create an access key:

e Choose Create New Access Key. Then choose Download Key File to save the access key ID
and secret access key to a file on your computer. After you close the dialog box, you can't

retrieve this secret access key again.
To disable an existing access key

e Choose Make Inactive next to the access key that you are disabling. To reenable an inactive

access key, choose Make Active.
To delete an existing access key

o Before you delete an access key, make sure it's no longer in use. For more information, see

Finding unused access keys in the IAM User Guide. You can't recover an access key after

deleting it. To delete your access key, choose Delete next to the access key that you want to

delete.
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3.2 Adding an Amazon S3 Component
An Amazon S3 Component is added from the Web Console Manage Component screen and the steps to do this

are as follows:

e  From the Web Console Home screen, click the Settings icon @ (top right of the screen) to display

the Admin Console

WLlepide ]

Welcome to the

Lepide Data Security Platform

Get visibility over your most sensitive data, implement zero trust and detect/react to threats.
Click on one of the below tiles to get started

‘ ‘ Lepide Trust \ My Lepide

Identfy d users with 6 oc T\ Jump rightinto yo

Global Dashboard

)
Overview

e Lepide Identify
o Discover

Figure 1: Home Screen

e  From here select Manage Components from the options on the left-hand side of the screen and the

Manage Components screen will be displayed:

N Lepide () Home 5 tpderscor @) LepseTus S Mylepde <5 tepoeserec (9] epaeiseray @ covavmnoona | 3 ()

Manage Components

Categories Components

Role Management
Microsoft365 @ SharePoint Online E ‘ Exchange Online Dropbox

Logs

Genersi settngs
G GSuite
Ssciup a Rescore

Y] exported Files

o}

AWS  awsss
S~

N

S E 50 @

Application URL

2l

Manage Domains

Subscription

{63 Added Companents

B B

Configure Notifications

o,
)

(E]

Exchange Online

Figure 2: Manage Components
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e From the Components section, click on the AWS S$3 component and the Add Credential for AWS S3

window is displayed with the Component Credential category selected:

Add Credential for AWS S3

Server Name l0)

AWS Access Key

AWS Secret Key

(o)

Figure 3: Component Credential

e Add the Server Name
e The specified name will appear in the ‘Server Name’ column for the All Environment

Changes Report

e Add the AWS Access Key (see section 3.1 of this guide for information on how to create an

Access Key)

e Add the AWS Secret Key (see section 3.1 of this guide for information on how to create a
Secret Access Key)

e Click Next to continue

The Database Settings window is displayed.
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Add Credential for AWS 53

Manage Companents. | A

Categories

n
Irg Component Credential
Authentication Type
o e st Windaws Authentication

% $QL Authentication (recammended)

user Name <3

Password

Create database

& Select database

Figure 4: Database Settings

Add the Database Settings as follows:

e Server Name — enter the name of the server
e Authentication Type — choose from either:

- Windows Authentication or

- SQL Authentication — add the User Name and Password

e Select to either Create database — enter the database name and click Test Connection to

test the database connection

Or

e Select database — use the drop-down arrow to select the name of an existing database

Click Finish

The added component will be displayed in the Manage Component window:
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Lepide Data Security Platform

Manage Components

Categories Components

I 3 g g 5
@ Role Management ‘ @ Microsoft365 ’ ‘ @ SharePoint Online ’ ‘ lﬂ Exchange Online ‘ %g Drophox ’ aW% AWS 53
& Logs

General settings G GSuite

o Backup & Restore

Exported Files

&% Application URL

& Manage Domains €\5‘;-‘. Added Components
(33 subscription
aws aws

& & & e o E
9 configure Notifications

Dropbox Drophox Drophox AWS S3 AWS 3 Exchange Online GSuite
‘ Og() Manage Components 1DropBox asda newDropBox Awss3 Awss3 Devsoftd01.0. G-Suit Serve.

@ enisera o~ o~ - -

Figure 5: Manage Components

4 Viewing the Reports

4.1 All Environment Changes Report

The All Environment Changes Report will show all changes made to the AWS S3 Component.

To run the report:

e  From the Web Console Home screen, select Lepide Auditor and the Lepide Auditor

dashboard screen will be displayed

e  From the Lepide Auditor menu at the top, select Reports

The Lepide Auditor Reports screen will be displayed:
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Wlepide

Reports

> [ AtReponts

[£] Al Environment Changes
Active Directory

> [ Exchange Server
Exchange Server Oniine
Group Polly
File Server
Sharepoint Online

> SharePoint Server

Aaure AD

+ Create Folder

Report Name

Al Environment Changes (ALL ENVIRO.

All Object Ch

tive Directory)

Falled Logons (Active Directory)

Concurrent Logons

Home Lepde Auctor (@) LepdeTrst IR MyLepide LepideDetsct  [5] Lepide dents Global Dashboard
@ o 2

Description

Shows il the changes happening across sl the components.

Shaws

he changes reistes

crive diracsary object.

‘Shows all the falad Iogons and analyze potential brute force atack.

Shews All Suzeasstul Authenicatn.

User Logged on to Multiple Computers

‘Admin Group Changes Active Directory)

are logged on s 3t the same time.
Shows the users who sre logged on to multiple systems.

Shows ll Admin Graup Changes

Security Group
User Password Reset and Change Atte.

Schema Changes (Active Directory)

Total Report(s) - 204

Grovp Crangas

he User Pazsward Reset snd Changs Aemats

Shws 2l tha etz directory sehama changzs.

1 IE

Shared With

-T-

Shared By

My Lepide

Predafines

o

10/Page

Figure 6: Lepide Auditor Reports

e From here, select the All Environment Changes Report:

Wlepide

Report

Report Name - All Environment

Home / Lepide Auditor / Repos

Component Server Name

Total Records -0

Object Path

Gbject Type

(a) Home & Lepide vater )

Who When Operation Content Type

Compliance

LepteTst 8 MyLepide

Risk Level

Please click on the "Generate Report” button to view the records for this report.

& Lepdeveecr [0 Lepceldentsy @) GlobalDashbours | 533

MonetaryValue T What Where Criticality

o

10/Page +

To apply a filter for AWS S3:

Click the Filter icon:

A4

Figure 7: All Environment Changes Report

o The Madify Filters dialog box is displayed

W\
A\\Y
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e  Click the arrow to display the drop down menu:

Modify Filters

Select -

Component Name
Server Name
Object Path
Object Type

Who

Oinaratinm

Figure 8: Modify Filters drop down Menu

e Select Component Name from the list

e  Click the & icon to display a list of components

e  Click the arrow next to Filter Criteria and select Equals

Modify Filters

Filter by Component Name

Filter Criteria

| Equals A|

Equals

Not Equals

() Active Directary
[_] Exchange Server
() Group Policy
(C1sQL Server

M Charabaint Canmae

[ Cancel
=S

Figure 9: Filter Criteria
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e  From the list of components, select AWS S3:

Modify Filters

Filter by Component Name

Filter Criteria

| Skype For Business

I Microsoft Teams

(C) Dropbox

AWS 53

(] GSuite

E=ml -

Figure 10: Filter by Component Name

o  Click Apply, Apply to close the Modify Filter box and go back to the report screen
e Change the time period if required

o Click Generate Report

The example below shows the All Environment Changes Report with the AWS S3 filter applied:

Report Name - All Environment Changes

Filters : Component Name : [Equals [AWS S3]]

Home / Lepide Auditor / Reports / All Environment Changes
Component Server Object Path Object Type Who When Operation Content Compliance Risk Level Monetary What Where
Name Name Type Value

Q Q Q Q Q Q Q Q Q Q Q Q

AWS 53 Awss3 fef lepidesupport Bucket 07f088ecc27d8.. | 31-05-2025 05:1.. REST.GETOBJECT = N/A N/A N/A N/A {"bucketName"... 119.82.80.131
AWS S3 Awss3 fgf lepidesupport Bucket 07f088ecc27d8... 31-05-2025 05:1... REST.GETOBJECT ~ N/A N/A N/A N/A {"bucketName"... = 119.82.89.131
AWS 53 Awss3 fgf lepidesupport Bucket 07f088ecc27d8... 31-05-2025 05:1... REST.GETOBJECT ~ N/A N/A N/A N/A {"bucketName"... = 119.82.89.131
AWS 53 Awss3 fgf lepidesupport Bucket 07f088ecc27d8...  31-05-2025 05:1... REST.GETOBJECT  N/A N/A N/A N/A {"bucketName"... 119.82.80.131
AWS S3 Awss3 fgf lepidesupport Bucket 07f088ecc27d8...  31-05-2025 05:1.. REST.GETOBJECT = N/A NA N/A N/A {"bucketName"... 119.82.89.131
AWS S3 Awss3 fgf lepidesupport Bucket 07f088ecc27d8...  31-05-2025 05:1.. REST.GETOBJECT = N/A NA N/A N/A {"bucketName"... 119.82.89.131
AWS S3 Awss3 fgf lepidesupport Bucket 07f088ecc27d8...  31-05-2025 05:1.. REST.GETOBJECT = N/A NA N/A N/A {"bucketName"... 119.82.89.131
AWS S3 Awss3 fgf lepidesupport Bucket 07f088ecc27d8... 31-05-2025 05:1... REST.GET.BUCKET =~ N/A N/A N/A N/A {"bucketName"... = 119.82.89.131
AWS 53 Awss3 fgf lepidesupport Bucket svCs3.amazona..  31-05-202505:1.. REST.PUT.OBJECT = N/A N/A N/A N/A {"bucketName"...

AWS 53 Awss3 fgf lepidesupport Bucket svcs3.amazona..  31-05-2025 05:1.. REST.PUTOBJECT — N/A N/A N/A N/A {"bucketName"...

AWS S3 Awss3 fgf lepidesupport Bucket svcs3.amazona..  31-05-2025 05:1.. REST.PUT.OBJECT  N/A NA N/A N/A {"bucketName"...

AWS S3 Awss3 fgf lepidesupport Bucket svcs3.amazona..  31-05-2025 05:1.. REST.PUT.OBJECT  N/A NA N/A N/A {"bucketName"...

AWS S3 Awss3 fgf lepidesupport Bucket svcs3.amazona..  31-05-2025 05:1.. REST.PUT.OBJECT  N/A NA N/A N/A {"bucketName"...

AWS S3 Awss3 fgf lepidesupport Bucket sveis3.amazona..  31-05-2025 05:0..  REST.PUT.OBJECT  N/A N/A N/A N/A {"bucketName"...

AWS 53 Awss3 fgf lepidesupport Bucket svcs3.amazona..  31-05-2025 05:0.. REST.PUT.OBJECT = N/A N/A N/A N/A {"bucketName"...

ot

Criticality

Figure 11: All Environment Changes Report

§§§ Lepide USA Inc.
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4.2 The Open AWS S3 Buckets Report

An open AWS S3 bucket is called “open” because anyone can access the data in the bucket without
authentication. This can be a major security risk, as anyone can view, download, or even delete the data in the
bucket. So, because an open S3 bucket is a potential source of a data breach, it is important to have visibility
over all open S3 buckets. This can be achieved by running the Open AWS S3 Buckets Report, part of the Lepide

Data Security Platform.

4.2.1 Adding a Data Set and Running a Scan

Before the Open AWS S3 Buckets Report can be run, you will need to create a data set and run a Current
Permissions Scan to have visibility over the current state of open buckets. This is done from the Lepide Main

Console, and the steps are as follows:

To Add a Data Set:

e  From the icons on the left-hand side of the screen, click the Settings icon E and the

Settings screen will be displayed:

Settings

& €O Component Management
& lpdedlocal
£ omoiisay)
at

] Add Component

ot . St s . - o e St o
er v
S 3 & b gz &
g
-3 g
£ LDSP Web Console Cloud Componerts Ofice 365 Session Recordng . Rl
B sviie & o ~ Anra
<J w
<

] Added Component

B e
oo ac O =B 5 |— ore s %, [

® % ® € ©

2

2 3
&
=
f

Figure 12: Settings Screen

e Select Current Permissions Scan Settings from the tree on the left-hand side of the

screen

e C(lick the 0 icon

The Data Set Information dialog box will be displayed:
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Settings
S Component Management

) =4 Pri P Secondary Databascfs] Q@ 7/ x I
cor mary Gatabse tostoee conman nfarmation "
w e A
oy Fie Server(s) Sal Lda:
LepSoRPattd sovmicroscied SQLSemer: D251 esevet  Sievenams e -
k3 s |2 £ pj
|| Dalabase:  CRARimanDBIZ1023% | Zwsmsenzs D825 CPA SecondanDE1 @29 192168112126
=Y { ] 192.168.112.740 08251 deryDE18239_152.168.112.140
BB Dot SO Servs Settinge ] D D82S CPA SecondanDB1©238_DB251 ]

B ueea

3 Agent Settings ‘Stale Object Settings :
£ LS Web Console
3 Archive & Import

© s X

B # e

Deta St Home

[ 53045 7. sharmsThe et rame

= 1152 160,112 140}oar= 3 140 s Fol

DatasetName: [R5 0o Busnets

Description:

= A & a »

(==

Figure 13: Data Set Information

e Enter a Data Set Name and an optional Description

e Click Next

The Component and Server Information dialog box will be displayed
Enter the following information:

- Component Name
- Server Name

- AWS Access Key

- AWS Secret Key

NOTE: The instructions to generate the AWS Access Key ID and AWS Secret Key are given in Section 3 -

Access Keys.

e C(Click Validate Information to validate the details which have been entered

e The Information validated successfully message box will be displayed:
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Settings
B e =Y . rcnt Permission Scan Settings
T V83 deps.com B e
G lepsoftid- adnuinsharepoil Primary Databaze ’ Secondary Databasels] e/ xuo
4.8 File Severs Configure primar database o store comman ntormation Secomiay dtabase wi ot TP and Share permision fo s and folders seecte i the stasets
AVSI-AMAWS 53)
| L cooanew
§ L] LepSoiPutlidonmircsctted Sax Semer:  0g2s i S Sa sonaerama [
43 General Seings
{5 Coment Pormson ScanSelings|  CET  CPLPrmanOR@10235 sz 1218 251 A SecondryDB18239_152 168112126
[ Message Delvery Settings 01216212 140 CPA SecondayDE 1 £235_152 168 12140
L ot 3 s I ouesy s

B ueea
3 Agent Sertings Stale Object Setings
£} LDSP Yich Cansole
1 Archive & Impon

16 oes7\degs_saresthe neswerk rame.

Please select cormpsnentis) and the server(s) m be scanned

e et 152,168,112 1405

Sean metnod ot defed
Scan method ot defined

Component Name: 43 51 '

CPA drema15

Server Name: 3

AWS AcressKey: AN UVZUHETUZE300 ]

L7560

AONGF bcal

NS Secret Hey: [T

Figure 14: Component and Server Information

e Click Ok

e C(Click Next

The Scan Options dialog box will be displayed:

Settings
By urrent Permission Scan Settings
&9 ldsgS.com b s
B lepscitputitd-sdmin sharepoit Primary Dat s Secandary Database(s] e /s x i
@ Sy Fike Servers. e i il 73 and folder:
W AWSSAMAWS 53]
IE cooa new :
1) LepSoftPutltdonmicioiofteq S0 Server: D251 Fie Serve) Sofsevesname Cetcbave: =
» rd
Database: G Pman0B1E 1023 sz s 112138 CPA_SecendsnDBI 8235192 160 112125
(1192168 112190 CPA_SecendayDE|@239_192.168.112.140
O pazs CPA_Secerdan DB 6235_0625 &
Stae Obpect Satings [ a5 o 7 %
B Archive & Impont Dt 5¢t e I o Soan Towe Comgenert Tree
w2 .\t sraree netwark nae .. Screrbfed scn e sarver
023 3:56:5) wcan Options ‘Scan method not defined. Fle Server
2413070 S ~ Seanonee scnie
4728 Please selectthe scanming method. Shedied S FieSarver
e ded Seen e Server
e path 1192 168. 112, 140\Shere 3_140'04e fol... Schedued Stan Fiee Server
i Scanmetrod not defned Fle Sarver
PA_gma-an 15 152,158.112,125 Scan merfod ot efied e sarver

16 P Schedula #at e

Figure 15: Scan Options
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Choose the option you require:

- Scan Now to run a scan immediately
- Schedule Scan to specify when the scan should be run. Click Change Schedule
to set the date and time for running the scan

e  Click Finish

This will return to the Current Permission Scan Settings screen and the newly added Data Set will be listed:

Secandary Database(s]
store

B AWS3-IAMEAWS 53

IE cova new 5

1] LepSoftPviltdonmicicsoftcg  SQL Server:  DAZST File Serveris) Sqf server name. Datahase ﬂ
» a » »

192168 112126 ezs1 CPA_SecendanDBI23_192 168 12125
.

Datsbase:  CPA Prman 081810215

4} Cum can
[@ Mescage Delivery Setting:

Settings
5 Default SO Serve Setings

SmeOnetsemnm: (s ] - o A1

Data S N =

Lozal Y1324 1
162,160, 112,135 i3
e

152188, 112,125
152158112135
152168 12.1%

Data Set information
Data Set Name. )
Descrigtion
Companent Type L aws s
Status In Progress

Figure 16: Data Set Added

e If Scan Now was selected, the scan will start immediately

Once the scan has run successfully, you can generate the Open AWS S3 Buckets Report

4.2.2 Running the Open AWS S3 Buckets Report

e From the Lepide Web Console Home screen, select Lepide Trust
e  From the Lepide Trust menu, select Reports

e  Expand Risk Analysis from the list of reports on the left-hand side
e Select Open AWS S3 Buckets

e Click Generate Report
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The example below shows the Open AWS S3 Buckets Report:

Report Name - Open AWS S3 Buckets

Filters : Server Name(s) : [Equals [All]

Home / Lepide Trust / Reports / Open AWS S3 Buckets Yi- Generate Report

Server Name(s) Open Bucket Name owner Permissions Scan Time
Q Q Q Q Q

AWSBuCket abedeft tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic..  05-06-2025 15:49:35
AwSsBucket awssanitybucketot tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic... | 05-06-2025 15:49:35
AwSsBucket bucketsanity tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic... | 05-06-2025 15:49:35
AsBucket sanitys tarunkumar4se Everyane: READ; READ PERMISSIONS; , AWS Authentic..  05-06-2025 15:49:35
AwSsBucket sanitys tarunkumar4se Everyone: READ; , AWS Authenticated Users: READ; RE... | 05-06-2025 15:49:35
AwSsBucket sanity7 tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic... | 05-06-2025 15:49:35
AsBucket sanitytesting tarunkumar4se Everyane: READ; READ PERMISSIONS; , AWS Authentic..  05-06-2025 15:49:35
AwsBucket sanitytesting! tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic... | 05-06-2025 15:49:35
AwSsBucket sanitytesting2 tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic... | 05-06-2025 15:49:35
AwSsBucket spawsbuckzs tarunkumar4se Everyone: READ; READ PERMISSIONS; , AWS Authentic... | 05-06-2025 15:49:35

Total Records - 10 First Previous Next Last 200/Page ¥

Figure 17: Open AWS S3 Buckets Report
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5 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team

using the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your

queries to the following addresses:

sales@lepide.com

support@lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

6 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module,
Lepide Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object,
Lepide Data Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data
Security Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User

Password Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above
of Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners.

These are purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States

and/or other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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