W Lepide

QUICK START GUIDE

AMAZON S3



Lepide Data Security Platform Amazon S3 Quick Start Guide

Table of Contents

1 I OTUCTION ..ttt ettt bbb bt b et e bbbt s b e bt b st e bt eb e b e st e b st e b et e bt et e st ebe b eb et e bt et et ebe e enes 3
2 PrEIEQUISITES ..ttt ettt s ettt s b e bt et s h e e s bt et e eae e s b e e bt e ab e s b e e bt eab e e st e e bt e b e ea s e e an e b e et e ennenreereeas 3
3 ACCESS KBY Sttt bbb E bR R R h e h b bbb b bbbt bt b st e h ettt et et e b e n e b nrenen 3
3.1 How to Manage Access Keys for yoUr AWS ACCOUNT ....cc.eciririririeririeieieeeeaeesseseesesaesessesesseseesessesessesessenenns 3
3.1.1  To create, disable, or delete an access key for your AWS account ro0t USEr ........cccverervereeerieerieneenene 3
4 Adding an AMaAazon S3 COMPONENT ....icieirieirieieteeet sttt ettt ettt ettt es ettt e bt st e bt sbe st s b e eb st ese st esesbeneebesenenes 4
5 VIEWING The REPOITS ittt ettt ettt ettt et s b e st b e stk e sttt s b et e s b e st ebe st eseeseneeseneese s eneeseneesensesens 11
5.1 Al ENVIronmMent Changes REPOI......c.ivieuirieirieieiiieiirieiertetet ettt ettt ettt sttt b et ene e 11
5.2 The Open AWS S3 BUCKEES REPOI . ccuiiiiiriiiieiteieietet ettt sttt sttt st sbe b bbb b sbesbesbeebeens 12
5.2.1 Adding a Data Set and RUNNING @ SCAN ...coueiiiiiiiiirieirietsieteteettee ettt sttt s 12
5.2.2  Running the Open AWS S3 BUCKELS REPOIT ..cc.iviriririiriiriiriieieeiteitet ettt st 15
6 SUPPOIT cattttteste ettt ettt ettt bbb e b e b e bt b e b e b b e b b e bbb bbbt e s st et b et e bt e n et e a e renes 17
T TFAAEMIAIKS ettt b bbb bbb bbbt b e b st b et e bt e bbbt e bttt b e ebennene 17
A\ Y

v\ Lepide USAInc. Page 2



Lepide Data Security Platform Amazon S3 Quick Start Guide

1 Introduction

The Lepide Data Security Platform provides a comprehensive way to provide visibility across Active Directory,
Group Policy, Exchange on-premises, M365, SharePoint, SQL Server, Windows File Server, NetApp Filer and every
platform which can provide an integration with Syslogs and RestAPI.

This guide takes you through the process of standard configuration of the Lepide Data Security Platform
for the Amazon S3 component. For information on installation, please see our Installation and
Prerequisites Guide.

If you have any questions at any pointin the process, you can contact our Support Team. The contact details
are listed at the end of this document.

2 Prerequisites

The following are prerequisites to add an Amazon S3 component to the Lepide Data Security Platform:

e An S3 bucket needs to be created and the steps to do this can be found here:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html

3 Access Keys

Access keys are long-term credentials for an AWS Identity and Access Management (IAM) user or the AWS account
root user. Access keys consist of two parts: an access key ID (for example, AKIAIOSFODNN7EXAMPLE) and a secret
access key (for example, wjalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY). You must use both the access key ID
and secret access key together to authenticate your requests.

3.1 How to Manage Access Keys for your AWS Account

Follow these steps to manage access keys for your AWS account. For information about managing access keys
for IAM users, see Managing Access Keys for IAM Users in the IAM User Guide.

3.1.1 To create, disable, or delete an access key for your AWS
account root user

Use your AWS account email address and password to sign in to the AWS Management Console as the AWS
account root user.
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NOTE: If you previously signed in to the console with IAM user credentials, your browser might remember
this preference and open your account-specific sign-in page. You cannot use the IAM user sign-in
page to sign in with your AWS account root user credentials. If you see the IAM user sign-in page,
choose Sign-in using root user credentials near the bottom of the page to return to the main
sign-in page. From there, you can type your AWS account email address and password.

If you previously signed in to the console with 1AM user credentials, your browser might remember this
preference and open your account-specific sign-in page. You cannot use the IAM user sign-in page to sign in with
your AWS account root user credentials. If you see the IAM user sign-in page, choose Sign-in using root user
credentials near the bottom of the page to return to the main sign-in page. From there, you can type your AWS
account email address and password.

1. Onthe IAM Dashboard page, choose your account name in the navigation bar, and then
choose My Security Credentials.

2. Ifyou see a warning about accessing the security credentials for your AWS account, choose
Continue to Security Credentials.

3. Expand the Access keys (access key ID and secret access key) section.

4. Choose your preferred action:

To create an access key:

e Choose Create New Access Key. Then choose Download Key File to save the access key ID
and secret access key to a file on your computer. After you close the dialog box, you can't
retrieve this secret access key again.

To disable an existing access key

e Choose Make Inactive next to the access key that you are disabling. To reenable an inactive
access key, choose Make Active.

To delete an existing access key

e Before you delete an access key, make sure it's no longer in use. For more information, see
Finding unused access keys in the IAM User Guide. You can't recover an access key after
deleting it. To delete your access key, choose Delete next to the access key that you want to
delete.

4 Adding an Amazon S3 Component

The Lepide Data Security Platform tracks the changes inside Amazon S3 and gives detailed reporting on any
configuration changes.

To add an Amazon S3 component:

e From the Component Management screen, click on Cloud Components:
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Figure 1: Component Management Screen

e Select Amazon S3 from the components displayed:

Please select the component to configure

2 I G

Dropbox Amazon 53 G Suite

Figure 2: Select the Amazon S3 Component
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The Authentication Information dialog box is displayed:

Authentication Information

Please enter authentication information to access cloud component

Authentication Information

Server Name |\ | 2

AWS Access Key | |

AWS Secret Key | |

Validate Information

Figure 3: Authentication Information

e Enter the Server Name, the AWS Access Key and the AWS Secret Key

NOTE: The instructions to generate the AWS Access Key ID and AWS Secret Key are given in Section 3 -
Access Keys.
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Authentication Information

Please enter authentication information to access cloud component

Authentication Information

Server Name |AWS Server | ?
AWS Access Key |AKIAJMUY2UJHO7UZG3OQ |
AWS Secret Key [1aVI 1oL 7S GGDTymASWDP /D BapNPZy/Hy T23TE |

Validate Information

Figure 4: Authentication Information Added

e C(lick Validate Information to validate the information you have entered
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e If the information is correct the Information Validated Successfully message box will
be displayed:

Authentication Information

Please enter authentication information to access cloud component

Authentication Information

Server Name [ Server | -
AWS Access Key |AKIAJMUY2UJHO7UZG3OQ |
AWS Secret Key [1aVI 1oL 7S GGDTymASWDP /DBapNPZy/Hy T23TE |

X | Validate Information

@ Infarmation validated successfully.

Figure 5: Information Validated Successfully

e Click Ok
e Click Next
e The Database Settings dialog box is displayed:

}‘{ Lepide USA Inc. Page 8
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Database Settings

Please enter SQL server details to store the audit data

Configure SQL Server

SQL Server: |\ || B ‘

Authentication
(=) Windows Authentication
(0)5QL Authentication
Username:

Password:
Test Connection Fe

Select Database: - ‘

[ <Back | Fmsh | [ cancel

Figure 6: Database Settings

e  From this dialog box you can do the following:

e Add the SQL Server name. Click the I:I icon to select a server

e Select either Windows or SQL Authentication and add a Username and Password for
SQL Authentication

e Click Test Connection to check that the connection works correctly

e Inthe Select Database box, type in a database name and the Solution will create a
database with this name

e C(lick Finish
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e A message box will be displayed asking for confirmation to restart the solution:

Please restart software. Are you sure
you want to restart software now?

Figure 7: Confirm Restart

e Click Yes to restart
e The Amazon S3 Component will be added and displayed on the component
management screen:

Settings
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Figure 8: Component Management Screen with Added Cloud Component
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5 Viewing the Reports

5.1 All Environment Changes Report

The All Environment Changes Report will show all changes made to the AWS S3 Component.

To run the report:

r‘
e Click the Users & Entity behavior icon d to display the States & Behavior screen

e From the tree structure to the left side of the screen select All Environment Changes

e C(lick the Component Name filter and select AWS S3

e Select a Date Range

e Click Generate Report

e The example below shows the All Environment Changes Report with the AWS S3 filter
applied:

P 9 All Environment Changes ¥ @
[ 7 Sorves ame - e — x
i S T + 3/20:2024 1200 AM To AWS 52
s () IdgS.com i 37262004 1138 PM
3, File Server Reparts 7 Otiect Type +
chodminsharepointcom(See =
LepSoftPutLtd onmicroseft.com(Office 365 .
L] Explare Backup 7 When +
L[] consoleAuditing 7 operation +
T vinae +
T comeaiy +
g 2 ook header here to g By rat et B apk
Componont Komo T Servor Name T Obioct Path A Obiocs Type [ whe | When T Onecation T What T Whers 7| Crmicainy a
B » ] F) ) ) » B 5 » »
LE AWSIAN lepideaunpart Bucket usar/AWS_53_Heha AZAABIIAN RESTGETORIECT 1 “buckehiame” Tepdeon | 12663 106 134 low
AWS 53 AUS3AN Iepideounport Buckat uesrrAWS_53_Heha UBAB2SIAN AESTGETORIECT 1 “buckathane” Tepideas| 12663 106134 Low
Awss3 AWS3AN Iepideauppar Buckat ussr/AWS_53_Neha IZABRAN AESTGETORIEDT 1 “buckathane” Tepidea| 12663 106,134 Low
Awss3 Aws3AN Iepidesuppor Bucket usar/AWS_S3_Neha VZABBAN RESTGETORIEST 1 Duckatisne” Tepidea, | 12663105134 Low
Awss3 Aws3iAM Iepidssuppor Buckat user/AWS_53_ Neha VZUBISAN  RESTGETORIECT { Duckaitiane” Tepden,|12663 105134 Low
Aws s Avs3iAM Iepidesupprt Bucket user/AWS_S3_ Neha UIMMBIAN  RESTGETORIECT { “ouckeiName" Tepidems| 12563105134 Low
Awsss Aws3iAn Iepidesupprt Bucket ueer/AW3_53 Neha VIMMBISETAN  RESTGETORIECT 1 Duckelame” Tepdes | 12563106134 Low
AWS 53 AW Iepdssupprt Bucket ueer/AW3_53 Heha AZ6HBBSTAN | RESTGETORECT 1 “Duckethane” Tepidems_| 12663105134 Low
Awss AWM Iesdevusprt Buckt user/AWS_53 Neha VHNMGBETAN  RESTGETORECT 1 “buckethare” epidem_|126.62.106.134 Low
Awss AWsEAN Iepidevugp: Bucret uverrAWS_53 Neha UBAUNBIBHAN  RESTGETORIECT 1 “buckathane” epidens._|126.62.108.134 Low
Awss AWsA [ Buhet userTAWS_53 Neha UHAMBRMAN  RESTGETORIECT 1 “ouckelare”. Teprden_| 12663108134 ow
Anss AWsEAN [ Buket urerrANS_53 Neha UIMBIBMAN  RESTGETORIECT [1 uchathiane”. Tepem._| 12663108134 ow
AWS53 A EAN [ Buchet usTANS_53 Neha UZAMBIBIAN  RESTGETORECT 1 “buckethare” Tepiden._|126.63 108134 ow
Awss3 AUSEAN [ Bucket uam7AWS_53 Neha VNBBEAN RESTGETORECT 1 buckethare’ Tepidem_| 126,63 106,14 Low
Awss3 AWS3AN [ Bucket user7ANS_53 Neha VZABEAN RESTGETORECT 1 uchetlane Tepdems_| 12663106134 Low
Aws 53 AwszAN [ Bucket s /AWS_53 Neho VZAUBBSAN RESTGETORIECT | Duckethare” Tepidems_| 126,63 106,134 low
Awss3 AN Iepidesugprt Bucke o 7ANS_53 Heha VHUBRSAN | RESTGETORIECT 1 buckelane” Tepdes| 12563106134 Low
AW AWM epidemacprt Bucket UAMUMBSAN  RESTGETORIECT 1 buckeane” Tepdes| 12563106130 Low
Aws s AN Iepidemappor Bucket VHAMMBISSIAN | RESTGETORIECT 1 Duckellane” Tepem| 12563106134 Low
AWS 53 A Iesidesusp Buche, V26BN RESTGETOBIECT 1 ouckethare” Tepidems_| 12863 10514 Low
Awss3 AWs3AN [ Buchet VZNMEBBEIAN | RESTGETORECT 1 ucketllame”. Tepdems._| 1266310513 ow
Aws s AwsAN estenusrr: [ I2MNBBEIAN  RESTGETORECT 1 ouckethame” Tepidems._| 12663108134 ow
Awss3 AWSEAN estenusp [ VAMNBBEIAN | RESTGETORECT 1 ucketame” Tepidems_| 12663 108,134 ow
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AWsS3 AWAN [— Bucket V246255 AN | RESTGETORIECT |1 ouchetfiame Tepdems_| 12663105 134 Lo
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Figure 9: All Environment Changes Report
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5.2 The Open AWS S3 Buckets Report

An open AWS S3 bucket is called “open” because anyone can access the data in the bucket without authentication.
This can be a major security risk, as anyone can view, download, or even delete the data in the bucket. So, because
an open S3 bucket is a potential source of a data breach, it is important to have visibility over all open S3 buckets.
This can be achieved by running the Open AWS S3 Buckets Report, part of the Lepide Data Security Platform.

5.2.1  Adding a Data Set and Running a Scan

Before the Open AWS S3 Buckets Report can be run, you will need to create a data set and run a Current
Permissions Scan to have visibility over the current state of open buckets.

To Add a Data Set:

e Click the Settings icon
e Select Current Permissions Scan Settings from the tree on the left hand side of the
screen

e C(lick the ﬂ icon

The Data Set Information dialog box will be displayed:

Settings

T8 Component Management
|63 spicom L pantt i ____________________________________ |
> leproftputité-admin.sharepor Primary Database P Secandary Database|s| Q@ 7/ X &t
| i- FileServers. Configure | seledted in ihe datasets
B AWSLAMOAWS 53
| LI copanew
10 LepSoftPilid onmicosofcq  SQL Server:  DBZST | Fle Serveri) Sl sarvirtne et ﬂ
£ Geners Scttings I E] » »
{8 Current Pemission Scan Settings| D3bbSe:  CHPinanoB1@10239 O] 19216812126 08251 CPA SecondanDE1 G238 152 6812126
5§ Mezsage Deliuery Satting 152168112140 azs1 CPA_SecondanyDE1@235_152 168112 140
8 Detaui 0L < O] pe2st D251 P SecondanDE1§239 DE2ST &
e Sesves et B Frhggtmh e
[ Agert Settings Stale Obiec Settings ¢ S00are ] Frod 41 Srare 0/ xn
£ LDSP Web Console
Dt Set Hame Agert Las S S Trpe Compsrert Type
¥ Archive 8 import B
¥ Locel 318024 21712 LSS Pt sheresThe netrcnk reme Schecied Seen Fie Server
AN 183 ocal oRas us&s  Data Set Information Scanmethednot defned Pk Serve
P4 Lol 07 Scan0nce Onfy Acts Dirsciey
] 182,169,112.125 318224 1;19:35  Piemse enter Data Setname and descriptian. schedied scan Fleserver
carsm 152 169.112.15 IS0 %16 Semecited Seon e server
cAFsuzD 162.168,132.126 31824 12713 = ot 192,168,112 10ghrs 3 140w fo.  Scnecaded Scan Fie server
=y e 2168132 138 271375003 1:57:4 Scanmethed ot defied Pl Server
A goen-15 152.168,122.126 /202023 %203 Scanmetiednot detnes P serve

Data Set Mame: [AWS3 Open By

Desciption:

Figure 10: Data Set Information

e Enter a Data Set Name and an optional Description
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Click Next

Amazon S3 Quick Start Guide

The Component and Server Information dialog box will be displayed

Enter the following information:

Component Name
Server Name

AWS Access Key
AWS Secret Key

NOTE:
Access Keys.

The instructions to generate the AWS Access Key ID and AWS Secret Key are given in Section 3 -

Click Validate Information to validate the details

which have been entered

The Information validated successfully message box will be displayed:

Settings.
e | o
i eps.cam
| B lepsoltprtid-sdminsharepeil Primary Database ’ Secondary Databasefs] e/ x i
i File Servers Cantigure |
| AWSE-UNIAWS 53] ‘
-IE CODA_NEW —
Sever: a7 [ e Sorversh Sal servernama Daatam =
ia s | [ Pl Sorverk) _ St sorerna | Dataa 4
i 43 General Settings E3 2 i o
{483 Cument Permissicn Scan Settings| DbmEs  CPYPrman0m @102 | o meies D3zt CPA_SecondanDR 12273152 168 112 126
[ Message Dever Sttngs ‘ O vez1sa 2 a0 Dazs1 CPA_SecondonDE1£239_152 163 112 140
-8 Defou 501 ServerSctings 2 il e =
| U L
{43 Agen settng: Stale Oject Settngs [so0ere ~| AR © s xar
{43 LDsP ek Consol
£ 8 Avchive & Import D Set Name Agere L= Scan e Sean Type Compensn T
A ST tocel 3190z w1naz) 1 NEBept sareSThe neswork reme Schmcudec eon Fie Sever
oA tersiss ot Gamaes  Component and Server information e st e
X I - e Orly e Drectory
CPA_Fs0Rs1 152.168.112.126 3/19(2024 1:19:35, stheudes sean Fie Sener
529 152,158,112 178 3150 K163 Sowades Scon Fie Sonver
s 182 1684112 128 02 1213 re pan 192,168,112 190nere 3 0ew Rl Schesden Seon Fie Server
P12 122228 4 Companentame: 155 S meihod ot defiosd Fis e
CPavo-—an 16 218812 128 120012023 %2053 LI ] Scan ethod ot defined Fie Seer

Soctame: [T

Aws secret key: [Nk VLo SGGDTm ABDF OBalP 2/ HyTadTE |

Figure 11: Component and Server Information

Click Ok
Click Next

The Scan Options dialog box will be displayed:

A\\Y
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sentings
S Component Management M.
3 wasps.com
L itk sdmin shareacit Primary D ’ Secandary Databasefs] © /7 x

]
15 S Fle Serves
) Ml A3 iAMAWS 53)
T cona new e
~ 7] LegSotPuiLadonmicicsofteq S0 Server:  DE251 |5 e Server So severname Dasbaze =
EB | 5 Gener Setings el » 5 7
23 Comren Pemeamon Scan Scttings| DTbMS:  CR PrimanDBi 1033 | Dsimnzis oBz51 CPA_SecorsdonDE1S205_152 168 112125
» [T, Qs nzie onzs1 CPA_SecervdanDE1@219_ 192 161 112140
B Defoult SQL Server Setings |- =) 5o el &=
= B
35 Agen setings Stale Object Settmgs : [sooms -] o s (=S © 7 x4t
L} L0SP Web Console m_—
1 Archie & gt | Dot et ame. = Lt Scan - Sean Tipw Component Type
@hsME Lo 3| A Tdept shar e nebeuk rame .. Scecied Scn Fic Sarver
|| azeoresies el wmmnIEs  Scan Options Seanmesmed ot cefed Fie server
A0 ol 1372024 11070, Scan Gree Oriy arwe Dreciory
| oo revmass 252,158 112,25 Jwoa ascas|  Please select he scanning method. Scheckied S Fle Serees
@ursn 92188102125 30152028 416:35 Screcied san Fie Server
@Atz o180 112 138 3/13024 1:27.13 palf 1452 150,112 10w 3_10en L. Schechied Scam Fie Sever
@aFsL2E 192,158.112,125 iz sy (Fsanow Scsn method not cefined Fie senver
A _tma-Jan 18 162,188, 112.125 DABTADE (3]s e s Scan method ot efned Fie Sarver

Fn ver day 1 122416 PH. Schodus wafron, Chrenge Schedile
2620,

= A & a » 5

Figure 12: Scan Options

Choose the option you require:

- Scan Now to run a scan immediately
- Schedule Scan to specify when the scan should be run. Click Change Schedule to
set the date and time for running the scan

e Click Finish

This will return to the Current Permission Scan Settings screen and the newly added Data Set will be listed:
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=] settings
S Component Management z
©
9 ldspScom bl
) LB lpscitprikc-admin shorcpoit Primary Database ’ Secandary Databasefs] &7 xu
& S, File Serves i i "
-l AWS3AMAWS 53)
v
- IG copa new =
. ] LepSoftPiltdonmicrosoftcd SQLServer:  DAST | |0 P Serveth Sof severname Ditabane ﬂ
4 £ Geners Setting: ) rd B 5
23 Curent Fermasicn Scan Seltngs| DRSNS CPAPmanom@Ta s ez onzs1 CPA_SecondsyDB1G219_152 160 112 126
P | 5 Hessaoe veliery setings Ol 1216 23 onzs) CPA_StcondanDE1229_152 160, 112140
§ ey = = T B
= B vesa = o B ——
g.lgmlsmings Stale Object Settings - [s0ms =] o e [F ] © 7/ x &
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EW | 5 ccchie & hport Data S Hama = Last Sean Mot Sean Satun o Tips Component Tyse
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N SaSSR Local L2/20/2073 358577 ewer Scess Scan meshod ot defecd Fic Sorver
L T ——— e T
40 P, Local S0 OHIA  Never = Scan Grce Criy e Dreciry
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@Al 152188 112,125 SATN LIRASPM AN LISO0PM Pk toscan: WIS2168. 112 140Share 3140 New forActes t the path 1)152.155. 112 140Share 3_I0blew fo..  Schecied Scn Fie Servr
@S2 152,168, 112,125 1211372023 157:33PM Sucress seanmeshod ot defned Fiesenver
EY Rt ampamm v e e e Facid
5
f
Data et nformation
Data Set Name: s
Component Type s 53
status i InPragiess
< >

Figure 13: Data Set Added

e If Scan Now was selected, the scan will start immediately
Once the scan has run successfully, you can generate the Open AWS S3 Buckets Report

5.2.2  Running the Open AWS S3 Buckets Report

e C(lick the Permissions & Privileges icon ﬂ to display the Permissions & Privileges screen

e From the tree structure to the left side of the screen expand Risk Analysis and select Open
AWS S3 Buckets

e C(lick Generate Report

The example below shows the Open AWS S3 Buckets Report:
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Pormission & Piviloges % | Open AWS 53 Buckets
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Figure 14: Open AWS S3 Buckets Report
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6 Support

If you are facing any issues whilst installing, configuring, or using the solution, you can connect with our team
using the below contact information.

Product Experts Technical Gurus
USA/Canada: +1(0)-800-814-0578 USA/Canada: +1(0)-800-814-0578
UK/Europe: +44 (0) -208-099-5403 UK/Europe: +44 (0) -208-099-5403

Rest of the World: +91 (0) -991-004-9028 Rest of the World: +91(0)-991-085-4291

Alternatively, visit https://www.lepide.com/contactus.html to chat live with our team. You can also email your
queries to the following addresses:

sales@lepide.com

support@lepide.com

To read more about the solution, visit https://www.lepide.com/data-security-platform/.

7 Trademarks

Lepide Data Security Platform, Lepide Data Security Platform App, Lepide Data Security Platform App Server,
Lepide Data Security Platform (Web Console), Lepide Data Security Platform Logon/Logoff Audit Module, Lepide
Data Security Platform for Active Directory, Lepide Data Security Platform for Group Policy Object, Lepide Data
Security Platform for Exchange Server, Lepide Data Security Platform for SQL Server, Lepide Data Security
Platform SharePoint, Lepide Object Restore Wizard, Lepide Active Directory Cleaner, Lepide User Password
Expiration Reminder, and LiveFeed are registered trademarks of Lepide Software Pvt Ltd.

All other brand names, product names, logos, registered marks, service marks and trademarks (except above of
Lepide Software Pvt. Ltd.) appearing in this document are the sole property of their respective owners. These are
purely used for informational purposes only.

Microsoft®, Active Directory®, Group Policy Object®, Exchange Server®, Exchange Online®, SharePoint®, and
SQL Server® are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

NetApp® is a trademark of NetApp, Inc., registered in the U.S. and/or other countries.
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